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Abstract—This paper explores physical layer security in inte-
grated sensing and communication (ISAC) systems enhanced by
an intelligent reflecting surface (IRS), where a base station (BS)
operates in a multi-user multi-eavesdropper multi-input single-
output (MU-ME-MISO) scenario to deliver information to multi-
ple legitimate users (LUs) while simultaneously detecting multiple
unauthorized eavesdroppers. A key challenge in designing secure
ISAC systems arises from balancing effective communication,
precise target sensing, and robust security measures simulta-
neously under practical resource constraints. To address these
issues, the IRS is leveraged not only to enhance communication
performance but also to prevent confidential information from
being intercepted by malicious targets. Furthermore, the BS emits
a specialized sensing waveform alongside the communication
signal, aiming to improve sensing accuracy while safeguarding
against information leakage. A joint optimization problem of IRS
phase configuration as well as the design of both communication
and radar beamformers is formulated to maximize the mini-
mum beampattern gain of all target directions, incorporating
constraints to guarantee the required signal-to-interference-plus-
noise ratio (SINR) levels for LUs and to limit the information
leakage to adversarial entities. To address the inherent non-
convexity of the problem, an alternating optimization (AO)
approach leveraging semi-definite relaxation (SDR) and Gaussian
randomization is proposed. Numerical results verify that the
proposed scheme can effectively enhance quality of service for
LUs and simultaneously suppress the SINR of eavesdroppers.

Index Terms—Physical layer security, integrated sensing and
communication (ISAC), beamforming, intelligent reflecting sur-
face (IRS).
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I. INTRODUCTION

As 6G wireless communication networks evolve, there is a
constant rise in the requirements for higher spectrum efficiency
and data transmission rates [1]. The operating frequencies
for both communication and radar systems are constantly
expanding and overlapping, and high-frequency bands and
large bandwidths can enable radar sensing capabilities to
support higher resolution and speed [2]-[5]. To enhance band
utilization, conserve limited spectral resources, and meet the
demands of emerging technologies such as unmanned aerial
vehicles and autonomous driving, both high-quality wire-
less communication capabilities and robust, precise sensing
abilities are essential [6]-[9]. Consequently, the integration
of communication and sensing has become a core enabling
technology in upcoming network architectures.

However, unlike wired networks, wireless signals propagate
through open air, making them susceptible to eavesdropping,
interception, and other forms of unauthorized access [10], [11].
In the integrated sensing and communication (ISAC) scenario,
radar targets may act as potential eavesdroppers, capable of
intercepting detection waveforms that embed communication
data, which can lead to unintended disclosure of confidential
information. [12]. The intricate structure of communication
networks, combined with the inherent openness of wireless
channels, makes it challenging to deploy complex upper-layer
encryption algorithms in wireless systems. Traditional cryp-
tographic techniques are often computationally intensive and
may not adequately address new security challenges or meet
the increasing need for rapid, low-latency data transmission
[13]. Therefore, the unique physical layer security challenges
in ISAC system become increasingly complex and critical.

Various schemes have been investigated in recent decades
to safeguard wireless transmissions at the physical layer [14]-
[16]. While currently, the exploration of physical layer security
for integrated system remain at an early stage [17]. Recent
efforts have concentrated on mitigating the susceptibility of
ISAC by developing the protected ISAC transmission tech-
niques [18], [19]. In addition, deploying intelligent reflect-
ing surfaces (IRS) has emerged as a promising solution for
strengthening physical layer security in wireless networks [20].
An IRS consists of a planar array of elements capable of
dynamically tuning the phase of incoming electromagnetic
signals to create favorable propagation conditions [21]-[24].
By intelligently controlling these elements, an IRS can en-
hance signal strength toward intended users and attenuate the
signal received by unauthorized parties, thereby improving
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the overall security and performance of wireless transmissions
[25]. The physical layer security for IRS-assisted networks is
investigated in [26], which utilizes block coordinate descent
and the minorization-maximization framework to tackle the
optimization of secrecy rates. However, this approach does
not focus on ISAC systems. Secure beamforming strategies
for IRS-aided ISAC setups are discussed in [27], [28], where
the analysis is limited to cases with one legitimate user and one
sensing target. Moreover, the authors in [29] presents a frame-
work that leverages artificial noise to jointly optimize both
active and passive beamforming, aiming to enhance the aggre-
gate secrecy rate in a multi-user single-eavesdropper (MU-SE)
multi-input single-output (MISO) ISAC configuration. In [30],
strong radar signals are intentionally employed as jamming
sources, combined with optimized beamforming, to suppress
the maximum signal-to-interference-plus-noise ratio (SINR)
at potential eavesdroppers in MU-SE scenario. Meanwhile, a
secure IRS-enabled ISAC system has been investigated where
the direct path for radar sensing is obstructed, highlighting
that the inclusion of dedicated sensing waveforms can further
boost overall system performance [31]. Although many opti-
mization algorithms have delivered impressive simulation and
theoretical results, their practical implementation is challenged
by high computational complexity. Recent advances in IRS-
enhanced ISAC systems have inspired a range of learning-
based beamforming designs [32]. Deep learning techniques
can reduce the costs, but their reliance on large training
datasets limit adaptability. In contrast, deep reinforcement
learning (DRL) eliminates the need for labeled data and
enables efficient online learning offering a distinct advantage
in large-scale optimization [33]. Such approaches optimize
performance metrics like power allocation [34], energy effi-
ciency [35], interference coordination [36], and downlink SNR
[37]. On the security front, learning-based solutions have been
applied to enhance system resilience. A physical-layer security
scheme is designed to prevent unauthorized interception in
visible light communication (VLC) channels [38]. An intelli-
gent DRL-based beamforming frameworks have demonstrated
that optimal base station (BS) and IRS reflecting beamforming
designs can be maintained even under rapidly changing chan-
nel conditions [39]. Additionally, simultaneously transmitting
and reflecting RIS (STAR-RIS) have been incorporated into
secure ISAC systems to serve dual roles in communication
and sensing across opposite sides of the surface. This method
employ off-policy actor-critic algorithm to dynamically tune
the transmission strategy at the BS as well as the configuration
of the STAR-RIS, thereby reinforcing physical layer security
[40]. However, most above studies assume that targets are
passive and do not attempt to access the transmitted infor-
mation. In practice, both sensing and communication signals
are transmitted in ISAC, which malicious targets may exploit
to intercept sensitive information. Therefore, achieving both
high communication quality of service and accurate sensing
performance while preventing information leakage has largely
been overlooked. Moreover, only a few works have considered
scenarios involving multiple eavesdroppers in IRS-aided ISAC
systems. It remains challenging for IRS to assist in both
communication and radar sensing to enhance transmission

performance and physical layer security in ISAC systems.

Inspired by these prior researches and problems, this paper
explores an IRS-enhanced secure scheme for ISAC systems.
Specifically, a multi-user multi-eavesdropper MISO (MU-ME-
MISO) configuration is considered, where a BS with multiple
antennas concurrently transmits to several legitimate users
and senses multiple malicious eavesdroppers. The scenario
includes both direct and reflective links between the BS and
targets, with the IRS introduced to establish reflective sensing
links and enhance overall system performance. This paper
makes the following primary contributions:

o« We explore a secure IRS-aided ISAC system using a
MU-ME-MISO configuration, aiming at simultaneously
ensuring physical layer security and improving transmis-
sion performance. An integrated sensing waveform is
introduced and transmitted alongside the communication
signal to enhance sensing accuracy and mitigate the risk
of information leakage.

e A joint optimization problem of IRS phase shifts and
transmit beamformers vectors is established, targeting
both communication and radar signal requirements. The
goal is to maximize the minimum beampattern gain
across all sensing eavesdroppers, with explicit constraints
imposed on minimum required SINR for legitimate users
and maximum information leakage allowed for malicious
eavesdroppers.

« To effectively tackle inherent non-convexity challenge, an
alternating optimization (AO) approach leveraging semi-
definite relaxation (SDR) and Gaussian randomization
is proposed. The proposed algorithm exhibits practical
computational complexity and robust convergence char-
acteristics.

« Extensive Numerical results verify the proposed scheme
achieves a favorable trade-off between communication
security and sensing performance. Specifically, the IRS
significantly enhances beampattern gains and effectively
suppresses SINR at malicious eavesdroppers, preventing
unauthorized access to sensitive information while main-
taining satisfactory quality of service (QoS) for legiti-
mate users. Furthermore, our algorithm achieves superior
convergence performance and higher beampattern gains
compared to existing benchmark schemes.

The remainder of this paper is structured as follows: Section
I introduces the system model, and section III formulates the
optimization problem. Section IV provides a comprehensive
description of the proposed solution. Section V presents the
simulation results and discussions. The conclusions are pre-
sented in Section VI.

Notations: Italic letters denote scalar quantities, whereas
boldface letters are used for vectors and matrices. The notation
|z| indicates the absolute value of a scalar x, while |x]||
denotes the Euclidean norm of a complex vector x. diag(x)
constructs a diagonal matrix with the elements of vector
x on its main diagonal. C™*™ designates the set of all
m X n complex matrices. A random variable x that follows
a circularly symmetric complex Gaussian distribution with
mean g and variance o2 is denoted as x ~ CA(u,o?).



TarQets(Eves)

Fig. 1: System model.

The Kronecker product is represented by the operator ®, and
O(+) stands for big-O computational complexity. For a square
matrix S, Tr(S) gives the trace, and S > 0 means that S
is positive semi-definite. For a general matrix X, X refers
to its Hermitian (conjugate transpose), rank(X) indicates its
rank, and X, ; » specifies the (7, j, k)-th entry. The expectation
operator is denoted by E{-}.

II. SYSTEM MODEL

As illustrated in Fig. 1, this paper considers a dual-
functional ISAC setup where the BS is equipped with M
uniform linear array (ULA) antennas serving both commu-
nication and radar sensing.The system includes K legitimate
users (LUs) and L targets as eavesdroppers (Eves). The orange
part of the building features an IRS comprising N reflecting
elements, which is deployed to improve the QoS for LUs and
safeguard confidential transmissions from being intercepted by
unauthorized targets. In practical scenarios such as military
applications, these sensing targets may represent adversarial
units, e.g., enemy drones or surveillance vehicles, which not
only are sensed by radar but also actively attempt to intercept
sensitive communication signals. Similarly, in civilian con-
texts involving critical infrastructure, radar targets could be
unauthorized drones or malicious devices aiming to intercept
confidential communications between the control center and
security units. Thus, it is practical and essential to model these
radar-sensed targets as potential eavesdroppers. For simplicity,
let M, K, £ and N represent the collections of BS transmit
antennas, LUs, Eves and IRS elements, respectively.

We consider scenarios where the BS has knowledge of all
LUs and sensing targets and their channel state information
(CSI). We assume perfect CSI to facilitate clear analysis
and to evaluate an upper bound on system performance '.
Pilot signals are transmitted by the LUs to assist the BS in
estimating the channel state information. Consequently, the
BS can obtain accurate instantaneous CSI for LUs. Eve’s CSI

! As for the idealized assumption that acquiring perfect CSI is challenging in
practical scenarios due to estimation errors and feedback latency. Addressing
resource allocation under imperfect CSI scenarios is crucial and involves
additional robust optimization methods, which we consider as an important
extension for future research.

is obtained by analyzing the radar echoes observed by the
BS in prior sensing intervals. The ISAC signal at the BS is
represented as

K M
S = E We kSe,k + E Wr mSr,m, (1)
k=1 m=1

where s.p € CX represents the communication signal
associated with k¢, LU and s,.,, € CM denotes the m-th
radar signal, both satisfying s, $y..m ~ CN(0,1). Commu-
nication and radar signals are assumed mutually independent,
ensuring ]E{snmsgk} =0,k ek, me M. wg, € CMx!
and w,.,, € CMx1 represent the beamforming vectors for
communication and radar.

A. Communication Signal Model

Let ©® = diag(vy,va,...,vy) be the IRS reflection phase
shifts, where v,, = ew",Vn € N. The quasi-static block
fading channels are considered in this paper. Denote hg’ L €
CIxM, hfk € CY*N hp; € CNXM 44 the channels matrices
corresponding to the BS-k;, LU, IRS-k;, LU and BS-IRS
links, respectively. Therefore, for the ki, LU, the received
signal is

Yoo = (W5 + i Ohpr) s + ucy, )

where u,; represents the Gaussian noise that follows the
distribution of CN(0, Ug,k). The received SINR for k;, LU
is calculated as

|hfkwc,k|2
i
Sien B we 2+ 300 w2+ 02

where hfk = hgk + hfk(-)hB[.

Ve,k = )

B. Radar Sensing Model

For target [, the transmit array steering vector in the direc-
tion of 6, is

224 i 21 AT
a(@l) = |:1767]L>\dsmol"."€*J¥(M*1)sm6,,i| ' (4)

Denote gg’l € CY™M a5 the CSI of the line-of-sight (LoS)
path between BS and [, target, specified as

_i2md _ .2nd _ .
gg,l:a{lve 77X sm@l’“.,e IR 1)51n9l:|a (5)

where « represents the path loss; A denotes the wavelength;
d denotes the interval separating adjacent elements in the
transmit array which generally sets as half-wavelength. Ac-
cordingly, denote gj’, € C'* as the CSI of the non-LoS
(NLoS) path from IRS to I, target. Then, for the IRS-target
link, the steering vector in the direction (¢, ;) is represented

as
_j2md 5 _j2rnd —1) si )
g}{l :6 [1 e Ix sin ¢ cos ¢ e I (N 1)5m¢>lcostpl:|
, ) Yo

_s2nd s _ s2nd _ .
® |:1,€ i smzz)lcosgol’”.’e J2EE (N2 1)51n¢lcostpl:|7 (6)

where §3 is the channel coefficient; N, and N, represents the
quantities of IRS elements arranged along the horizontal and



vertical axes. ¢; and ; are the azimuth and elevation angle-
of-departure (AoD) from the IRS towards the [, target. Thus,
the received signal at [, target can be given by

yri = (88, +811Ohpr) s + upy, )

where w,.; denotes the noise that follows the distribution of
CN(0, U% ;)- In this system, we assume the targets are potential
eavesdroppers aiming to intercept communication information.
As an eavesdropper, such a target will try to intercept and
decode the information sent for communication users. Thus,
it is important to minimize the communication signal received
by the Eve targets. To quantify the quality of the received
signal at an Eve target, we use the SINR defined as follows.
The received SINR at [y, target for ki, LU is

Gl wei|?
ik (Gl Weil? + Yoot [GH W, |? + o

where Gf' = gff | + g}/ ©hp;.

, (8)

Vrilk =

III. PROBLEM FORMULATION

Beampattern gain is introduced in our proposed scheme
to evaluate directional amplification or sensitivity of antenna
arrays [31]. It characterizes the directional distribution of
transmitted or received signal power. According to (7), for
target [, the corresponding beampattern gain is defined as

K M )
P = ]E{ ‘GIH ( Z We kSc,k Z Wr,msr,m> }
k=1 m=1

K M
=Gl (S werwll+ > womwl )G )
k=1 m=1

The transmit beamformers and IRS phase shifts are jointly
optimized to maximize the minimum beampattern gain of all
Eves. Higher beampattern gain indicates the system’s ability
to more effectively focus energy in the desired direction,
thus enhancing signal strength in corresponding direction.
This is crucial for both communication and radar systems,
as it improves signal detection capability and communication
quality. This optimization is carried out subject to user SINR
thresholds and information leakage constraints imposed on the
Eves. The problem is formulated as problem (P1)

P1:
K M
max  min GIH(ZWC,kak + Z WT,mwfm) G,
S k=1 [ 7

(10)
St VYer = fc,k’, Vk € K, (11D
Yrik < &g, Vi€ L keEK, (12)

K M
Z [We,k 2+ Z ||Wr,m||2 <Q, (13)

k=1 m=1
lon| =1, VneWN, (14)

where ., > 0 denotes the SINR requirement of the k;;, LU
and &,; denotes the l;;, Eve SINR threshold below which

the eavesdropper cannot successfully eavesdrop on valid in-
formation. () represents the transmit power budget. The SINR
constraints (11) and (12) ensure secure transmission within the
proposed IRS-aided ISAC system.

IV. PROPOSED SOLUTION

The original problem (P1) is inherently non-convex, owing
to its non-convex objective and constraints. Specifically, the
IRS phase shifts are subject to unit-modulus restrictions, and
the quadratic term objective function and constraints, along
with coupled variables, makes problem (FP1) challenging to
solve. To tackle this complex problem, we propose an AO
algorithm combined with SDR and Gaussian randomization
approach.

First of all, the original max-min optimization problem can
be reformulated to be a more favorable form by introducing
an auxiliary variable ¢:

P2 max t

{We ks Wr,m,©,t}

15)

K M
st GH (Y weawll+ > wemwl, )Gz 1V € L,
k=1 m=1

(16)

(11) — (14). (17)

Then, AO algorithm is performed to decompose it into two
sub-problems that can be solved iteratively: 1) transmit beam-
forming optimization: given IRS phase shifts v,,, optimize the
transmit beamformers; 2) v,, optimization: with the optimized
transmit beamformers, adjust v,,. We convert each subproblem
into a semidefinite programming (SDP) formulation [41]. The
Gaussian randomization method is employed to generate a
suitable rank-one solution. By iteratively solving these sub-
problems, the AO algorithm converges to a solution that
approximately maximizes the beampattern gain at the targets
while satisfying the constraints of the problem.

A. Optimizing Wy, and W, ,, for given v,

With fixed v,,, the subproblem is expressed as

P3: (18)

max t
{We k,Wr m,t}

K M
s.t. G{J(chykwfk +Yy Wnnlwfm>Gl >tV e L,
k=1 m=1

19)
hH . 2
v > o, Vk € K,
Z ‘hgkwt:,ip + Z |hfkwr,m|2 + Uz,k
i#k m=1
(20)
H 2
[Gr e <EuvleLkek,
Z |GZHWC,i‘2 + Z |GIHWT,M|2 + U?,l
i#k m=1
2D
K M
Do lwerl®+ D Iweml® < Q. (22)
k=1 m=1



The main difficulty to solve (P3) is quadratic terms with
respect to optimized variables for all constraints. Furthermore,
(20) and (21) are fractional, non-convex constraints. SDR
is applied to solve these difficulties [42]. Denote W) =
weeWe and Wi, = w,.wil | which are equivalent to

m) = 1.

Wi = 0,rank(W, ;) = 1 and W,.,,, = 0, rank(W,.
Moreover,

Gl'weiwl, G = Tre(GI'W 1 Gy), (23)
hwe il = Tr(h, W phe ). (24)
Then, the subproblem can be rewritten as
P4 max t (25)
{WL k7W7 m.:t}
S.t. Tr(GH(Zch n Z Wrm)Gl) >tvieLl, (26)
m=1
Tr(hf Werhes) > Eop (Y TrbE Weihey)  @7)
i#k
M
+ 3 Tr(hE, W, b ) + agk),\ﬂc ek,
m=1
THGHWekGi) < & Y THGH W, iG) 28)
ik
M
+ 3 THGHW,,.Gy) + af,l),Vl €L keKk,
m=1
K
D Tr(We ) + ZTr rm) < Q, (29)
k=1
rank(W. ) =1, Wc}k =0, Vkek, (30)
rank(W,,,) =1, W, ,, =0, ¥Yme M. 31

The semi-definite constraint can be straightforwardly tackled,
but the rank-one condition introduces non-convexity. To ad-
dress this, we remove the rank-one requirement and reformed
the subproblem to maximize a linear objective under lin-
ear matrix inequality constraints, thus resulting in a convex
SDP problem. Standard convex optimization tools employ-
ing interior-point methods can efficiently obtain the optimal
solution [43], [44]. However, the relaxed solution generally
does not guarantee a rank-one solution, so the optimal value
derived from this relaxation only provides an upper bound for
the original problem. Therefore, if the optimal results fails to
meet the rank-one condition, Gaussian randomization is then
employed to generate rank-one solution.

B. Optimizing v, for given W, and W, ,,

In this subsection, with given optimal w. j and w, ,,, the
IRS phase shift v,, is optimized. We rewrite the formulation
(P2) in the form of following subproblem

P5:max t (32)

s.t. GH(E:megk+§:“wmw )G¢>tW€£
(33)

|h£{kwc k|2

2> gc,kaVk S K:7
> Infwe il + Z I, Wy | + 02,
i#k
(34
H 2
G e s <&uvleLkek,
Z |Gl WLZP + Z |GlHW'r,m|2 + U,%’l
i#k m=1
(35

It can be seen that, the non-convex constraints (34) and (35)
along with unit modulus IRS phase shifts constraint, make
the problem difficult to solve. Let v = [vy,v,...,vn].
Then, define ®;, = diag(hf{k)hgl € CNXM and ¥, =
diag(gf’,)hpr € CV*M. The reflective channel matrix can
be rewritten as

h, ®hp; =" &, (37)
g ®hg =", (38)
Furthermore, denote
— v = (Pk — ‘I/l ]
= N @ = 5 ‘I’ - . 39
g [1] ; [hg,k] : {gg,l %
As a result, this subproblem is equivalent to
P6:max t 40)
{w.t}
K M
st DH\E(ZWM +y w,,,m) o >tvier,
k=1 m=1
(4D
PIBW 0 > (S 0B W B0 (@2)
ik
M
Z B W, &5 + 02 k) vk € K,
_ —7 = H _H= = I _
oW, 05 < §TZ(ZV W, 0o 43)
ik
M
+ 3 oW, 0o+ aEJ),vz €L keK,
m=1
7| =1, i=1,...,N+1. 44)

However, this subproblem (P6) is still non-convex. Denote
V = vwvH that satisfying V = 0 and rank(V) = 1. After
relaxing this rank constraint according to SDR, the subproblem
is reduced to

P7:max t (45)
{v.i}

s.t. Tr(VRy,;) >t,Vie L, (46)

TH(VT k) 2 o (D TH(VT2,) )

i2k
M
+ 3 TH(VTa ) + Uik),Vk ek,

m=1



Tr(VRz.) < (D Tr(VRs.1) (48)
ik
M
+ 3 Tr(VRugm) + af,l),w €L kek,
m=1
Vii=1 i=1,...,N+1, (49)
V= 0. (50)
where
Ru—\In(ZWCHZWTm)\In, (51
k=1 =
Ro k= ‘I’ch,k‘I’l , (52)
- = H
Ri; i =¥, W, ¥, (53)
R4,l,m = ‘illw'r',m‘illHa (54)
= = H
Tirr=PW. P, (55)
Ty = B W, ®) (56)
Ty = W, @y (57)

In this step, problem (P7) has been converted into a convex
SDP, which is solvable using the interior point algorithms by
convex optimization tools. Similarly, if the optimal results do
not satisfy rank-one constraint, additional Gaussian random-
ization step are needed according to the higher rank solution.

C. Gaussian randomization procedure

Since the rank constraints make the problem non-convex
and are typically handled by SDR, we employ Gaussian
randomization to retrieve a feasible rank-one candidate [42].

During the ¢4, AO iteration, the optimal solution W} , =
W, Wi =W, V= VO can be obtained. First of
all, according to eigenvalue decomposition, for beamformers
matrices, decompose W7, and W7 as

Wi, =Uc 3, U,
Wj7 - U7 7rLE7 ’VILU

(58)
(59)

r,m?

where U and X refer to unitary and diagonal matrices,
respectively. Then, extract the square root matrix and generate
a random vector satisfying

1/2
wck:UckE c,0»

1 2
w7m—U7m2 Cria

(60)
(61)

where €., ¢, ~ CN(0,Iy). Next, randomly generate
vectors (.4, G, g, and then evaluate them based on the ob-
jective and constraints. The process concludes by selecting
the optimal approximate solutions w? ; and wy . Similarly,
for IRS phase shifts, decompose V* as V* = UVEVUII,{
and generate a vector satisfying v, = U,,E,l/ ZCV’E, where
¢,0 ~ CN(0,Iy). Then normalize each element of v, to
recover the original phase vector and eventually obtain v*.
Therefore, the overall algorithm details are presented
in Algorithm 1. The computational complexity arises
from solving SDP subproblems in the proposed algo-
rithm. The complexity is estimated based on the num-
ber of arithmetic operations required by interior-point

method [45]. For problem (P3), the complexity is
O (max{M,LK + K + L}*M*/?log (1)), where ¢ > 0
is convergence threshold. The computational complexity for
problem (P5) is O (max{N, LK + K + L}Y*N'/?1log (%))
The complexity for the Gaussian randomization step at each
AO iteration is O (Tyqna(M? + N?)), where T;qy,q represents
the number of Gaussian random samples. Thus, when M and
N are large, the total complexity of Algorithm 1 is given by

1
O(Liter(max{M, LK + K + L}*M"/?log(-)
5
1
+max{N,LK + K + L}4N1/2 10g(g)))a (62)

where I;;., denotes the the iteration count for achieving AO
convergence.

Algorithm 1 Joint beamforming and IRS phase shifts design
for problem (P1)

1: Initialize {wc, Wy m,Vk,m}, v. Compute W(O,z =

wcykwgk, Wﬁ% = wr’mwT m, and VO = ppt

2: Set convergence threshold ¢ and iteration p = 0.

3: repeat

Obtain the transmit beamformers ng ) and W

for given V() by solvmg problem (P4).

5; Obtain {w’ (p+1) wr, wiletl) } based on W(pﬂ) Wf%l)
via Gaussian randomlzatlon

6:  Obtain the IRS phase shifts V(**1) based on W((:p +1)

and ng ntl) by solving problem (P7).

7: Obtain v*(**t1) based on V1) via Gaussian ran-
domization.

8: Update iteration index p = p + 1.

9: until convergence.

10: Return the optimal solution {wc(,f ), wi®)} and v,

D. Convergence and optimality analysis

Convergence and algorithmic optimality are analyzed in the
following subsection.

Theorem 1. The proposed AO algorithm monotonically in-
creases the objective value across iterations, and the solution
converges to a Karush—Kuhn—Tucker (KKT) point of the non-
convex optimization problem (P1).

Proof. First, the monotonicity of the AO algorithm is verified.
Define the objective function of (P1) as P(W,v). In the AO

iteration p+1, solving problem (P4) for given v(”), we obtain:
p(W(P)’ V(P)) < p(W(PJrl), V(P))7 (63)

since W (?*1) is the optimal solution of subproblem (P4) with
fixed v(»). Similarly, solving (P7) for given W (1) we have:

p(w(/ﬁrl),v(p)) < P(W(p“),v(p“)). (64)
Therefore, the objective function satisfies:
p(w(p)vv(p)) < p(vv(p-%l)’V(p-irl))7 (65)



indicating the monotonic improvement at each AO iteration.
Then, as for algorithm convergence, due to the finite power
constraint (13), the objective function is upper bounded.
Given the monotonic improvement established, the solution
{P(W®) v(P)} generated by AO is monotonically non-
decreasing and bounded above. Thus, according to standard
convergence theory [46], there exists a convergent solution
{(W() v(P))} converging to some point (W*,v*). The
limit of the entire sequence of objective values therefore

converges:
lim P(W®) vy = P(W* v*).

t— o0

Finally, since the subproblems (P4) and (P7) solved at
each iteration are convex (after SDR relaxation), their optimal
solutions necessarily satisfy the corresponding convex KKT
conditions [47]. At the limit point (W*, v*), both sets of KKT
conditions (for beamforming subproblem and IRS phase shift
subproblem) simultaneously hold due to convergence. Thus,
the limit point (W*, v*) satisfies the KKT point of the non-
convex problem (P1). O]

(66)

V. NUMERICAL RESULTS

Performance analysis of the proposed secure system is car-
ried out via numerical simulations. A 3-D coordinate system
in meters (m) is adopted [22], [31]: the BS is positioned at
(0,0,5) m and the IRS is deployed at (30,0,5) m. The LUs
are uniformly arranged on a circle of radius 2.5 m, centered
at (30,10,0) m in the  — y axis. Three Eves are placed at
fixed distances from the BS and IRS (specifically 30m, 35m
and 30m from the BS; 10m, 15m and 15m from the IRS).
They are located at the azimuth angle and elevation angle
of ¢p1 = —30° ¢1 = 40° ¢o = —30° @9 = 45° and
¢3 = —30°, w3 = 35°, respectively. This arrangement reflects
realistic adversarial scenarios in which malicious devices, such
as unauthorized drones or surveillance equipment, are posi-
tioned strategically near critical communication infrastructure,
increasing their capability of intercepting sensitive signals.
The distance-dependent path loss function can be defined by
co (d/do)™", where cg = —30 dB as the reference loss at
do = 1 m. Here, d indicates the transmission distance, and
the path loss exponents p are set as 2.2, 2.2, 3.6, 3, 2 for
the links between BS-IRS, IRS-LUs, BS-LUs, BS-Eves, IRS-
Eves, respectively. Thus, the distance-dependent Rician fading
channel can be given by

o 2 Ki__ 3 LoS L NLos
hi = \/(di/do)u(\/mﬂhz ).

(67)

The BS-IRS and IRS-LUs links are modeled as Rician fading
channels with a Rician factor x = 3 dB, while the BS-
LUs links are assumed to experience Rayleigh fading. Unless
otherwise stated, we set K = 2, L = 2, M = 8, N = 60,
02, = —80 dBm, ‘77231 = —80 dBm, Vk,[, e = 1073,

The simulation parameters are based on typical configura-
tions reported in recent IRS-aided ISAC literature. The coordi-
nates of the BS, IRS, and LU deployment area represent realis-
tic indoor-outdoor hybrid or small-cell environments, ensuring
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Fig. 2: Convergence behaviour with varying transmit antennas
and IRS reflecting elements, K =2, L = 2, P = 25 dBm.
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Fig. 3: Convergence behaviour with varying number of LUs
and targets, M =8, N =60, P = 25 dBm.

clear LoS propagation. Path-loss exponents adopt lower values
for LoS-dominant links and higher values typical of NLoS
urban microcell scenarios. Rician factors (kx = 3 dB for BS-
IRS and IRS-LU) reflect strong LoS components, whereas the
Rayleigh fading model (x = 0) captures multipath-dominated
BS-LU links. Additionally, selected antenna counts, IRS el-
ements, noise variances, and convergence tolerance balance
realism with computational feasibility, ensuring credible and
reproducible simulation results.

First of all, we analyze the convergence of the proposed
algorithm. The convergence behavior for different transmit
antennas and IRS elements are compared in Fig. 2. The results
show that the objective function rapidly stabilizes across
different values of M and N, confirming the effectiveness of
the proposed method. Configurations with higher values of
M and N achieve higher object values. This is because more
antennas and IRS elements provides additional degrees of free-
dom (DoFs) for resource allocation, thereby enabling higher
beamforming gains. In addition, the convergence behavior for
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different number of LUs and targets are analyzed in Fig. 3. For
fixed transmit power, adding more targets results in a lower
beampattern gains, since system must handle more complex
resource allocation and interference management, resulting in
lower beampattern gains. However, the optimization process
shows rapid improvement in the initial iterations before sta-
bilizing, demonstrating effective convergence of the algorithm
across different scenarios.

Next, Fig. 4 presents the beampattern gain for differ-
ent schemes versus transmit power. ‘“Proposed” means the
proposed scheme in Algorithm 1; “Random phase shifts”
means that only beamformers are optimized while IRS phase
shifts are randomly generated; “Random beamforming” means
that only IRS phase shifts are optimized while beamforming
vectors are randomly generated; “Random phase shifts and
beamforming” means that both beamforming vectors and IRS
phase shifts are randomly generated. “Communication-based
zero-forcing (ZF)” means that communication beamforming
vectors are designed to be orthogonal to target channel to
eliminate information leakage. “Sensing-based ZF” means
that radar beamforming vectors are lie in the null space
of user channels, minimizing interference to communication
users [31]. As transmit power rises, all schemes exhibit an
increase in beampattern gains. Furthermore, the proposed
scheme achieves the highest beampattern gain across all levels
of transmit power, which indicates jointly optimizing transmit
beamformers and IRS phase can most effectively utilize the
transmit power to focus more energy in the target direction,
achieving optimal performance. The random beamforming
scheme achieves higher beampattern gain than random phase
shift but lower than the proposed. This emphasizes the im-
portance of precise IRS phase adjustment. “Random phase
shifts and beamforming” exhibits lowest beampattern gain
among all considered methods, showing that without proper
optimization, the beamforming strategy is less effective. The
inset provides a detailed view of the beampattern gains at
different power levels, which indicates the random schemes
fail to make efficient use of the available power, resulting in

-4
35210 : ‘
-o-Proposed /T
-+ Communication-based ZF e
3 Sensing-based ZF W 4
-v-Random phase shift P o ¢
-8-Random beamforming 6/ L 7
2.5 . -Random phase shift and beamforming st
3 S x
£ Pl
o] ./ . <
o .
c 6/, ‘
g p
© Lo
Q R4
£ Pl
3 20 40 60 80 100 120"
o g B
Lk
v "“""’/ﬁr//"
Oﬁf _______ P A R R S ——
20 40 60 80 100 120

Number of IRS elements

Fig. 5: Beampattern gain vs IRS elements, M = 8, K = 2,
L =2 P=25dBm.

significantly lower beampattern gains. The “Communication-
based ZF” and “Sensing-based ZF” schemes perform closely
to the proposed scheme indicating that, within the considered
system model, even if the communication or radar beamform-
ers are constrained to the null space, the optimization of trans-
mit beamformming and IRS phase still effectively leverages
available DoFs. In general, for a given transmit power, the
proposed scheme provides higher beampattern gain, indicating
greater power efficiency. In practical applications, this can
contribute to longer detection ranges, higher communication
quality, or lower required transmit power, thereby enhancing
overall system performance and energy efficiency.

Then, Fig. 5 illustrates the beampattern gain of various
schemes versus the number of IRS element. As expected, the
proposed scheme consistently delivers superior performance
compared to all benchmarks, including the “Communication-
based ZF” and “Sensing-based ZF” schemes, highlighting
the advantage of jointly optimizing IRS phase and transmit
beamforming. Notably, the proposed scheme achieves signifi-
cantly higher beampattern gains than the random approaches.
With more IRS elements, the system can more effectively
focus the transmitted energy towards the target, resulting in
higher signal strength and better detection capabilities. In
addition, it is worth to note that “Random Phase Shift” scheme
shows a constant beampattern gain that does not improve
with an increasing number of IRS elements, demonstrating
that without optimization, increasing IRS elements does not
enhance performance. While the random beamforming scheme
performs better than the random phase shift scheme with a
upward trend, indicating some improvement with the optimiza-
tion of IRS phase shift when IRS elements become larger. The
both random scheme still shows the lowest beamforming gains,
regardless of how many IRS elements are deployed.

The allocation of power between W, (communication) and
W, (radar) is shown in Fig. 6. With the IRS reflecting elements
fixed at 60, increasing the total transmit power results in
a stable power allocation between communication and radar
functions. The proportion of power allocation to radar remains
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nearly unchanged as the power budget grows, indicating that
the optimization consistently balances the requirements of both
communication and radar, regardless of higher power budgets.
With a constant transmit power of 25 dBm, increasing the
IRS configuration from 20 to 120 leads to only minor changes
in the power allocation between W, and W,.. This behavior
is mainly due to the fixed constraints and objectives of the
optimization problem and the symmetric gain improvement
provided by the IRS for both communication and radar chan-
nels.

Finally, the beampattern gain for different schemes versus
the maximum information leakage SINR tolerance is analyzed
in Fig. 7, where the proposed scheme consistently outperforms
others across different maximum information leakage SINR.
This indicates that simultaneously optimizing IRS phase shifts
and BS beamforming is highly effective in enhancing the
beampattern gain while managing information leakage. The
close performance observed between the proposed method and
both ZF schemes in this scenario is primarily because the
presence of direct BS-Eves link and tight SINR requirements
for information leakage inherently restricts feasible solutions,
thus limiting the potential advantage of additional DoFs in the
proposed joint optimization. It is worth to note that all simula-
tion results obtained through the proposed algorithm meet the

constraints of the original problem. Thus, according to these
constraints, the minimum SINR requirements guarantee the
communication quality for LUs, while the maximum allowable
information leakage constraints effectively prevent unautho-
rized targets from accessing valuable information, thereby
ensuring the security of the system. Furthermore, the pro-
posed scheme maintains high and relatively stable beampattern
gains as the maximum information leakage SINR increases.
By optimizing the beamformers and IRS phase shifts, the
proposed scheme not only increases the signal strength in
the target direction but also better suppresses interference
and leakage signals in non-target directions, which is crucial
for enhancing physical layer security, preventing information
leakage, and improving system reliability in interference-prone
environments. The proposed scheme effectively leverages the
available degrees of freedom provided by the IRS and the
BS beamformers to maintain high beampattern gains across
varying SINR levels. This demonstrates its robustness and
adaptability in different scenarios, particularly when balancing
system performance with security considerations.

VI. CONCLUSIONS

In conclusion, we have proposed a secure IRS-aided scheme
for ISAC systems. By leveraging the capabilities of an IRS,
we jointly optimized the IRS phase configuration along with
the BS beamforming vectors, aiming to maximize the sens-
ing beampattern gains across Eves while maintaining secure
communication by preventing information leakage to them.
To solve this challenging non-convex problem, AO algorithm
is applied leveraging SDR and Gaussian randomization tech-
niques. Numerical simulations are carried out to verify the
theoretical analysis and compare the performance of the pro-
posed scheme. The performance gap shows the effectiveness
of coordinated beamforming and IRS phase design. Overall,
our study highlights that incorporating IRS technology can sig-
nificantly strengthen both physical layer security and sensing
capabilities in ISAC systems.
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