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Abstract—In IIoT application, various IoT devices with 

different protocols are connected. One of the major challenges in 

IIoT application is to detect interference and achieve coexistence 

across multiple technologies. In this paper, we propose a novel 

and efficient method to detect the presence of Microwave Oven 

(MWO) interference. In order to achieve coexistence between 

IEEE 802.11 WIFI and IEEE 802.15.4 based sensor network, we 

propose an enhanced spectral matching method to detect 802.15.4 

packet and WIFI packet. Our proposed method can also detect 

the hopping frequency of 802.15.4 packet. Simulation results 

show that our proposed method can achieve high detection 

probability in various propagation channels. 

Keywords—IIOT; IEEE 802.15.4; Interference detection; 

WIFI; Spectral matching 

I.  INTRODUCTION 

    Industrial Internet of Things (IIoT) has become more and 

more essential for factory automation. In IIoT application, 

various IoT devices with different protocols and data format 

are connected, sharing the 2.4GHz industrial, scientific and 

medical (ISM) radio bands. One of the major challenges in 

IIOT application is to detect interference and achieve 

coexistence across multiple technologies.  

    IEEE 802.15.4 technique [1] has been widely adopted in 

standards for sensor network, such as WirelessHART and 

ISA100.11a. Since frequency hopping has the capability to 

mitigate the effect of interference, sensor network standards 

adopting IEEE 802.15.4 technique also adopt frequency 

hopping technique. 

    To avoid interferences, collisions and wasting time on 

retransmissions, it is essential to sense the spectrum for 

possible interferences and signal sources and exploit the 

spectrum in an intelligent way [2][3][4].  

    In order to achieve coexistence between WIFI and IEEE 

802.15.4 based sensor network, we propose an enhanced 

spectral matching method to detect 802.15.4 packet and WIFI 

packet based on captured time domain baseband I & Q 

samples. Our proposed method can also detect the hopping 

frequency of 802.15.4 packet.  

    After detecting the hopping frequency of 802.15.4 packet, 

WIFI network can achieve the synchronization to TSCH 

(Time Slotted Channel Hopping) based sensor network [5]. 

Then WIFI network only transmits when sensor network is not 

transmitting thus achieves coexistence with sensor network. 

    Radiation leakage from Mircowave Oven (MWO) is one of 

the most significant interference sources in the 2.4GHz 

spectrum. The frequencies and duty cycles of MWO depend 

on the model of the MWO. [6]-[8] investigated the MWO 

leakage characteristics. According to [6], MWO leakage can 

be characterized as narrowband signal, sweeping in frequency 

between 2.45GHz-2.85GHz. Moreover, the MWO emits RF 

power periodically. The transformer type MWO emits RF 

power once per AC power cycle, while switching type MWO 

emits RF power twice per AC power cycle [6]. In order to 

detect MWO interference, researchers in [9] check whether 

there is a narrowband signature that appears periodically with 

frequency of 60Hz (60 Hz is the frequency of AC power line). 

Researchers in [10] proposed to detect the MWO interference 

based on power received in each of the affected IEEE 

802.15.4 channels, defined as its spectral signature. By 

comparing the spectral signature with a reference signature, 

the existence of MWO leakage interference can be detected.  

    In this paper, we propose a novel and efficient method for 

the detection of MWO leakage interferences using captured 

time domain I & Q baseband samples. Our proposed method 

counts number of pulses with duration between 1 us and 24 us, 

and compares this number with a threshold. If the number of 

pulses with duration between 1 us and 24 us is greater than the 

threshold, then we declare that there is MWO leakage 

interference. When MWO leakage interference is detected, 

WIFI networks can adopt short packet size and only transmit 

packet during OFF cycles of the MWO.      

    The remaining of the paper is organized as follows. In 

section 2, we present our novel method for detection of MWO 

interference. In section 3, we present the enhanced spectral 

matching method to detect the WIFI packet and 802.15.4 

packet. In section 4 and section 5, we present our simulation 

and experimental results, respectively. We conclude our work 

in section 6. 

II. DETECTION OF MWO INTERFERENCE  

A. Model of MWO leakage interference 

    The MWO leakage interference is a kind of man-made 

impulsive noise which is common in industrial environment. 

The impulsive noise can be modeled as random train of pulses, 

where the pulse amplitude, pulse duration and elapsed time 

between pulses are considered random variables. Assume ai is 

amplitude of the impulse  noise i, which can be considered to 

be flat in the receiving bandwidth, ti is the arrival time of the 

impulsive noise i, ��  is pulse duration, then MWO leakage 

interference can be written as, ���� = 	∑ 
�� ���� − ���, 
where,  ����� = 0 if t < 0 or t  >  �� . 

B. Data Capturing 

    We use RSA 360B (RSA 360B is a real time spectral 

analyzer from Tektronix) to collect time domain I&Q 



baseband samples. With the RSA 360B connected to PC, we 

run a Matlab script to capture the time domain baseband I&Q 

data and save the captured data in a file. In this paper, we only 

use RSA 360B to collect I & Q samples, we do not use its 

analytical functions, instead we use our proposed method do 

analysis in Matlab. 

    We put the RSA 360B in the same vertical height as the 

MWO located in a pantry area. Both MWO and RSA 360B is 

1.5 m above the floor. We collect data at 10 different 

locations. Each location has different horizontal distance from 

MWO. We capture the data when MWO is turn on and turn 

off, respectively. At each location, we collect 20 sequences, 

with each sequence having 14e6 samples, duration of 500 ms. 

We set the center frequency of RSA 360B to 2.437GHz, and 

set sampling rate to 28MHz.  

    Fig.1 shows the captured time domain waveform when 

MWO is on and RSA 360B is 10 meters away from the WMO. 

Since WIFI signals are always present in office and pantry 

environment, we are in fact capturing MWO leakage 

interference buried in WIFI signals rather than in pure noises. 

Fig.1 (a) is the overview of captured signal and Fig.1(b) is part 

of (a) with a magnified time scale. From Fig.1 we can see that 

MWO leakage interference is impulsive noise and it’s envelop 

has periodicity of 10 ms.  

  

 
(a) Overview within 200 ms 

 
(b) Part of (a) with magnified time scale 

Fig. 1. Time domain waveform when MWO is on  

C. Detection of MWO Leakage Interference 

    Our proposed method for detection of MWO leakage 

interference is to detect the number of impulsive pulses using 

captured time domain baseband I & Q signals. Since MWO 

leakage interference is impulsive, when the microwave oven is 

turned on, the number of impulsive pulses will be very large. 

    The diagram for detection of MWO leakage interference is 

shown in Fig.2. Firstly the power for each sample is 

calculated:	���� = ����� �	�����. Then P(n) is converted 

into dBm unit, denoted as ������� = 10log������� ∗ 1000�. 
Based on �������, hard decision is performed: if ������� � 		, then !���=1, else !��� = 0. Where, T is the threshold.   

 

 

Fig. 2. Diagram for detection of MWO leakage interference  

z(n) is used to count pulse duration and number of pulses. The 

waveform of z(n) is illustrated in Fig.3. Normally, due to 

random nature of pulses, duration of i-th pulse d(i) and (i+1)-

th pulse  d(i+1) is random and thus is different, and interval 

v(i) between i-th pulse and (i+1)-th pulse is also a random 

value. 

 

 

Fig. 3. Waveform of z(n)  

    The detailed flow chart for counting pulse duration and 

number of pulses is shown in Fig.4. In Fig.4, prev = z(n-1), j is 

the counter for number of pulses. If prev = 0 and z(n) = 1 then 

it means the start of a new pulse is detected and counter j will 

be increased by 1. If prev = 1 and z(n)=1, then current pulse (j-

th pulse) duration d(j) will be increased by 1. If prev = 1 and 

z(n)=0 then it means end of current pulse is detected. If prev = 

0 and z(n)=0, then interval between j-th pulse and (j+1)-th 

pulse will be increased by 1. 

    Since shortest WIFI packet length is 24 us (STF [8 us] + 

LTF [8 us] + SIG [4 us] + 1 data symbol [4 us]), and shortest 

IEEE 802.15.4 packet is 224 us, if a pulse with duration less 

than 24 us is detected, it is most likely caused by MWO 

leakage interference. When a WIFI or 802.15.4 packet is 

received, the whole WIFI or 802.15.4 packet will be detected 

as one pulse with duration greater than 24 us. On the other 

hand, when pulse duration is too short, e.g., less than 1 us, it 

could be due to additive noise. Therefore, in order to detect 

whether MWO is on or off, we shall use number of pulses 

with duration between 1 us and 24 us as the feature.  

    Based on our captured data, the number of pulses with 

duration between 1 us and 24 us within 500 ms is shown in 

Fig.5 when microwave oven is turn on and off, respectively.     
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When threshold T takes different value, the number of pulses 

is also different. Compared with the case when MWO is turn 

on to the case when MWO is turn off, the number of pulses 

with duration between 1 us and 24 us is significantly larger. 

Thus we can use the number of pulse with duration between 1 

us and 24 us as a feature to judge whether MWO is on or off.    

Since we are more interested in strong interference from 

MWO, selecting a threshold between -47 dBm and -62 dBm 

will reflect the feature of MWO leakage interference. 

 

 
 

Fig. 4. Flow chart for counting pulse duration and number of pulses  

 
Fig. 5. Comparison of number of impulsive pulses with duration between 1 

us to 24 us when MWO is turn on and turn off  

III. DETECTION OF IEEE 802.15.4 PACKET AND WIFI PACKET 

 

    In this section, we present our proposed enhanced spectral 

matching to detect WIFI and 802.15.4 packet.   

A. Reference Spectrum of an IEEE 802.15.4 packet 

    According to [1], after modulation and spreading, the 
resulting chips  sequence of a 802.15.4 packet are modulated 
onto the carrier using O-QPSK modulation filtered with half-

sine pulse shaping ����. The half-sine pulse shape ���� is 
described as,  

 ���� = "#$� %& '
�()* ,								0 ≤ � ≤ 2 .

0,																								/�ℎ12�$#1                       (1) 

 

where  . is the inverse of the chip rate (chip rate is 2MHz).     

Sampling p(t) with sampling frequency 34 MHz, we obtain 

sample sequences p(n). After padding zeros and performing 

566(  point FFT, we obtain FFT output y(k) (k=0, 1, …,566( −1). Then reference spectrum of 802.15.4 packet in dB is 

calculated as:  

 

�789�:� = 	10;/<���|>�:�|�� − 10;/<���|>�?@|��		        (2) 

                              

where, : = 0,1, … , 566( − 1,	 >�?@  denotes the maximal 

value of |y(k)|. We normalize the reference spectrum with 

respect to the maximal value in the spectrum such that after 

normalization the maximal value is 0dB.  

    Fig.6 shows the normalized spectrum of p(t).  This 

normalized spectrum is used as reference spectrum for 

detection of 802.15.4 packet.  

 

 

Fig. 6. Normalized reference spectrum of 802.15.4 packet  

B. Reference Spectrum of  WIFI packet 

    WIFI adopts OFDM modulation with 4 us symbol duration. 

OFDM symbols are multiplied with time-windowing function 

to  smooth the transition between consecutive OFDM 

symbols, which is required in order to reduce the spectral 

sidelobes of the transmitted waveform. Fig.8 shows the 

normalized reference spectrum of WIFI (20MHz). The null in 

the center of spectrum is due to DC subcarrier not used for 

data transmission. Note that the reference spectrum shown in 

Fig.7 and Fig.8 are ideal spectrum. Since actual transmitted 

packet consists of random data, the spectrum of actual 

transmitted packet will be different from that of reference 

spectrum. The average of spectrum of transmitted data packet 

will approximate the reference spectrum. However the 

propagation channel and additive Gaussian noise will distort 

the spectrum of received data packet.  
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Fig. 7. Normalized reference spectrum of WIFI ( 20MHz) packet 

C.  Detection of WIFI packet using enhanced spectral 

matching 

 

    WIFI packet can be detected through spectral matching. 

Although spectral matching can achieve optimal performance 

in AWGN channel, in frequency selective fading channel the 

performance of spectral matching will be degraded 

significantly. This is because the WIFI signal is wideband 

signal and spectral of WIFI signal will be severely distorted by 

frequency selective fading channel. Therefore, in the 

following we propose to use enhanced spectral matching to 

increase the detection probability. 

    We sample the baseband data packet with sampling 

frequency 34, and we obtain time domain sample sequence 

x(n) (n=0, …, N-1). Sequence {x(n)}  is divided into M non-

overlapping segments B����;� (m=0,…, M-1, l=0, …, 566(-1), 

each segment has 566(  samples. The relationship between N, 

M and 566( is	C = D5/566(F, and D!F denotes taking largest 

integer less than z. For each segment B����;�, periodogram is 

computed, and power spectral estimate of data packet is 

obtained by averaging the periodograms for M segments:  

 

���:� = 10log����G∑ H∑ B����;�1IJKLMN
OPPQRPPQI�ST� H

�
GI��T� �    (3) 

 

where, k=0, …, 566(-1. 

    Assume the interested signal bandwidth is 3� MHz, the 

spectrum of interested signal can be represented by a vector 

with size U� = V9W9X 566(Y , where Z![ denotes taking smallest 

integer larger than z. For WIFI packet 3�=20 or 40MHz, while 

for 802.15.4 packet 3�=2MHz. 

   

  Let	\ = ]��1�		��2� 		… 		��U��^		denotes spectrum vector 

corresponding to a data packet with carrier frequency fo . The 

relationship between  ���_� and ��_� is: 

 

��_� = ��`_ + 59a,  j = 1, 2, …, U�                (4) 

 

where, 59 = b�9cI9)�9X 566(d − eW
� +	566(/2 , 3. is the center 

frequency of receiver. 

    Note that \ has not been normalized, we need to normalize 

it with respect to the maximal value of {��_�, j= 1, …, U�}. 

Let ��?@  denote the maximal value of {��_�}, then normalized 

spectrum vector can be written as \h =
]�i�1�		�i�2�		…	�i�U��^, where �i�_� = ��_� − ��?@. We 

calculate the distance between \h and normalized reference 

spectrum	\jkl = ]�789�1�		�789�2�		…		�789�U��^ as follows,  

 

m = �
eW∑ n�789�_� − �i�_�n�eWoT�                         (5)   

 

If √δ	 < s, where s is the threshold in dB, then a valid packet 

is detected.  

    Equation (5) detects packet through spectral matching. 

However, in frequency selectively fading channel where the 

spectrum distortion is very severe, the detection probability 

according to (5) is not high. In order to increase the detection 

probability, we propose to use the following enhancement: 

 If √δ	 > s, then we check the average amplitude relative to 

the minimal value of ��_�: 
 

u?vw = x �
eW∑ n�y�_�n�eWoT�                             (6) 

 

where, �y�_� = ��_� − ���z , and ���z    denotes the minimal 

value of {��_�, _	 = 	1, 2, … , U�}. 
 If  u?vw is greater than a threshold |, the we declare that a 

WIFI packet is detected, otherwise, there is no WIFI packet. 

D. Detection of IEEE 802.15.4  packet with frequency 

hopping 

    Fig.8 shows the channel allocation in 2.4GHz ISM band for 

IEEE 802.15.4 based network. The center frequency of IEEE 

802.15.4 based network is: 

 

3S = 2405 + 5�; − 11�, ; = 11, 12… ,26                (7) 

 

 

Fig. 8. Channel allocation in 2.4GHz ISM band for IEEE 802.15.4   

    When 802.15.4 packet is transmitted with frequency 

hopping and the frequency hopping pattern is not known prior, 

we need to detect the center frequency of each 802.15.4 

packet. Since center frequency of each packet may take one of 

16 possible frequencies 3S (l= 11,…, 26), for each l, we 

calculate the following distance: 

 

mS = �
eW∑ n�789�_� − �Sh�_�n�eWoT�     (l= 11,…, 26)     (8) 

 

where, �Sh�_� = �S�_� − ��?@S , and ��?@S  denotes the maximal 

value of {�S�_�}. The relationship between  ���:� and �S�_� is: 

�S�_� = ��`_ + 59Sa,  j = 1, 2, …, U�. And  

5 MHz
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59S = b�9MI9)�9X 566(d − eW
� +	566(/2 , where 3. is the center 

frequency of receiver.                                                                                                                                                                                                                                                           

Find index J corresponding to the minimal value of mS, that is: 

 

  � = arg	minS∈���,��,…,���{mS}                (9)   

If �m�	 < s, where s is the threshold in dB, then a valid packet 

is detected, and the center frequency of the packet is fJ.   

However, if √δ	 > s, then we calculate the average amplitude: 

 

u?vw� = x �
eW∑ n��� ���n�eWoT�                           (10) 

where, ��� �_� = ���_� − ���z
�

, and ���z
�

   denotes the minimal 

value of ����_�, _	 = 	1, 2, … , U��. 
If u?vw�

  is greater than a threshold |, the we declare that a 

802.15.4 packet is detected, and hopping frequency is 3�, 
otherwise, there is no 802.15.4 packet. 

IV. SIMULATION EVALUATION 

    We simulate the detection of WIFI packet and 802.15.4 

packet (with frequency hopping) in IEEE 802.11 n/ac 

compliant MATLAB platform and IEEE 802.15.4 compliant 

MATLAB platform, respectively. In our simulation, 

566(=1024, both transmitter antenna number and receiver 

antenna number equal to one. For fading channel simulation of 

WIFI packet, we adopt the IEEE 802.11n MIMO channel 

model B and D [12]. In our simulation, the time-domain 

channel impulse response for channel B/D are generated at 

sampling rate of 160Msps (Mega sample per second), and data 

packet is also sampled at 160 Msps. Then 160 Msps baseband 

signal convolutes with 160Msps channel B/D channel impulse 

response pulse. For fading channel simulation of 802.15.4 

packet, we adopt IEEE 802.15.4a channel model [13], which 

is obtained for the narrowband via bandpass filtering, down-

converting to baseband and down-sampling to the 8 MHz rate. 

We simulate 3 types of fading channels for 802.15.4 packet: 1) 

Residential line-of-sight (LOS) - type 1; 2) Residential non-

line-of-sight (NLOS)-type 2; 3) Office (NLOS) -type 4. 

A. Detection probability for WIFI packet using enhanced 

spectral matching 

Fig.9 compares the detection probability using spectral 

matching with using enhanced spectral matching. In this 

figure, WIFI bandwidth is 20MHz and packet length is 1.28 

ms, frequency offset is 0 ppm. Threshold  s=5.9 and | = 5 dB 

are adopted to ensure the false alarm rate to be 1e-3. We can 

see that in AWGN channel, the performance of spectral 

matching and enhanced spectral matching is similar. However, 

using spectral matching, detection probability in channel B 

and channel D is low when SNR is high. This is due to severe 

spectrum distortion in channel B and channel D. Using 

enhanced spectral matching detection probability is able to 

reach 1 in high SNR region for both channel B and channel D.   

    Fig.10 shows the detection probability using enhanced 

spectral matching for WIFI with frequency offset up to 40 

ppm. We can see that when SNR < 0 dB the effect of 

frequency offset (40 ppm) on detection probability is obvious. 

However, when SNR>0 dB, the effect of frequency offset can 

be neglected. 

 

Fig. 9. Comparison of detection probability for WIFI packet with spectral 

matching and enhanced spectral matching 

   
Fig. 10.  Detection probability using enhanced spectral matching for WIFI 

packet with frequency offset 

B. Detection probability of IEEE 802.15.4 packet 

    Fig.11 shows the detection probability using enhanced 

spectral matching for 802.15.4 packet with up to 40 ppm 

frequency offset. In this figure, 802.15.4 bandwidth is 2MHz 

and packet length is 1.984 ms. Threshold s=4.1 and | = 5 dB 

are adopted to ensure false alarm rate to be 1e-3. We can see 

that effect of 40 ppm frequency offset on detection probability 

can be neglected. 

 

Fig. 11. Detection probability  using enhanced spectral mathcing for IEEE 

802.15.4 packet 



V. EXPERIENTAL EVALUATION 

    We test our proposed enhanced spectral matching using 

captured time domain baseband I & Q data samples and 

classify whether captured packet is the WIFI packet or 

802.15.4 packet. For 802.15.4 packet, we further identify the 

hopping frequency. In lab environment, we setup a 

SmartMesh IP manger and SmartMesh IP devices which 

communicate with each other in frequency hopping mode. 

With the RSA 360B center frequency set to 2.432GHz, we 

capture the baseband I & Q data samples with 56MHz 

sampling rate. Since maximal bandwidth of RSA 360B is only 

40MHz, with our setting, we can detect 802.15.4 packet with 

center frequency 	{3S|; = 12,13, … ,20g. We placed the RSA 

360B close to SmartMesh IP device, and collect 40 sequences 

of baseband I & Q data samples, each sequence consisting of 

28e6 samples, span duration of 500 ms. Since WIFI signals 

are always present in lab, we will capture both WIFI packet 

and 802.15.4 packet. Based on captured samples, we can 

detect both 802.15.4 packet with frequency hopping and WIFI 

packet with center frequency equals to 2437 MHz (channel 6).  

    Figure 12 shows the classification of WIFI packet and 

802.15.4 packet in lab environment within 500 ms. In Fig.12, 

the packets corresponding to channel number 6 (frequency is 

2437 MHz) are WIFI packet, while packets corresponding to 

channel number 11~21 are 802.15.4 packet. The relationship 

between channel number and packet frequency is shown in 

Equation (7).   

 

Fig. 12. Classification of WIFI packet and 802.15.4 packet in lab environment 

VI. CONCLUSION 

    In this paper, we propose to use the number of pulse with 
duration between 1 us and 24 us as a feature to judge whether 
MWO is on or off. Our proposed method is a novel and 
efficient to detect the presence of MWO interference.  In order 
to achieve coexistence between IEEE 802.11 WIFI and IEEE 
802.15.4 based sensor network, we propose an enhanced 

spectral matching method to detect 802.15.4 packet and WIFI 
packet. Our proposed method can also detect the hopping 
frequency of 802.15.4 packet. Simulation results show that our 
proposed method can achieve high detection probability in 
various propagation channels. Knowing the frequency hopping 
pattern of 802.15.4 packet, WIFI network can achieve the 
synchronization to TSCH based sensor network thus achieve 
coexistence with TSCH sensor network. 
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