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Abstract—It is important to develop defense mechanisms to 
bolster the cyber-physical security of critical infocomm 
infrastructure (CII) systems. A basic method of defense for CII 
systems is a firewall. Since SCADA / ICS systems may be 
negatively impacted by latencies and delays introduced by 
firewalls, which will translate to real world impacts, any 
implemented firewall in the network should attempt to minimize 
the latency it introduces. The latency in typical firewalls stems 
from packet classification, i.e. matching network traffic to 
firewall rules. It is this lookup time that we aim to improve 
through the development of a hash-based packet classification 
algorithm.  

Keywords-cyber-physical security; critical infocomm infrastructure; 
firewall; SCADA; hash table; packet classification 

I.  INTRODUCTION 

Every day, millions of people rely on critical infrastructure 
to go about their daily lives without even realizing it, from 
public transport to the large-scale systems to provide resources 
such as water and electricity. A disruption to this critical 
infrastructure would have a huge impact on society, and by 
extension, the economy. With cyber and physical attackers 
becoming more and more advanced with each passing minute, 
defense mechanisms are needed to ensure that the cyber-
physical security of critical infocomm infrastructure (CII) 
systems is maintained [1, 2]. 

In this paper, we will be focusing on the CII system, with 
the aim of developing a defense mechanism, in the form of a 
firewall, to prevent attackers who can manipulate the input 
from being able to disrupt operations. The firewall should be 
able to defend the system from a variety of malicious inputs, 
and since the system in question is crucial for everyday 
activities, the defense should take into consideration all forms 
of attackers, which can either be external actors or insider 
threats. The insider threats are the more difficult adversaries to 
defend against because they are able to not only tamper with 
inputs to the system, but also potentially physically tamper 
with components in the system. 

To simulate the CII system, a switch, a remote terminal unit 
(RTU), and a programmable logic controller (PLC) are to be 
connected and configured to simulate certain system functions, 
with human machine interface (HMI) software to manage the 
connections. The goal is to create a software defined firewall, 

and place it in between the system components in order to 
detect and block attacks. 

One of the key factors under consideration is the latency of 
any developed firewall solutions, since the CII system in 
question operates in real time, and any significant delay in 
firewall can have great ramifications for operations. Hence in 
this paper, the focus area on the firewall system is looking at 
ways to improve the performance of the lookup stage in packet 
classification. 

The reason for focusing on trying to improve the lookup 
performance of firewalls is that after performing preliminary 
research, it was determined that most firewalls operate using a 
list of rules (or several lists of rules for different purposes, e.g. 
direction of traffic, protocol, action, and so on), with network 
traffic being matched to the rules in the list sequentially, i.e. the 
firewall would take the packet headers and compare them with 
each rule in the rule list sequentially until a matching rule was 
found to determine the appropriate action for the rule. 

Especially in larger industrial networks, the number of rules 
employed by an organization could be very large, so it 
becomes clear that the worst case performance of the firewall 
would be the case where all network traffic only matches rules 
that are at or near the bottom of the rule list, due to the linear / 
sequential nature of packet classification. Therefore, any 
performance gains in the lookup stage would have big impact 
in the latency introduced by the firewall in the network. 
Consequently, the focus of the performance enhancement 
section of this paper is on improving the packet classification 
latency, by the design and performance evaluation of a novel 
classification / lookup algorithm. A hash-based packet 
classification algorithm was designed, along with several 
component algorithms, whose collision rate and memory usage 
properties were evaluated, with the results discussed in the 
performance evaluation section. 

II. LITERATURE REVIEW 

When performing research on methods to improve firewall 
performance, several concepts appeared often in multiple 
sources, including some papers which attempt to do 
comparisons between other papers / sources. 

For firewalls that use basic lists of rules, the performance 
can be enhanced by performing rule compression or rule order 



optimization, followed by the optimization of the matching 
algorithm, with linear, geometric, heuristic, and dynamic 
methods of matching [3]. Rule compression pertains to 
reducing the number of rules in the firewall rule list by 
performing analysis on the rules themselves, removing 
redundant (or unreachable) rules, and combining rules where 
possible. Rule order optimization refers to making sure the 
order of rules is such that the entire list is in order of decreasing 
probability while not changing the meaning of the rules, since 
the ordering of the rules oftentimes is related to the priority / 
importance of the rule.  

For matching algorithms, several interesting concepts drew 
our attention, including database methods, statistical/dynamic 
methods, and hash-table based packet classification. 

Database methods were promising since there are many 
existing algorithms built around optimizing the searching 
process in large databases, since this is something that most 
modern networks benefit from, with everyone from service 
providers to cloud storage to even content hosting companies 
trying to improve performance for users while using less 
compute time to improve efficiency. MySQL [4], ODBC [5], 
and Berkeley DB [6] are database systems that either have 
implementations in C, or have APIs for the C language, which 
is used by most ICS (Industrial Control system) / SCADA 
(Supervisory Control and Data Acquisition). In particular, 
MySQL and Berkeley DB are still being used and actively 
developed in the present day. However, there does not seem to 
be much open source data available to suggest the latencies that 
would be expected when performing queries, as well as any 
associated overheads with running / storing the database 
system either on the same machine as the firewall or on another 
machine in the network (which would also add additional 
network latency in the form of transmission and propagation 
delays). 

Statistical / dynamic methods of performance improvement 
are centered around using a statistical or learning method to 
optimize the packet classification of the firewall, by either 
analyzing the frequency of the packet fields/headers as well as 
how often the rules are hit to build an alphabetical tree [7] , or 
by analyzing network traffic to detect flows and optimizing the 
firewall rule order such that rules that are matched often in a 
given flow are moved as far up the rule list as possible during 
the duration of the flow [8]. These methods seem interesting, 
and have been shown to achieve anywhere from a 10% 
increase in performance to a 60% increase in performance. 

Last but not least, hash tables can be used to improve the 
performance of firewalls by storing the rules as tuples, which 
can be looked up in an efficient manner [9]. However, one of 
the highlighted issues is that collisions from the different 
hashing algorithms used can cause the hash table methods to 
suffer in performance. It is also pointed out that storage and 
memory requirements are an important factor for this family of 
methods, since hash tables may use a large amount of both. 

III. PACKET LOOKUP ALGORITHM DESIGN 

In this paper, a basic design was formulated around the 
hash table based concepts, in which the lookup time for the 
firewall would be constant time. The main idea is to take the 

headers of network packets (or rules) and pass them through a 
hashing algorithm, generating an integer which would then be 
used as the index number in a one dimensional array containing 
the action to be performed on the packet (allow, drop, reject, 
log, or other actions). Essentially, the only computation time 
needed would be that to compute the hash of a network packet, 
after which it would be possible to find the associated action by 
simply reading the array’s contents at the output index number. 

To begin with, a suitable hashing mechanism would need to 
be selected, based on the aforementioned criteria when dealing 
with hash table based firewalls (and also just firewalls in 
general), namely the memory usage, which is determined by 
the final array index size, as well as the security and collision 
characteristics of the algorithm. Research showed that most 
hashing algorithms have a fixed digest length, with more 
secure hashing algorithms in general requiring a longer digest 
length, and hence a larger memory requirement. 

Non cryptographic hashing algorithms like MD5 
(supposedly cryptographic in design, but proven to be broken) 
have shorter digest lengths, which would potentially mean a 
smaller memory / storage footprint for the array, but having an 
insecure hashing algorithm determine which rule a packet gets 
matched to would defeat the purpose of having a firewall, since 
it would then be possible for an attacker to generate a malicious 
packet that collides with a rule whose action is “allow”. 
Therefore, we turned to SHA-3, the latest cryptographic hash 
specification from NIST, released in 2015. 

More specifically, the algorithm in question is the 
SHAKE128 algorithm, which is one of several variants of 
SHA-3. The reason for this choice is because SHAKE128 has 
the peculiar ability of producing an arbitrary length digest. This 
property has two advantages, the first of which is the ability to 
modify the number of bits in the digest, which would then 
allow us to manipulate the memory usage of the array. 
Secondly, after inspection of the SHAKE128 implementation 
source code in C, if it is determined through experimental 
results that only a small number of bits is needed in order to 
ensure a low collision rate and reasonable memory usage, the 
computation speed would be much greater than a fixed length 
SHA-3 function (e.g. SHA3-224 to SHA3-512). This is 
because there would be fewer calls of the 
KeccakF1600_StatePermute function, since the length of digest 
output determines how many times this function is called. 

The next step in the design was to determine the algorithms 
for actually generating an array index number from a packet’s 
digest. Four methods are proposed, with the performance of 
each to be compared in the next section.  

A. Method 1 - Digest Character Integer Addition 

The first method is to take each character byte from the 
digest and add their ASCII values together, using the final sum 
as the array index number. 

B. Method 2 - Digest Character Integer Concatenation 

The second method is to take each of the digest character’s 
ASCII values and concatenate them to form one long number, 
followed by some form of truncation or division to make the 
array index size reasonable. 
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penalty. Method 4 - Digest Character Square-XOR also 
outperforms Method 2 - Digest Character Concatenation when 
index size is similar, trading a small collision rate penalty for a 
greater reduction in memory usage (index size). 

A possible extension of our work is to add a second 
dimension to the array, for the sake of dealing with the 
inevitable collisions that occur in real life. For example, 
colliding rules could be added to the array in the same row but 
in different columns. The packet classification algorithm could 
then implement a linear search in all the columns in a given 
row for packets whose digest points to a row with collisions. 
The performance of such a system could also then be tested. 
This idea is of course, only feasible if appropriate index 
generation methods are used to ensure that the collision rate for 
the system is low enough such that there would not be too 
many collisions requiring a linear search, or too many columns 
for a given row. 
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