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Abstract—Recently, the electric network frequency (ENF), a
natural signature embedded in many audio recordings, has been
utilized as a criterion to examine the authenticity of audio
recordings. ENF based audio authentication system involves
extraction of the ENF signal from a questioned audio recording,
and matching it with the reference signal stored in an ENF
database. This establishes a popular application of audio times-
tamp verification. In this paper, we explore another important
application, i.e., ENF based audio tampering detection, which has
received less research attention. Specifically, we introduce the
absolute-error-map (AEM) between the ENF signals obtained
from the testing audio recording and the database. The AEM
serves as an ensemble of the raw data associated with the ENF
matching process. Via intensive analysis of the AEM, we propose
two algorithms to jointly deal with timestamp verification and
tampering detection including insertion, deletion, and splicing
attacks respectively. The first algorithm is based on exhaustive
point search and measurement, while the second algorithm
leverages image erosion technique to achieve fast detection of
tampering type and tampered region, thus the second algorithm
sacrifices some accuracy for speed. The authentication mecha-
nism is that the system first determines if the testing data have
been tampered with, and then outputs the timestamp information
if no tampering is detected. Otherwise, it outputs the tampering
type and tampered region. We demonstrate the effectivenessof
the proposed solution via both synthetic and practical examples
from our practically deployed audio authentication system.

Index Terms—Electric network frequency (ENF), audio foren-
sics, audio authentication, audio tampering detection.

I. I NTRODUCTION

A. Audio Authentication

D IGITAL audio recordings created by audio studio en-
gineers, media professionals, and the vast majority of

non-professional individuals represent a great portion ofmul-
timedia content shared and redistributed in the global village.
While digital technology has brought undeniable benefits to
our society, it has also become extremely easy to manipulate
recorded audio content using various handy and free software
packages. Therefore, the demands for effective protection
and authentication of audio recordings have been increasing
especially when the recordings could be potentially involved
in digital rights management and law enforcement cases.

As one of the important applications of multimedia au-
thentication, audio tampering detection is an open problem
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to our community, which has drawn a great amount of re-
search attention. The types of tampering attacks considered
in this paper mainly include i)insertion: inserting one or
more segments (likely to be from other audio recordings)
into the original audio; ii)deletion: deleting one or more
segments from the original audio; iii)splicing: concatenate
audio segments from different audio recordings. A series of
effective solutions to tackle audio tampering detection can be
categorized intoactive audio tampering detection methods, in
which side information, such as watermarks (fragile or robust)
and fingerprints, are actively embedded into host audio dataas
clues to reveal illegal manipulations. On the other hand, itis
more practically appealing to develop a series ofpassive audio
tampering detection methods, since audio quality degradation
caused by actively embedded information can be avoided, and
more audio recordings can be secured. Meanwhile, noa priori
information about the audio data is required.

One approach to passive audio tampering detection could
be exploring specific audio compression formats, e.g., double
compression detection [1], or investigations on clues leftbe-
hind when audio signal in compressed domain is manipulated
[2]. However, double compression detection is not originally
aiming at tampering detection, since audio content can re-
main unchanged after multiple re-compressions. In addition,
the solution in [2] explores frame offsets associated with
tampering manipulations for the pervasive MP3 format, but
it is only effective when audio bit-rate is lower than128
kbps. Alternatively, one may examine the nonlinearity of the
testing audio data by calculating higher order statistics,e.g.,
bispectrum [3]. However, this work is based on assuming the
forged location will introduce strong higher order statistics in
frequency domain, where the rigorousness and generalizability
remain uncertain. Similar to [3], the nonlinearity at forged
location is termed as singularity in [4], and wavelet analysis is
utilized therein to detect such singularity. In [5], passive audio
tampering detection is achieved by measuring the embedded
acoustic reverberation. This method is highly effective in
dealing with splicing audio segments recorded from different
acoustic environments, but it is not applicable to other types
of attacks. Besides, the characteristics of the microphones in
various recording devices have been investigated for possible
solutions, e.g., [6], in forensic investigation cases.

B. ENF Based Approach

Apart from the above solutions, the electric network fre-
quency (ENF), which is the power supply transmission fre-
quency (50 or 60 Hz), has become an emerging criterion to
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authenticate audio recordings [7]–[27]. However, as can be
seen from existing works, the application of the ENF criterion
is more commonly found in audio timestamp verification
rather than tampering detection. The feasibility of realizing
an ENF based audio timestamp verification system is justified
by observing four important facts about the ENF signals: i)
the ENF fluctuates slightly around the nominal value; ii) the
fluctuations are random and hence unique; iii) the fluctuations
are consistent within the same grid; iv) the ENF is captured
by many recording devices in the proximity of or directly
connected to power supply. Therefore, an ENF reference
database can be created by recording and storing ENF signals
from the power supply [8]. Then, the ENF signal extracted
from a testing audio clip can be matched to the reference
data within a confident search scope to identify the timestamp
information of the audio data.

Among the existing works on the ENF, audio tampering
detection has been discussed in [23]–[27]. In [23], tampering
detection is based on a known true timestamp and direct visual
comparison between the testing and reference ENF signals.
Alternatively, the works in [24] and [25] examine the ENF
phase discontinuity caused by tampering attacks. However,
due to the fact that the embedded ENF signals are usually
much weaker than audio content, the noise and interferences
within the frequency band of interest will inevitably disturb
ENF phase estimation. As a result, phase discontinuity can
still occur without the testing audio being tampered with.
A practical example that supports this argument is provided
in Fig. 1. Such a limitation has also been noticed in [26]
where two alternative methods are proposed. The first method
relies on the assumption that tampering attacks will cause
discontinuity in the amplitudes of the ENF. However, as
already been reported in [8] (see Fig. 9 therein), such dis-
continuous patterns can also exist in recordings without being
tampered with. Thus, this solution and the solutions in [24]
and [25] are prone to false positive decisions. The second
method in [26] uses phase matching instead of discontinuity
detection. The primary limitation of this method lies in that
if the ENF signal has been altered by tampering attacks,
then conventional matching mechanisms will probably lead
to a wrongly matched reference segment. Lastly, the solution
proposed in [27] is established on more stringent assumptions
on the strength of the embedded ENF, and it only works for
clean speech recordings. Therefore, it is worthy to investigate
ENF based audio tampering detection solutions with more
technical and practical merits, which reveals the main focus
of this paper.

In this paper, we present a novel solution to an audio
authentication system based on the ENF criterion. It can jointly
perform timestamp verification (if tampering is not detected)
and detection of tampering type and tampered region (if
tampering is detected). Since the ENF is naturally embedded
in many audio recordings, the solution can be considered
as a passive method. In a conventional application of au-
dio timestamp verification, the mean squared errors1 (MSEs)

1The correlation coefficient is also applicable, e.g., [12],which, in most
cases, yields very similar performance to the MSE.
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Fig. 1. An example of phase discontinuity detection [24], parameter settings
identical to [24]. From top to bottom, the subfigures represent original audio
signal, audio signal after deletion attack, ENF of originalsignal, ENF of
the signal after deletion attack, respectively. However, it is seen that phase
discontinuity does not occur at true tampered region, but itoccurs within the
interval between5-10 seconds, which has not been tampered with.

between the two ENF sequences with all possible sample
shifts are calculated, and the shift value associated with the
minimum mean squared error (MMSE) is corresponding to
the true timestamp of the audio recording. Such an exhaustive
process is effective when we assume the testing data have
not been tampered with. However, MMSE based exhaustive
search is inapplicable to the application of tampering detection,
since segments before and after tampered location will be
desynchronized, and the MSEs become biased. Therefore, we
propose a new measurement method, termed as absolute-error-
map (AEM), which is quantitatively a matrix containing all the
raw information of absolute errors when the extracted ENF
signal from testing audio is matched to each possible sample
shift of the reference signal. The most significant advantage of
AEM based solutions is that the solutions rely coherently on
the authentic and trustworthy portions of the ENF signal, rather
than the weak assumptions on the existence of discontinuity
or singularity caused by forged samples as been reviewed
in Section I-A. Several important properties of AEM are
explored and analyzed, which enable simultaneous detection
among insertion, deletion, and splicing attacks. Furthermore,
we propose two algorithms to process the AEM and then
obtain tampering detection results, one performing exhaustive
search for more accurate estimation results, and the other
leveraging erosion technique in image processing [28] for fast
processing speed. The effectiveness of the proposed system
is illustrated via both synthetic and practical experimental
examples from our practically deployed ENF based audio
authentication system.

The paper is organized as follows. Section II reviews the
basic components for ENF extractions from both reference
data and testing audio recordings, with a brief introduction
of our audio authentication system deployment. Using the
extracted ENF signals, detailed discussions about the AEM
and authentication mechanisms, emphasizing on its tampering
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detection functionalities are provided in Section III. In Section
IV, we analyze the performance of the proposed solution via
synthetic simulations. Then, experimental results using prac-
tical audio recordings are presented in Section V. Conclusion
is made in Section VI.

Notations: scalar variables and constants are denoted by
italic letters. Vectors and matrices are denoted by lowercase
and uppercase boldface letters respectively. Subscripts of
vectors and matrices are used to denote the indices of the
elements, e,g, theith element of vectorx and(i, j)th element
of matrix X are xi and Xi,j respectively. Finally, we use
superscripts to label the vector variables of the same type,
e.g., in a detection process, the detected lines (in vector form)
can be denoted asx1,x2,x3, . . ., etc.

II. ENF BASED AUDIO AUTHENTICATION SYSTEM

A. System Structure

A complete description of an ENF based audio authentica-
tion system is depicted in Fig. 2, which has been practically
deployed at our location. A typical use case of the system
is also reflected by this figure. Specifically, a user brings a
questioned audio recording and passes it to the system with
an a priori time scope within which the recording was made.
Then, on one hand, the testing audio is processed by the asso-
ciated ENF extraction module to produce the time-frequency
representation of the captured ENF. On the other hand, accord-
ing to the input searching scope, the system identifies a long
segment (longer than testing audio) of the reference ENF, and
also obtains the corresponding time-frequency representation
via the associated extraction module. The ENF database is
obtained by connecting the power outlet to the sound card
of the recording computer via a transformer. After that, the
two time-frequency sequences are fed into the authentication
module, which, in the scope of this paper, is a joint timestamp
verification and tampering detection module. The output first
determines whether the audio has been tampered with and
then identifies the tampered region as well as attack type if
tampering is detected. If tampering is not detected, then the
system outputs the estimated timestamp information. Note that
in most of the existing works, e.g., [7], [8], [11], [12], [16]–
[19], tampering detection is not considered, and the timestamp
is estimated assuming the testing audio has not been tampered
with. Therefore, Fig. 2 also represents the proposed system.

In Fig. 2, the most sophisticated components are ENF ex-
traction and authentication modules. ENF extraction is in fact
a classical single tone (nominal frequency near50 Hz) estima-
tion in noisy observation problem, for which rich and mature
theory can be referred to. Note that ENF extraction procedures
for audio recordings and reference data are slightly different.
ENF reference data are recorded via direct connection between
the power supply and a sound card with a sampling frequency
of 400 Hz. Thus, direct time-frequency analysis (e.g., short-
time Fourier transform (STFT) plus interpolation [29]) canbe
applied to the noiseless time domain raw data. However, for
audio recordings, since a much higher sampling frequency is
usually used (e.g.,44.1 kHz for music or8 kHz for speech),
procedures of downsampling and bandpass filtering are needed

Search Scope

ENF Reference

Database Cloud

Reference ENF

Extraction Module
Authentication Module

Tampered?

Yes

No

Tampered RegionAttack TypeTimestamp Info.

Test Audio

Audio Recording ENF

Extraction Module

Start (User Inputs)

Fig. 2. Flowchart of the ENF based audio authentication system.

before time-frequency analysis. The downsampling procedure
applies anti-aliasing filtering followed by signal decimation,
which brings the sampling frequency of the testing audio
recording down to400 Hz. Then, a bandpass filter with pass-
band at the nominal frequency is applied to the downsampled
signal. Note that although several works have been devoted to
improved time-frequency analysis for ENF signals, e.g., [9],
[10], [12] and [18], the STFT based method still serves as the
most cost effective solution with practical merits as can be
seen from several practically deployed systems, e.g., [8],[19]
and [23]. Before we proceed, several assumptions are made
below to clearly define the problems.

B. Assumptions

For clarity and brevity, and to specify the applicability of
the proposed solution, the assumptions are made as follows.
These assumptions will be revisited in Section V-B.

1) The ENF is captured in testing audio recordings. There
are two necessary conditions for ENF to be captured
by the recording device. First, the recording device
should be in the proximity of ENF resources, such as
power supply, or other possible sources [11]. Second, the
data processing units in the recording device should not
filter out low frequency components. Therefore, in this
paper, we assume that ENF is already embedded in the
recordings, and ENF detection is hence not considered.

2) The embedded ENF signal has not been deliberately
attacked. We further assume that the captured ENF
information is from the original recording. In other
words, we assume that the ENF has not been deliberately
modified. This assumption is made in light of the work
in [20] about countermeasures of ENF based systems.
Note that normal tampering attacks will affect the ENF,
but this is assumed to be unintentional.

3) Deletion or Insertion attacks do not occur at the begin-
ning or the end of the original signal. Ambiguity will
occur if insertion or deletion is made at the beginning
or the end of the signal. Without loss of generality,



4

we further assume that deletion and insertion attacks
only modify a single location of the original signal,
and for splicing attack, the two spliced segments have
comparable durations.

4) The timestamps of the testing audio recording, including
the spliced parts, lie within the searching scope provided
by the user. This assumption is unnecessary in practical
situations. However, it is used in this paper for illustra-
tion purpose as well as the development of a systematic
decision scheme at the output of the Authentication
Module in Fig. 2.

Based on the above assumptions, the problem to be tackled
in this paper can be stated as: given the successfully ex-
tracted ENF time-frequency representations from the test audio
recording and the reference data, respectively, how can we
effectively detect whether the testing audio recording hasbeen
tampered with? If it has not been tampered with, then what
is the corresponding timestamp? If it has been tampered with,
then what is the attack type and where is the tampered region?
Next, we will intensively discuss the proposed solution.

III. JOINT TIMESTAMP VERIFICATION AND TAMPERING

DETECTION

Conventional ENF matching process based on MSEs or
correlation coefficients are only effective when the testing
signal is not tampered with. For a testing recording that have
been tampered with, the desynchronization caused by tamper-
ing attacks will disturb the MSEs or correlation coefficients,
resulting in incorrect estimates. In fact, conventional matching
process does not have the capability to deal with tampering de-
tection. Therefore, the strategy to enable successful tampering
detection should start from rethinking of the matching process,
in which the ENF time-frequency representations should be
used to generate other informative measurements rather than
the MSEs or correlation coefficients. Thus, in this section,we
propose an alternative measurement, which is the AEM of the
ENF signals, followed by the system design.

A. The Absolute-Error-Map

The tampering attacks considered in this paper are per-
formed in time-amplitude domain, which implies that they
can also be observed in time-frequency domain. Therefore, in
time-frequency domain, insertion attack will break the ENF
signal into two separated parts, deletion attack will delete a
portion of the ENF signal, creating a discontinuity at the edge,
and splicing attack splices two ENF segments. LetM andN
denote the sample length of the time-frequency representations
of the reference and testing ENF signals respectively, where
M > N . Note that in a more difficult authentication case
where the user has little knowledge about the timestamp of
the testing data, a larger searching scope may be used, and
we can haveM ≫ N . We then denote the reference and
testing ENF signals in time-frequency domain asr ∈ R

1×M
+

ands ∈ R
1×N
+ respectively. Note thatr ands are the outputs

of Reference ENF Extraction Module and Audio Recording
ENF Extraction Module in Fig. 2, respectively. Throughout
this paper, we will assume that the step-size of instantaneous
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Fig. 3. An example of the AEM with signals not tampered with. The time-
frequency representations are obtained with time step-size of 1 second, hence
all the indices correspond to the unit of second. This applies to all time-
frequency analysis results and AEMs presented in this paper.

frequency estimates is one second, indicating that the sample
index of r and s has a unit of second. Conventionally, the
MSE betweenr ands at sample shifti ∈ {0, 1, . . . ,M −N},
is given by

ei =
1

N

N−1
∑

n=0

(rn+i − sn)
2
. (1)

It has been discussed in previous sections that (1) is inap-
plicable to tampering detection. The MSE can be considered
as a “global” measurement ofs for its similarity to a possible
segment of the reference, which is reflected by the averaging
process in (1). Due to the averaging nature of MSE (note
that this also applies the correlation coefficient), tampering
attacks will destroy such a global measurement by introducing
local disturbances at the tampered region. However, we note
that tampering attacks will not alter other “local” informa-
tion beyond tampered region. This motivates us to create
an alternative measurement to preserve all local information
during the matching process. Thus, we propose the AEM
here. As implied by the name, the AEM is a two-dimensional
measurement which stores all local errors during the matching
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(e) Deletion Demonstration.
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Fig. 4. Observations of the AEMs under different tampering attacks, and the corresponding demonstration graphs. Colorbars are omitted for clarity of the
subfigures. First row: AEMs. Second row: demonstration graphs. Subfigures (d), (e), and (f) correspond to (a), (b), and (c), respectively.

process. Mathematically, the AEM is a matrix of dimension
(M −N + 1)×N with all positive entries,

M =













|r0 − s0| |r1 − s1| · · · |rN−1 − sN−1|

|r1 − s0| |r2 − s1| · · · |rN − sN−1|

...
...

. . .
...

|rM−N − s0| |rM−N+1 − s0| · · · |rM−1 − sN−1|













,

(2)
whose element-wise expression is

Mi,j = |ri+j − sj | , (3)

where i and j represent indices of the elements inM. An
example of the AEM is provided in Fig. 3. Comparing (3)
with (1), we can have

ei =
1

N

N−1
∑

j=0

M
2
i,j . (4)

Therefore, the AEM contains the unprocessed data as com-
pared to the processed data stored in MSEs. Based on the
AEM, we can develop new methods for tampering detection.

The properties and advantages of the AEM over conven-
tional MSE can be observed from Fig. 3. The time-frequency
representation of reference ENF signal is shown in Fig. 3 (a),
and the ENF extracted from an audio recording is shown in
Fig. 3 (b). The audio recording has not been tampered with,
thus we observe that the matched sample index is500 in this
example. Such information is also fully reflected in Fig. 3 (c),
i.e., the AEM of the ENF signals in Figs. 3 (a) and (b). In the

AEM, we first observe that it is a map with dominant equal-
slope patterns. This is caused by the consecutive sample shifts
during the calculation of the map. Furthermore, we can see
that there exists a single horizontal line, representing a straight
valley across the index ofs. This line identifies the best match
betweenr and s. In fact, the averaged squared sum of the
values along this line yields the MMSE, which is equivalent to
the one obtained using (1). In this way, if the testing data have
not been tampered with, then the AEM represents equivalent
information as MSEs. More importantly, the AEM enables
more sophisticated means to detect the desired line valley if
noisier conditions or even tampering occurs to the testing data.

The AEMs under different types of tampering attacks are
provided in Fig. 4 obtained using the same dataset as in
Fig. 3. The first row (Figs. 4 (a)-(c)) shows the AEMs while
the second row (Figs. 4 (d)-(f)) represents the corresponding
demonstrative graphs. For clarity, the time-frequency repre-
sentations of tampered ENF signals and the color bars are
omitted. According to Assumption 3) in Section II-B, all the
three tampering types will break the original ENF signal into
two separated segments. Since the broken ENF segments still
reflect the true information about the audio data, they will
locally match to the reference data at correct sample shift
values. Therefore, two distinctive horizontal line segments can
be observed in all the subfigures. We define the first line
segment along the index ofs as Line1, and the second as
Line 2. In this way, the geometric relationship between Line1
and Line2 reveals critical properties of the AEM for detecting
tampering types and tampered regions (see Figs. 4 (d)-(f)).

• Insertion. The insertion attack will shift the original
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TABLE I
AEM OBSERVATION, DECISION, AND OUTPUT TABLE

Line 1 Line 2 Decision Output

Dominant Null Authentic Timestamp

Later (Gap) Earlier (Gap) Insertion Region

Earlier (Jump) Later (Jump) Deletion Region

Far away (Jump) Far away (Jump) Splicing Location

samples of the ENF after tampering location into future
time indices, resulting in a match of the portion after the
tampering location to the reference data earlier than the
portion before the tampering location. Thus, we can see
from Fig. 4 (d) that Line2 at shift index350 appears
earlier than Line1 at shift index400. Furthermore, the
difference of50 samples indicates that the duration of
insertion attack spans50 samples, and it forms a square
area which is a unique pattern under insertion attack.

• Deletion. The deletion attack removes a segment of
the ENF sequence, and the portion after the tampering
location is shifted backwards and concatenated to the
portion before tampering location. In contrast to the
case of insertion attack, in deletion attack, Line1 will
first match with the reference data during the matching
process. After that, when the forward shift compensates
the backward shift caused by deletion, Line2 will then
appear in the AEM. The vertical misalignment between
Line 1 and Line2 indicates the length of segment that
has been deleted, e.g., in Fig. 4 (e), a segment of100
seconds is deleted.

• Splicing. Under Assumption 4) in Section II-B, a typ-
ical AEM for splicing attack is depicted in Fig. 4 (c).
However, unlike insertion and deletion attacks whose
associated AEMs represent unique geometric properties,
the Line 1 and Line 2 in the AEM for splicing attack
can have different mutual positions. Specifically, in a
spliced audio recording, if the portion before splicing
edge location corresponds to an earlier timestamp than
the portion after the location, then Line1 appears before
Line 2 in the AEM. Otherwise, Line2 appears before
Line 1. Intuitively, the two spliced portions are not likely
to be recorded in the same or close time intervals, hence
the vertical distance between the two lines could be
arbitrarily large. We will only consider this case in this
paper. More discussions on splicing attacks are provided
in Section V-B.

B. Authentication System Design

Based on the above discussions, we can summarize the ob-
servations and the corresponding decisions and system outputs
in Table I. In this table, “Gap” refers to the square area in the
AEM for insertion attacks. In other words, along the index
of s, the ENF values in the region of insertion is missing.
In contrast, the lines in the AEMs for deletion and splicing
attacks span the whole index ofs, but with a “Jump” at the
edge between Line1 and Line2. Furthermore, we can quantify
the positions of Line1 and Line 2 and the corresponding

outputs. According to the coordinates of AEM, to define
a horizontal line segment, one needs to specify the shift
value and its starting and ending point indices respectively.
Therefore, we can denote an arbitrary horizontal line candidate
in the AEM as

l̃
k =

[

ĩk, j̃k,1, j̃k,2
]

, (5)

and the sample values that belong to the line are hence given
by

[

Mĩk,j̃k,1
,Mĩk,j̃k,1+1, . . . ,Mĩk,j̃k,2

]

. Furthermore, letl1 =

[i1, j1,1, j1,2] and l2 = [i2, j2,1, j2,2], denote Line1 and Line
2 respectively, then Table I can be quantified as follows. The
condition for the decision being “Authentic” is

{

j1,2 − j1,1 → N, (l1 is dominant),

l
2 = ∅, (l2 is unnecessary),

(6)

and the system output, denoted asO(M), is the timestamp
information, i.e.,O(M) = i1. The condition for decision being
“Insertion” is

{

i1 > i2, (l1 after l2),

i1 − i2 ≈ j2,1 − j1,2, (Square area gap),
(7)

and the output is the insertion region in terms of samples of
s, i.e., O(M) = [sj1,2 , . . . , sj2,1 ]. The condition for decision
being “Deletion” is

{

i1 < i2, (l1 beforel2),

j2,1 ≈ j1,2 + 1, (Jump),
(8)

and the output is the deletion region in terms of samples
of s, i.e., O(M) = [sj1,2 , . . . , sj1,2+i2−i1 ]. The condition for
decision being “Splicing” is

{

i1 ≪ i2 or i1 ≫ i2, (l1 and l2 far away)

j2,1 ≈ j1,2 + 1, (Jump),
(9)

and the output is the spliced location,O(M) = j1,2.
Next, we design the processing procedures to automatically

perform the joint timestamp verification and tampering de-
tection. Note that the examples shown in Figs. 3 and 4 are
under noise free conditions. In a real case, the ENF signal
in testing audio recording is inevitably degraded by in-band
noise and interferences [19], possibly resulting in multiple
horizontal lines in the AEM. Therefore, the key functionality
of an automated system should be successful identification of
a single straight line for authentic recording, or two separated
lines if tampering occurs. Here, we propose two algorithms
to perform a single line detection task. Both of the methods
incorporate two threshold values. The first threshold is denoted
by L, which determines the smallest length of a line segment
that can be considered as a suitable candidate for further line
detection processes. The second threshold is defined by

T = α×
1

Frame Size for Time-Frequency Analysis
, (10)

where0 < α < 1 and the frame size in the denominator has a
unit of second. The frame size value is set to16 seconds in this
paper. Note that (10) is a critical threshold determined by the
frequency resolution of the STFT. As a result, the absolute
error values in the AEM less thanT can be considered as
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Algorithm 1: Exhaustive Search
Input : M, T , L;
Output : l1;

1 Set allMi,j > T to 0;
2 l̃

k ← ∀i, find from Mi,: all nonzero horizontal line
segments with minimum length ofL;

3 l
1 ← argmax

l̃k

j̃k,2 − j̃k,1;

Fig. 5. 8-connected neighborhood used as the atom in cluster search.

appropriate candidates for further processing. Detailed studies
aboutL andα will be provided in Section IV.

The two algorithms are presented in Algorithm 1 and
Algorithm 2 respectively. The first algorithm is based on an
exhaustive search which performs a line scanning task. In each
row of the AEM, it first detects all the nonzero samples, and
then counts the numbers of consecutive indices among these
samples. Then, only the consecutive index segments with more
thanL samples are saved to yield̃lk which are used as the
input to Step 3 to detectl1. On the other hand, the second
algorithm utilizes the image erosion technique [28] to achieve
fast processing speed. Specifically, the AEM is first normalized
and converted into a binary map, thus the following steps only
perform bitwise operations. The erosion process can quickly
identify the local lines corresponding to a minimum length of
L. Step 4 identifies line clusters in the AEM using an atom
of 8-connected neighborhood of value1, which is illustrated
in Fig. 5. After that, Steps 5 and 6 further reduce the line
candidates, which are then used to detectl

1 via Step 7. The
limitation of Algorithm 2 is that the erosion process will
remove the edges of detected line segments, thus the lines
are detected in an approximate fashion. In contrast, although
Algorithm 1 contains less steps, its second step involves many
local decision and comparison structures among consecutive
sample indices. Therefore, Algorithm 1 is more accurate while
Algorithm 2 is faster. Now, we are ready to develop the
functioning mechanism of the audio authentication system for
joint timestamp verification and tampering detection.

Let D ∈ {0, 1} denote the detection result on whether the
testing audio recording has been tampered with (D = 1) or
not (D = 0), then the line detection results are used to first
determine the value ofD and then generate the corresponding
outputs as shown in Table I. The Authentication Module in
Fig. 2 generally performs the following procedures:

S0: calculateM usingr ands.
S1: detect the longest horizontal line, i.e.,l

1, in M. If the
line dominates the indices ofs (e.g., the line spans
more than90% horizon), thenD = 0, and go toS2.
Otherwise,D = 1, and go toS3.

Algorithm 2: Binary Image Processing
Input : M, T , L;
Output : l1;

1 NormalizeM such that∀i, j, 0 ≤Mi,j ≤ 1, and scaleT
according to the normalization factor;

2 Binarization ofM, ∀i, j,Mi,j ←Mi,j < T ? 1 : 0;
3 ErodeM with a line mask of lengthL;
4 Find line clusters based on8-connected neighborhood;
5 l̄

k ← Horizontal Lines with most “1”s in the clusters;
6 l̃

k ← Center lines in the reduced cluster formed byl̄
k;

7 l
1 ← argmax

l̃k

j̃k,2 − j̃k,1;

S2: find the coordinate ofl1 in the index of shift in the
AEM, i.e., i1, which gives the timestamp information
of the authentic testing data. Stop.

S3: exclude the area containingl1, i.e.,M:,{j1,1:j1,2}. In
the remaining area ofM, detect and label the longest
line asl2.

S4: compare{j1,1, j1,2} with {j2,1, j2,2}, and, if neces-
sary, relabel the two lines such thatl

1 is the left line
and l2 is the right line inM.

S5: according to (7)-(9), determine the tampering type
and tampered region. Stop.

Note that if the system terminates atS2, then the system
performs an equivalent task to conventional audio timestamp
verification. Also note that the line detection algorithms are
also used to detectl2.

C. Fine Tuning l
1 and l

2

The l
1 and l

2 obtained from the above procedures (using
either Algorithm 1 or 2) can be further adjusted to improve
the system accuracy. This is achieved by noting the following
two practical aspects that affect the detection performance.

1) Tamper Edge Effects: During time-frequency analysis
of the ENF, a sliding window is applied to the time-amplitude
domain audio signal, creating overlapping frames. When tam-
pering occurs, frames near the tamper edge will be affected,
resulting in biased instantaneous frequency estimates. This is
illustrated in Fig. 6, where the effects of splicing attack is
similar to deletion attack. Then it follows that the detection
of j1,2 and j2,1 will be disturbed by such effects. Let the
ground truth Line 1 and Line 2 be Î

1 = [̂i1, ĵ1,1, ĵ1,2]
and Î

2 = [̂i2, ĵ2,1, ĵ2,2], then, we could have the following
mismatched estimates

{

j1,2 6= ĵ1,2,

j2,1 6= ĵ2,1,
(11)

under different attacks. Whether the estimates are smaller
or greater than the nominal values is largely determined by
whether the portion of original desired signal (dark gray) in
the temper edge frames is dominant in terms of time duration
and signal energy. Unfortunately, this is caused by the attacks,
and could not be controlled. However, it is important to note
that the tamper edge effects do not disturb the estimates of
i1 and i2, whose mutual position can effectively indicate
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··· ···

···

···

(a) Insertion.

···

··· ···

···

(b) Deletion.

Fig. 6. Illustration of the tamper edge effects. The dark andlight gray
colors represent original audio signal in time-amplitude domain, while red
color represents inserted segment. The edge between dark and light gray
corresponds to the location of deletion attack. The short bars represent shifted
frames for instantaneous frequency analysis.

the tampering type. The conclusions are hence that i) along
the index of shift,i1 and i2 are more efficient in detecting
tampering type, while ii) along the index ofs, j1,2 and j2,1
are used to determine tampered region, which are to be fine
tuned to take into account the tamper edge effects. The fine
tuning of j1,2 and j2,1 can be achieved via the reference of
i1 and i2, which is given as follows. For insertion attacks,
according to the unique square area of the gap, we can set

{

j1,2 ← j1,2 +
(j2,1−j1,2)−(i1−i2)

2 ,

j2,1 ← j2,1 −
(j2,1−j1,2)−(i1−i2)

2 ,
(12)

and hence the updatedj1,2 andj2,1 now follow

j2,1 − j1,2 = i1 − i2. (13)

Thus, (12) can be used to fine tune (7) and the correspond-
ing O(M). For deletion and splicing attack, the fine tuning
formula is given by

{

j1,2 ←
j1,2+j2,1

2 ,

j2,1 ←
j1,2+j2,1

2 + 1,
(14)

and hence the updatedj1,2 andj2,1 now follow

j2,1 = j1,2 + 1. (15)

Thus, (14) can be used to fine tune (8) and (9), and the
correspondingO(M). The tamper edge effects and the fine
tuning strategy will be illustrated in Section V.

2) Multiple Lines: Apart from the tamper edge effects, the
analyst may also encounter multiple line candidates when two
or more lines in the AEM have the same length. This is
possible when the recording device is not in the proximity
of power sources, resulting in very weak ENF captured, or
the audio content and environmental noise span the frequency
band of the ENF and disturb the time-frequency analysis.
In this situation, the ENF pattern from the testing audio
recording will be altered to a certain extent, and the locally
matched line segments may occur in more areas. This could
happen for both algorithms in their last steps respectively. To
tackle this issue, being the longest line may not be the only
criterion for line detection, and in addition, we should take

the local error values into consideration. However, local errors
are not available in Algorithm 2 since the errors are binarized
to achieve bitwise processing. Thus, the remedy for such a
problem is only possible in Algorithm 1. Suppose Step 3 in
Algorithm 1 yieldsP suitable lines, and we denote them by
{̃l1, l̃2 . . . , l̃P }, where each vector now has one more energy
variable l̃p =

[

ĩp, j̃p,1, j̃p,2, Ep

]

, p ∈ {1, 2, . . . , P} then l
1 is

identified by
l
1 = argmin

l̃p

Ep, (16)

which means that the line whose samples have the minimum
energy is selected to bel1. According to our experiments, in
most cases, the system can identify a single line. However,
(16) serves as a general solution in case of future uncertainty
when dealing with practical data.

IV. PERFORMANCEANALYSIS

A. Performance Metric

We first elaborate that the uniqueness and complexity of the
authentication system lead to the inapplicability of fitting the
performance analysis tasks into classical frameworks suchas
false positive and false negative rate study. Then we describe
the metrics designed for a simplified scenario in order to
capture the key merits of the proposal, and at the same time,
being sound and informative.

An ENF based audio authentication system actually involves
several decision stages, each of which is possible to have
errors. According to the processing order of such a system,
the very first question is whether the ENF of the testing audio
recording has been detected or not by the Audio Recording
ENF Extraction Module in Fig. 2. If the ENF is not detected,
then the analyst will have no idea about whether the ENF
has actually not been captured or it has been destroyed by
intentional or unintentional attacks. Upon successful detec-
tion and extraction of the ENF, the Authentication Module
performs line detection and then tampering detection. In this
phase, the situation that the testing audio has been tampered
with but the detection yields “authentic” (a false negative-
like decision) can almost never happen. This is based on the
widely agreed (yet not rigorously proven) essential property
on the uniqueness of the ENF patterns. Hence, only false
positive decision, i.e., testing data not being tampered with
but tampering being detected, can be possible. However, this
only could be caused by the noise and interferences embedded
in the original recording. If tampering is successfully detected,
then we face another kind of error in the following step, i.e.,
tampering type decision error. Tampering type detection is
highly based on the comparison ofi1 andi2, and in this phase
the errors can be much more complicated than those associated
with binary decision choices. If we consider insertion, deletion,
and splicing attacks, then the error can exist in6 different
possible ways (e.g., insertion wrongly detected as deletion,
and the other5 cases). Finally, even if all the detection and
decision processes in the previous steps are correct, we still
have a quantitative error given by

ǫ = ‖l1 − l̂
1‖1 + ‖l

2 − l̂
2‖1, (17)
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Fig. 7. Type I errors vs. SNR, whereL = 90 andα = 0.25.

which generally characterizes how the detected lines deviate
from the ground truth lines. Ifǫ is very large, then the entire
chain of decisions described above for the Authentication
Module is still untrustworthy.

The above complexity indicates that the analysis of the sys-
tem performance cannot be easily approached using conven-
tional metrics. Therefore, more application-specific studies are
needed. As such, to verify the key contributions of this paper in
performing tampering detection, we will only study the cases
in which the testing audio recording has been tampered with.
In addition, we will only consider insertion attack during the
analysis for the considerations of conciseness and clarityof
the paper. The analysis results for deletion and other attacks
have shown similar properties and are not reported here. In
this way, when a decision error occurs, we do not distinguish
whether it is from tampered data estimated as authentic or
tampering type is wrongly detected. If tampering type is
wrongly detected, we also do not study which tampering type
it truly is. Instead, we focus on how often can the system
produce correct results under various environmental conditions
and parameter settings. Furthermore, instead of using (17)as
the quantitative measurement, we split it into two types of
errors. Type I error:

ǫ1 = |i1 − î1|+ |i2 − î2|, (18)

and Type II error:

ǫ2 =
2

∑

m=1

2
∑

n=1

|jm,n − ĵm,n|. (19)

Note that in this paper, both the Type I and Type II errors
have the unit of second. Type I error characterizes how well
Line 1 and Line2 are matched to the index of shift, while
Type II error characterizes the accuracy of detected tampered
location. Because Type I error is independent of tamper edge
effects, it is desired to be smaller than Type II error.

Based on the above setup, tampered location detection will
be carried out only if tampering type detection is correct, and
the final system output is considered to be correct only if
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Fig. 8. Type II errors vs. SNR, whereL = 90 andα = 0.25.

Type I and Type II errors are reasonably small. For example,
we can setǫ1 ≤ 5 and ǫ2 ≤ 10 to be the condition for final
result being correct, which correspond to the error along the
index of shift less than5 seconds, and the error of tampered
locations less than10 seconds. In the following subsection,
we analyze the effects of the key parameters in Algorithms
1 and 2, i.e.,L andT (in terms ofα), which determine the
line detection accuracy. We also present a synthetic analysis
to study the performance under different noise environments.

B. Analysis Results

To understand the theoretical performance of the system as
well as the difference between the two algorithms, an audio
clip recorded in a quiet room next to the power socket has
been used for simulations, where different levels of additive
white Gaussian noise (AWGN) are generated, and a segment
from another recording with good environment conditions is
used for insertion attack. The signal-to-noise ratio (SNR)is
defined as

SNR = 10log10
Energy of Testing Audio Recording

Energy of AWGN
. (20)

The fine tuning mechanisms proposed in Section III-C are
implemented in the following analysis.

Type I and Type II errors under different levels of AWGN
are provided in Figs. 7 and 8 respectively. The curves are
obtained by averaging the errors from100 independent real-
izations of AWGN. The following properties can be observed
from these figures. i) The system can survive SNR less than0
dB. This is because after downsampling and bandpass filtering
processes, the noise in the ENF bandwidth is much weaker
than the ENF signal [19]. ii) Type I errors are usually smaller
than Type II errors, which is more obvious for Algorithm 2
when the errors generally become large. This phenomenon
supports the statement that the indices of shift, i.e.,i1 and i2
can be estimated more accurately because they are independent
of the tamper edge effects. iii) Algorithm 2 yields consis-
tently larger errors than Algorithm 1. iv) The degradation of
performance appears as a sudden raise of errors instead of
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Fig. 9. The effects ofL on the performance under different SNR values.

eventual changes as SNR decreases. This is closely related
to the algorithm designs, in which as long as the noise level
does not cause a local error beyond the thresholdT , Line 1 and
Line 2 can still be successfully identified. On the other hand,
once the noise causes a single error beyond the threshold, the
system will not detect the line and both types of errors will
increase. For Type I error, the sensitive SNR region is−8 to
−6 dB, while for Type II error, it is between−4 and−2 dB.

Furthermore, we analyze the effects of the two thresholding
parameters, i.e.,L and α, under different levels of AWGN.
To quantify the performance, we calculate the ratio of correct
output in the following way. For a givenL and α, we set
ǫ1 ≤ 5 and ǫ2 ≤ 10 as the condition to decide an output
to be correct. Then we run100 independent realizations of
AWGN to generate the authentication results. Among the100
results, the number of correct outputs is defined as the ratioof
correct output. The corresponding results are shown in Fig.9
for different values ofL (α = 0.25), and Fig. 10 for different
values ofα (L = 90), respectively, where Algorithm 1 is used
as example. Note that on one hand,L andα play the same role
in both Algorithms 1 and 2, which indicates that the impacts
of these two parameters on the performance are qualitatively
similar. In addition, it is also indicated in Figs. 7 and 8 that
if we set ǫ1 ≤ 10 and ǫ2 ≤ 20, then the performance of the
two algorithms will also be similar. Therefore, the simulation
results for Algorithm 2 are not presented in this paper for
brevity. It can be observed from Fig. 9 that the curves under
different values ofL are nearly the same, implying thatL
has less impact on the accuracy. Instead, the effects ofL are
twofold. i) It should be upper bounded according to the length
of the testing data. This is straightforward because we should
ensure thatL is at least larger than the lengths of Line1 and
Line 2. Otherwise the lines could not be detected. ii)L affects
the computation load. ifL is small, then more local lines will
be detected and need further processing. Intuitively, one my
setL as around one tenth of the duration of the testing audio
recording to simultaneously take into account the accuracyand
computation complexity.

The other parameter,α, also affects the number of line
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Fig. 10. The effects ofα on the performance under different SNR values.

candidates to be detected, but it is based on tolerable local
error levels rather than the lengths of local lines. Theoretically,
α = 0.5 is desirable because it rightly characterize the
tolerable errors due to the frequency resolution. Ifα is smaller,
then more points with errors greater thanT will be discarded
and a potential line would be broken and not detected. Ifα

is larger, then more samples could be added to an existing
line, resulting in a longer detected line, but not necessarily the
correct one. Therefore,α should be neither too large nor too
small, because both would lead to wrong line detection results.
This is evidenced in Fig. 10 where the performance curves
using different values ofα are provided. We can see that the
ratio of correct output drops dramatically whenα = 0.125 and
1. Meanwhile, the best performance happens whenα = 0.5,
which is the theoretical value. Whenα = 0.25, the ratio starts
to drop at a higher SNR value than that forα = 0.5, because
a smallerα is not able to tolerate stronger noise. On the other
hand, whenα = 0.75, although it can tolerates more noise,
many incorrect lines are also included as candidates, and the
ratio starts to drop in the high SNR region.

V. EXPERIMENTAL RESULTS

In this section, we test the proposed audio authentication
system using10 audio recordings labeled as Data 1 to Data 10.
These recordings are maded in various environment including
offices, meeting rooms, coffee shops, school laboratories,and
bedrooms. The recording devices include smartphones (iPhone
6, Samsung Galaxy S4) and voice recorders (Olympus WS-
832, Sony ICD-PX240), and the durations vary from4 to 20
minutes. The sampling frequency is either44100 Hz or 8000
Hz with 16-bit precision, the recording channel is either mono
or stereo, and the audio format is either WAV or MP3 with
128 kbps. To study the key performance of tampering type and
tampered region detection, each recording has undertaken in-
sertion and deletion attacks, thus creating20 testing recordings
with the ground truth information about Line1 and Line2.
The inserted and deleted segments are around one sixth of the
durations of the original audio recordings. We first use Data
1 and Data 2 as examples to illustrate the processing flows of
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(f) Algorithm 2, l1 and l2.

Fig. 11. An example of Algorithms 1 and 2 under deletion attack, whereL = 120 andα = 0.25. Ground truth information is provided for comparison.

the algorithms, the computation speed, and the effectiveness
of fine tuning process. Then, the tampering type and tampered
region detection results for all the recordings are reported in
terms of Type I and Type II errors. At last, we address some
practical issues. The testing audio samples are matched to a
segment of the ENF reference data of one hour’s duration.

Data 1 is recorded in office area, where the phone is placed
near a power outlet. Thus the recorded data contain dominant
ambient noise. Data 2 is a recording of a speech playback in a
more “noisy” environment, where the phone is placed further
away from the power source than Data 1. Nevertheless, due to
the two recordings are longer than10 minutes, the tampering
type detection and tampered location detection results aremore
accurate that other used recordings.

A. Testing Results

The two algorithms to detect Line1 and Line 2 are
illustrated in Fig. 11, where the case of Data 2 under deletion
attack is used as an example,α = 0.25, and L = 120.
Since Data 2 are recorded in a more noisy environment, the
horizontal lines in the AEM become less visible than the
examples in Figs. 3 and 4, as can be reflected from Fig. 11
(a). For Algorithm 1, the detected line segments are shown
in Fig. 11 (b). The detected Line1 and Line2 are shown in
Figs. 11 (c) and (f) respectively. Fig. 11 (d) is the binary map
obtained by Step 2 of Algorithm 2, and Fig. 11 (e) shows
the line clusters after erosion. It can be seen that Algorithm
1 yields ǫ1 = 0 andǫ2 = 2, while Algorithm 2 yieldsǫ1 = 7
andǫ2 = 108. This result is generally consistent with analysis
provided in Section IV, while the performance degradation of

TABLE II
COMPUTATION T IME COMPARISON(MS, 100 REALIZATIONS )

Case Index
Algorithm 1 Algorithm 2

Avg. Std. Avg. Std.

Data 1 Authentic 1535 53.27 39.60 1.868

Data 1 Insertion 1631 12.72 39.56 1.163

Data 1 Deletion 1354 43.81 38.00 2.258

Data 2 Authentic 1970 44.48 36.05 2.614

Data 2 Insertion 1966 43.93 42.93 2.202

Data 2 Deletion 1335 35.20 32.77 1.537

Algorithm 2 is severer than expected. This may be due to
the non-stationary noise embedded in practical recordings. In
this situation, the reservation of local errors in the exhaustive
algorithm becomes more important in detecting the lines more
accurately. Meanwhile, it is also supported by the results
shown in Fig. 11 (c) and (e) that Type I error is less than
Type II error because the former is independent of tamper
edge effects. Algorithm 2 only involves bitwise calculations,
thus the processing speed is much faster than Algorithm, as
can be seen from Table II). Algorithm 2 is seen to be nearly
40 times faster than Algorithm 1. Hence the trade-off between
Algorithm 1 and Algorithm 2 is demonstrated.

When using Algorithm 1, multiple line candidates for Line
1 and Line2 are detected, and the final decisions are based on
(16). Specifically, in Fig. 11 (b), there are totally311 detected
local lines with lengths of more than120 seconds. Among
these lines, the longest ones include10 (i.e.,P = 10 in (16))
local lines with the same length324, and the corresponding
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TABLE III
ALGORITHM 2 COMPARISON, UNTUNED VS. TUNED, l1

Case Index Untuned Tuned Truth

Data 1 Insertion [957, 1, 744] [957, 1, 751] [957, 1, 750]

Data 1 Deletion [957, 1, 498] [957, 1, 496] [957, 1, 500]

Data 2 Insertion [1538, 1, 620] [1538, 1, 626] [1538, 1, 625]

Data 2 Deletion [1538, 1, 248] [1538, 1, 251] [1538, 1, 250]

energy terms are[E1, E2, . . . , E10] = [0.1046, 0.0911, 0.0770,
0.0628, 0.0495, 0.0414, 0.0395, 0.0453, 0.0560, 0.0703].
According to (16), the local line with minimum energy
term, E7 = 0.0395 is selected to be Line1. Following
S3, the candidates for Line2 include 6 local lines with
maximum length of247, and the corresponding energy terms
are[E1, E2, . . . , E6] = [0.03815, 0.02916, 0.03096, 0.04187,
0.05608, 0.07166]. According to (16), the line corresponding
to E2 = 0.02916 is selected to be Line2. After that, according
to the locations in the AEM, ProcedureS4 decides whether
the labels of Line1 and Line2 should be swapped, and in
this example, the labels are swapped. The results of the fine
tuning process for tamper edge effects are shown in Table III,
where the coordinates ofl1 for Data 1 and Data 2 are used
as examples. The performance improvement can be clearly
observed. Note that for the second case in the table, the
tuning effect modifiedj1,2 from 498 to 496, further away
from the ground truth500. This is because the lines detected
in this case are overlapped due to the temper edge effects,
i.e., j2,1 = 492 without fine tuning (the truth iŝj2,1 = 501).
Therefore, such a fine tuning procedure actually improves the
estimation accuracy in terms ofǫ2.

Finally, we present the authentication results of the10
testing recordings using Algorithm 1, each under insertionand
deletion attacks in Table IV, whereL is chosen to be around
one tenth of the durations of the testing audio recordings. The
sign “−” indicates that the line detection algorithm fails to
identify the two lines. The results corresponding to Algorithm
2 are not provided since they have been illustrated to be
inferior to the results obtained by Algorithm 1. Therefore,
Table IV shows the best results obtained from the proposed
system. First, it is observed that Type I errors stay below10
while Type II errors are less than60, meaning that Type II
errors actually do not exceed one minute. This is generally
a very satisfactory result, especially given that Type I error
is strictly bounded. Second, we can see that Type II errors
are usually larger than Type I errors, which supports to the
discussions made previously. More importantly, it can alsobe
seen that Type II errors are larger under deletion attacks. This
is also reasonable, since deletion attack brings to segments
from the original signal together, which are more likely to be
correlated than the extra segment inserted in insertion attack.
As a result, the tamper edge effects are more severe under
deletion attack than insertion attack. The marked cases, i.e.,
Data 6 and Data 8, become unsuccessful mainly because the
embedded ENF signals are damaged and the ENF extraction
module is not able to recover such information. Data 6 records
a conversation taking place in a meeting room where the noise

TABLE IV
TAMPEREDREGION DETECTIONERRORS, ALGO 1,α = 0.25

Index
Duration

(Sec) L
Insertion Deletion
ǫ1 ǫ2 ǫ1 ǫ2

Data 1 1175 120 1 1 3 8
Data 2 853 120 0 2 0 2
Data 3 920 90 2 3 5 22
Data 4 304 30 4 16 0 8
Data 5 363 30 4 10 4 10
Data 6∗ 538 50 − − − −

Data 7 621 60 3 6 1 46
Data 8∗ 242 30 − − − −

Data 9 645 60 3 4 2 0
Data 10 406 40 5 6 6 30

generated from one person wiping the white board destroys
the ENF within such a time duration, resulting in the line
corresponding to such noise is not detected in the AEM,
although the other line is still detected. Data 8 is a very
short recording made in a crowded coffee shop, where the
environmental noise is heavy and the ENF is far away from the
recorder. In general, the effectiveness of the proposed system
is illustrated. As long as the embedded ENF can be extracted
without severe damages, tampering type and tampered region
can be successfully identified.

B. Revisiting the Assumptions and Attacks

The assumptions made in Section II-B are important to
validate the design and analysis works reported in this paper
which can be considered as a proof-of-concept study. While
insertion and deletion (and sometimes also splicing) attacks are
the only attacks discussed in most of the existing works on
audio tampering detection, several practical problems should
be pointed out for the readers to understand what a real-world
situation would be, and what challenges we are facing.

1) Very Short Attacks: Imagine the situations where the
insertion or deletion attack only inserts or deletes a very short
segment (say several seconds) of the audio recording, then,
we would have Line1 and Line2 staying very close along
the index of shift in the AEM. Therefore, it is possible that
the two lines are detected as a single line by either algorithm,
and the detection result becomes “Authentic”.

2) Attacking Multiple Locations: In more practical situ-
ations, the attacks could exist not only at the edge of an
audio recording, but also at multiple locations rather thana
single location, which is more complicated than Assumption
3) in Section II-B. If, e.g., multiple segments are insertedat
multiple locations, then the AEM will have many broken lines
corresponding to the regions that have not been inserted. In
such situations, the solution proposed in this paper become
inapplicable since it only detects two lines, thus more compli-
cated mechanisms are to be figured out.

3) On the Splicing Attack: The splicing attack defined
during the system design does not include all its possible
forms. Practical situations could be that the two spliced parts
are very close in time, representing a deletion-like AEM, or
far apart such that one of the spliced segment lies beyond
the search scope. In general, the splicing attack assumed in
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Assumption 4) only represent a single case among various
possibilities, and it serves as a demonstrative study.

4) Other Important Attacks: The real, and probably the
most challenging problem in audio tampering detection, would
be the variety of attacks which are more complicated than the
ones considered in this paper.

• Replacement Attack.This attack can be considered as
a combination of insertion and deletion attack with a
same duration for inserted and deleted segments and at
the same location. Interestingly, under the assumptions in
Section II-B, replacement attack will also yield a unique
pattern in the AEM which is not difficult to be obtained.

• Shuffling Attack. This attack is in fact a variant of
splicing attack, in which the segments within a single
audio recording are reordered. Under the assumptions in
Section II-B, shuffling attack can be modeled asi1 > i2
and i1 − i2 = j2,2 − j1,1, a unique condition.

• Combination of Attacks Finally, a testing audio record-
ing may have undergone multiple attacking types and
have multiple attacked locations, rather than a single
attack at a single location. How to effectively detect such
attacks without anya priori information but only the
embedded ENF is the ultimate problem we are facing.

C. A Hybrid Algorithm

Taking the advantages of Algorithms 1 and 2 respectively,
we can further develop a hybrid system dedicated to authen-
tication problems with large searching scopes (e.g., months
or even years). In such a system, Algorithm 2 is first used
to perform a general search and identify all possible line
detection locations. In this way, the searching scope can be
efficiently narrowed down to hours or days. Then Algorithm 1
can be utilized for accurate analysis. This will be implemented
and tested in our system in future.

VI. CONCLUSION

An audio authentication system that performs joint audio
timestamp verification and tampering detection is proposedin
this paper. The system is based on the proposal of a novel
measurement, i.e., the AEM of the ENF signals from the
testing audio recording and the ENF reference database. Dif-
ferent from conventional MSE or correlation based analysis,
the AEM serves as the ensemble of raw data associated with
the ENF matching process. The properties of the AEM reveal
the relationship between the line patterns within the AEM and
three types of tampering attacks including insertion, deletion,
and splicing. We have further proposed two algorithms to
automatically detect the horizontal lines in the AEM and
produce the corresponding authentication outputs. If the testing
audio recording is detected to be tampered with, then the
system outputs both the tampering type and tampered region.
Otherwise, the system will identify the timestamp of the
testing data, which leads to conventional audio timestamp ver-
ification problem. Generally, the work presented in this paper
is a proof-of-concept study of using the ENF for a systematic
analysis of audio recordings that have been tampered with.
The effectiveness of the proposal as well as several practical

considerations has been addressed by synthetic performance
analysis and experimental results.
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