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Abstract

Enterprise networks typically use perimeter-based security to protect their IT
resources from security threats originating from outside the enterprise perimeter.
In such networks, connection requests from devices residing inside the perime-
ter are implicitly assumed to be trusted. However, in practice, a considerable
fraction of cyberattacks emanate from inside the enterprise network making the
perimeter-based trust assumption unrealistic. Zero-trust architecture (ZTA) is
an emerging alternative to perimeter-based security, where each connection re-
quest for accessing an enterprise resource goes through stringent security checks
and validation irrespective of the location of the requesting device. In ZTA, ev-
ery connection request is authenticated and authorized by a trusted centralized
component called the policy decision point (PDP) and subsequently granted (or
denied) access to the requested resource. However, the centralized nature of
the PDP often makes it vulnerable to various attacks such as compromise of
secret keys, impersonation and denial of service. In this article, we propose
DistriTrust which distributes trust across multiple PDPs using the notion of
threshold signatures. However, involving multiple PDPs also increases latency.
In order to keep latency as low as possible, we study different threshold signature
schemes and identify a suitable scheme for DistriTrust. We also discuss the se-
curity properties achieved by DistriTrust. Finally, we analyze the asymptotic
performance of DistriTrust and report the experimental results as well.
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1. Introduction

Perimeter-based network security has been widely used in enterprises in or-
der to secure access to enterprise resources [I]. These resources include crit-
ical data (e.g., intellectual property, payment information, personally identi-
fiable information, protected health information), software applications, assets
(e.g., SCADA controls, manufacturing assets, Internet-of-Things or IoT devices,
servers for computation/storage, medical equipments) and services (e.g., DNS,
DHCP, Active Directory) [2]. When perimeter-based network security is de-
ployed, the devices within an enterprise network perimeter are assumed to be
trusted, whereas access requests coming from devices outside the perimeter,
e.g., through VPN, are checked for possible cyber threats. However, the as-
sumption on every user/device within the perimeter being trustworthy is not
often realistic [3, [4]. Thus, a malicious user/device, which is somehow able to
get inside the perimeter once, can move freely within the perimeter and ac-
cess certain restricted enterprise resources. Moreover, with the advent of 5G
and massive machine-type communications involving thousands of devices con-
nected to enterprise networks via the Internet, many enterprises are outsourcing
their resources and services to remote clouds for efficiency and ease of mainte-
nance [5] — which essentially extends an enterprise network beyond its physical
perimeter.

Zero-trust architecture (ZTA) [6] has been proposed as a more secure alter-
native to perimeter-based security solutions for enterprise networks. In ZTA,
stringent security checks and validation are performed irrespective of the lo-
cation of the requesting device. Due to numerous incidents regarding insider
breaches and cyberattacks reported in recent years [7| [3], ZTA is gaining popu-
larity among major enterprises (e.g., Google has deployed its zero-trust network
called BeyondCorp [8, @]; Microsoft is also implementing its own zero-trust se-
curity model [I0, I1]). In view of such substantial research interest vested in
ZTA, the National Institute of Standards and Technology (NIST) has very re-
cently published a draft on ZTA in order to develop the terms, definitions, and
components of ZTA network infrastructure [12].

In ZTA, when a user/device wants to access an enterprise resource, the con-
nection request is initiated and validated by a policy enforcement point (PEP)
and a policy decision point (PDP) [I2]. The entities involved in setting up a
connection in a zero-trust system are shown in Figure [l The PEP is split into
two components: an agent (user side) and a gateway (resource side). The agent
requests the PDP for a new connection to access the resource, and the PDP
validates the request and approves/rejects it accordingly. Finally, the resource
gateway establishes a connection between the user/device and the requested
resource if and only if the connection request is approved by the PDP.

Problem Statement. In ZTA, the policy decision point (PDP) decides if
a request coming from a user/device to access an enterprise resource can be
granted. In other words, the connection can be established only if the PDP
approves the same. Thus, the PDP is a crucial component in ZTA which can be
considered as a point that every connection request must go through. Two issues
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Figure 1: Entities involved in access validation of a connection request in a zero-trust enterprise
network.

ensue: 1) the PDP becomes a single point of failure (e.g., the network collapses
in case the PDP goes offline); 2) the PDP becomes a single point of trust that
an attacker can attempt to subvert (e.g., invalid requests are granted in case the
PDP is compromised) — which necessitates the elimination of dependency on a
single PDP in order to make a zero-trust network more robust and fault-tolerant.

Involving multiple PDPs for robust access validation incurs an overhead in
latency due to increased communications among different entities in a network.
However, as numerous connection requests are made by various users/devices for
different enterprise resources, the latency overhead incurred due to distributed
validation must be kept as low as possible — which requires the access validation
in a zero-trust network to be robust as well as efficient.

Our contribution. We summarize our major contributions towards designing
distributed and low-latency access validation in ZTA as follows.

e We propose a solution that addresses the aforementioned problem by em-
ploying multiple PDPs, thereby distributing trust among these PDPs in-
stead of relying on a single PDP. In our solution, we exploit techniques
from threshold signatures in order to achieve resilience against single point
of failure/corruption. This is done by splitting the corresponding secret
signing key into key-shares and distributing these key-shares among the
PDPs, such that the signing key is not available to any single PDP. To
be precise, in order to access an enterprise resource, a connection request
made by a user/device must be approved (or signed) by at least a pre-
determined number (say, k) of PDPs using threshold signatures. On the
other hand, any set of dishonest PDPs with cardinality less than k cannot
produce a valid (threshold) signature for an invalid or unauthorized con-
nection request. To the best of our knowledge, ours is the first work that



increases resilience of access validation in ZTA. In order to compromise
the validation process, an attacker now has to break into a multiplicity of
PDPs that are possibly distributed across various geographical locations.

e As a large number of connection requests are made by different devices
across an enterprise network for accessing its resources, each of these re-
quests must be served efficiently and in real time — which requires the
latency involved in access validation to be low. We thoroughly analyze
different threshold signature schemes based on their latency (both the
computational cost and the number of communication rounds required)
and identify a threshold signature scheme, among these candidates, that
appears to be most suitable in the context of ZTA. Our solution, that
we call DistriTrust, for authorizing valid connection requests in ZTA
exploits this threshold signature scheme.

e We describe the threat model for multiple PDPs validating access requests
in ZTA and discuss how DistriTrust achieves certain security properties
— such as authenticity, authorization and confidentiality — required for a
zero-trust enterprise network.

e Finally, we analyze the asymptotic performance of DistriTrust based
on the computational and communication costs it incurs. We implement
a prototype of DistriTrust and report the experimental results in or-
der to show its efficiency. We also discuss how the threshold techniques
of DistriTrust can be applied to OAuth 2.0, a standard authorization
framework, in order to authorize a connection collaboratively in a more
robust way.

Organization. The rest of this article is organized as follows. In Section [2]
we discuss certain preliminaries and background related to our work. Section
describes the system model including underlying assumptions and threat model.
In Section [d] we describe DistriTrust, a low-latency solution for distributed
access validation in ZTA. Section [5| discusses the correctness and security of
DistriTrust. We analyze the performance of DistriTrust in Section [0 In
Section [7], we discuss certain architectural and operational elements supporting
DistriTrust and certain risk metrics associated with the number of PDPs in
DistriTrust. Section[8|discusses how the threshold techniques of DistriTrust
can be applied to OAuth 2.0. Finally, we conclude the article in Section [0

2. Preliminaries and Background

In this section, we describe the components in ZTA which are responsible
for access validation. We note that our solution DistriTrust distributes access
validation in ZTA using threshold signatures. We discuss some of the existing
threshold signature schemes found in the literature. Finally, we briefly mention
some notations and a number-theoretic function called Jacobi symbol that we
use later in this article.



2.1. Access Validation in Zero-Trust Architecture

Zero-trust architecture (ZTA) was proposed by John Kindervag of Forrester
Research as an alternative to legacy perimeter-based security infrastructure for
enterprise networks [6]. For perimeter-based security, the users/devices residing
within an enterprise network perimeter are assumed to be trusted and secu-
rity checks are performed only if connection requests come from outside the
perimeter. In contrast, ZTA considers trust as a vulnerability, and checks for
authentication and authorization of each request to access enterprise resources
— such as data sources, applications, computing/storage servers — irrespective
of the physical location of the requesting users/devices.

A connection between a user/device and an enterprise resource in a zero-trust
network is approved and established through a policy decision point (PDP) and
a policy enforcement point (PEP) [12]. As shown in Figure|l} the PDP consists
of a policy engine (PE) and a policy administrator (PA), and the PEP consists
of an agent (installed at the respective device) and a gateway (placed in front
of the requested resource). The local agent sends a connection request to the
PA which forwards the request to the PE for validation. In order to decide the
validity of a connection request, the PE runs a trust algorithm which takes the
following as input [12].

e Connection request: A connection request includes the information of
the user (e.g., user identities required for authentication such as account
ID /password, biometric data like fingerprints, facial recognition data), the
information of the device (e.g., device identity such as device certificate,
network location of the device, information of the application that requires
the access), the information of the enterprise resource to access (e.g., IP
address).

e User database: An enterprise maintains a user database that contains
the details of every user in the enterprise. This database includes the
names of all valid users, their authentication information, roles, the lists of
enterprise devices they own, and other relevant information users need for
accessing enterprise resources. This database is continuously monitored,
analyzed and updated by the network administrator of the enterprise.

e System database: An enterprise maintains a system database that contains
the details of each of the devices (e.g., MAC address, OS version, patch
level, device certificates stored in a hardware or software trusted platform
module) managed by the enterprise. Similar to the user database, the
system database is also continuously monitored, analyzed and updated by
the network administrator.

e Resource access policies: An access policy for the requested resource de-
fines the minimal requirements to be satisfied for accessing the resource.
For example, it may include an assurance level of the authentication pro-
cedure like multi-factor authentication (MFA) and network location of the
device (e.g., an enterprise may not entertain connection requests coming
from overseas IP addresses).



e Threat intelligence services: Information about general threats recently
developed on the Internet and the ways they can be mitigated are fed as
input to the trust algorithm. Enterprises may opt for such services from
third parties in order to protect their networks against such threats.

Based on the inputs mentioned above, the trust algorithm decides whether to
approve/reject the access request for the respective resource. The resource gate-
way establishes a connection between the user/device and the requested resource
if and only if the connection request is approved by the PDP.

2.2. Threshold Signatures

Given parameters k and [ with [ > k, a k-out-of-] threshold signature scheme
enables any k-subset (out of total [ players participating in the protocol) to
generate a signature collaboratively. From the security point of view, threshold
signature schemes must satisfy a property called unforgeability: any subset of ¢
malicious participants (such that ¢ < k) cannot produce a valid signature even if
they collude with each other. A threshold signature scheme is called robust if the
corrupted participants cannot prevent k£ or more uncorrupted participants from
generating valid signatures. In a typical k-out-of-I threshold signature scheme,
each participant possesses a share of the secret signing key which is used to
produce a share of a signature on a given message. When signature-shares are
obtained from any k uncorrupted participants, these shares can be combined
to produce a final signature on the same message. The verification procedure
is same as that in the standard (i.e., non-threshold) version of the underlying
signature scheme.

Based on the concept of group-oriented cryptosystem [13] [14] for securing
the communications among the members of a group, Desmedt and Frankel [15]
construct a threshold signature scheme using Rivest-Shamir-Adleman (RSA)
signatures [I6] and Shamir’s secret sharing [I7]. Following their scheme, several
threshold signature schemes are proposed based on either assumptions related
to integer factorization (e.g., threshold signature schemes based on RSA) or as-
sumptions related to discrete logarithm (e.g., threshold signature schemes based
on Digital Signature Standard or DSS, Digital Signature Algorithm or DSA,
Elliptic-Curve DSA or ECDSA). Some of these schemes assume the existence of
a trusted dealer which generates and distributes the shares of the secret key to
the respective participants [I8|, [19] [20] 21], whereas other schemes do not rely
on this assumption.

Gennaro et al. [I8] propose an efficient and robust [/2-out-of-I threshold
RSA signature scheme where the robustness property is achieved by employing
extensions of the information checking protocol of [22] 23] and an undeniable
signature [24]. Rabin [I9] proposes a threshold RSA signature scheme where
the secret key is shared using an [-out-of-I additive sharing among the [ partic-
ipants. Each of these shares is further shared using a verifiable secret sharing
scheme [25]. Miyazaki et al. [26] build an RSA-based threshold signature scheme
with no trusted dealer. Unlike the existing RSA-based schemes, the modulus



used in their scheme is not a product of two safe primesE| Shoup [21]] proposes an
efficient and robust k-out-of-I (for k > ¢ + 1) threshold signature scheme based
on the RSA signature scheme which can withstand the participation of mali-
cious participants providing incorrect signature-shares. During the combination
phase, the combiner verifies each signature-share and its proof of correctness
(also called the proof of robustness) using a non-interactive version of a proto-
col due to Chaum and Pedersen [27]) and combines only valid signature-shares
into a final signature. King [28] proposes another efficient threshold signature
scheme based on RSA. However, the scheme is not robust, i.e., malicious par-
ticipants in this scheme can inject incorrect signature-shares to make the final
signature erroneous. Fouque and Stern [29] propose a way to avoid using a
safe-prime RSA modulus in the proof of robustness of [21], such that the proof
remains correct even after using an RSA modulus which is not a product of
two safe primes. Damgard and Koprowski [30] propose a robust threshold RSA
scheme without a trusted dealer. However, the robustness of their scheme de-
pends on a non-standard intractability assumption (in addition to the security
of the standard RSA scheme). Damgard and Dupont [31] later improve the
scheme [30] by removing its reliance on non-standard intractability assumptions
while enjoying similar efficiency.

Langford [20] proposes a DSS-based k-out-of-l (for k > ¢ + 1) threshold sig-
nature scheme which does not rely on a single trusted dealer for computing and
distributing key-shares to the participants. Instead, the scheme employs three
share-generation centers in order to avoid a single-point failure. Langford also
proposes another threshold signature scheme to avoid certain precomputed ta-
bles of one-time shares required in the earlier scheme, but this scheme requires
k = O(t?) signers to produce a signature while tolerating only ¢ corrupted par-
ties. Gennaro et al. [32] provide a robust threshold signature scheme for DSS
with k = 2t 4+ 1 signers required. They provide a security proof for their scheme
based on the unforgeability of DSS signatures. Gennaro et al. [33] propose a
threshold signature scheme for DSA /ECDSA using an additively homomorphic
encryption scheme like Paillier encryption [34] and zero-knowledge (ZK) argu-
ments [35]. Lindell and Nof [36] propose a fast and secure multi-party ECDSA
with a practical distributed key generation technique. It makes use of a mul-
tiplication functionality and instantiates this functionality using either Paillier
encryption or oblivious transfer (OT) [37, [38]. Doerner et al. [39] recently pro-
pose an efficient threshold ECDSA signature scheme whose security is derived
from the computational Diffie-Hellman assumption in the global random oracle
model [40].

Some other computationally expensive threshold signatures include those
constructed using threshold fully homomorphic encryption [41] 42] and identity-
based threshold signatures using bilinear pairings [43].

LA prime p is called a safe prime if it is of the form p = 2p’ + 1, where p’ is a prime as well.



2.3. Notation Used in This Article

We take A to be the security parameter. We use a & S to denote an element
a chosen from a set S uniformly at random. We denote the set of integers and
the set of congruence classes of integers modulo a positive integer n (or the ring
of integers modulo n) by Z and Z,,, respectively. The elements of Z,,, which are
coprime to n, constitute the set Z;. The greatest common divisor of two integers
a and b is denoted by gcd(a,b). Given two integers a and b (where a < b), we
denote the set {a,a + 1,...,b} also by [a,b]. The (ordered) concatenation of
two strings s; and ss is denoted by s1||ss2.

2.4. Jacobi Symbol

For two integers a > 0 and n > 0 such that gcd(a,n) # 1, a is called a
quadratic residue modulo n if there exists a y € Z} satisfying a = y*> mod n
(on the other hand, a is called a quadratic non-residue modulo n if there exists
no y € 7% satisfying a = 4> mod n). Given an integer a > 0 and an odd prime
p, the Legendre symbol [44] is defined as:

1, if a is a quadratic residue modulo p
a
<p> =< —1, if ais a quadratic non-residue modulo p (1)
L 0, if ged(a,p) # 1.

Let n be an odd positive integer with the prime factorization n = [, p,
where each p; is an odd prime. Then, for all a > 0, the Jacobi symbol [44] is

defined as: . .
(%)J - H <1i> ’ @)

i=1 L

The Jacobi symbol is same as the Legendre symbol in case n is an odd prime.

3. System Model

Deploying multiple PDPs across an enterprise network eliminates the need to
trust a single PDP for access validation. Trust distribution is necessary due to
the following reasons. In case a there is a single PDP and it is compromised, the
PDP can collude with a malicious user/device to approve its request to access
a (possibly sensitive) enterprise resource that the user/device is not allowed
to access otherwise. As the gateway corresponding to the resource allows all
connections approved by the PDP, the possibly malicious user/device gets an
access to the resource.

In order to enforce trust distribution among multiple PDPs, the agent in-
stalled at the device side communicates with the PDPs to get its connection
request approved by them. Each of the PDPs then runs the trust algorithm
and sends back a “partial” approval (in the form of an authenticator) if and
only if the trust algorithm approves the connection request. If the agent col-
lects authenticators from “sufficiently many” PDPs (say, at least k PDPs, for



a system parameter k), then the agent can use these authenticators in order to
“convince” the resource gateway to connect that user/device with the resource.
On the other hand, a malicious user/device cannot get an invalid connection
accepted by the resource gateway even if it compromises any ¢ PDPs, for any
value of t < k.

8.1. Assumptions

We state the following assumptions that a multi-PDP zero-trust enterprise
network considered in this work relies on.

e An enterprise typically has one or more trusted network administrators
who are responsible for setting up the enterprise network initially and
maintaining the system thereafter. Our solution also assumes such an
administrator B for an enterprise network.

e The agent installed on a device has the complete list of all PDPs present
in the enterprise network (e.g., the agent, after its deployment, can query
a directory service to get the list and then continue updating the list by
polling that service periodically), such that it can directly communicate
with each of these PDPs.

e The total number of PDPs in the network that can be corrupted is denoted
by t. The value of t must be less than that of the system parameter k, the
minimum number of PDPs required to approve a connection request.

e Every connection request in ZTA must be checked for authenticity (where
the user/device sending the connection request authenticates itself using
its secret information, such that a PDP can check if the user/device is
authentic) and authorization (where a PDP checks if the user/device is
permitted to access the requested resource and authorizes the request us-
ing authenticators such as signatures). Moreover, all traffic flow must be
encrypted such that only the intended receivers can decrypt the messages.
In order to cope up with the requirements mentioned above, our solution
relies on an enterprise public key infrastructure (PKI) for maintaining cer-
tificates issued to all entities in the enterprise network (e.g., users, devices,
resource gateways) [I2]. We assume that the network administrator gen-
erates and distributes these certificates to all the entities on behalf of the
enterprise. These certificates are the respective public keys signed by the
administrator.

e Given a connection request, a PDP runs the trust algorithm at its end
in order to validate if the respective user/device is authentic and if it is
authorized to access the requested resource based on certain policies (see
Section. To decide the validity of the request, the trust algorithm also
takes as input user-, system- and policy-databases containing up-to-date
information about users/devices/policies.



For multiple PDPs employed in the network, each PDP runs an instance
of the trust algorithm. The inputs fed to these instances can be either
centralized (each instance of the trust algorithm uses the same databases
which are centrally maintained by the enterprise) or distributed (each PDP
maintains different replicas of the databases and uses them as input to the
trust algorithm it runs). Each of these strategies has certain advantages
(and disadvantages) over the other. Centralized databases [45] are easy
to maintain (and they have a consistent view across all the PDPs), but
they are vulnerable to single point of corruption/failure. On the other
hand, distributed replicas of the databases are resilient against single point
of corruption/failure, but achieving a synchronized and consistent view
of these instances is complex in practice. We do not discuss this here
in details, as our main focus in this work is to distribute the ability to
authenticate a connection request among multiple PDPs. It is up to an
enterprise to design, implement and maintain these databases as per its
preferences. Our solution works for any of these strategies.

3.2. Threat Model

We assume that a user/device and some of the PDPs can be malicious, with
a constraint that the total number of malicious PDPs is bounded by ¢ < k. A
malicious user/device can in turn corrupt the agent installed on that device. So,
unless stated otherwise, we say that the agent itself is malicious to denote that
the corresponding user/device is malicious. An agent and some of the PDPs
can act maliciously as follows.

e After checking the authenticity of an agent and whether it is authorized to
access the requested resource, each PDP approving the connection request
authenticates its approval (by producing an authenticator), such that the
agent can later produce the authenticator (or a combination of all such
authenticators) to the resource gateway for validity check. A malicious
agent can attempt to access an enterprise resource that it is not authorized
to access otherwise. Moreover, the malicious agent can compromise or
collude with some of the PDPs in order to produce a valid authenticator
for an invalid connection request, such that the authenticator later passes
the check at the resource gateway.

e Even if a connection request is actually valid and authorized, a ma-
licious PDP can produce an erroneous authenticator (due to compro-
mise/corruption of one or more of its parts, e.g., the trust algorithm),
such that the check fails at the gateway and the access is denied.

There are some other attack vectors that might compromise the authenticity
and confidentiality of a zero-trust enterprise network as follows.

e While sending a connection request in order to access an enterprise re-
source, an unauthorized agent can try to impersonate another agent (i.e.,
another user/device) which is authorized to access that particular resource.
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e A third party can attempt to sneak in through the communication channel
between two entities (e.g., a user/device and a remote enterprise server)
and to learn the (possibly sensitive) information exchanged between them.

4. Our Solution

In this section, we employ the idea of trust distribution among multiple
PDPs in a zero-trust enterprise network. We recall that the PDP sits in be-
tween an agent (representing a user/device) and an enterprise resource, and it
decides if the connection request from the agent can be granted for that par-
ticular resource. Each of the enterprise resources is equipped with a gateway
that sets up a connection with the respective resource if and only if the PDP
approves that particular connection request. In Section [{.I] we outline our
generic solution, that is based on techniques from k-out-of-I threshold cryptog-
raphy [I4], to mitigate the threats mentioned in Section Based on this idea,
we provide a concrete solution called DistriTrust in Section 4.3 where we use
a particular threshold signature scheme for generating authenticators. In Sec-
tion we compare different threshold schemes based on the latency involved
in these schemes and identify a suitable scheme for ZTA that is later used in
DistriTrust.

4.1. Generic Solution

Instead of relying on a single PDP for authenticating connection requests, we
consider | PDPs {Py, P», ..., P;} that are responsible for granting (or rejecting)
access to various enterprise resources. A gateway corresponding to a resource
now sets up a connection if and only if at least K PDPs {P;,, P;,,...,P;, }
authenticate in favor of the connection request, where iy,14s,...,4; € [1,1]. The
idea is to share (parts of) the secret key needed for authentication among the
PDPs, such that any k& PDPs can collaborate to generate a valid authenticator
for a connection, whereas any ¢t < k number of PDPs cannot produce such a
valid authenticator. In particular, each of the k& PDPs uses its (secret) key-
share to generate a share of the authenticator — all of these k shares are finally
combined to authenticate the connection request.

4.2. Finding a Threshold Signature Scheme Suitable for Concrete Solution

In this section, we discuss some threshold signature schemes based on the
latency involved and then identify a threshold signature scheme which is suitable
for our concrete solution. We first discuss the latency of the following schemes
with a trusted dealer who generates a secret key-public key pair for the system,
computes the shares of the secret key for [ participants (e.g., { PDPs in our
scenario), and distributes these shares to the respective participants.

e Gennaro et al. [I8] propose a solution for robust {/2-out-of-I threshold
RSA signatures where the robustness property is achieved by employing
extensions of the information checking protocol of [22], 23] and an undeni-
able signature [24]. This requires the dealer to generate additional data for
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each of the participants in the setup phase which later help in verifying the
signature-shares. [18] also presents a non-interactive signature-share veri-
fication scheme that is not based on random oracles [46] — which requires a
special relationship between the sender and recipient of a signature-share.
However, their threshold signature scheme uses two-level secret sharing:
the i-th participant possesses a share d;, such that all d;’s sum up to the
secret RSA decryption exponent d; and each d; is again a verifiable secret
shared among the participants.

The threshold signature scheme proposed by Shoup [2]] is as efficient as
possible for a robust threshold scheme based on RSA signatures [30] —
it uses only one level of secret sharing and each participant simply sends
a single signature-share to the combiner in order to contribute to the
signing of a connection request. No further interaction is needed among
the participants. The only requirements are that k > t+ 1 and [ — t >
k, where t is the maximum number of corrupted participants allowed.
During the setup phase, the dealer needs to compute [ evaluations of a
(k —1)-degree polynomial and ! exponentiations. Given a secret key-share
by the dealer, each participant needs to compute two hashes and four
exponentiations to compute a signature-share. The signature-shares are
validated by a combiner. Upon receiving k signature-shares, the combiner
requires total O(k) exponentiations to verify the signature-shares and to
combine them into a final signature. We note that some other threshold
signature schemes based on RSA [I5] 28] with a trusted dealer provide
slightly more efficient solution than [21I], but they are not robust, i.e.,
malicious participants can inject incorrect signature-shares to make the
final signature erroneous. We also note that the dealer is required to
interact with the participants only once (i.e., in the setup phase).

The threshold RSA signature scheme proposed by Rabin [19] is similar
o [21], but the major drawback of the scheme is that for each signature
generation, all [ signature-shares are required. If some shares do not pass
verification, then these shares must be reconstructed using a verifiable
secret sharing scheme.

In the DSS-based threshold signature scheme proposed by Langford [20],
the dealer needs to compute one exponentiation modulo a prime p;. Dur-
ing the generation of signature-shares, the dealer does O(l) evaluations of
two (k — 1)-degree polynomials to compute shares of k¥’ and k'a’, where
k' is a nonce and z’ is the secret signing key. Given two shares by the
dealer, each participant needs to compute one hash, and two multiplica-
tions and one addition modulo another prime ps in order to generate its
signature-share. Combining the signature-shares requires O(k) multipli-
cations and O(k) additions modulo p;. The scheme has two drawbacks:
it is not robust (i.e., the final signature is invalid if the partial signatures
contributed by some of the participants are incorrect); the dealer has to
compute and distribute shares of ¥’ and k’a’ for each signature, since no
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two signatures can use the same value of k’. Thus, the unused values
of k' must be tracked — which is cumbersome: the dealer may use pre-
computed tables and each participant must check if the same k’ has been
used before. [20] proposes another scheme without any trusted dealer and
precomputed tables, but it requires signature-shares from k = O(¢?) par-
ticipants instead of k = O(t) of them, where ¢ is the maximum number of
corrupted participants allowed.

There are threshold signature schemes without a trusted dealer where the
participants collaboratively compute their shares of a secret key, generate the
corresponding public key for the system, and compute the final signature by
interacting with each other. In general, as these schemes require many rounds
of communication among the participants, the latency involved is much higher
compared to the schemes relying on a trusted dealer.

e Variants of RSA-based threshold signature schemes (without a trusted
dealer): The efficient RSA-based scheme with a trusted dealer [21I] con-
siders an RSA modulus which is the product of two safe primes. For
distributed RSA key generation without a trusted dealer, it is hard to
ensure that the modulus has this property. Miyazaki et al. [26] build an
RSA-based threshold signature scheme using a key generation protocol
that does not produce such a modulus. It uses two-level secret sharing
and needs interaction between participants for generating each signature
— which makes the scheme significantly less efficient than [21]. Fouque
and Stern [29] propose a way to avoid a safe-prime RSA modulus in the
proof of correctness of [21I]. However, they show that their enhancements
decrease the performance of the basic protocols of [2I]. Damgard and
Koprowski [30] propose a robust threshold RSA scheme without a dealer
which is as efficient as [21] except the additional rounds of communication
needed to generate key-shares in a distributed way. Moreover, the robust-
ness of the scheme depends on a non-standard intractability assumption.
Damgard and Dupont [31] improve the scheme [30] by removing its reliance
on any non-standard intractability assumptions while enjoying similar ef-
ficiency. However, the extra rounds of communication are still required in
the setup phase.

o Variants of threshold signature schemes based on discrete logarithm as-
sumptions (without a trusted dealer): There are many threshold signature
schemes, based on discrete logarithm assumptions, which operate without
a trusted dealer. All of these schemes require several rounds of communi-
cation both in the setup phase and the signing phase.

— The setup phase in [32] requires a joint secret sharing between par-
ticipants, where each participant has to compute O(l) evaluations of a
(k — 1)-degree polynomial and send respective shares to each of the other
participants using a point-to-point communication. In addition, each par-
ticipant has to perform modular exponentiations and interpolation in the
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exponent. In the signing phase, the participants need to jointly execute
protocols like secret sharing protocol, reciprocal protocol and multipli-
cation protocol where each participant has to perform O(l + k) modu-
lar exponentiations and communicate with other participants using either
broadcasting or point-to-point communication. Moreover, given a value of
t such that ¢ is the maximum number of corrupted participants allowed,
it is necessary to share the secret key among at least (2t 4+ 1) participants
and at least (2t + 1) participants are required to produce a signature.

— The setup phase in [33] involves a joint threshold-key generation for
an additively homomorphic encryption scheme, and other per-participant
operations like commitment generation and its verification, exponentia-
tions, and computing and verifying zero-knowledge (ZK) arguments. This
involves several rounds of broadcasting or point-to-point communication.
During the signature-generation phase, the participants need to perform
encryptions, commitment generation and verification, exponentiations,
and computing and verifying ZK arguments, and joint decryption; and
these operations also require several rounds of communications among the
participants.

— The fast and secure multi-party ECDSA proposed by Lindell and
Nof [36] makes use of a multiplication functionality and instantiates this
functionality using either Paillier encryption or oblivious transfer (OT).
The OT-based protocol requires: (11 + 3311) elliptic-curve (EC) multipli-
cations during the the setup, (83 + 78() EC multiplications during each
signing, five rounds of communications during the setup, eight rounds of
communications during each signing. The Paillier-based protocol requires:
(11 4 117) elliptic-curve (EC) multiplications during setup, (83 4 781) EC
multiplications during each signing, (11 4 111) large-integer exponentia-
tions during the setup, 211 large-integer exponentiations during each sign-
ing, five rounds of communications during the setup, eight rounds of com-
munications during each signing.

— The threshold ECDSA signature scheme proposed by Doerner et al. [39]
involves sub-protocols such as 2-party-multiplication, k-party modular in-
verse sampling, ECDSA-Setup and ECDSA-Sign. The costs involved in the
setup phase are as follows. For each pair of participants F; and P;: 2-
party-multiplication takes five rounds of communications, P; does five EC
multiplications and six hashes, P; does four EC multiplications and seven
hashes. A k-party modular inverse sampling takes five rounds of communi-
cations; each party does O(l) EC multiplications and O(1) hashes. ECDSA-
Setup takes five rounds of communications; each party does O(k? + 1k +1)
EC multiplications and O(l) hashes. The costs involved in each signing
phase are as follows. For each pair of participants P; and Pj: 2-party-
multiplication takes three rounds of communications, each of F; and P;
does O(m/) hashes, where the group elements are represented in m’ bits.
A k-party modular inverse sampling takes (log(k) + 6) rounds of commu-
nications; each party does three EC multiplications and O(m’k) hashes.
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ECDSA-Sign takes (log(k)+6) rounds of communications; each party does
six EC multiplications and O(m'k) hashes.

Suitable threshold signature for our solution. Based on the latency in-
volved in different threshold signature schemes discussed above, we choose the
scheme proposed by Shoup [21] as a suitable candidate for our concrete solution
due to the following reasons.

1. The threshold signature scheme in [21] is robust against malicious partic-
ipants (PDPs in our case) which may attempt to make the final signature
invalid by providing incorrect signature-shares. The scheme is more ef-
ficient compared to other robust threshold signature schemes discussed
above.

2. The PDPs need not communicate with each other during the setup phase
in order to compute their respective key-shares. The significant overhead
due to such additional rounds of communication required in many thresh-
old signature schemes is not desired in ZTA, where connection requests
must be handled in real-time. We note that [2I] relies on a trusted dealer
which initially computes and distributes the key-shares to respective par-
ticipants. As ZTA provides security solutions for an enterprise and an
enterprise typically has a trusted network administrator, we assume that
the administrator works as the dealer. We stress that the distribution of
key-shares among the PDPs is a one-time job which is independent of the
future connection requests.

3. As the procedure run by a PDP to generate its signature-share is indepen-
dent of the other PDPs, the PDPs need not communicate with each other
while computing the respective signature-shares. Thus, given a connection
request, the signature-shares can be produced by the PDPs in parallel —
which roughly takes the time required by just one PDP to produce its
respective signature-share.

4. The proof of correctness computed by a PDP for its signature-share is
generated non-interactively; that is, it is derived without any challenge-
response protocol between the agent and the PDP. In order to generate the
proof without interacting with the agent, the PDP uses a hash function
modeled as a random oracle [46] — which saves a round of communication
between them.

4.8. DistriTrust: A Concrete Solution

In this section, we provide a concrete solution that we call DistriTrust.
DistriTrust is based on a threshold RSA signature scheme [21I] which in turn
uses the traditional RSA signature scheme [16] and polynomial-based secret
sharing techniques [I7]. As discussed in Section we rely on an enterprise
PKI for maintaining certificates for different entities of the enterprise. These
certificates can be respective public keys signed by the network administrator
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Figure 2: Access validation of a connection request in DistriTrust.

B of the enterprise. Thus, every entity in DistriTrust, including the admin-
istrator B, is identified by its public key (say, pk), and the entity holds the
corresponding secret key (say, sk). These key pairs are used for providing confi-
dentiality and authenticity of the connection requests in the form of public-key
encryptions/signatures. Moreover, for a session between any two entities in
the network, the key pairs can also be used to compute a symmetric session
key (e.g., using Diffie-Hellman key exchange [47]) shared between these entities.
We assume that every session in DistriTrust is encrypted and authenticated
using a session key with the help of an authenticated encryption scheme £ (sim-
ilar to the standard Transport Layer Security protocol [48]; e.g., TLS 1.3 uses
AEAD_AES_128 GCM [49] as one of the authenticated encryption schemes).

The network administrator B initially computes and distributes shares of a
secret key (that are later used for generating a threshold signature) to { PDPs
{P1, Ps,...,P}. For a connection request sent by an agent A, valid signature-
shares computed by any group of k PDPs {P;,, P,,, ..., P;, } can be combined by
A in order to produce a signature on the approved connection request (see Fig-
ure. Finally, the agent 4 sends the final signature to the gateway correspond-
ing to the requested resource for verification, and the gateway grants/denies the
request depending upon the validity of the signature. We describe different
phases of DistriTrust in details as follows.

Setup phase. In the setup phase, the network administrator B computes and
distributes the shares of a secret key among { Py, P, ..., P} as follows.

e 3, having a public key-secret key pair (pkg, skg), initially chooses two safe
primes p and ¢ of equal length (the length is decided based on the security
parameter ) uniformly at random, where p = 2p’ + 1,¢ = 2¢ + 1 for
two other primes p’, ¢’. B takes n = pq as the RSA modulus and chooses
another prime e > [ as the RSA public exponent. B signs PK = (n, ) using
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skp and sets it as the public key for the threshold signatures, such that
every entity in the system can check the authenticity of the (threshold)
public key PK using pkg.

e 3 computes the decryption exponent d € Z,,, where de = 1 mod m for
k=1 _
m = p'q’. B constructs a (k — 1)-degree polynomial f(X) = > a; X",
i=0
where ag = d and a; = Z,, for each i € [1,k —1]. B sets SK = (p,q,d) as
the secret key for the threshold signatures.

e For each i € [1,1], B computes
s; = f(i)-A™' mod m (3)

as the secret-key share for the i-th PDP P;, where A =I! (i.e., A is the
factorial of [). B then distributes the (secret) key-shares to the respective
PDPs.

o Let @, be the subgroup containing the quadratic residues present in Z}
(a quadratic residue can be written as a square of another element). B

chooses a random element v <- @, and another element u € Z; such
that the Jacobi symbol (#); = —1 (see Section [2.4). For each i € [1,1], B
computes v; = v* € Q,. Then, B sets VK = (v, u) as the verification key
and VK; = v; as the verification-key share corresponding to P; (for each

1 € [1,1]), and makes these keys public after signing them using pkg.

Phase for generating signature-shares. In this phase, the agent A repre-
senting a user/device sends a connection request to the PDPs, and some of the
PDPs use their respective key-shares to generate signature-shares approving the
connection request.

A embeds the connection information conn_info in a connection request and
sends it to the i-th PDP P; for each ¢ € [1,1]. Suppose [y PDPs (for k <1; <1)
are online at that time and find the connection request valid after running the
trust algorithm at their end. Without loss of generality, we assume that these
Iy PDPs are identified by the first {1 indices, i.e., [1,1;]. For each i € [1,14],
P; computes a signature-share on the message M = conn_info as follows and
sends its signature-share to A which later combines k valid shares to obtain the
final threshold signature.

e P, computes & = H(M), where H : {0,1}* — Z is a hash function
mapping messages of arbitrary lengths to the elements of Z7 , and defines
x as follows:

(4)
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e The signature-share generated by P; consists of: 1) an element
z; = 2% € Qy, (5)

and 2) a proof of correctness II; (that is generated using the non-interactive
variant of a protocol due to Chaum and Pedersen [27]) as defined be-
low. Let L(n) be the size of n when represented in bits. Let H' :
{0,1}* — {0,1}* be a hash function mapping messages of arbitrary length
to A-bit integers for the security parameter A. In order to construct the
proof of correctness for its signature-share, P; chooses a random num-
ber r & {0,1,...,28+2x _ 1} and computes v/ = v", 2’ = ", ¢ =
H'(v,%,v;,22,v',2'), 2 = s;c + r, where Z = 2*. The proof of correctness
associated with the signature-share is II; = (z, ¢).

We note that II; is later used by the agent A to verify whether P; has
used the same key-share s; (which was used to derive the verification-key
share v; from the verification key v in the setup phase) to compute its
signature-share ;. Given the pair (z;,II;), the verification can be done
by checking whether

?

c=H'(v,7,v;, 22, v7v; ¢, 372, %) (6)

with the help of the verification keys v and v;.

Phase for combining signature-shares. A takes the signature-shares on
the message M = conn_info sent by any & PDPs, such that their respective
proofs of correctness satisfy Eqn. [] individually. A then combines these shares
to generate the final signature g as follows.

e A chooses a set of Kk PDPs {P,,, P,,, ..., P;, } identified by a set of indices
S = {i1,i2,...,ixy C [1,14] C [1,1]. Then, A takes z;, for all j € [1,k]
and computes

S S 2 S
w = o2 2 ™
k
s _ A Hyres\(i=3) : . _7
where ¢, = A Mrco ) G-7) €Zforie0,l\S,j€Sand A =1

o Atakes e’ = 4. We note that e is a prime greater than [ (where [ > 2); thus
it follows that gcd(e,e’) = 1. A runs the extended Euclidean algorithni’]
on (¢/,e) and computes a and b such that ¢'a + eb = 1. A computes
y = w® and produces the signature ¢ such that

. {y i <:> =1 ®)

yu~t, i (£)y; = -1

2@iven two positive integers n1 and n2 as input, the classical Euclidean algorithm computes
gcd(ni,n2). Given the same integers as input, the extended Euclidean algorithm [50] also
computes two integers ¢; and cg, such that nici + neca = ged(ni, n2).
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Finally, A sends the signature ¢ along with M to the gateway.

Phase for signature verification. After receiving M and § from A, the
gateway computes & = H (M) and checks if

e 7

2. (9)
If the equality in Eqn. [J] holds, the gateway sets up a connection between the
requesting device and the resource; otherwise, it rejects the connection request.
5. Correctness and Security

In this section, we discuss the correctness and security of DistriTrust de-
scribed in Section (4.3l

Correctness. From the Lagrange interpolation formula [5I], we have

U ¢ R
F@) = f@)- 1L, GS\{]}(. ]‘) mod m
e jes\n(G—J
=> fG)-AT -4 modm (10)
jES
= Z sj - wfj mod m, [from Eqn. (3]
j€S

HJ‘/ j (if .,) . .
where ¢ = A rERETs € Zfor i € [0,1\S, j € S and A =1L

From Equ. [7] we get

s s s
2954, ) xm/’o,qzz o waO,ik

w = xll 12 23
B 205
= [
JjES
= H 248565 [from Equn. [5]
Jjes
4> sng‘j
— qx J€S
= 4O [from Eqn. (L0
= i, [since f(0) = ap = d]
As de =1 mod m, we have w® = zide = z4 = 2¢. Again, y = w?®. Thus,

ye = werztt = g ogeb — pelated — 4 (a5 e'a+eb = 1) — which makes y a valid
RSA signature on z. This implies that § is a valid RSA signature on & = H(M).

Security. DistriTrust satisfies the following security properties which are
essential for a zero-trust network.
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e Authenticity. In DistriTrust, every connection request is checked for
authenticity — the trust algorithm executed by each PDP checks the valid-
ity of the user/device. Based on the access policy of an enterprise resource,
single- or multi-factor authentication of users is done using their identities
such as passwords and biometrics (e.g., fingerprints, facial recognition).
Device authentication is done using the device identity such as device cer-
tificates. Thus, an unauthorized user/device cannot impersonate another
user /device which is authorized to access a particular enterprise resource.

Each PDP, that approves a connection requested by an agent, sends the
agent a signature-share such that the agent can later combine the shares
into a signature and send it to the gateway. A PDP can be malicious in the
sense that it may produce an erroneous signature-share such that, if in-
cluded in the final signature, the signature-share makes the final signature
invalid. Consequently, the signature does not pass verification at the gate-
way, even if the connection request is valid and more than k£ honest PDPs
are available (a denial-of-service/DoS attack). In order to prevent this,
DistriTrust employs a robust threshold signature scheme [2I], where
each PDP P; is required to produce a proof of correctness II; (along with
its signature-share z;) that the agent later verifies before including z; in
the final signature. The proof of correctness II; validates if P; has cor-
rectly computed its signature-share x; using the same (secret) key-share
s; provided by the network administrator B in the setup phase.

e Authorization. In DistriTrust, the PDPs validate if a user/device is
authorized to access an enterprise resource. In case a connection request
from an agent representing a user/device is valid and authorized, a PDP
produces a signature-share for the connection request. Due to the un-
forgeability property of the underlying threshold signature scheme [21], a
malicious agent cannot obtain a valid final signature for an unauthorized
access, even if it colludes with any ¢ < k dishonest PDPs. In other words,
if the corresponding gateway receives a connection request along with a
valid signature authorizing the request, it is implied that at least k¥ PDPs
have approved the request and the user/device is thus authorized to access
the enterprise resource.

e Confidentiality. The confidentiality of the (possibly sensitive) messages
exchanged between a pair of entities in a session is guaranteed by the au-
thenticated encryption scheme £ employed in DistriTrust, which ensures
that only the intended recipient can decrypt their corresponding messages.
Thus, a third party, without having the corresponding secret key, cannot
sneak in through a communication channel between a pair of entities and
learn the information being exchanged.
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6. Performance Analysis

6.1. Asymptotic Analysis

Computational cost. The network administrator B evaluates a (k —1)-degree
polynomial [ times (for computing [ shares of the secret key) and performs [
exponentiations (for computing the respective shares of the verification-key).
We note that this cost is incurred only once during the setup phase. In the
signing phase, each PDP needs to perform two hashes and four exponentiations
in order to compute a signature-share. Given k signature-shares, the agent
performs O(k) exponentiations to verify these shares and to combine them into
a final signature. Finally, the gateway performs one hash and one exponentiation
to verify the final signature.

Unlike the generation of signature-shares that can be performed by the PDPs
in parallel, the computational cost incurred at the agent side for checking proofs
of correctness for the individual signature-shares and combining these shares is
proportional to the value of the parameter k. However, we note that verify-
ing O(k) proofs of correctness and performing O(k) exponentiations required
to compute w (see Eqn. @ can be potentially parallelized depending on the
hardware capability of the respective device. On the other hand, the (con-
stant) cost for cryptographic operations at each PDP (required for generating
the signature-share) and the gateway (required for verifying the final signature)
is much less compared to that required by the agent.

We note that generation (and verification) of a proof of correctness consumes
a major share of the total computational cost required for generation (and ver-
ification) of a signature-share (see Figure [3). However, as we have discussed
above, proofs of correctness are required to make the access validation robust
against an attacker trying to prevent honest PDPs to produce a valid signature
for a valid connection request.

Communication cost. Let |n| and |m| be the size of n and the size of m,
respectively, which depend on the value the of security parameter \. For ex-
ample, let us consider the value of A to be 80 (i.e., the system provides 80-bit
security). In that case, both |n| and |m| are around 128 bytes (to be precise,
1024 bits and 1022 bits, respectively). Let conn_info be encoded using S bytes.
We estimate the communication bandwidth required in DistriTrust based on
these parameters as follows.

In the setup phase, the network administrator B sends a (secret) key-share s;
(an element modulo m) to each P; — which requires around 128 bytes of band-
width for each i € [1,{]. During the signing phase, an agent sends conn_info
to each P; — which requires around f bytes of bandwidth for each ¢ € [1,1].
Moreover, each P; sends a signature-share z; (an element modulo n) and a proof
of correctness II; = (z,¢) (where the size of z is roughly same as |m| and ¢ is a
A-bit string) to the agent — which accounts for around 356 bytes of bandwidth
for each ¢ € [1,11]. Finally, the agent sends the final signature (an element
modulo n) and conn_info to the gateway — which requires around (128 + 3)
bytes of bandwidth.
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Figure 3: Time required by different entities involved in access validation in DistriTrust for:
(A) A = 80 and (B) A = 112. (a) Total time required by a PDP to generate a signature-
share and its proof of correctness. (b) Total time required by the agent to validate k proofs of
correctness and combine k signature-shares into a signature. (c) Time required by the gateway
to verify a signature.

A'": Time required by a PDP in (a) (or by the agent in (b)) for generation (or verification) of
proof(s) of correctness for A = 80 — which is included in the total time required for A.

B': Time required by a PDP in (a) (or by the agent in (b)) for generation (or verification) of
proof(s) of correctness for A = 112 — which is included in the total time required for B.

In order to reduce the network congestion (which in turn reduces the network
latency), we can employ another system parameter 1 < o < é such that: if the
agent communicates with around ko PDPs (instead of all I PDPs), it can expect
that k of them will be honest. Given that the number of malicious PDPs allowed
in the system is t < k (where I > k + t) and assuming that these malicious
PDPs are uniformly distributed among all [ PDPs in the network, the value of
the parameter « is ﬁ In other words, if the agent sends a valid connection
request to around % PDPs, then it can expect to receive the approval from
around k of them. Clearly, the value of o decreases as the number of honest

PDPs (I — t) present in the network increases.

6.2. Experimental Results

We evaluate the performance of access validation in DistriTrust in terms
of the computational cost incurred by the corresponding entities involved: a
PDP, an agent and a gateway. We build a prototype of DistriTrust — the
codes are written in C and are compiled using GCC (version 7.5.0). To handle
large integers and various operations on them, we use the GMP library (version
6.1.2) [52]. We use the OpenSSL library (version 1.1.1) [53] for implementing the
cryptographic operations needed in DistriTrust. We perform the experiments
on a 3.60 GHz Intel i7 processor with 12 GB RAM.

In our experiments, we consider two values of the security parameter A: 80
and 112. Depending on these values of A\, we take the size of the RSA modulus n
in DistriTrust to be 1024 bits and 2048 bits, respectively. Each n we consider
in our experiments is a product of two safe primes p and g. The hash functions
H and H’ are instantiated using SHA-256.

Figure [3| shows the time required by different entities in DistriTrust. Fig-
ure (a) shows the time required by a PDP to generate a signature-share and
the corresponding proof of correctness. We note that the computational cost for
each PDP is independent of the value of [, the number of total PDPs present in
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the network. For example, given different values of [ as shown in the figure, the
time required is similar (in the range 1.11-1.13 ms for A = 80, and in the range
7.55-7.58 ms for A = 112). Similarly, the computational cost for the gateway is
independent of the value of k, the threshold number of PDPs required to pro-
duce a signature. Figure C) shows the time required by the gateway to verify
a signature. For example, given different values of k as shown in the figure, the
time required for signature verification is similar (in the range 0.008-0.009 ms
for A = 80, and in the range 0.023-0.024 ms for A = 112). Figure [3(b) shows
the time required by the agent to check the validity of k£ signature-shares and
combine these shares into a single signature. We take the value of [ to be 30
and report the time for varying values of k as shown in the figure. For example,
if DistriTrust is required to provide 80-bit security and the threshold value is
k = 5, then the agent requires around 5.29 ms for validating k signature-shares
and combining them into the final signature.

From Figure afb), we observe that the major part of the computational
cost required to generate a signature-share (at the PDP side) and the final
signature (at the agent side) is due to generation and verification of proof(s)
of correctness (e.g., for a PDP, around 70% of the total cost is consumed to
generate a proof of correctness; whereas around 95% of the cost at the agent
side is due to the verification of the proofs of correctness sent by the PDPs).
We note that, instead of using proofs of correctness, the agent can itself verify
the final signature before sending it to the gateway, which can be done in a
very efficient way (see Figure c)) However, the agent now cannot identify
a malicious PDP in case the signature verification fails; so it may choose an
incorrect signature-share from the same (or another) PDP again while selecting
another k-subset of signature-shares. In DistriTrust, proofs of correctness
ensure robustness of the system against malicious PDPs and allow the agent to
choose correct signature-shares in the first place, such that their combination
produces a valid signature. We note that, if the PDPs in a system are known
to be semi-honest (i.e., they follow the protocol honestly but try to learn some
secret information, e.g., the decryption exponent d) instead of being malicious,
then proofs of correctness are not required. In that case, the computational
cost required to generate a signature-share as well as the final signature reduces
significantly (e.g., for A = 80, a PDP would then require around 0.36 ms to
generate a signature-share and the agent, on the other hand, would require
around 0.23 ms to combine k = 5 signature-shares into the final signature).

7. Discussion

7.1. Architectural and Operational Elements Supporting DistriTrust

In this work, we focus on achieving resilience, in a zero-trust enterprise net-
work, against compromise of the secret signing-key and denial-of-service/DoS
attacks, issues specifically due to the PDP as a single point of failure/corruption.
We present DistriTrust which provides the concepts and methods that an en-
terprise can adopt to achieve this resilience by using multiple PDPs in a thresh-
old manner. We exclude, from this work, the actual operational details such
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as the exact design, code, testing, deployment and management of the PDPs,
the agents, the resource gateways and other operational elements involved in a
zero-trust network, although they are of utmost importance.

A thorough implementation of a zero-trust enterprise network must have
several key components such as an identity management (IDM) system, data
access policies, an enterprise public-key infrastructure (PKI), a security infor-
mation and event management (SIEM) system, a continuous diagnostics and
mitigation (CDM) system, activity and event logs, and so on [I2]. These com-
ponents are crucial for a zero-trust network to work properly. For example, the
IDM system manages the enterprise users’ attributes, roles, groups and other
information which are used in the policy decision process and directly affect
the policy decisions made. Data access policies (sets of rules regarding access
to enterprise resources) influence the outcome of the policy decision in order
to determine whether a user gets access to perform the requested operation on
an enterprise resource. Apart from these elements, there are back-end database
servers which are used to store the user/device database, resource database,
resource policies, threat-intelligence information and other relevant data. Many
of the components mentioned above use these databases to perform their re-
spective jobs. We note that maintaining any of these components insecurely
can lead to malicious actors influencing policy decisions which may result in
elevated privileges for specific users.

We recognize that securely designing, deploying and maintaining the sup-
porting infrastructure will be a challenge for DistriTrust. However, we can
leverage off-the-shelf and well-known commercial services for nearly all the ele-
ments of the supporting infrastructure. Many enterprises already use them to
operate, secure and provide highly available services for these elements. For
example, an enterprise typically deploys an IDM system on-premises (e.g., on-
premises LDAP [54]), or uses a cloud-based IDM system (e.g., Microsoft Azure
Active Directory or Azure AD [55]), or deploys a hybrid solution with both
on-premises and cloud components. Organizations such as DigiCert [56], Glob-
alSign [57] and Entrust [58] provide global-scale PKI services. On the other
hand, large organizations such as Apple [59] and Google [60] run their own PKI
ecosystems. Access policies can be defined in expressive ways using Open Policy
Agent (OPA) [61] or Casbin [62].

As mentioned earlier, many of the key components use back-end database
servers that store various information regarding the enterprise users, devices, re-
sources, policies (in the form of authorization tables and access control lists [63]),
and so on. The database servers in many enterprises are typically run in a high-
availability mode. For example, Microsoft’s SQL Server is usually deployed af-
ter considering all the operational aspects such as high availability, “always-on”
groups, failover, disaster recovery, and so on [64] (a similar procedure is followed
by other enterprise database management systems such as PostgreSQL [65] and
Oracle [66]). We note that DistriTrust requires each (honest) PDP to reach
the same conclusion about an access request (i.e., whether it can be authorized
or not) individually. For the same reason, the instances of these databases
servers used by the PDPs must be synchronized with each other. The database

24



servers can be managed centrally, or replicas of these servers can be distributed
among multiple PDPs, where each PDP would have its own local copies of these
databases. For the latter scenario, different database/directory service providers
implement distributed replicas (with synchronization) in different ways. For ex-
ample, OpenLDAP (an open source implementation of LDAP) [67] creates and
updates a replicated directory using LDAP sync replication (syncrepl) en-
gine [68]. Database replication in MySQL 8.0 can be done in an asynchronous
or semi-synchronous way [69]. IBM’s iBase database replication [70] distributes
and synchronizes copies of data and database objects across different instances
of the SQL Server using the standard tools available in the SQL Server.

In this work, we have abstracted the description of the concepts and methods
involved in DistriTrust from the low-level design and implementation details of
the overall architectural and operational elements, since our focus is to distribute
the ability to authenticate/authorize a connection request among multiple PDPs
in order to prevent the single point of failure/corruption. DistriTrust can ex-
ploit standard off-the-shelf services, as discussed above, that are already availed
by many of the existing enterprises.

7.2. Risk Metrics Associated with Number of PDPs in DistriTrust

We build DistriTrust based on a k-out-of-I threshold signature scheme,
where valid signature-shares from at least k& PDPs (out of total I PDPs) are
needed to produce a final signature for a given connection request. This im-
plies that k is the minimum (threshold) number of PDPs which must not be
compromised. The total number [ of PDPs present in a particular enterprise
network is influenced by risk metrics such as the overall fault-tolerance level
the enterprise wants to achieve for validating access to its resources (along with
other design constraints such as deployment/management cost [71]). For exam-
ple, large enterprises may employ DistriTrust with a higher number of PDPs
in their respective networks in order to ensure better availability of its access-
validation service in the presence of a higher number of failed/compromised
PDPs (and also possibly to improve other functionalities, e.g., better load bal-
ancing among the available PDPs). The value of the threshold parameter k can
also be attributed to various risk metrics corresponding to a given network. For
example, if an enterprise can estimate, based on certain analyses/predictions,
the maximum number ¢ of PDPs that can be offline/compromised, then this
value of £ serves as one of the potential risk metrics. In that case, the enterprise
must ensure that the value set for k is greater than the value of ¢; otherwise, ¢
compromised PDPs can collaboratively produce a valid signature for any invalid
connection. We note that, the higher the value of k is for a given value of [,
the higher number (¢) of offline/compromised PDPs the network can withstand
— which increases the resilience of the network in the presence of an attacker
(e.g., for k = [, the attacker has to compromise all the PDPs to authorize an
invalid connection; whereas for k& = 1, the attacker has to compromise just a
single PDP to do the same). However, increasing the value of k£ may reduce
the availability of the access-validation service of the network (e.g., for k = I,
access validation cannot be done in case even a single PDP is offline; whereas for
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k = 1, access validation can be done successfully even if a single PDP is avail-
able). Another security feature of a given network, dependent on the value of k,
is the frequency of secure key-distributions among the PDPs. If the number of
PDPs actually compromised in an enterprise network reaches k, then the access
validation in DistriTrust becomes insecure as the attacker controlling these
k PDPs can generate valid signatures on invalid connection requests. In that
case, the corrupted PDPs must be sanitized (or excluded from the set of valid
PDPs), new PDPs may be installed and included in the set of valid PDPs (if
required), the respective shares of fresh secret signing keys may be distributed
among all valid PDPs available at that time (if required).

We note that further development of various risk metrics, associated with
the distributed and low-latency access validation in a given zero-trust enterprise
network, is needed in order to appropriately size the number of PDPs while, at
the same time, meeting the security requirements for that network. We leave
the comprehensive study of these risk metrics as a future work.

8. Another Use Case: Integrating Threshold Techniques of DistriTrust
into OAuth 2.0

Although DistriTrust is designed for distributed and low-latency access
validation in a zero-trust enterprise network, its threshold techniques can also
be applied/integrated in other use cases such as OAuth.

OAuth 2.0 is a standard authorization framework [72] which involves a re-
source owner or user (and its agent, e.g., a browser), an authorization server, a
resource server (and its gateway) and a client (a third-party application, e.g.,
web application, native application) seeking access to the resource server on
behalf of the user. The OAuth 2.0 protocol has a prevalent usage for delegating
authorization to a client. The flow of the protocol is as follows. The client gets
an access token from the authorization server after the user authorizes the client
to access the requested resource (possibly) in a restricted manner. Then, the
client sends the access token to the gateway of the resource server for verifica-
tion before the client is granted access to the requested resource. Access tokens
eliminate the requirement of sharing secret credentials (e.g., passwords) of the
user with the client. An access token is often self-contained in the sense that
the content of the token is signed by the authorization server, such that the
gateway can verify the signature using only the public key of the authorization
server and it does not have to consult any back-end database to validate the ac-
cess token. JSON Web Tokens (JWTs) [73] are typically used as self-contained
access tokens, where a JWT has the following components each encoded using
the base64 encoding: a JWT header, a JWT payload and a signature on the
pair (header, payload). The authorization server sends such a JWT along with
other related information (e.g., type, expiry, scope of the token) to the client as
JSON claim-value pairs.

The signing algorithm to use in a JWT can be chosen from several op-
tions [(4] — HSXXX (HMAC [75]), RSXXX (RSASSA-PKCS1-v1.5 [76]), ESXXX
(ECDSA [77]) and PSXXX (RSASSA-PSS [76]) — with SHA-XXX used as the

26



hashing algorithm for each XXX € {256, 384,512}. The chosen algorithm is spec-
ified in the JWT header. For our threshold JWT implementations, we have
considered the RS256 algorithm, where a standard RSA signature from a single
authorization server has been replaced by signature-shares from multiple autho-
rization servers. In order to incorporate threshold signature-share generation,
we have modified the standard version of the encoding procedure (that also
performs signing) for JWTs. We have introduced a procedure at the client side
that checks proofs of correctness and combines signature-shares. The client,
upon receiving at least k valid signature-shares, combines k£ such shares into
the final signature which is a standard RSA signature (with SHA-256 used as
the hashing algorithm). Thus, we can use the standard version of the decoding
procedure (that also performs verification of the standard RSA signature on a
JWT) at the resource gateway.

We note that, in the threshold setting, each authorization server issues an
access token (JWT) along with a signature-share to the client. Thus, in or-
der to ensure that the final JWT signature is done on the same signing input
(header, payload), this input pair generated by all authorization servers for
same connection request must be same. As we assume that the instances of
the trust algorithm executed by all the servers are same and the databases fed
as input to these instances are same, the claim-value pairs in the payload of
individual JWTs are also same. After receiving the signature-shares on the
same signing input (header, payload) from at least k authorization servers, the
client produces the JWT with the final signature to the resource gateway and
is granted/denied access to the requested resource accordingly. To sum up, we
can say that, by distributing trust among multiple authorization servers using
the threshold techniques of DistriTrust, the access token generation in OAuth
2.0 can be made more fault-tolerant and hard to compromise while maintaining
low-latency authorization.

9. Conclusion

Zero-trust architecture eliminates inherent trust assumptions on the users/
devices residing inside the network perimeter of an enterprise. In a zero-trust
enterprise network, a policy decision point (PDP) is responsible for validating
and granting a user/device an access to the enterprise resource requested. In
this work, we have used techniques from threshold cryptography to distribute
trust over multiple PDPs. Based on the latency involved in different threshold
signature schemes, we have identified a scheme with low latency for a multi-
PDP zero-trust network. We have used this scheme to construct DistriTrust,
a distributed and low-latency access validation framework for a zero-trust en-
terprise network. Finally, we have discussed the security and performance of
DistriTrust. Our experimental results show the efficiency of each of the phases
— generating signature-shares, combining them into a final signature and verify-
ing the final signature — involved in DistriTrust. Among other use cases, we
have discussed how the threshold techniques used in DistriTrust can also be
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employed to collaboratively sign access tokens in OAuth 2.0 in order to make
the authorization framework more robust and fault-tolerant.
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