3D Security Labels: Photostable Multi-material Multilayered QR Codes
via Two-Photon Lithography
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ABSTRACT: Current 3D micron-sized covert security labels are limited to simple designs involving graphics, texts, and nu-
merical elements that constrain coding/decoding complexity and data density. Herein, we introduce photostable perylene
dye-doped 3D security labels that feature intricate multi-material and multilayered machine-readable quick response (QR)
codes fabricated using two-photon lithography (TPL). Leveraging precise label sizing and positioning, our innovative “QR
codes-in-QR code" approach significantly enhances data storage capacity by over 250 %. To bolster security, we employ a 2.0
um-thick 3D cover engraved with QR codes to conceal the 2D QR codes. We extend our advancements by introducing QR code-
engraved 3D covers with stair-step patterns and novel 3D security labels featuring multi-material, multilayered machine-
decipherable QR codes. These 3D QR code-based security labels demonstrate minimal color and information interference and
offer exceptional security levels. Even after 6 months of storage, they consistently provide repetitive readouts without pho-
tobleaching. These labels augment data concealment, decoding complexity, and photostability in enhancing their efficacy and

longevity in data storage, communication, and anti-counterfeiting applications.

1. INTRODUCTION

Counterfeit products are prevalent in many industries,
causing economic damage, violating IPs, and endangering
public health. In response to the escalating proliferation of
counterfeit goods, advanced anti-counterfeiting technolo-
gies have been deployed to verify product authenticity.
These technologies fall into two main categories. The first
category includes overt labels like watermarks, barcodes,
and holograms [1,2], which can be easily verified by simple
observation. The second category comprises covert identi-
fiers, such as color-tunable fluorescent security tags [3-7],
molecular identification [8-10] and optical physical unclon-
able functions (PUFs) [11-13], which require specialized
equipment or/and a database for verification. While overt
labels offer expeditious and facile authentication, their con-
spicuous visibility renders them more susceptible to repli-
cation in contrast to covert labels. Covert labels, on the
other hand, are invisible under the naked eye due to their
micro-size and the material properties that conceal them
under white light illumination [14-16]. Among these con-
cealed technologies, three-dimensional (3D) security tags
[8,9,12,17-20] possess greater data storage capacity and en-
hanced layers of security compared to their two-dimen-
sional (2D) counterparts [10,11,21,22]. These 3D security
tags are often made via photopolymerization-based 3D
printing, with a growing interest in two-photon lithography
(TPL) for anti-counterfeiting due to its non-linear two-pho-
ton absorption [23]. This characteristic empowers the crea-
tion of labels featuring sub-micrometer scale security at-
tributes and extensive data-encoding potential.

Using TPL 3D graphical security labels based on surface-
enhanced resonance scattering (SERS) have been fabricated

[8,9]. Although the SERS-based 3D security labels allow the
use of molecular fingerprints and height-dependent Raman
hyperspectral images, the density of the encoded infor-
mation is restricted to the aspect ratio and printed density
of the candle-like microstructures, as well as the number of
adsorbed chemical probes. To enhance data storage capac-
ity and level of obscurity, 3D multilayered security tags in-
corporated with quantum dots (QDs) have been fabricated
via TPL, with examples including an invisible carbon-dot
doped luminescent single quick-response (QR) code con-
cealed by a non-emissive layer [18], a 3D fluorescent
graphics [19], and a 3D cross-grid design with height-de-
pendent numerical patterns [20]. These studies primarily
utilized QDs to impart fluorescent properties to the fabri-
cated security labels. While QDs exhibit remarkable attrib-
utes like strong color purity, tunability, and long fluores-
cence lifetime, disadvantages exist due to concerns about
cytotoxicity, thermochemical instability-induced QD degra-
dation, and the tendency for QDs to aggregate and precipi-
tate in solvents. These issues present suboptimal conditions
for their application in photoresist formulation [24-26]. In
contrast to QDs, a broad spectrum of commercially available
organic dyes boasts biocompatibility and is commonly em-
ployed in biomedical applications [27], offering high solu-
bility in organic solvents [28,29]. Nevertheless, prevalent
drawbacks of most organic dyes used in the optical context
involve issues of photostability and photobleaching [24,30].
Within the realm of organic dyes, perylene dyes derived
from polycyclic aromatic hydrocarbons stand out due to
their exceptional photostability, robust fluorescence out-
put, thermal resilience, and resistance to environmental fac-
tors [31-33]. Notably, the integration of perylene dye-doped

1


mailto:lay_chee_leng@imre.a-star.edu.sg

photoresists into the domain of TPL-based 3D micro-
/nanofabrication has not been unexplored.

Here, we demonstrate the TPL-assisted fabrication of 3D
security labels doped with perylene dyes that incorporate
intricate multi-material and multilayered machine-reada-
ble QR codes. Notably, the distinctive molecular structures
of perylene dyes imbue these QR codes with unique fluores-
cent properties and photostability, resulting in 3D security
labels that exhibit minimal information interference and ex-
ceptional photostability. By precise control over the label’s
size and spatial positioning, we strategically embed four
perylene-doped QR codes within a 2D QR code. This is made
possible by outstanding resolution afforded by TPL. Our
"QR codes-in-QR code" approach substantially increases
data storage capacity by = 250 %. To make deciphering the
code more complex, we locate a 3D engraved QR code cover
featuring a stair-step pattern over the 2D QR codes. With a
thickness of merely 2.0 um, the 3D engraved QR code cover
effectively protects and conceals the embedded 2D QR
codes under standard optical conditions and fluorescence
irradiation. Most significantly, our accomplishment in gen-
erating 3D QR code-based security labels, comprising four
stacked layers of engraved QR codes using various perylene
dyes, signifies a substantial leap in anti-counterfeiting inno-
vation and capability. There is also no color and signal in-
terference. Our innovative 3D QR code-based security label
designs and fabrication approach have the potential to en-
hance decoding complexity and strengthen data conceal-
ment capabilities for data storage and anti-counterfeiting
purposes, while ensuring machine readability and durabil-

ity.

2. EXPERIMENTAL METHODS

Materials. Perylene dyes (fluorescent red and yellow)
were supplied by Kremer Pigmente. IPL 780 photoresist
was purchased from Nanoscribe GmbH & Co. KG. Isobornyl
acrylate (IBOA, 98.5%), 1-methyl-2-pyrrolidinone (NMP,
99.5%) and (3-aminopropyl) triethoxysilane (APTES, 98%)
were purchased from Sigma-Aldrich. Isopropyl alcohol
(IPA, tech grade, 99%) was purchased from Aik Moh (Singa-
pore). Deionized water (DI water) (18.0 MQ-cm) was puri-
fied with a PURELAB Option Q ultrapure water system. All
chemicals were used as received.

Formulation of fluorescent photoresists. Perylene red
(PR) powder was mixed with IBOA monomer solution and
IPL 780 with the concentration of PR powder at 1.0 g/L. For
perylene yellow (PY)-doped photoresist, the concentration
of PY in the final photoresist solution is 1.5 g/L.

Functionalization of glass substrates. Glass coverslips
(22 pm x 22 pm) were treated with ozone plasma for 120 s
on both surfaces of 22 pm x 22 pm glass coverslips inside a
Triple-P Ozone Plasma chamber. The plasma-treated glass
coverslips were immediately immersed in APTES solution
(1 vol%) for 5 min, followed by 2 min washing in etha-
nol/water (1:1 vol ratio). They were subsequently rinsed
with DI water to remove any excess APTES, and the glass
substrate was dried under a flow of nitrogen gas. The glass
coverslips were then placed in the oven set at 70 °C for dry-
ing

Structural design and fabrication method. SolidWorks
(version 2021) and SketchUp Pro Desktop computer-aided
design (CAD) software were used to prepare

stereolithography (STL) files for 3D printing. The QR codes
were generated using an online QR code generator
(https://www.grcode-tiger.com/). Each QR code comprises
a data-encoded region alongside non-data encoded ele-
ments, including finder, alignment, and timing patterns
(Figure S1). These patterns are essential for the detection
and readability of the label. Additionally, the data encoding
process of a QR code integrates the universe Reed-Solomon
error correction mechanism [34]. A NanoScribe Photonic
Professional GT (NanoScribe) (equipped with a fiber-couple
diode laser at a wavelength of 780 nm, pulse frequency of
80 MHz and pulse duration of 120 fs) was used to fabricate
the 2D/3D QR codes. An oil-immersion Plan-Apochromat
objective lens (63 x, NA=1.4, WD = 190 um) was employed
forlaser beam focusing. 2D/3D QR codes were fabricated on
APTES-functionalized glass substrates by scanning the laser
beam layer by layer using a galvo-scanner (for X-Y direc-
tions) and a piezo stage (Z direction). The optimum pro-
cessing parameters—Ilaser power (LP) and laser scanning
speed (SS) for the microfabrication of 2D/3D QR codes are
given in Figure S2. For resist development, the substrates
were rinsed in NMP for 10 min, followed by immersion in
IPA for 15 min to wash away residual resin. The NanoScribe
navigation system was used for accurate spatial positioning
for multilayered and multi-material fabrication. Our fabri-
cation workflow for the multi-material QR codes is briefly
outlined in Figure 2.

Characterization. For PR and PY material characteriza-
tion, UV-Vis absorption spectra were measured using a Shi-
madzu UV-1800 double-beam spectrophotometer, and flu-
orescence emission spectra were obtained using a Shi-
madzu RF-5301PC spectrofluorophotometer. Fourier-
transform infrared spectroscopy (FTIR) spectra of the ma-
terials were obtained using a nanoscale infrared (nanolR)
spectrometer (Anasys NanolR 2, Bruker) with contact
mode. Fluorescence and bright field images of 3D-printed
structures were captured using an Olympus BX51 fluores-
cence microscope with 100x objective lens (NA = 0.8) and
under blue and green illumination for fluorescence. Confo-
cal images and time-based fluorescence intensity spectra
were obtained on a Leica Stellaris 8 Falcon (Inverted) con-
focal microscope with 63x oil immersion objective lens (NA
= 1.4). The Leica Stellaris confocal system is equipped with
a tunable white light laser and for our application, we used
470 nm and 550 nm excitation wavelengths. Topographical
characterization of the 3D-printed structures was carried
out on a scanning electron microscope (FESEM JEOL JSM-
7600F) with an accelerating voltage of 15 kV, after sputter-
ing with gold (Cressington 108 Sputter Coater, 30 mA, 35 s
coating time). Surface profiler (Tencor P16) using a scan
speed of 10 um/s and contact force of 0.5 mN. Transmit-
tance measurements of the printed covers were conducted
on a UV-Vis-NIR microspectrophotometer (CRAIC 508
PVTM) using 10x objective lens (NA = 0.45) and clean glass
substrate as the reference.

3. RESULTS AND DISCUSSION

3.1 Properties and stability of fluorescent dyes. Long-
term photostability and machine-readability are essential
attributes for the durability and reliability of security labels
when used in real-world conditions. To construct security
labels with extended optical lifetimes for repetitive
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scanning and decoding, we opt for perylene red (PR) and
perylene yellow (PY) dyes in our acrylate-resist formula-
tions (Figure 1). We make this choice based on their out-
standing photostability [29-31] and their optical compati-
bility and miscibility with our acrylate photoresist. Our TPL
system has an excitation wavelength of 780 nm with an ef-
fective photoinitiator absorption band at 390 nm. Notably,
both PR and PY exhibit insignificant absorbance at A = 390
nm and 780 nm (Figure 1A and 1B, Figure S3). PR’s absorb-
ance peaks are observed at A = 226 nm, 284 nm, 445 nm,
and 580 nm (Figure 1A); whereas PY’s absorbance peaks
fallatA =217 nm, 259 nm, 443 nm, and 470 nm (Figure 1B).
This allows unhindered two-photon absorption of the pho-
toinitiator molecules in the acrylate photoresist to initiate
two-photon polymerization (TPP) [23]. Additionally, when
excited by a green laser (Aex = 550 nm), only PR emits red
fluorescence peaking at A » 600 nm (Figure 1A, Figure S3).
On the other hand, upon exposure to a blue laser (Aex = 450
nm), PY displays green fluorescence with a fluorescence
peak at A » 490 nm (Figure 1, Figure S3). The difference in
absorbance and fluorescence spectra of PRs and PYs in the
UV-visible region validate their compatibility in acrylate-
based photoresist formulations, establishing their suitabil-
ity for multi-color security label fabrication.

To assess the photostability of PR- and PY-doped micro-
fabricated 2D QR codes following TPP and repetitive laser
scanning for decoding, we subject the microfabricated 2D
QR codes to alternating exposure cycles of prolonged white
light and laser illumination (Figure 1D and 1E). Throughout
this process, we monitor and measure their fluorescence in-
tensities at regular intervals, with a confocal microscopy
system. For each measurement cycle, PR- and PY-doped 2D
QR codes were exposed to laser light for 1.5 min (under Aex
=550 nm, detection range 560 nm - 743 nm) and 2 min (un-
der Aex =470 nm, detection range 480 nm - 693 nm) respec-
tively, which was then followed by 15-min exposure to mi-
croscope white light of intensity = 407 uW. Both PR- and PY-
doped 2D QR codes exhibit remarkable stability in fluores-
cence intensities (Figure 1D and 1E, Figure S4), demonstrat-
ing their exceptional photostability after TPP and 60 min of
intense white light and blue/green light exposure. The
slight fluctuations in measured fluorescence intensities ob-
served during the photostability studies can be attributed
to a minor focus drift of the confocal microscope that oc-
curred during the experiment (Figure 1D and 1E). It is cru-
cial to emphasize that the tested 2D QR codes retain their
vibrant fluorescence and machine-readability upon re-exci-
tation, exhibiting no signs of fluorescence quenching, even
after six months of storage in dark ambient conditions (25
°C, ~ 75 % RH) (Figure S5B). In addition to optical verifica-
tions, chemical analysis via FTIR also confirms the presence
of perylene dye molecules within the microfabricated 2D
QR codes (Figure S6). On this note, their robust photostabil-
ity makes perylene dyes an ideal choice for 3D-microfabri-
cating durable and machine-readable security labels that
meet the fundamental demands of real-world applications.

3.2 Enhanced data capacity of 2D QR codes via QR
codes-in-QR code design. Next, we leveraged the con-
trasting optical properties of pristine acrylate photoresist
and PR-doped acrylate photoresist to create a 2D security
label featuring a QR codes-in-QR code design (Figure 24,
2B). The dual-material security label with the QR codes-in-

QR code design is constructed via accurate size control and
precise spatial positioning to embed four smaller PR-doped
QR codes (~ 22 um x 22 pm) into a base pristine acrylate QR
code (250 pm x 250 pm) (Figure 2). PR-doped QR codes 1,
2 and 4 are printed inside the finder patterns, while the PR-
doped QR code labeled 3 is embedded within the data-en-
coded region of the main pristine acrylate QR code (Figure
2A and 2B, Figure S5). Under blue light illumination (Aex =
450 nm), five machine-readable QR codes become apparent,
each leading to its respective website upon scanning (Fig-
ure 2B and Figure S5A). However, when exposed to green
light (Aex # 550 nm), only the four PR-doped QR codes are
activated (Figure S5A). This observation emphasizes that all
QR codes are constructed with well-defined modules, en-
suring that there is no color or information crosstalk. Addi-
tionally, due to their excitation wavelength-specific optical
properties, it necessitates knowledge of the wavelength in-
formation to gain access to these fluorescent QR codes, add-
ing an additional layer of security.
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Figure 1. Optical properties of perylene red (PR) and
perylene yellow (PY). (A) Depiction UV-Vis absorbance and
fluorescence spectra for PR. (B) Depiction of UV-Vis absorb-
ance and fluorescence spectra for PY. (C) Schematic repre-
sentation illustrating the integration of perylene dyes into
crosslinked acrylate polymeric structures through two-
photon polymerization (TPP). (D) Monitoring of the fluores-
cence stability of microfabricated PR-doped acrylate struc-
ture over 1 hr with an excitation wavelength (Aex) of 550 nm.
(E) Evaluation of the fluorescence stability of fabricated PY-
doped acrylate structure over 1 hr with Aex = 470 nm.
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Our method which involves substituting modules in the
base QR code with four smaller PR-doped QR codes can be
viewed as a form of data multiplexing [36]. This QR codes-
in-QR code design enables us to enhance the data storage
density (data capacity per unit area) of the base QR code
without modifying its dimensions. The base pristine-acry-
late QR code (version 5) has a data capacity of 864 bits;
while the four embedded PR-doped QR codes have a com-
bined data capacity of 1304 bits (QR codes 1 and 3 are ver-
sion 3 with capacity = 2 x 440 bits = 880 bits, QR code 2 is
version 1 with capacity = 152 bits, and QR code 4 is version
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Figure 2. Fabrication workflow and printed dual-material QR code. (A) Fabrication workflow for dual-material QR codes-in-
QR code anti-counterfeiting label. B) Machine-readable fluorescence images of QR codes under excitation Aex = 450 nm: 250
um x 250 pm main QR code (version 5) redirects to https://www.a-star.edu.sg/imre/research-departments/nanofabrication

and PR-doped QR code 1 (version 3) redirects to https://www.mti.gov.sg/, QR code 2 (version 1) redirects to https://www.a-

star.edu.sg/, QR code 3 (version 3) redirects to https://www.a-star.edu.sg/imre/, QR code 4 (version 2) redirects to

https://www.gov.sg/.

2 with capacity = 272 bits) [35]. By replacing modules in the
base QR code with four smaller PR-doped QR codes, we
achieve data multiplexing to enhance the data capacity of
the base 2D QR code by 250 %, from an initial 864 bits to a
total of 2168 bits. Considering this, our QR codes-in-QR
code design notably contributes to enhancing data density
and bolstering the security of advanced QR codes through
data/information multiplexing.

3.3 3D Engraved Covers. To enhance the data capacity and
security level of a security label, the transformation of a 2D se-
curity label into a 3D design has emerged as a promising ap-
proach [8,9,12,17-20]. We initiate the process by concealing a
2D PR-doped QR code with a flat-surfaced 3D cover. Research
indicates that while a 2D fluorescent QR code can be masked
by a 3D flat cover in bright-field observation with an optical
microscope, the code remains visible under a fluorescence mi-
croscope [18]. However, increasing the thickness of the 3D flat
cover from 1.5 um to 15 um does not improve its cloaking ef-
fect under fluorescence microscopy (Figure S8).

With this in mind, we engraved a QR code on the 3D cover
to assess its influence on the transmittance and cloaking ef-
ficiency (Figure 3). Our findings reveal that the engraved
cover (cover height, h = 7 pm; film thickness, t = 5 pum; en-
graved depth, t = 4 um) exhibits a 50 % reduction in trans-
mittance (~ 50 %) as compared to that (~ 100%) of the flat
cover (cover height, h = 7 um; film thickness, t = 5 pm) of the
same thickness (Figure 34, 3B, Figure S9). The observed re-
duction in transmittance is a consequence of the scattering
and diffraction of light caused by the engraved cover. Con-
sequently, in addition to being invisible under bright-field
observation, the fluorescence image of the 2D QR code con-
cealed beneath the 3D engraved cover is obscured by a hazy
effect, rendering the 2D QR code indiscernible (Figure 3C).

This fluorescence haze effect necessitates the use of a con-
focal microscope to retrieve the encoded QR code under-
neath the engraved cover. Most notably, a 3D engraved

cover with t = 2 um suffices to disguise an embedded 2D QR
code (Figure S11). Additionally, our observations indicate
that the cloaking efficiency of the 3D engraved cover in-
creases with an increase in film thickness (t) and engraved
depth (d) (Figure S11A, S11B). Furthermore, to fabricate a
3D engraved cover with a QR code with well-defined fea-
tures, the engraved depth (d) must adhere to the specified
aspect ratio threshold of < 6.4 (Figure S10B). Similarly, the
film thickness (t) must satisfy the engraved depth (d) and
aspect ratio requirements (Figure S10, S11). These findings
provide us with the flexibility to design 3D engraved QR
code-based covers with versatility.

To enhance the security level, we implement a stair-step
design for a 3D engraved QR code cover (Figure 4). Itis ac-
complished by dividing a 3D engraved QR code cover into
three distinct regions with varying heights (Region 1, h = 4
um; Region 2, h = 5.5 pm; and Region 3, h = 7 pum), each with
their respective film thickness (Region 1, t = 2 um; Region 2,
t=3.5 um; and Region 3, t =5 pm) and engraved depths (Re-
gion 1, d = 1.5 um; Region 2, d = 3 pm; and Region 3, d = 4.5
um) (Figure 4A and Figure S13). The observations in bright
field mode reveal that the varying heights of the engraved
QR code cover with stair-step design require different focal
depths under an optical microscope, leading to partially
blurred images at a single focal depth (Figure 4B).

Furthermore, confocal microscopy (Aex = 405 nm) also
fails to render a clear QR code image from the engraved
cover with a stair-step design for decoding (Figure 4C). Pro-
ducing a machine-readable image of the engraved QR code
cover with a stair-step design, requires the use of an SEM
(Figure 4A). On the other hand, the concealed PY and PR-
doped QR codes can only be unveiled and deciphered using
a confocal microscope at Aex = 470 nm and Aex = 550 nm, re-
spectively (Figure 4C). These findings underscore the inno-
vative application of our stair-step design for the 3D
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engraved QR code, which incorporates unique regions with
differing heights, film thicknesses, and engraved depths, to
enhance data capacity, complicate data retrieval, and im-
prove security measures.
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Figure 3. Effect of cover design on transmittance and cloak-
ing efficiency. (A) Schematic illustrations showcase designs
of the flat cover and engraved cover, with a QR code embed-
ded underneath the covers. (B)(top) SEM micrographs of
flat cover (thickness, t = 5 um), and engraved cover (t = 5
um; engraved depth, d = 4 pm). (Bottom) When conducting
fluorescence imaging at Aex = 550 nm, the QR code embed-
ded under the flat cover is completely revealed and can be
read by a QR code scanner. However, the fluorescent image
of the QR code embedded under the engraved cover is dis-
torted and cannot be deciphered. (C) Comparison of trans-
mittance between the flat cover and engraved cover as
shown in (B).

3.4 Stacked-engraved cover design. To continue explor-
ing 3D security labels that incorporate multi-material, mul-
tilayered machine-decipherable QR codes, we fabricate a 3D
QR code-based security label with a quadruple-layer design.
By utilizing TPP and our novel approach for generating 3D
engraved QR codes, we successfully created a 3D security
label comprising four layers of QR codes, each fabricated
from distinct materials and each linked to different web-
sites (Figure 5). The first layer comprises 2D PR- and PY-
doped QR codes arranged in a check pattern and adhering
to a glass substrate. The second layer showcases a 3D en-
graved QR code cover made from pristine acrylate photore-
sist. The third layer presents a 3D PR-doped engraved QR
code, and the fourth and uppermost layer houses the 3D PY-
doped engraved QR code (Figure 5A). Through images cap-
tured under bright-field illumination, fluorescence imaging
and SEM, only the uppermost PY-doped engraved QR code
is visible and decipherable (Figure 5B, SI Video 1).

To disclose the information within the 3D quadruple-layer
security label, laser excitation at specific wavelengths is re-
quired to expose the underlying QR codes: Aex = 405 nm for
the pristine acrylate layer, Aex = 470 nm for the PY-doped
layers and Aex = 550 nm for the PR-doped layers (Figure 5C,
SI Video 2). This limits data access exclusively to confocal
imaging. We do not adopt the reported strategy on includ-
ing blank structures made of pristine acrylate photoresist
between neighboring fluorescent layers and structures to
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PR-doped QR codes
@ Agx = 550 nm

Figure 4. QR codes embedded beneath an 3D engraved QR
code cover with a stair-step pattern. (A) Schematic diagram
and SEM micrograph of the 3D engraved QR code cover with
a stair-step pattern. (B) Observing different regions of the
3D stepped-engraved QR code cover at different focusing
depth under bright-field illumination. Due to the stair-step
design, the engraved QR code at the cover cannot be fully
kept in focus and resolved by optical and fluorescence mi-
croscopy. (C) Successful visualization of the stepped-en-
graved QR code cover and the concealed PY- and PR-doped
QR codes via confocal microscope. The 3D stepped-en-
graved QR code cover made of pristine acrylate photoresist
(under Aex = 405 nm) links to (https://www.a-
star.edu.sg/imre/research-departments/nanofabrication).
For the 2D QR codes fabricated on the glass substrate, the
green-fluorescent (under Aex = 470 nm) PY-doped QR codes
redirect to (https://www.a-star.edu.sg/); while the red-flu-
orescent (under Aex = 550 nm) PR-doped QR codes redirect
to (https://www.a-star.edu.sg/imre/).

prevent information crosstalk [19]. Through our multi-
layer multi-material stacking design, we achieve a 3D secu-
rity label comprising four layers of QR codes with well-de-
fined features and insignificant fluorescence crosstalk be-
tween layers and microstructures. Beyond the multi-layer
data concealment strategy, our 3D stacked design amplifies
data encoding capacity by a factor 2 5, allowing secure in-
formation to be encoded across multiple layers within a sin-
gle printing space. Our 3D stacked quadruple-layer security
label not only reinforces data security but also increases
data capacity.

As a result, compared to 3D security labels designed with
micro-graphics, numbers, and text [18-20], our 3D QR code-
based security labels of similar size offer a significant
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A. Design of quadruple-layer stacked anti-counterfeiting label
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Figure 5. Quadruple-layer security label featuring stacked QR codes. (A) Schematic illustrations of a 3D security label incor-
porating four layers of QR codes. The first layer, affixed to a glass substrate, encompasses two QR codes doped with PY (hy-
perlinked to https://www.a-star.edu.sg/) and another pair doped with PR (linked to https://www.a-star.edu.sg/imre/). The
second layer showcases a 3D engraved QR code cover associated with (https://www.a-star.edu.sg/imre/research-
departments/nanofabrication) and it is made of the pristine acrylate photoresist. The third and fourth layers feature engraved
QR codes doped with PR and PY, respectively, directing to (https://www.mti.gov.sg/) and (https://www.gov.sg/). (B) Optical

images and SEM micrograph of the quadruple-layer security label. (C) Confocal images of the quadruple-layer 3D security
label and its constituents: concealed 2D QR codes in the first layer and three layers of the predesigned engraved QR codes
superimposed at varying heights. There is no information interference caused by color diffusion among modules within each
engraved QR code, and likewise, there is no signal crosstalk between the stacked QR codes.

advantage due to their greater data storage capacity and en-
hanced functionality. This advantage arises from a QR
code's capacity and flexibility to encode different types of
datain a 2D matrix format, its ability to link to both internal
and external databases, and its versatility in design and
post-treatments [35,37].

4. CONCLUSION

In conclusion, we successfully microfabricated photostable
perylene dye-incorporated security labels consisting of
multi-material, multilayered machine-readable QR codes
using TPL. Instead of microstructures with protruding de-
signs in the conventional fabrication of security tags, we en-
grave QR codes into 3D films which enable versatile topo-
logical designs. Our engraving approach not only allows us
to cloak the embedded 2D QR codes effectively, but also al-
lows us to fabricate multi-material 3D security labels with
four layers of machine-readable QR codes without any in-
formation interference. Furthermore, our QR codes-in-QR
code design achieves 2 250 % increase in data capacity with
data multiplexing. By employing our fabrication approach,
combined with design information and data/color-multi-
plexing techniques, we can increase both data capacity and
the complexity of decoding a security label in the future. By
using fluorescent-based photoresist, we also have the op-
tion of adding another layer of security via spectral match-
ing and resolving the different color modules. Besides anti-
counterfeiting, our technique is also useful for high-density
multi-dimensional optical storage and optical meta-wave-
guides.
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Explanation on QR code structure, TPL parameter optimiza-
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Video 1: 3D view video of quadruple-layer 3D stacked QR
codes.

Video 2: Mobile scanning to test machine-readability of QR
codes in each layer of the 3D stacked quadruple-layer label
as shown in Figure 5.
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TOC

3D cover with 3D security label
engraved QR code comprising multi-
(cover thickness = 2 ym) material multilayered
QR codes

Embedded

QR code

We achieve microfabrication of photostable perylene dye-incorporated security labels with multi-material, multilayered QR
codes using two-photon lithography (TPL). An ultrathin 2.0 pm-thick 3D cover effectively conceals the embedded 2D QR
codes, enhancing their security, leading us to successfully fabricate photostable multi-material QR code-based 3D security
labels that possess enhanced data capacity by = 5-fold and ensure data concealment.




