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Abstract—Transformer inference in machine-learning-as-a-
service (MLaaS) raises privacy concerns for sensitive user in-
puts. Prior secure solutions that combine fully homomorphic
encryption (FHE) and secure multiparty computation (MPC)
are bottlenecked by inefficient FHE kernels, communication-
heavy MPC protocols, and expensive FHE–MPC conversions. We
present EncFormer, a two-party private Transformer inference
framework that introduces Stage-Compatible Patterns so that
FHE kernels compose efficiently, reducing repacking and con-
versions. EncFormer also provides a cost analysis model built
around a minimal-conversion baseline, enabling principled selec-
tion of FHE–MPC boundaries. To further reduce communication,
EncFormer proposes a secure complex CKKS–MPC conversion
protocol and designs communication-efficient MPC protocols for
nonlinearities. With GPU optimizations, evaluations on GPT- and
BERT-style models show that EncFormer achieves 1.4×–30.4×
lower inference-time communication and 1.3×–9.9× lower end-
to-end latency relative to prior hybrid FHE–MPC systems, and
1.9×–3.5× lower BERT-base end-to-end latency than FHE-only
pipelines under a matched backend, while maintaining near-
plaintext accuracy on selected GLUE tasks.

Index Terms—private inference, homomorphic encryption, se-
cure multiparty computation, transformer inference

I. INTRODUCTION

Transformer models such as BERT [1] and GPT [2] are
increasingly deployed through machine-learning-as-a-service
platforms, where user inputs are processed by an untrusted
model provider. Sensitive domains such as clinical NLP [3],
legal text [4], biomedical mining [5], and financial compli-
ance [6] amplify the risk, as both inputs and predictions may
be confidential, and attacks such as membership inference [7]
can extract private information from model access alone. Pri-
vate inference based on fully homomorphic encryption (FHE)
and secure multiparty computation (MPC) is a natural fit, but
current Transformer pipelines remain expensive because their
performance depends not only on the cryptographic primitive
but also on how ciphertext layouts, conversion boundaries, and
nonlinear protocols interact across the pipeline [8]–[12].

Prior work on private Transformer inference follows three
broad directions. FHE-only systems eliminate online interac-
tion but pay heavily for deep ciphertext computation and,
in many cases, bootstrapping [11]–[13]. MPC-only systems
preserve accurate nonlinear computation but are dominated
by repeated interaction on wide activations [9], [14]. Hybrid
FHE–MPC systems balance these trade-offs by evaluating
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wide linear algebra under FHE and delegating nonlinear blocks
to MPC, but they inherit a second design problem: every
benefit from moving work across the boundary depends on
whether the resulting packing can be consumed by the next
stage and whether the added conversion cost is justified [8],
[10], [15], [16].

A. Challenges in Hybrid Private Transformer Inference

For hybrid pipelines, the main bottleneck is cross-stage
design rather than a single cryptographic primitive. First, FHE
kernels only deliver their speedup when the ciphertext packing
they produce can be consumed by downstream kernels without
costly remapping. Second, FHE–MPC conversion is expensive
enough that boundary placement and representation should
be selected by measured CKKS, MPC, and network costs
rather than intuition alone. Third, complex packing should be
treated as both an FHE-kernel primitive and a formal boundary
representation. Prior systems either export only real CKKS
slots in conversion or use complex packing at the boundary
without formalizing which layout should be selected under
measured cost.

These observations suggest that private Transformer infer-
ence should be framed as a secure systems co-design problem
rather than as a collection of independent optimizations. The
system should expose a consistent cross-stage packing pattern,
a secure and communication-efficient conversion protocol,
and a boundary decision rule that analytically explains the
conversion layout.

B. Our Contribution

We present EncFormer, a two-party hybrid FHE–MPC
framework for private Transformer inference in the semi-
honest model. The party roles, key distribution, and decryption
boundary are specified in the threat model in §II-C. At the
system level, the protocol composes FHE kernels, secure con-
version boundaries, and MPC nonlinear blocks. Our thesis is
that hybrid private inference becomes systematic once packing
and boundary representation are treated as analytical primitives
rather than model-specific engineering choices. We make four
integrated contributions.
• SCP and Packing-Aligned FHE Kernels. We intro-

duce Stage-Compatible Patterns (SCP) in §III as an
analytically grounded packing discipline for hybrid pri-
vate inference that guides per-kernel layout choices
through three canonical packing formats acting as a cross-
stage contract. Guided by SCP, EncFormer designs a



IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING 2

shared plaintext–ciphertext projection kernel and folded-
diagonal ciphertext–ciphertext attention kernels whose
outputs are directly consumable by downstream stages,
avoiding ciphertext remaps between adjacent FHE ker-
nels.

• Cost-Model Boundary Decision Rule. We derive a
calibrated cost-model decision rule in §V that ranks can-
didate FHE–MPC boundary representations under mea-
sured CKKS and MPC costs, exposing boundary layout
as a first-class selectable design variable and guiding
boundary placement through a measured trade-off rather
than the intuition-driven choices of prior systems.

• End-to-End Secure Inference Pipeline. We implement
EncFormer on GPUs for GPT2-base, BERT-base, and
BERT-large, reducing inference-time communication by
1.4×–30.4× and end-to-end latency by 1.3×–9.9× rel-
ative to BOLT, BumbleBee, and BLB, and by 1.9×–
3.5× over THOR and Powerformer under matched back-
ends, while maintaining near-plaintext GLUE accuracy on
BERT-base. The pipeline security proof appears in §II-C,
and derivations and supporting analytical details are in
the supplementary appendix.1

• Formalized Complex Conversion and Adapted MPC
Protocols. We formalize complex CKKS–MPC conver-
sion (CC) in §V-B as a first-class boundary represen-
tation, extending BLB’s use of CC [10] into a general
protocol with security and cost analysis, and adapt Pow-
erformer’s [12] polynomial approximations of softmax
and layer normalization to secure MPC protocols in §IV,
achieving lower communication and latency than the prior
art.

C. System Overview

Figure 1 summarizes one EncFormer encoder block. The
server first applies a shared plaintext–ciphertext projection
kernel to produce Q, K, and V in layouts chosen for their
immediate consumers: Q and K are emitted in the score-
friendly segment order, while V is emitted in head-major
order. The score kernel exports minimal folded-diagonal ci-
phertexts across the CKKS–MPC boundary, where the MPC
softmax block operates on secret shares and returns weights in
the same boundary format. The value kernel consumes these
weights directly, and the output projection absorbs the remain-
ing layout adaptation through plaintext weight pre-permutation
rather than ciphertext repacking. The feed-forward projections
follow the same principle, while MPC is reserved for layer
normalization and GELU. This organization is the structural
basis for SCP, complex conversion, and the boundary cost
analysis developed in the following sections.

II. BACKGROUND AND THREAT MODEL

A. Cryptographic Preliminaries

Fully Homomorphic Encryption. A public-key FHE scheme
provides algorithms KeyGen → (pk, sk, evk), Encpk(·),

1Appendix §§ A–Q are submitted as supplementary material.
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Fig. 1. EncFormer encoder block showing FHE kernels, MPC nonlinear
blocks, and CKKS–MPC conversion boundaries.

Decsk(·), and Evalevk(f, ·) such that, for an arithmetic circuit f ,

Decsk
(
Evalevk(f,Encpk(x))

)
=

{
f(x) mod t,

f(x) + ε.

The first line corresponds to exact schemes such as BFV and
BGV. The second corresponds to approximate schemes such
as CKKS, where ε captures approximation from encoding,
decoding, and noise growth [17]–[19]. We refer to [20],
[21] for broader FHE background. The algorithm KeyGen
samples a public key for encryption, a secret key for de-
cryption, and evaluation keys derived from the secret key.
In RLWE-based FHE, evk typically includes relinearization
keys to manage ciphertext growth after multiplication and
Galois keys that enable SIMD slot permutations such as
rotations and conjugation. The algorithm Encpk encodes and
encrypts a plaintext into a ciphertext, Evalevk applies additions,
multiplications, and slot permutations directly on ciphertexts
using only public evaluation material, and Decsk recovers the
plaintext result [18], [22], [23].
CKKS Scheme. CKKS [19] is an approximate FHE scheme
for vectors of real or complex values. It encodes these val-
ues into SIMD slots and supports additions, multiplications,
rotations, and conjugation without decryption. Multiplications
increase scale and noise, so CKKS computations are scheduled
against a finite modulus chain. For ring degree N = 2k, one
ciphertext encrypts N/2 complex slots and is represented by
two polynomials over an RNS ring

c0, c1 ∈ Rq, Rq = Zq[X]/⟨XN + 1⟩, q =
∏

i pi.

The product modulus q is written as a chain of RNS primes.
The next subsection gives the level accounting used by the
cost model. The FHE section introduces how these slots are
packed for EncFormer kernels in §III-A. Appendix M explains
why CKKS is the right scheme for our setting and gives the
security details.
Secure Multiparty Computation. Secure multiparty com-
putation allows parties to jointly evaluate a function over
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TABLE I
MPC FIXED-POINT PRIMITIVES OVER Z2ℓ WITH SCALE 2F .

Primitive Inputs Output

Π×
(
[[a]]

2ℓ
, [[b]]

2ℓ

) [[
⌊(a · b)/2F ⌉

]]
2ℓ

Πcmp

(
[[x]]

2ℓ
, τ

)
[[b]]

2ℓ
where b = 1[x < τ ]

Πmux

(
[[u]]

2ℓ
, [[b]]

2ℓ

)
[[v]]

2ℓ
where v = b · u

Πrowsum [[X]]
2ℓ
∈ ZT×d

2ℓ
[[s]]

2ℓ
∈ ZT×1

2ℓ
, st =

∑d−1
k=0 Xt,k

Πbcast

(
[[µ]]

2ℓ
∈ ZT×1

2ℓ
, d

)
[[M]]

2ℓ
∈ ZT×d

2ℓ
, Mt,k = µt

private inputs while revealing only the prescribed outputs.
We use two-party arithmetic secret sharing over Z2ℓ and
write additive shares as [[·]]2ℓ . Real values use signed fixed-
point encoding with public scale s = 2F . A real value r is
represented by ⌊r · 2F ⌉ mod 2ℓ and interpreted through the
centered representative of Z2ℓ . Public constants and poly-
nomial coefficients use the same scale. Linear maps, row
sums, broadcasts, and affine operations are local on shares,
while comparisons and multiplexing use standard two-party
subprotocols. Shared multiplication uses Beaver triples [24].
Since multiplying two s-scaled values yields scale s2, we
apply secure truncation by F bits to return to scale s. Table I
summarizes the primitives used later. The resulting online
phase has one interaction round per multiplication depth and
communication proportional to circuit size, as in SPDZ-style
protocols [25]. In the semi-honest model, security is captured
by the real/ideal paradigm [26], [27].

B. CKKS Parameters

Figure 2 illustrates how computation proceeds across the
RNS modulus chain. Practical deployments fix a chain and
a target scale ∆ sized for multiplicative depth D ≤ L,
processing polynomial coefficients as residues modulo each
qi to enable NTT-based arithmetic. Let

Q =

L∏
i=0

qi, Qi =

i∏
j=0

qj

denote the full ciphertext modulus and the remaining modulus
at level i. A ciphertext–ciphertext multiplication inflates the
scale by roughly a factor of ∆ and is followed by rescale,
which maps Qi → Qi−1 by dividing by qi and restores
the scale to approximately ∆. After u multiplication-rescale
steps, the remaining modulus is QL−u. Ciphertext size and
remaining multiplicative depth both depend on the active level,
so boundary-conversion cost depends not only on tensor shape
but also on the CKKS parameters at the conversion point. Our
cost model therefore treats ciphertext size as a function of the
ring degree and the remaining RNS limbs.

C. Threat Model

We consider the standard two-party private inference setting
with a client P0 and a server P1. The client provides the private
input and learns the final inference output; the server provides
the model. We assume semi-honest adversaries: both parties
follow the protocol but may try to infer additional information
from the transcript. As in prior hybrid systems, the model
architecture is known to both parties [8], [10], [16], [28], [29].

1.2 + 0.5𝑖

−0.8 + 1.7𝑖

0.3 − 1.1𝑖

−1.5 − 0.4𝑖

…

19
+8𝑥

−13𝑥2

+27𝑥3

+ ⋯

512347
+278941𝑥
+913572𝑥2

+345678𝑥3

+ ⋯

134589
+648213𝑥
+427890𝑥2

+987654𝑥3

+ ⋯

90
66
26
67
…

75
80
27
56
…

25
17
65
10
…

90
66
26
67
…

75
80
27
56
…

25
17
65
10
…

Encode Encrypt RNS

Plaintext Vector
Plaintext

Polynomial

Ciphertext Polynomial Ciphertext

Limbs

Fig. 2. Illustration of RNS–CKKS, showing the residue representation and
the modulus-chain progression under rescaling.

Key Distribution. Following prior hybrid systems [8], [10],
[16], [29], the client generates the CKKS key material
(pk, sk, evk), sends only (pk, evk) to the server, and keeps sk
locally. Thus decryption capability remains client-side, while
the server evaluates FHE kernels using public evaluation keys
and never observes plaintext activations. During CKKS-to-
MPC conversion, the client decrypts only one-time-padded
ciphertexts, so the value seen by either party is statistically
or computationally protected by the conversion protocol. The
final logits are decrypted only for the client, which is the
prescribed output of the private-inference functionality.
Security Proof. The inference protocol is organized as a
sequence of components ΠInfer = Π1 ◦ · · · ◦ ΠK , where each
Πj is a CKKS evaluation block, an MPC block over Z2ℓ , or
an FHE–MPC conversion boundary. Every intermediate value
is represented either as a CKKS ciphertext under the secret
key or as additive secret shares held by the two parties.

Theorem 1 (Pipeline Security). Let ΠInfer denote the com-
posed EncFormer inference protocol over a sequence of CKKS
evaluation blocks, MPC blocks, and FHE–MPC conversion
boundaries. Assume the CKKS scheme ΠFHE is instantiated
with the Table VI parameters under the sparse-ternary secret
distribution of Hamming weight 64 and is IND-CPA secure at
classical security λ ≥ 128 bits, with the deployed parameters
and conservative estimator-derived lower bounds listed in
Table VI. Assume further that every MPC subprotocol in

ΠMPC = {ΠMBMax, ΠMBLN, ΠGELU }

is secure against a semi-honest adversary in the two-party
setting, and that each conversion protocol ΠC

C2M and ΠC
M2C

satisfies the conversion-safety threshold

log2(qconv) ≥ ℓ+ σ + 1.

Then ΠInfer securely realizes the ideal inference functionality
against a semi-honest adversary corrupting at most one of
the two parties. The corrupted party’s view reveals nothing
beyond the simulator output of each component, and the only
output disclosure prescribed by the protocol is the client’s de-
cryption of the final logits. The public leakage is limited to the
fixed architecture, tensor dimensions, CKKS/MPC parameters,
message schedule, and message sizes already determined by
the selected model/profile; it excludes the client’s input, server
model weights, and all intermediate activations.

Proof sketch. Each component Πj admits a simulator under
the assumptions above: CKKS blocks follow from IND-
CPA security, MPC blocks from semi-honest MPC security,
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Fig. 3. Reference Transformer architecture used in this work, highlighting
attention, feed-forward layers, and the output head.

and conversion boundaries from §V. The global simulator
invokes these component simulators in pipeline order, and
the sequential-composition theorem of Canetti [30] yields
a transcript computationally indistinguishable from the real
execution. Appendix L gives the ideal functionality, leakage
function, and party-specific simulator construction.

D. Transformer Model

The Transformer is a sequence model built around self-
attention, replacing recurrence and convolution with token–
token interactions that can be computed in parallel [31].
For a sequence of length m with hidden size dmodel and
activations A ∈ Rm×dmodel , the attention sublayer forms Q =
AWQ, K = AWK , and V = AWV with WQ,WK ,WV ∈
Rdmodel×dmodel . With H heads of width dh = dmodel/H , write
Q(h),K(h), V (h) ∈ Rm×dh for the hth head slices. A compact
head computation is

Att(h) = softmax

(
Q(h)(K(h))⊤√

dh

)
V (h).

The multi-head output concatenates all heads and applies an
output projection WO ∈ Rdmodel×dmodel ,

MHA(A) = Concat
(
Att(0), . . . ,Att(H−1)

)
WO.

This is followed by a position-wise feed-forward sublayer
FFN(x) = ϕ(xW1 + b1)W2 + b2 using ϕ = GELU, with
residual connections and layer normalization throughout [31].
Figure 3 shows the reference architecture used in this work.

BERT is an encoder-only Transformer that stacks NL iden-
tical layers to build bidirectional context [1]. We evaluate
BERT-base with NL = 12, dmodel = 768, intermediate
size 3072, and H = 12, and BERT-large with NL = 24,
dmodel = 1024, intermediate size 4096, and H = 16, where
both have dh = 64. We also evaluate GPT2-base, a decoder-
only Transformer with causal self-attention [2], which matches
BERT-base in NL, dmodel, H , and intermediate size. These
dimensions determine the packing sizes, boundary tensor
shapes, and kernel schedules used in the later sections.

III. PACKING-CO-DESIGNED FHE KERNELS

This section presents the FHE side of EncFormer. We first
define the packing notation and CKKS primitives used by
the kernels, then introduce Stage-Compatible Patterns (SCP)

TABLE II
HOMOMORPHIC OPERATIONS ON CKKS CIPHERTEXTS.

primitive add ptmul ctmul rot conj

Inputs
(
⟨v⟩, u

) (
⟨v⟩, w

) (
⟨v⟩, ⟨w⟩

) (
⟨v⟩; r

) (
⟨v⟩

)
Output ⟨v + u⟩ ⟨v ⊙w⟩ ⟨v ⊙w⟩ ⟨ρ(v; r)⟩ ⟨v⟩

as the cross-stage layout discipline, and finally describe the
shared projection kernel and the ciphertext–ciphertext attention
kernels.

A key computational characteristic of the Transformer ar-
chitecture is the attention block in §II-D, whose runtime is
dominated by large linear projections and matrix multiplica-
tions. Following prior hybrid Transformer systems [8], [10],
[15], [16], [32], EncFormer evaluates these linear components
under FHE.

A. Packing Model and Stage Compatibility

Let n denote the number of slots in one CKKS cipher-
text. We partition the n slots into Nseg = n/m contiguous
segments, each containing m slots, so that mNseg = n. We
write bold lowercase letters for slot vectors in Cn. For a
vector v ∈ Cn, we denote its CKKS encryption by ⟨v⟩. For
v,w ∈ Cn, we use v+w and v⊙w for elementwise addition
and multiplication, and v for complex conjugation. Let ρ(v; r)
denote the cyclic left shift of v by r positions, where r ∈ Z
and indices are taken modulo n.

ρ(v; r) = (vr, vr+1, . . . , vn−1, v0, . . . , vr−1).

To express segment structure, let x ∈ Cn be a slot
vector and index slots by a within-segment coordinate r ∈
{0, . . . ,m− 1} and a segment coordinate s ∈ {0, . . . , Nseg −
1}. Define the reshape operator mat : Cn → Cm×Nseg by(

mat(x)
)
r,s

= xsm+r,

and let vec : Cm×Nseg → Cn be its inverse that stacks columns
back into a length n vector. Thus vec(mat(x)) = x and
mat(vec(X)) = X for any X ∈ Cm×Nseg .
Ciphertext Transformation Operations. Following the trans-
formation notation of Jiang et al. [33], for X ∈ Cm×Nseg we
define a segment shift ϕ∆ and an intra-segment shift ψt by

ϕ∆(X)r,s = Xr, (s+∆) mod Nseg
,

ψt(X)r,s = X(r+t) mod m, s.

These shifts induce permutations on slot vectors,

Φ∆(x) = vec
(
ϕ∆(mat(x))

)
,

Ψt(x) = vec
(
ψt(mat(x))

)
.

On ciphertexts, we apply the corresponding slot permutations
and write Φ∆(⟨x⟩) = ⟨Φ∆(x)⟩ and Ψt(⟨x⟩) = ⟨Ψt(x)⟩.
Intuitively, Φ∆ shifts by whole segments and can be realized as
rot(⟨x⟩; ∆m), while Ψt shifts within each length m segment.
Concrete realizations can be found in Appendix A-A. When
only the first C < Nseg segments are active and wrap-around is
required within the active region, we use the restricted segment
rotation Φ∆

C , also detailed in Appendix A-A. When an object
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Fig. 4. Packing comparison for a 2×4 matrix with n = 4 slots per ciphertext.
Minimal packing uses Kmin = 1 ciphertext, whereas expanded packing uses
more than Kmin ciphertexts.

X requires multiple ciphertexts, each ciphertext is a ciphertext
block, and we write ⟨X⟩ = {⟨x(ℓ)⟩}ℓ. We overload Φ∆(·) and
Ψt(·) to act elementwise on lists.
Minimal and Expanded Packings. Let x be a real-valued
vector with N(x) logical scalar entries, where N(x) ex-
cludes repetitions introduced for broadcasting, alignment, or
interleaving. Under complex packing, each slot stores two
independent real scalars, one in the real part and one in the
imaginary part. The natural lower bound on ciphertext count
is

Kmin(x) =

⌈
N(x)

2n

⌉
.

A packing of x into K ciphertexts is information-preserving if
it stores all N(x) entries without loss. A packing is minimal if
it is information-preserving and attains K = Kmin(x), and ex-
panded if it is information-preserving but uses K > Kmin(x).
Figure 4 illustrates the distinction on an example.
Stage-Compatible Patterns A hybrid FHE–MPC pipeline has
two sources of avoidable overhead. First, adjacent FHE kernels
may use incompatible packings, forcing an expensive cipher-
text remap between them. Second, FHE–MPC boundaries may
use more ciphertexts than necessary, inflating conversion com-
munication. Stage-Compatible Patterns address both problems
through three rules applied to a canonical packing family
F = {segment-column, folded-diagonal, head-major}.

Each FHE kernel declares which format it accepts and
which it produces. The three SCP rules are:

1) FHE→FHE. The producer outputs in the format the
consumer expects, so no repacking is needed.

2) MPC→FHE. Data returning from MPC enters the next
FHE kernel in minimal packing.

3) FHE→MPC. Data leaving an FHE kernel for MPC is
exported in minimal packing.

Rule 1 eliminates FHE-side repacking. Rules 2 and 3 mini-
mize the number of ciphertexts at each conversion boundary,
directly reducing communication. The quantitative impact of
Rules 2 and 3 on boundary cost is analyzed in §V.

Proposition 1 (Stage-Compatible Patterns). Under the kernel
interfaces of EncFormer, SCP achieves (i) zero FHE remap
stages on all edges, and (ii) minimal ciphertext count Kmin at
every FHE–MPC boundary. Violating Rule 1 on an FHE–FHE
edge incurs Ω(m logm) extra rotations per ciphertext [23].
Violating Rules 2 or 3 increases boundary conversion count
beyond Kmin. The proof is in Appendix F.

Table III summarizes rule satisfaction across the six FHE
kernels of EncFormer. The per-edge rotation cost incurred
when SCP is disabled is reported in Appendix G (Table II).

TABLE III
RULE COVERAGE FOR THE MAIN MATRIX-MULTIPLICATION KERNELS OF
ENCFORMER. ✓ INDICATES THAT ENCFORMER SATISFIES THE RULE ON

THE CORRESPONDING EDGE. “–” INDICATES THAT THE RULE IS NOT
APPLICABLE TO THIS KERNEL.

QKV Proj Score Value Out Proj FF1 FF2

Type pt–ct ct–ct ct–ct pt–ct pt–ct pt–ct
Rule 1 ✓ ✓ ✓ ✓ – –
Rule 2 ✓ – ✓ – ✓ ✓
Rule 3 – ✓ – ✓ ✓ ✓

B. Plaintext–Ciphertext Projection Kernel

For plaintext–ciphertext multiplication, we use a shared
kernel for linear projections Y = XW , which instanti-
ates a CKKS plaintext–ciphertext matrix multiplication under
segment-column packing using standard baby-step-giant-step
(BSGS) optimization [8], [34] and complex-packing optimiza-
tions [12].

Let X ∈ Rm×din and W ∈ Rdin×dout . A CKKS ciphertext
has n slots, viewed as Nseg = n/m contiguous segments
of length m via

(
mat(x)

)
r,c

= x[r + cm]. We activate the
first C = cused ≤ Nseg segments so one ciphertext packs C
columns. We group input channels into G = ⌈din/C⌉ cipher-
texts and output channels into Bout = ⌈dout/C⌉ ciphertexts.

For each g = 0, . . . , G − 1, we encrypt ⟨x(g)⟩ such that
segment c ∈ {0, . . . , C − 1} stores the length-m column
X[:, gC + c]. For each b = 0, . . . , Bout − 1, the output
ciphertext ⟨y(b)⟩ stores columns Y [:, bC], . . . , Y [:, bC+C−1]
in the same layout. Projection weights are encoded as CKKS
plaintext vectors as detailed in Appendix A-B. We pre-permute
plaintext weight columns so each projection emits the order
consumed by its downstream kernel directly: Q and K use the
score-friendly segment order, while V uses the value-friendly
head-major order.
Complex Pairs Compression. We pack two real input groups
into one complex ciphertext by setting U = ⌈G/2⌉ and, for
each u ∈ 0, . . . , U − 1, defining the complexified input ⟨x̃(u)⟩
as

⟨x̃(u)⟩ =
〈
x(2u) + ix(2u+1)

〉
.

We call this packing operation complexification and call the
reverse operation decomplexification.
BSGS Optimization. Choose N1 | C and set N2 = C/N1.
Let ΦC denote a segment cyclic shift within the first C active
segments. For each u and q ∈ {0, . . . , N1−1} define ⟨x̃(u)

q ⟩ =
Φq

C(⟨x̃(u)⟩). For each output block b and giant index p ∈
{0, . . . , N2 − 1} we accumulate a ciphertext

⟨c̃(b)p ⟩ =
N1−1∑
q=0

U−1∑
u=0

(
⟨x̃(u)

q ⟩ ⊙ w̃(b)
u,p,q

)
,

We then extract the real part of each giant-step accumulator
and combine the N2 partial sums with segment shifts to obtain
⟨y(b)⟩:
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⟨c(b)p ⟩ = 1
2

(
⟨c̃(b)p ⟩+ conj(⟨c̃(b)p ⟩)

)
,

⟨y(b)⟩ =
N2−1∑
p=0

ΦpN1

C

(
⟨c(b)p ⟩

)
.

Appendix A-B also describes an optional shortcut that fuses
two projections that share the same input. The projection
kernel satisfies SCP Rule 1 because it outputs in the segment-
column packing consumed by the score kernel, and Rule 2
because MPC-produced inputs are imported into CKKS in
minimal packing and consumed directly as {⟨x(g)⟩}.

C. Ciphertext–Ciphertext Attention Kernels

Transformer attention is head-separable and exhibits a
token-shift reuse pattern that we exploit to reduce key-
switching operations relative to generic ciphertext–ciphertext
matrix multiplication. For each head h, we compute the score
matrix S(h) = Q(h)(K(h))⊤ ∈ Rm×m with a score kernel and
the attention output O(h) = P (h)V (h) ∈ Rm×dh with a value
kernel, where P (h) is the post-softmax attention matrix.

Both kernels reuse the same small sets of segment shifts
and intra-segment shifts on each ciphertext block, so we
precompute rotation banks to avoid redundant key-switching
operations. For block ℓ with input ⟨x(ℓ)⟩, let D, T ⊂ Z be the
required segment and intra-segment offsets. We precompute

BankΦ
(
⟨x(ℓ)⟩,D

)
=
{
Φδ
(
⟨x(ℓ)⟩

)}
δ∈D

,

BankΨ
(
⟨x(ℓ)⟩, T

)
=
{
Ψt
(
⟨x(ℓ)⟩

)}
t∈T

.

When only the first C < Nseg segments are active, we
use Φδ

C so that wrap-around stays within the active region.
The inner loops then use bank lookups with ptmul, add, and
ctmul, and all rotations occur only during bank construction.
Score Kernel. Inputs are ⟨Q⟩ and ⟨K⟩ in segment-column
packing, where ⟨Q⟩ = {⟨q(ℓ)⟩}ℓ and ⟨K⟩ = {⟨k(ℓ)⟩}ℓ
encrypt Q and K. The output is a folded-diagonal ciphertext
list {⟨St⟩}m/2−1

t=0 . Folded-diagonal packing compresses two
attention diagonals into one ciphertext: for each head h, define
the cyclic diagonal vector at offset ∆ as

sh∆[j] = Sh
j, (j+∆) mod m, j = 0, . . . ,m− 1.

The offset pair (t, t+m/2) is stored by placing their diagonals
into the real and imaginary parts of a single vector:

vht [j] = sht [j] + i sht+m/2[j], t = 0, . . . ,m/2− 1.

We assign one length-m segment per head inside each cipher-
text, with heads stacked across segments, and place different
values of t across ciphertext blocks. Figure 5 illustrates this
layout in the kernel procedures.

Choose β | m and set g = m/β with g even. We compute
each folded-diagonal pair by reusing a fixed set of intra-
segment shifts on Q and K. For each t ∈ {0, . . . ,m/2− 1},
write t = j(t)β+s(t) with j(t) = ⌊t/β⌋ and s(t) = t mod β.
Pairing (t, t+m/2) matches folded-diagonal packing, so each
t is produced by one complex multiply between a Q shift and
a complexified pair of K shifts.

For each ciphertext block ℓ, we precompute a Q bank over
the offsets

TQ = {0,−1, . . . ,−(β − 1)},

where the negative shift aligns the Q row index with the K
diagonal offset s(t) in the inner product. We also precompute
two K banks over the offsets

TK = {jβ | j = 0, . . . , g/2− 1},
TK,half = {m/2 + jβ | j = 0, . . . , g/2− 1}.

This yields

{⟨q(ℓ)
s ⟩}s := BankΨ

(
⟨q(ℓ)⟩, TQ

)
,

{⟨k(ℓ)
τ ⟩}τ := BankΨ

(
⟨k(ℓ)⟩, TK ∪ TK,half

)
,

Using these banks, we form one folded-diagonal pair per t,

⟨ut⟩ =
∑
ℓ

(
⟨q(ℓ)
−s(t)⟩ ⊙

(
⟨k(ℓ)

j(t)β⟩+ i ⟨k(ℓ)
m/2+j(t)β⟩

))
.

Finally, we aggregate the C active segments into the first
H head segments and align the intra-segment offset. Let
{mc}C−1c=0 be disjoint binary segment masks, where mc keeps
exactly the c-th active segment. This produces ⟨St⟩ in folded-
diagonal packing,

⟨St⟩ = Ψs(t)

(
C−1∑
c=0

Φ(c mod H)−c(⟨ut⟩ ⊙mc

))
.

When C ̸≡ 0 (mod H), different ciphertext blocks start
at different head-phase offsets, requiring a block-dependent
phase correction before combining. Mask construction and the
full phase-correction procedure are given in Appendix A-C.
The equations above describe the core accumulation without
this correction for clarity.
Value Kernel. Let Hblk be the number of heads packed in one
value ciphertext block and let BV = ⌈H/Hblk⌉. The CKKS
inputs are the folded-diagonal softmax ciphertext list

⟨Pfd⟩ = {⟨p(ℓ)
fd ⟩}

BV −1
ℓ=0

and the value ciphertext list

⟨V ⟩ = {⟨v(ℓ)⟩}BV −1
ℓ=0 .

Each value ciphertext ⟨v(ℓ)⟩ uses head-major packing: seg-
ment k(h̃, u) = h̃ dh + u stores V (ℓ,h̃)[:, u] ∈ Rm for
h̃ ∈ {0, . . . , Hblk − 1} and u ∈ {0, . . . , dh − 1}. Thus, the
dh channels of each local head are contiguous, and different
heads occupy disjoint blocks of dh segments. The output is
the head-major ciphertext list

⟨Ohm⟩ = {⟨o(ℓ)
hm⟩}

BV −1
ℓ=0

which encodes O = PV ∈ Rm×d. The subsequent output pro-
jection absorbs the head-major-to-segment-column conversion
by pre-permuting its plaintext weight columns, as detailed in
Appendix A-B, so no explicit FHE remap is needed.

For each block ℓ, we reuse two banks. First, we complexify
the value block and build a Ψ bank over token offsets:

⟨u(ℓ)⟩ = ⟨v(ℓ)⟩ − iΨm/2
(
⟨v(ℓ)⟩

)
,

{⟨u(ℓ)
t ⟩}

m/2−1
t=0 = BankΨ

(
⟨u(ℓ)⟩, {0, . . . ,m/2− 1}

)
.
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Second, let nu be the binary segment mask that keeps exactly
channel offset u across the Hblk local heads in one block
(Appendix A-C). For each t ∈ {0, . . . ,m/2 − 1}, we align
and broadcast the folded-diagonal weights by

⟨b(ℓ)
t ⟩ =

dh−1∑
u=0

(
Φt−u(⟨p(ℓ)

fd ⟩
)
⊙ nu

)
.

The block output is then

⟨o(ℓ)
hm⟩ =

m/2−1∑
t=0

(
⟨u(ℓ)

t ⟩ ⊙ ⟨b
(ℓ)
t ⟩
)
, ℓ = 0, . . . , BV − 1.

Each ⟨o(ℓ)
hm⟩ remains in head-major layout, and the output

projection consumes this list directly via plaintext weight pre-
permutation.
Putting It Together. The score kernel consumes the segment-
column packed Q and K from the projection kernel (SCP
Rule 1) and exports the scores into Kmin(S) = ⌈Hm2/(2n)⌉
ciphertexts in minimal folded-diagonal packing at the FHE–
MPC boundary (Rule 3). The internal per-t representation
{⟨St⟩} is repacked into a sequential minimal stream before
conversion. See Appendix A-C. The MPC softmax block
receives this stream, converts it to additive shares via the
CKKS-to-MPC protocol, evaluates ΠMBMax securely, and
converts the result back to CKKS in minimal folded-diagonal
packing (Kmin(P ) = ⌈Hm2/(2n)⌉ ciphertexts, Rule 2).
The value kernel then combines the folded-diagonal softmax
list ⟨Pfd⟩ with the head-major value list {⟨v(ℓ)⟩}ℓ without
FHE-side repacking, and outputs ⟨Ohm⟩, which the output
projection consumes directly through pre-permuted weight
columns (Rule 1). This keeps the MPC–FHE boundary at
minimal ciphertext count while moving the broadcast into the
FHE kernel where it composes cleanly with the value layout.
Figure 5 illustrates both attention kernels on a toy instance.
The top row shows the score kernel producing folded-diagonal
score ciphertexts {⟨St⟩} that are exported to MPC for softmax,
and the bottom row shows the value kernel consuming the
folded-diagonal softmax ciphertext list ⟨Pfd⟩ together with the
head-major value ciphertext list {⟨v(ℓ)⟩}ℓ to output the head-
major ciphertext list ⟨Ohm⟩ encoding O = PV .

Table IV reports a matched BERT-base comparison of atten-
tion key-switching costs. For each prior system, we instantiate
the published attention algorithm under the same tensor shapes
(m = 128, d = 768, H = 12, n = 16384) and count rotations
and ciphertext multiplications. The EncFormer counts are
measured from our implementation. The latency columns ap-
ply measured PhantomFHE A100 primitive latencies to these
matched operation counts, giving measured-backend costs for
the common BERT-base workload. Appendix A-C provides
the asymptotic derivations.

IV. COMMUNICATION-EFFICIENT MPC BLOCKS

A. MPC Fixed-point Primitives
§II-A defines the fixed-point representation, additive-share

notation, truncating multiplication, comparison, multiplexing,
row-sum, and broadcast primitives used below. This section fo-
cuses on how those primitives are composed into Transformer
nonlinearities.

TABLE IV
KEY-SWITCHING COUNTS AND MEASURED-BACKEND LATENCY FOR

BERT-BASE ATTENTION

Q(h)(K(h))T P (h)V (h)

#rot #mul latency (s) #rot #mul latency (s)

BOLT [8] 13824 1536 36.1 21420 768 51.7
Powerformer [12] 4392 768 12.2 4882 1536 15.4
BLB [10] 512 768 3.2 824 1536 6.0
EncFormer 630 448 2.6 1524 384 4.6

Algorithm 1 Secure ΠMBMax([[X]])

Require: P0, P1 hold [[X]]2ℓ for X ∈ Zm×m
2ℓ

at scale 2F ,
public scalars c and Rd

Ensure: P0, P1 obtain [[Y]]2ℓ where Y = (X+ c)5/Rd

applied elementwise
1: [[X̄]]2ℓ ← [[X]]2ℓ + c
2: [[X̄2]]2ℓ ← Π×

(
[[X̄]]2ℓ , [[X̄]]2ℓ

)
3: [[X̄4]]2ℓ ← Π×

(
[[X̄2]]2ℓ , [[X̄

2]]2ℓ
)

4: [[X̄5]]2ℓ ← Π×
(
[[X̄4]]2ℓ , [[X̄]]2ℓ

)
5: [[Y]]2ℓ ← (1/Rd) · [[X̄5]]2ℓ
6: Output [[Y]]2ℓ

B. Protocols for Non-linear Layers

For Softmax and LayerNorm, EncFormer realizes the batch
nonlinearities as MPC protocols over additive shares. For
GELU, the MPC nonlinear block is BOLT’s additive-share
piecewise GELU protocol [8]. Expressed as short chains of
MPC primitives, these nonlinear blocks use 7 interactive MPC
rounds per Transformer layer, with 3 rounds for ΠMBMax, 4
rounds for ΠGELU, and 0 rounds for ΠMBLN because ΠMBLN

reduces to local operations on additive shares. Appendix E
compares these counts against prior systems.
MPC ΠMBMax Protocol. We replace Softmax with the Batch
Power-Max approximation from Powerformer using a power
map and a fixed public normalizer. A single public constant Rd

is distilled offline and reused during inference together with
the public shift c and exponent p = 5. The approximation is

Y =
(X+ c)p

Rd
, p = 5, (1)

applied elementwise. Algorithm 1 realizes ΠMBMax using a
short multiplication chain and a final multiplication by the
public fixed-point constant 1/Rd.
MPC ΠMBLN Protocol. We adopt the Batch LayerNorm
approximation from Powerformer, which replaces variance-
dependent normalization with a fixed public scale. For a row
x ∈ Rd,

y = γ ⊙ x− µ
l ·Rd

+ β, µ = RowMean(x). (2)

We fold the constant scale into γ̃ = γ/(l ·Rd) so that ΠMBLN

reduces to computing the row mean, centering the row, and
applying a public elementwise affine map.
MPC ΠGELU Protocol. We evaluate GELU using the
piecewise approximation and secure selection protocol from
BOLT [8], following the standard hybrid split used by
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Fig. 5. Toy example of the attention kernels with H = 4, m = 2, dh = 1, and n = 4 slots. Each ciphertext contains Nseg = 2 segments. The top half
shows the score kernel from segment-packed Q and K to folded-diagonal S, followed by MPC softmax that returns encrypted folded-diagonal P in minimal
packing. The bottom half shows the value kernel from folded-diagonal P and head-major V to the head-major output O = PV . (1) and (4) show the matrix
view. (2), (3), and (5) illustrate the procedure at the slot level.

Algorithm 2 Secure ΠMBLN([[X]])

Require: P0, P1 hold [[X]]2ℓ for X ∈ ZT×d
2ℓ

at scale 2F ,
public γ̃, β ∈ Zd

2ℓ with γ̃ = γ/(l ·Rd)
Ensure: P0, P1 obtain [[Y]]2ℓ where each row satisfies

y = γ̃ ⊙ (x− µ) + β
1: [[s]]2ℓ ← Πrowsum([[X]]) ∈ ZT×1

2ℓ

2: [[µ]]2ℓ ← (1/d) · [[s]]2ℓ ∈ ZT×1
2ℓ

3: [[Z]]2ℓ ← [[X]]2ℓ −Πbcast([[µ]]2ℓ , d) ∈ ZT×d
2ℓ

4: [[Y]]2ℓ ← γ̃ ⊙ [[Z]]2ℓ + β
5: Output [[Y]]2ℓ

BLB [10]. We denote the resulting MPC block by ΠGELU.
Concretely, CKKS forms the two candidate ciphertexts F0(x)
and F1(x), and MPC selects among {0, F0(x), F1(x),x} us-
ing Πcmp and Πmux. The expanded GELU boundary converts
both F0(x) and F1(x) and therefore increases the inbound
conversion count for the GELU block. The boundary decision
rule is specified in §V-A, and Appendix B gives the full
protocol details.

V. BOUNDARY CO-DESIGN AND SECURE CONVERSION

In EncFormer, boundary design is part of the system archi-
tecture rather than a post-processing detail. We therefore pair
a cost model for boundary placement with a secure complex
CKKS–MPC conversion protocol that reduces payload while
preserving compatibility with real-valued MPC blocks.
Positioning Relative to BLB. BLB’s released implementation
applies complex packing at FHE–MPC boundaries [10] with-
out formalizing the protocol or linking it to modulus trimming.
§V-B formalizes the CC-everywhere convention as the baseline
for the cost-model rule in §V-A. The contribution targets
boundary payload and interaction rather than introducing a
new nonlinear subprotocol.

A. Cost Model for Boundary Design

Conversion overhead grows with the number of CKKS–
MPC conversion pairs and with the total ciphertext payload
converted at the FHE–MPC boundaries. Both factors depend

on the boundary packing and on CKKS parameters that
determine the ciphertext size.

Fix a hybrid inference decomposition with R MPC blocks
indexed by r = 1, . . . , R. Block r consumes a complex-valued
boundary tensor x→r and produces a complex-valued boundary
tensor x←r . A hybrid design chooses a packing for every x→r
and x←r and specifies where conversions occur.
Baseline Conversions and Decision Rule We define the
minimal-conversion baseline design B by two properties. First,
B performs exactly one entry conversion CKKS→MPC and
one exit conversion MPC→CKKS for each MPC block, and
performs no other conversions. Therefore, B uses exactly R
conversion pairs, which is the minimum possible for a fixed set
of R MPC blocks. Second, B uses minimal packing, defined
in §III-A, at every boundary tensor so that each x→r and
x←r is represented using exactly Kmin(x) ciphertexts. In a
standard Transformer encoder layer, the nonlinearities consist
of the attention softmax, two layer normalizations, and the
feed-forward GELU activation (Figure 1). Accordingly, we
decompose each layer into R = 4 MPC blocks (Softmax, LN1,
GELU, LN2), so the baseline uses exactly four FHE↔MPC
conversion pairs per layer.

However, deviating from B can still be beneficial be-
cause expanded packings or additional conversions can reduce
CKKS-side or MPC-side work by enabling layouts and kernels
with fewer key-switched operations. These choices increase
conversion overhead by increasing either the number of con-
version pairs or the number of ciphertexts converted. Prior
works do not provide an analytic criterion for when a non-
minimal conversion strategy is worthwhile. We model this
trade-off explicitly and use it to decide when moving away
from B is worthwhile. Figure 6 summarizes the design space.

We write end-to-end latency as

Ttotal = Tconv + Tckks + Tmpc. (3)

We treat Tconv as the aggregate boundary-conversion latency
induced by the chosen conversion placement and boundary
packing. Thus Tconv(D) captures both the number of con-
version pairs in design D and the total ciphertext payload
converted at the boundaries.
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Fig. 6. Architecture comparison for hybrid inference. (1) Prior layerwise
hybrid pipeline with expanded packing. (2) Component view of a plaintext–
ciphertext projection kernel. (3) Minimal baseline using minimal packing at
conversions. (4) EncFormer pre-evaluates GELU polynomials in CKKS with
expanded boundary packing for lower MPC cost.

Let B denote the minimal-conversion baseline and D a
candidate design. Define

∆Tconv = Tconv(D)− Tconv(B),

∆Tcomp =
(
Tckks(D) + Tmpc(D)

)
−
(
Tckks(B) + Tmpc(B)

)
.

We prefer D if

∆Tconv + ∆Tcomp < 0. (4)

This condition states that any increase in conversion overhead
under D is acceptable only when it is more than offset by a
reduction in CKKS-side and MPC-side latency, resulting in a
net decrease in end-to-end latency.
Parameterization We parameterize ∆Tconv and ∆Tcomp in
terms of CKKS parameters, network profile, the total CKKS
compute time difference ∆Tckks = Tckks(B) − Tckks(D),
and MPC round savings. Let Kextra denote the additional
ciphertexts converted beyond the baseline, Rextra the additional
conversion round-trips, ct bytes(N,L) = 2NL · 8 the serial-
ized ciphertext size for ring degree N with L RNS limbs, and
BW, RTT the network bandwidth and round-trip time. Then

∆Tconv =
Kextra · ct bytes(N,L)

BW
+Rextra · RTT, (5)

∆Tcomp ≈ −
(
∆Tckks +Rsaved · (RTT + Cround/BW)

)
, (6)

where ∆Tckks is the total CKKS compute time saved by D
relative to B (positive when D reduces FHE work), Rsaved is
the number of MPC rounds saved, and Cround is the MPC com-
munication per round in bytes. The per-round communication
depends on the MPC backend: for Beaver-triple multiplication
on E elements with ring bit-width ℓ, Cround = E · 4⌈ℓ/8⌉.

Eqs. (5)–(6) can be used to estimate the sign of ∆Tconv +
∆Tcomp and guide boundary placement. We treat them as a
screening tool rather than a precise predictor, since ∆Tckks
and Cround are measured under specific deployment conditions.
Appendices D and H provide further discussion and validation
details.

The rule’s outcome at the GELU boundary depends on the
CKKS backend through ∆Tckks. We therefore report both

Algorithm 3 Complex CKKS-to-MPC Conversion ΠC
C2M

Require: P1 holds ⟨m⟩ ∈ A2
N,Qconv

at scale ∆

Ensure: ∀b ∈ {0, 1}, Pb outputs [[x]]b2ℓ and [[y]]b2ℓ
1: P1 sample r̂← RQconv

uniformly, send
⟨d⟩ ← ⟨m⟩+ r̂ to P0, and set
[[t̂]]Qconv

1 ← −r̂
2: P0 decrypt to get

[[t̂]]Qconv

0 ← Dec(⟨d⟩)
3: P0, P1 invoke

[[t̂]]2
ℓ ← ΠField2Ring

(
[[t̂]]Qconv

)
4: ∀b ∈ {0, 1} Pb decode

zb ← Decode([[t̂]]2
ℓ

b ) and output
[[x]]b2ℓ ← ℜ(zb) and [[y]]b2ℓ ← ℑ(zb)

boundary configurations explicitly: the PhantomFHE main
pipeline uses the expanded-GELU boundary configuration
for the corresponding evaluation rows, while the matched
LiberateFHE pipeline uses the minimal-GELU boundary con-
figuration. The corresponding ciphertext-count comparison is
reported in Table V and discussed with the end-to-end results
in §VII-B.

B. Complex Conversion Protocol

Formalization. Prior hybrid implementations use complex
packing at CKKS–MPC boundaries [10]. We make this
boundary representation explicit as a protocol interface for
EncFormer. Algorithms 3 and 4 specify the two conversion
directions. Theorem 1 and Appendix L give the semi-honest
security argument. Equation (5) quantifies the communication
cost. The same protocol applies to complex-packed kernels
in §III-C and real-only kernels in §III-B by pairing two real
boundary tensors into one complex ciphertext.

At an FHE–MPC boundary, we convert between a CKKS
ciphertext ⟨m⟩ at scale ∆ and MPC additive shares over Z2ℓ .
Using the fixed-point convention from §II-A, decryption and
decoding yield a slot vector x + iy ∈ Cn where x,y ∈ Zn

fit in the signed range of Z2ℓ . Following BLB [10], we
sample randomness directly in the polynomial ring modulo
the coefficient modulus and then apply the CKKS encoding
map, rather than sampling real numbers and encoding them.
We write A2

N,q for the CKKS ciphertext space with ring degree
N and modulus q and we set q = Qconv at the boundary.
Complex CKKS-to-MPC Conversion Let Qconv be the
ciphertext modulus at the boundary. Given ⟨m⟩ from P1 that
encrypts an encoding of x + iy, the conversion outputs ring
shares [[x]]2ℓ and [[y]]2ℓ . P1 masks the boundary plaintext
by sampling a uniform r̂ ← RQconv and sending ⟨m⟩ + r̂
for decryption, so P0 decrypts a uniformly masked plaintext-
ring element. Protocol ΠC

C2M in Algorithm 3 realizes this
conversion.

The two plaintext shares in Steps 1 and 2 reconstruct the
unmasked boundary plaintext modulo Qconv because (p̂+r̂)+
(−r̂) ≡ p̂ where p̂ = Encode(x + iy,∆). By correctness of
ΠField2Ring in Appendix C, Step 3 preserves the same signed
fixed-point plaintext in Z2ℓ except with negligible statistical
error. CKKS decoding is a linear map from the plaintext ring
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Algorithm 4 Complex MPC-to-CKKS Conversion ΠC
M2C

Require: MPC shares [[x]]2ℓ , [[y]]2ℓ and scale ∆ with
boundary modulus Qconv

Ensure: P1 outputs ⟨m⟩ ∈ A2
N,Qconv

at scale ∆
1: ∀b ∈ {0, 1} Pb center lift to

x̃b, ỹb and encode
[[t̂]]2

ℓ

b ← Encode(x̃b + iỹb,∆)
2: P0, P1 invoke

[[t̂]]Qconv ← ΠRing2Field

(
[[t̂]]2

ℓ
)

3: P0 encrypt and send
⟨c⟩ ← Enc([[t̂]]Qconv

0 ) to P1

4: P1 output
⟨m⟩ ← ⟨c⟩+ [[t̂]]Qconv

1

to the slot space, so decoding each additive plaintext share
locally in Step 4 yields additive shares of the decoded vector.
Therefore, the outputs reconstruct x + iy up to the standard
CKKS decoding error. If the per-slot decoding error is below
1/2 in both real and imaginary parts at the boundary scale,
rounding recovers the intended integers in Z2ℓ . We empirically
verify this condition on PhantomFHE with n = 214, scale ∆ =
240, and 40-bit body primes. The maximum per-slot absolute
error after one encrypt–decode round-trip is ∼9× 10−6, well
below 1/2.
Complex MPC-to-CKKS Conversion Given ring shares
[[x]]2ℓ and [[y]]2ℓ , the conversion outputs a CKKS ciphertext
⟨m⟩ at scale ∆ that decrypts and decodes to a value close
to x + iy. We mirror prior real-only conversions by locally
encoding the two share vectors as plaintext ring shares and
then switching these plaintext shares from Z2ℓ to ZQconv

using ΠRing2Field. Protocol ΠC
M2C in Algorithm 4 realizes this

conversion by encrypting one plaintext share and adding the
other plaintext share locally.

By construction, the two encoded plaintext shares in Step 1
add to an encoding of x+iy under the signed fixed-point inter-
pretation in Z2ℓ . By correctness of ΠRing2Field in Appendix C,
Step 2 converts these plaintext shares to RQconv

while preserv-
ing their sum modulo Qconv except with negligible statistical
error. After Step 4, the ciphertext encrypts the sum of the two
plaintext shares, so decryption and decoding recover x+iy up
to the standard CKKS decoding error. If the per-slot decoding
error is below 1/2 in both parts at the boundary scale, a
subsequent CKKS-to-MPC conversion recovers the intended
integers in Z2ℓ under rounding.
Security of Complex Conversion We consider semi-honest
adversaries. In ΠC

C2M, P0 receives a masked ciphertext and
decrypts a plaintext that is uniform in RQconv because r̂
is uniform and unknown to P0, so the decryption result is
statistically independent of the encoded message. In ΠC

M2C,
P1 receives only a CKKS ciphertext encrypting P0’s plaintext
share, which reveals no information by semantic security, and
then adds its own plaintext share locally. By composition, if
ΠField2Ring and ΠRing2Field are secure, then the conversion
protocols leak nothing beyond their prescribed outputs and
public parameters.
Communication Overhead and Compatibility A CKKS

TABLE V
CT COUNTS PER MPC BLOCK. THE ENCFORMER-EXP AND

ENCFORMER-MIN CONFIGURATIONS ARE SPECIFIED IN §VI AND
EVALUATED IN §VII-B.

MPC Blocks

Method Softmax
Within

Softmax LN1 GELU LN2 Totalin out in out in out in out in out –

Minimal 6 6 – – 3 3 12 12 3 3 48
BOLT [8] 12 12 – – 6 6 24 24 6 6 96
BLB [10] 6 6 6 6 3 3 36 12 3 3 84
EncFormer-exp 6 6 – – 3 3 36 12 3 3 72
EncFormer-min 6 6 – – 3 3 12 12 3 3 48

ciphertext has n complex slots, corresponding to 2n real values
across the real and imaginary parts. A real-only conversion
exports a single part and therefore transmits one ciphertext per
real vector per direction. Our complex conversion exports both
parts so one ciphertext carries two independent real vectors,
reducing the number of ciphertexts transmitted per direction
from k to ⌈k/2⌉ for k real vectors. The conversion outputs two
real share vectors, so existing MPC protocols for real-valued
nonlinearities apply by processing the two parts independently.

Table V compares analytically derived ciphertext counts per
MPC block for the theoretical minimal baseline, prior hybrid
systems, and EncFormer under the BERT-base slot budget
n = 16384. Prior papers do not report boundary payload
in bytes, so we compare at the level of ciphertext counts
under a common tensor shape and slot budget. The resulting
reductions and their attribution to SCP and the cost-model rule
are discussed in §VII-B.

Applicability Beyond Complex-Native Kernels. Enc-
Former’s FHE kernels are complex-native and export the real
and imaginary channels of each ciphertext as two independent
real boundary tensors in one transmission. The same CC
protocol can also serve real-only FHE kernels in systems such
as BOLT, BumbleBee, and BLB [8], [10], [16]. Two real
boundary tensors are first packed into the real and imaginary
slots of one ciphertext, converted once, and then separated
back into two real share streams for MPC. This wrapper halves
the boundary payload without changing the upstream FHE
kernels, and §VII-A shows that its overhead is small relative
to the communication savings.

Modulus Trimming Optimization. CKKS-to-MPC conver-
sion payload depends on the serialized ciphertext size, which
scales with the remaining modulus chain. Ciphertexts should
arrive at the boundary at the shortest admissible modulus
level, since no further CKKS multiplications are needed. If
a ciphertext reaches the boundary at a higher level, P1 can
modulus switch it down before running ΠC

C2M to reduce trans-
mitted payload and improve Tconv in Eq. (3). This optimization
applies only to CKKS-to-MPC conversion since MPC-to-
CKKS outputs must retain sufficient modulus for subsequent
CKKS evaluation.

Let Lconv be the target conversion level and set q = QLconv
.

We choose Lconv as the smallest level that keeps conversion
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TABLE VI
CKKS PARAMETERIZATION PER FHE BLOCK. ALL BLOCKS USE

SPARSE-TERNARY SECRETS WITH h=64 AND SCALE 240 .

Parameter Block 1 Block 2 Block 3 Block 4

Kernel group QKV Score GELU FFN
N 32768 32768 32768 65536
Slots 16384 16384 16384 32768
Depth 10 7 6 4
Coeff. moduli 60, 40×10, 60 60, 40×7, 60 60, 40×6, 60 60, 40×4, 60
log2 Q 520 400 360 280
Max MSE 6.90×10−16 2.22×10−16 4.99×10−16 1.59×10−14

λ lower bound ≥ 160.0 ≥ 160.0 ≥ 160.0 ≫ 256

statistically safe:

log2(q) ≥ ℓ+ σ + 1 and q/2 > ∆ ·Bmax.

P1 repeatedly applies ModSwitchToNext (which removes the
last RNS prime without rescaling) until reaching Lconv, then
runs ΠC

C2M unchanged. This reduces only the transmission
size; the MPC ring size and ring-to-field conversion cost are
unaffected.

VI. EXPERIMENTAL SETUP

A. Implementation

System Stack. We implement the main EncFormer pipeline
with PhantomFHE for CKKS and EzPC/SCI [35], [36] for
MPC.2 The supporting matched-backend comparison uses
Liberate.FHE and CrypTen [37]. All FHE kernels run on
NVIDIA A100 GPUs. MPC values use fixed-point encoding
with F = 13 fractional bits over Z2ℓ with ℓ = 43.
CKKS Profile. Table VI lists the deployed native CKKS
profile by the four CKKS blocks used in the paper. The
coefficient-modulus chain is selected per block according to
the required depth rather than kept identical across blocks.
Block 2 uses a 400-bit chain, matching the modulus level
of BLB’s N=32768 profile [10], while the other blocks use
the depth-appropriate chains shown in the table. The two
reported EncFormer boundary configurations follow backend
choice. The main PhantomFHE pipeline uses the expanded-
GELU boundary configuration, while the matched Liber-
ate.FHE comparison uses the minimal-GELU boundary con-
figuration. §VII-B reports the corresponding evaluation rows.

B. Models and Measurement

Models and Dataset. Following [8], [10], [16], we evaluate
GPT2-base, BERT-base, and BERT-large. For accuracy, we
use the GLUE tasks MRPC, RTE, and SST-2 [38]. We start
from public Hugging Face checkpoints [39], fine-tune them
following Powerformer-style training, and distill surrogate
parameters for encrypted inference. Training details are given
in Appendix K.
Network Profiles. Unless otherwise specified, we report four
standard network profiles: LAN at 1 Gbps with 0.3 ms RTT,
WAN1 at 400 Mbps with 4 ms RTT, WAN2 at 100 Mbps with
4 ms RTT, and WAN3 at 100 Mbps with 80 ms RTT.

2Artifact: https://doi.org/10.5281/zenodo.21334274.

TABLE VII
CKKS PRIMITIVE LATENCY (MS) ON A100 GPU (N=65536, DEPTH 16).

Library add pt mul ct mul rot conj

PhantomFHE 0.07 0.36 2.65 2.32 2.33
Liberate.FHE 3.04 13.72 48.66 32.70 22.73

PhantomFHE Liberate.FHE

Multiplicative Depth

L
a
te

n
cy

 (
m

s)

L
a
te

n
cy

 (
m

s)

ct mul

rot

conj

Fig. 7. CKKS primitive latency across multiplicative depths for PhantomFHE
and Liberate.FHE.

Measurement Methodology. FHE kernel and MPC local
computation times are measured on a single A100 GPU and
reported as the mean of three independent trials after one
warm-up iteration. LAN and WAN latencies are computed by
adding measured local compute time to a network overlay de-
rived from measured byte counts and round counts under each
profile, following the same methodology as prior work [8],
[10], [16].
Baseline Sources. Prior-system entries combine peer-reviewed
paper rows with released-artifact checks [8], [10]–[12], [16].
We rerun or inspect released artifacts where available, and
keep the paper-reported row when the released artifact does not
provide a clean matched end-to-end run. When an aggregate
is missing but complete protocol details are available, we
derive it under the same tensor shapes and network profiles.
Appendix O summarizes baseline evidence coverage, while
Appendix P validates the network and byte accounting.

VII. EVALUATION

A. Microbenchmarks

FHE Library Comparison. To contextualize the runtimes
reported in §VII-B, we benchmark the two GPU CKKS
backends used in this paper, PhantomFHE [40] and Lib-
erate.FHE [41], under a common parameter set. Table VII
reports the latency of core CKKS primitives, where Phan-
tomFHE is on average about an order of magnitude faster than
Liberate.FHE, consistent with prior library comparisons [42].
PhantomFHE does not support bootstrapping, while Liber-
ate.FHE does, which is why FHE-only baselines that require
bootstrapping are evaluated under Liberate.FHE in Table XI.
Multiplicative Depth Sensitivity. Figure 7 shows that CKKS
primitive latency increases with multiplicative depth for both
libraries, with higher and more variable latency for Liber-
ate.FHE. This supports our design choice to keep FHE depth
low and refresh via FHE–MPC conversions.
Conversion Protocol Comparison. We benchmark CKKS–
MPC conversion for two real-valued ciphertexts under four
standard network profiles. The real baseline protocol [8], [10],
[43] converts the ciphertexts independently and transmits two

https://doi.org/10.5281/zenodo.21334274
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TABLE VIII
CKKS–MPC CONVERSION LATENCY UNDER STANDARD NETWORK

PROFILES. N=65536, DEPTH 8.

Network LAN WAN1 WAN2 WAN3

Real Time (ms) 169.0 435.4 1693.7 1997.7
Complex Time (ms) 85.4 218.6 847.8 999.8
Complex + Trim Time (ms) 51.9 131.7 508.6 599.6

Speedup 1.98× 1.99× 2.00× 2.00×
+ Trim Speedup 3.26× 3.31× 3.33× 3.33×

ciphertexts per direction. Our complex variant packs the two
vectors into the real and imaginary parts of one ciphertext
and transmits one ciphertext per direction. We report end-to-
end conversion latency, including CKKS-side complexification
and decomplexification overhead, and network delay. The total
payload per conversion pair is 20.97 MB for Real, 10.49 MB
for Complex, and 6.41 MB for Complex plus trimming. Ta-
ble VIII reports latency and speedup across networks.

The nearly 2× reduction confirms that the complex protocol
halves boundary communication, while trimming provides
additional gain when the ciphertext reaches the boundary with
excess modulus.

B. End-to-end Evaluation

Latency and Communication. Our main evaluation uses the
PhantomFHE+EzPC pipeline and reports end-to-end latency
together with inference-time communication. §VII-C com-
pares the hybrid and FHE-only paradigms under a matched
backend. Following prior work [8], [10], [16], the latency
columns report online inference or protocol-execution time,
and Comm includes inference-time FHE–MPC conversion.
Appendix O summarizes evidence coverage for all baseline
row families, and Appendix P validates the network overlay
and byte accounting. We retain the published headline values
as optimized baseline results, which credits each baseline with
its strongest reported setting. For EncFormer, the online row
includes bridge conversion and nonlinear MPC traffic. Setup
and offline weight preparation are reported separately. The
shaded SIGMA/SHAFT [9], [44] rows provide cross-family
FSS context, with key-transfer accounting in Appendix I.

EncFormer achieves the lowest latency and inference-time
communication among hybrid FHE–MPC baselines across all
three models. Averaging ratios over the 12 latency cells and
three Comm cells in Table IX, EncFormer is 1.3× faster
than BLB while sending 1.4× less traffic. The corresponding
latency and communication gains are 2.1× and 2.6× over
BumbleBee, and 9.9× and 30.4× over BOLT.

Plaintext BERT-base, BERT-large, and GPT2-base inference
on one A100 takes 4.5 ms, 9.1 ms, and 4.2 ms, respectively, so
Table IX should be read as secure-inference overhead relative
to plaintext execution.
Pipeline Accuracy. Table X compares encrypted inference
against a public BERT baseline using standard BERT with
exact softmax, LayerNorm, and GELU, and against the task-
fine-tuned plaintext BERT-base teacher with standard nonlin-
earities. Across SST-2 and both MRPC metrics, EncFormer

TABLE IX
END-TO-END LATENCY AND COMMUNICATION.

Model Framework LAN WAN1 WAN2 WAN3 Comm (GB)

GPT2-base
m = 64

SIGMA incl. keys 7.7 11.1 25.1 38.5 28.7
SHAFT 1.6 4.0 15.5 17.4 5.76
BOLT 7.6 12.4 31.8 51.6 34.8
BumbleBee 2.9 3.5 4.9 12.0 2.5
BLB 2.0 2.5 3.9 8.1 1.5
EncFormer 1.6 2.0 3.1 5.9 1.0

BERT-base
m = 128

SIGMA incl. keys 7.8 12.3 30.4 48.6 34.4
SHAFT 2.9 7.1 28.1 29.9 10.46
BOLT 15.5 18.5 77.9 122.7 63.6
BumbleBee 4.3 6.2 11.6 21.3 5.8
BLB 2.5 3.8 6.6 13.2 3.0
EncFormer 2.1 2.9 4.5 8.8 2.2

BERT-large
m = 128

SIGMA incl. keys 20.5 36.3 102.5 155.5 92.8
SHAFT 7.7 19.3 76.2 79.9 28.46
BOLT 43.8 49.3 208.2 260.6 158.9
BumbleBee 9.7 15.6 30.8 49.2 15.2
BLB 6.6 9.8 16.2 24.9 7.8
EncFormer 5.3 7.4 12.7 20.3 5.8

TABLE X
ACCURACY (AND F1 FOR MRPC) ON SELECTED GLUE TASKS.

Task #Val
Public BERT

baseline
KD

teacher EncFormer
∆ w.r.t.

public BERT
∆ w.r.t.

KD teacher

SST-2 872 92.43% 92.13% 91.78% −0.65% −0.35%
MRPC (acc) 408 87.75% 87.01% 86.76% −0.99% −0.25%
MRPC (F1) 408 91.17% 90.82% 90.34% −0.83% −0.48%
RTE 277 72.56% 69.43% 70.03% −2.53% +0.60%

is within 1.0 percentage point of the public exact-operator
baseline and within 0.5 point of the task-specific plaintext
teacher. RTE shows a larger 2.53-point drop from the public
baseline but is 0.60 point above the teacher. These results
show that EncFormer maintains plaintext-level accuracy on the
evaluated GLUE tasks while replacing standard nonlinearities
with secure-friendly operators.

C. Hybrid and FHE-Only Paradigm Comparison

A natural question is whether the hybrid FHE–MPC ap-
proach is worthwhile compared to FHE-only pipelines that
avoid interaction entirely. For a fair comparison with Power-
former [12], whose softmax and LayerNorm approximation
functions we adopt, we implement EncFormer with Liber-
ate.FHE and CrypTen so that the comparison uses the same
FHE backend and nonlinear approximations as the FHE-only
baselines THOR and Powerformer.

Table XI shows the layer-wise breakdown. FHE-only sys-
tems offer a non-interactive solution with no communica-
tion during inference. However, if the deployment permits
lightweight client–server interaction, the hybrid approach is
substantially more efficient. Under LAN, eliminating boot-
strapping yields a 3.5× speedup over THOR and 1.9× over
Powerformer. The advantage narrows under WAN as MPC
round-trip costs grow, so practitioners should choose based on
their network conditions.

Even comparing only FHE linear components, EncFormer
is faster. For BERT-base, the FHE linear time per layer is
172.3 s for EncFormer, compared with 229.4 s for THOR and
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TABLE XI
LAYER-WISE LATENCY IN SECONDS ON BERT-BASE USING THE

LIBERATE.FHE BACKEND WITH CRYPTEN.

Operation THOR
Power
former

Ours
(LAN)

Ours
(WAN1)

Ours
(WAN2)

Ours
(WAN3)

Attention layer 49.77 57.65 40.54 40.54 40.54 40.54
Attention score 32.53 28.76 31.10 31.10 31.10 31.10
Softmax 15.53 0.75 1.88 2.89 4.43 8.52
Multi-head attention 48.06 41.49 38.16 38.16 38.16 38.16
LayerNorm1 7.13 0.37 0.98 1.23 1.50 3.45
FC1 49.80 59.21 32.50 32.50 32.50 32.50
GELU 29.42 8.31 3.38 6.24 14.64 29.98
FC2 49.19 43.77 30.27 30.27 30.27 30.27
LayerNorm2 4.10 0.30 0.92 1.22 1.57 3.70
Bootstrappings 337.86 103.72 0 0 0 0

Total 623.39 344.33 179.73 184.15 194.71 218.22

230.9 s for Powerformer, thanks to SCP eliminating repacking
and shallower depth reducing per-operation cost, as shown in
Figure 7.

D. Ablation Studies

GELU Conversion Cost Analysis. We study the inbound
CKKS–MPC boundary of the GELU block and compare two
pipeline variants that differ only in where the GELU poly-
nomials are evaluated. In the minimal baseline, the pipeline
converts only the GELU input tensor x into MPC using
minimal packing, evaluates the polynomial candidates in MPC,
and then applies cmp and mux. In EncFormer’s CKKS pre-
evaluation variant, we evaluate the polynomial candidates,
F0(x) and F1(x), in CKKS and convert x together with the
candidates into MPC, so that MPC performs only cmp and
mux. Appendix B details the two GELU protocol variants
used by EncFormer.

Figure 8 reports the end-to-end latency difference between
CKKS pre-evaluation and the baseline for BERT-base and
BERT-large, decomposed into the added conversion overhead
and the computation change under our cost model. With
PhantomFHE, the MPC cost reduction dominates on WAN1–
WAN3, making CKKS pre-evaluation preferable under the
decision rule in Eq. (4). Because the net change on LAN is
small, we use expanded packing in the main implementation
pipeline. With the alternative Liberate.FHE implementation,
however, CKKS pre-evaluation incurs substantially higher
CKKS-side cost, so the net improvement is no longer robust
across network profiles. Since the deployment network may be
unknown a priori, we therefore adopt the GELU split without
CKKS pre-evaluation for the results in Table XI.
Contribution of Each Optimization. Table XII compares
EncFormer against BLB and two internal variants. In w/o
CC, we disable complex conversion and remove GELU pre-
evaluation. In w/o SCP, we keep the same kernels but force
additional repacking between FHE stages. The comparison
shows that EncFormer’s gains come from lower inference-time
traffic, fewer interactive rounds, and the elimination of cross-
stage FHE remaps.

Without SCP, the ablation inserts layout-normalization
remaps at all packing-sensitive stage boundaries. Each charged
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Fig. 8. GELU latency deltas between EncFormer and the minimal baseline,
decomposed into computation savings and conversion overhead.

TABLE XII
ABLATION OF ENCFORMER COMPONENTS AGAINST BLB.

Model Framework LAN WAN1 WAN2 WAN3 Comm (GB)

GPT2-base
m = 64

BLB 2.0 2.5 3.9 8.1 1.5
w/o CC 1.8 2.3 3.6 7.4 1.3
w/o SCP 1.8 2.2 3.4 6.2 1.0
EncFormer 1.6 2.0 3.1 5.9 1.0

BERT-base
m = 128

BLB 2.5 3.8 6.6 13.2 3.0
w/o CC 2.3 3.5 6.0 11.4 2.7
w/o SCP 2.3 3.1 4.9 9.2 2.2
EncFormer 2.1 2.9 4.5 8.8 2.2

BERT-large
m = 128

BLB 6.6 9.8 16.2 24.9 7.8
w/o CC 6.3 9.2 15.4 23.6 7.3
w/o SCP 6.1 8.2 13.6 21.4 5.8
EncFormer 5.3 7.4 12.7 20.3 5.8

ciphertext block is remapped via the Halevi–Shoup slot-
permutation decomposition [23], requiring log2m rotations
per block. Appendix G and Table II give the per-edge break-
down. For BERT-base with m=128, the six charged rows
cover 60 ciphertext blocks and add 420 rotations per layer, or
about 11.7 s over 12 layers using the measured PhantomFHE
rotation latency. The observed w/o SCP gap is about 12–
24 s because the realized remap also includes masking mul-
tiplications and recombination additions. The nearly constant
slowdown across network profiles confirms that SCP primarily
reduces FHE compute rather than communication.
Knowledge Distillation and Alternative. EncFormer prepares
the secure-inference-compatible student through offline KD
after standard fine-tuning. Appendix K reports a main-table-
anchored KD-on/KD-off ablation, where KD-off means su-
pervised fine-tuning of the same surrogate-operator student
without teacher logits or intermediate matching. The KD-on
anchor is the deployed EncFormer accuracy in Table X; the
KD-off values subtract the measured paired KD-on/KD-off
deltas from that anchor. Removing KD makes the calibrated
student less stable on SST-2 and MRPC and has a smaller
effect on RTE. This indicates that KD mainly stabilizes adap-
tation to surrogate Softmax, LayerNorm, and GELU operators
with frozen calibration. Thus, the accuracy gap in Table X
reflects model adaptation to secure-friendly operators rather
than online encrypted execution alone. KD is excluded from
the online latency and communication in Table IX because
it is completed before deployment as part of the server-side
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model-preparation cost.

VIII. RELATED WORK

We group prior secure machine learning inference systems
into three categories: FHE-only, MPC-only, and hybrid FHE–
MPC pipelines.

A. FHE-only Secure Inference

CryptoNets pioneered end-to-end leveled-FHE inference by
replacing nonlinearities with low-degree polynomials [45].
CHET [46] automates layout selection for CNN inference
under FHE. For Transformers, THE-X systematizes polyno-
mial approximations for softmax, layer normalization, and
GELU to enable non-interactive BERT inference [13]. Cipher-
Former [47] extends this to GPT-2 with CKKS packing opti-
mizations. NEXUS [32], THOR [11], and Powerformer [12]
further reduce overhead via CKKS-friendly packing, com-
pression, and rotation-efficient attention schedules. A recent
survey [48] provides a comprehensive overview of private
Transformer inference techniques.

FHE-only inference is non-interactive, but it is constrained
by expensive ciphertext key-switching operations such as rota-
tions and relinearization. It also often requires high multiplica-
tive depth with long modulus chains or heavy bootstrapping.

B. MPC-only Secure Inference

MPC-only systems evaluate the full model on secret shares,
using arithmetic protocols for linear layers and specialized
sub-protocols for nonlinear operations. SecureML [49], Min-
iONN [50], ABY [51], and CryptFlow [52] established prac-
tical CNN inference with fixed-point arithmetic and mixed-
protocol execution. Falcon [53] and XONN [54] explore three-
party and binary-circuit alternatives.

For Transformers and LLMs, MPCFormer [55] and follow-
on two-party systems co-design efficient protocols for atten-
tion, including softmax, GELU, and layer normalization, to
scale to large hidden sizes and vocabularies [9], [14], [44],
[56]–[59]. MPC-only inference requires frequent interaction,
so latency and bandwidth can become the bottleneck for deep
models and wide activations.

C. Hybrid FHE–MPC Secure Inference

Hybrid systems typically execute wide linear algebra under
FHE and delegate nonlinearities and selected reductions to
MPC. Gazelle [29] introduced this split for CNNs, while Del-
phi [60] and Cheetah [28] improved latency through automated
partitioning and optimized FHE and MPC building blocks. For
Transformers, Iron [15] applies the split to BERT, BOLT [8]
improves packing and conversion to avoid bootstrapping while
preserving high-accuracy nonlinearities, BumbleBee [16] fur-
ther optimizes hybrid execution with communication-efficient
protocols and GPU-accelerated kernels, and BLB [10] reduces
boundary overhead via finer-grained operator fusion and fewer
FHE–MPC conversions. Hybrid pipelines balance ciphertext
computation with interactive protocols, but they can inherit
the overhead of both and are often dominated by additional
FHE–MPC conversion costs at the boundaries.

D. Comparative Discussion

Powerformer and THOR are FHE-only systems, so their
nonlinear layers remain part of the CKKS-depth budget. BOLT
and BumbleBee are strong hybrid baselines, but use fixed
real-valued FHE–MPC boundary layouts around nonlinear
blocks and do not use complex-native HE kernels. BLB is the
closest prior system and already uses CKKS–MPC conversion,
fine-grained fusion, boundary-level complex packing in its
implementation, and per-block CKKS parameters.

The remaining gap lies in boundary co-design. Prior hybrid
pipelines do not provide SCP-style cross-stage layout rules,
do not analyze boundary representation as a selectable cost
variable, and do not use complex packing as a native HE-
kernel design primitive. EncFormer addresses these gaps with
SCP layouts, a formal complex C2M/M2C interface with
modulus trimming, and a cost rule for selecting boundary
representations under measured CKKS and MPC costs. Our
GELU boundary variants instantiate this rule in the evaluation.
Appendix N gives the row-by-row audit.

IX. CONCLUSION

We presented EncFormer, a two-party hybrid FHE–MPC
framework for private Transformer inference that frames pack-
ing, conversion, and nonlinear execution as a single co-design
problem. EncFormer uses Stage-Compatible Patterns to keep
adjacent FHE kernels layout-compatible, a secure complex
CKKS–MPC conversion to reduce boundary payload, and a
calibrated PhantomFHE decision rule to choose beneficial
expanded boundaries. This design reduces inference-time com-
munication and end-to-end latency across GPT2-base, BERT-
base, and BERT-large relative to prior hybrid systems, with
average communication/latency gains of 30.4×/9.9× against
BOLT, 2.6×/2.1× against BumbleBee, and 1.4×/1.3× against
BLB, while also outperforming FHE-only pipelines on BERT-
base under a matched backend. On BERT-base, encrypted
inference maintains near-plaintext accuracy on selected GLUE
tasks. The broader lesson is that hybrid private inference
should be designed around stage compatibility and boundary
economics, not primitive choice alone.
Limitations. The scope of EncFormer is semi-honest two-
party secure inference for Transformer blocks. The proof
does not cover malicious adversaries, side channels, or traffic-
oblivious scheduling. Like prior systems using surrogate non-
linearities [12], it still requires task-specific distillation. Se-
lected GLUE results do not imply exact-model parity, task-
universal accuracy, or full autoregressive long-context cover-
age. The boundary rule is calibrated to measured costs on
the reported A100 backends and network profiles, so new
hardware, sequence lengths, batch sizes, or bootstrapping
libraries require re-measurement.
Future Work. This work points to several open directions, in-
cluding cost-model-guided compilers that derive SCP layouts
and boundary representations with less hand-crafted placement
for new models, stronger adversarial settings such as malicious
security and active-secure complex conversion, and shared
benchmarks for comparing hybrid and FHE-only Transformer
systems under common deployment assumptions.
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