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A Dynamic Matching Algorithm for Audio
Timestamp Identification Using the ENF Criterion
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Abstract—The electric network frequency (ENF) criterion is a
recently developed technique for audio timestamp identification
which involves the matching between extracted ENF signal and
reference data. For nearly a decade, conventional matching
criterion is based on the minimum mean squared error (MMSE)
or maximum correlation coefficient. However, the corresponding
performance is highly limited by low signal-to-noise ratio(SNR),
short recording durations, and frequency resolution problems,
etc. This paper presents a threshold based dynamic matching
algorithm (DMA) which is capable of auto-correcting the noise
affected frequency estimates. The threshold is chosen according
to the frequency resolution determined by the short-time Fourier
transform (STFT) window size. A penalty coefficient is introduced
to monitor the auto-correction process and finally determine the
estimated timestamp. It is then shown that the DMA generalizes
the conventional MMSE method. By considering the mainlobe
width in the STFT caused by limited frequency resolution, the
DMA achieves improved identification accuracy and robustness
against higher levels of noise and the offset problem. Synthetic
performance analysis and practical experimental results are
provided to illustrate the advantages of the DMA.

Index Terms—Electric network frequency (ENF), audio foren-
sics, audio authentication, timestamp identification.

I. I NTRODUCTION

NOWADAYS, digital recordings stored in digital storage
devices can be easily modified using many available soft-

wares on any personal computer. Due to this, audio forensic
applications call for effective tools to examine the authenticity
of digital audio recordings [1]. The electric network frequency
(ENF), first proposed by the author in [2], has become an
emerging criterion to authenticate audio recordings. The ENF
is the supply transmission frequency in a power grid, which
is centered at either50 or 60 Hz. It has been verified that
ENF can be captured by digital recorders directly connected
to power supply or battery powered devices in the proximity
of the power supply [3].

Digital audio authentication, especially the timestamp iden-
tification, can be realized based on three important properties
of the ENF [3]. i) The ENF signal fluctuates by small amount
near its nominal frequency due to the varying loads on the
power grid. This indicates that the ENF is not a constant, and
it has a pattern. ii) The fluctuation is random such that the ENF
values within different time intervals are usually unique.This
means that the ENF pattern is unique. iii) The ENF signals
within the same power grid are consistent. Hence the ENF
patterns obtained from different locations are comparable.
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Given the above properties, an audio timestamp identification
system can be realized. The reference database can be es-
tablished by directly recording and storing ENF signals from
power supply using an electric transformer [3]. The authorsin
[4] provided an example of hardware prototype. For a given
audio recording, signal processing techniques can be applied
to extract the embedded ENF signal which is then compared to
the reference database. The matched segment in the database
indicates the true timestamp of the recording. Audio tampering
detection is also available by detecting the time-frequency
(instantaneous frequency values as a function of time) or
time-phase (instantaneous phase values as a function of time)
discontinuity of the extracted ENF signal [5]. Analysis of anti-
forensic ENF manipulation and countermeasures have also
emerged recently [6].

Government agencies and research institutes of many coun-
tries have conducted research and development work towards
the audio authentication system based on the ENF criterion,
including United States government/academia [7]–[12], United
Kindom’s Metropolitan Police [3], Brazil [5], Israel [13],
Netherlands [14], Poland [15], and Romania [2], [16], etc.

The work reported in [3] has provided a comprehensive
introduction of standard hardwares, procedures, and techniques
required to establish an automated audio timestamp identi-
fication system. The typical techniques involved for audio
signal processing are downsampling, bandpass filtering, short-
time Fourier transform (STFT), quadratic interpolation [17],
threshold based median filtering, and minimum mean squared
error (MMSE) or maximum correlation coefficient based data
matching. Several works have been conducted towards im-
proved frequency estimation. The authors in [7], [13] and
[18] have focused on evaluating harmonic models to improve
estimation accuracy. In [10], an adaptive spectral estimation
algorithm and a frequency tracking algorithm are proposed as
an alternative to the STFT. However, from our experience of
practical experiments, the above mentioned techniques have
more theoretical merits than their contributions in practical
implementations. The harmonic model based estimation [7]
[13] performs better when more harmonics are detected in
recordings. However, commonly, most of the recording devices
are designed without the ability to capture the fundamental
frequency50 Hz (not necessary from manufacturer’s point of
view). Moreover, based on our experiments, in many cases
only the first order harmonic, i.e.,100 Hz exists in the record-
ings. Hence it is indicated that multiple harmonics condition
cannot be usually guaranteed. For the adaptive algorithm in
[10], it has been mentioned by the authors that this algorithm
has a significant increase in computational complexity. This
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prevents us from further developing the applications using
ENF criterion, especially for real-time ones. Hence it can be
seen that for ENF analysis, the most applicable and popular
algorithm for time-frequency estimation is the STFT, which
has been adopted by most researchers and practitioners who
have established their ENF systems.

In this paper, we focus on another important topic which
has attracted less attention than frequency estimation in the
literature, i.e., the automatic method to match the extracted
ENF signal to the reference. Existing practically used methods
are generally based on the MMSE of maximum correlation
coefficient during shifted matching [3], [10], [14]. We differ-
entiate our method by proposing a threshold based dynamic
matching algorithm (DMA) which can more effectively deal
with in-band noise and frequency resolution problem, and
improve the matching accuracy. Specifically, we set a threshold
according to the window length of the STFT which determines
the frequency resolution of the windowed signal. Then during
the matching process, an auto-correction process is performed
according to this threshold. A penalty coefficient is introduced
for final decision of the matched timestamp. The threshold
is dynamic because the STFT frequency resolution can be
adjusted by tuning the STFT window length. By considering
the limited frequency resolution of the windowed signal, the
DMA achieves improved identification accuracy and robust-
ness against higher levels of noise and the offset problems.
This is illustrated using both synthetic and practical examples.
Note that the focus of this paper is on more efficient matching
method rather than improved spectral estimation.

It is worth to note that ENF matching is a problem of
matching noisy observations with the reference data, whichis
similar to the problems in channel coding in digital commu-
nication [19]–[21], and target detection in non-coherent radar
signal processing [22]–[24]. In channel coding, the preferred
soft decision decoding is based on the Euclidean distance
which is in fact identifying the MMSE. In non-coherent
radar, target detection is performed after matched filtering
which is a correlation based approach. The improvement of
the corresponding performance is usually done in transmitted
code or waveform design. However, reference data design
is impossible in ENF matching. In addition, several unique
problems for ENF analysis are summarized in Section II C.

The paper is organized as follows. Section II reviews current
solutions to ENF based audio forensic systems and describes
the limitations and problems. The DMA is derived in Section
III, where synthetic analysis of DMA performance is provided,
and the noise behavior is quantitatively assessed. In Section
IV, various practical examples are presented to evaluate the
performance of DMA. The comparison between DMA and
conventional methods illustrates the advantages of the DMA.
Section V briefly discusses the detection problem. Section VI
concludes the paper.

II. CURRENT SOLUTION AND L IMITATIONS

An ENF based audio timestamp identification system re-
quires three basic parts to realize its functionality, which are
reference data preparation, audio recording preprocessing, and
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Fig. 1. The schematic diagram of an audio timestamp identification system
using the ENF criterion.

the matching process. Fig. 1 shows the schematic diagram of
such a system, where the left branch represents the reference
preparation, the right branch represents the preprocessing of
audio data, and finally they are fed into the matching system
to generate final estimation of the timestamp.

A. Techniques Involved

The techniques involved in Fig. 1 are the commonly agreed
ones among researchers and practitioners [3], [9], [14]. Since
a comprehensive and excellent description of the techniques
is reported in [3], we only provide brief introduction and
comments, and refer the reader to the references for more
information.

Audio recordings are usually sampled at a much higher
frequency than the sampling frequency of ENF signal. Hence
the first procedure is to downsample the audio data in order
to avoid unnecessary computations. The downsampling pro-
cedure involves an anti-aliasing filtering process followed by
signal decimation. Then, to eliminate interference and noise, a
bandpass finite impulse response (FIR) filter with very narrow
passband centered at the nominal frequency (the values can be
adjusted accordingly) is applied to the downsampled signal. To
obtain the time-frequency representation of the ENF signal,
STFT is then performed. At the same time, the STFT and
interpolation are also performed with the ENF reference data
recorded in “WAV” format. A threshold dependent median
filter is further proposed in [3] to smooth the obtained time-
frequency sequences according to the continuity and slow
varying nature of the ENF signal. However, the median filter
has a disadvantage of removing time details of ENF signal.
Since rapidly changing values or spurious spikes in the ENF
signal are not often seen in our experiment, this procedure is
marked with dashed box in Fig. 1 to indicate that it can be
omitted accordingly. The obtained time-frequency sequences
of the reference and extracted data are then sent for timestamp
matching.
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B. Conventional Matching

The obtained time-frequency sequence of the reference data
is usually much longer than that of the audio recording to
allow the search within the time scope that the audio data is
likely to be recorded. Hence, an intuitive and straightforward
way to find the segment of reference data that the extracted
ENF signal is matched to is by finding the MMSE between
all possible reference segments and the extracted ENF signal.
An alternative criterion is the maximum correlation coefficient
[10], [14]. Let the time-frequency sequences of the reference
and the extracted ENF signal bes(n) and x(n) with length
of L andN respectively,L > N . The mean squared error
(MSE), ǫ, is then given by

ǫ(k) =
1

N

N−1
∑

n=0

(sk(n)− x(n))
2
, (1)

and the correlation coefficient.ρ, is given by

ρ(k) =

N−1
∑

n=0

[(sk(n)− s̄k) (x(n)− x̄)]

√

N−1
∑

n=0

(sk(n)− s̄k)
2

√

N−1
∑

n=0

(x(n)− x̄)2
, (2)

wherek ∈ {0, 1, . . . , L −N} andsk(n) = s(n+ k). We use
{̄·} to denote the mean value of a sequence. The estimated
timestamp can be derived by the value ofk that yields the
MMSE or maximum correlation coefficient, i.e.,

k̂ = argmin
k
ǫ(k) or argmax

k
ρ(k). (3)

Note thatǫ = 0 ⇔ ρ = 1, which both yieldsk(n) = x(n).
This indicates that the two criteria converge when the two
sequences are very close to each other. In other cases where the
difference between the two sequences is non-trivial,ǫ repre-
sents the distance between them in the Euclidean space, while
ρ represents the similarity of the shapes of the sequences.

C. Limitations and Problems

The current ENF analysis suffers from several limitations
and problems, which are summarized as follows.

• Noise and interference1. Nowadays, the dominant
recording devices are battery powered ones which can
record anytime and anywhere. Possibly very few of
evidence recordings would be made by alternating current
(AC) powered devices or battery powered devices in
proximity of power supply. The captured ENF signal
is hence very weak, which is equivalent to obtaining
higher noise power. Although most of the noise and
interference can be eliminated using a bandpass filter,
the in-band noise and interference are still kept in the
filtered signal. The subsequent instantaneous frequency
estimation is therefore disturbed.

• Frequency resolution problem. The uncertainty princi-
ple [25] states that the time and frequency resolution of
a signal cannot be made simultaneously arbitrary high.

1The interference refers to the intended speech or musical data to be
recorded. They may have in-band portion that cannot be filtered out.

This leads to the trade-off in choosing the window size
of STFT. Therefore, noise and interference components
lying within unresolvable frequency bins near the ENF
frequency would result in deviated frequency estimations
compared to the noise free estimations of the reference
data. This is unavoidable even if the noise and interfer-
ence are weaker than the ENF signal.

• Short recordings. Most of existing works consider long
recordings which are at least of 20 minutes duration. It
has been stated in [3] that the duration is preferred to
be longer than30 minutes, whereas in [14] the authors
define short recordings to be less than10 minutes. Short
recordings have less complicated ENF patterns and will
lose the uniqueness. As a result, multiple segments of the
reference data may match the extracted ENF pattern and
the true timestamp becomes ambiguous. In this situation
the above mentioned noise and resolution problems be-
come more troublesome. Also note that practically, the
recordings are likely to be even shorter. Intuitively, an
evidence recording can be just1 minute or20 seconds.

• Offset. It has been reported in [14] and [15] that the
extracted ENF signal may have a slight offset compared
to the reference data. This problem can be solved by using
maximum correlation coefficient criterion [14] or normal-
izing sk(n) andx(n) to zero mean before calculating the
MSE. Discussions on correction of offset is also seen in
[9]. However the solutions work only when the signal-
to-noise ratio (SNR) is high and the recording is long.

D. Motivation

In typical STFT based time-frequency analysis of the ENF
signal, the discrete Fourier transform (DFT) is applied to each
of the windowed frame. Therefore each frame can be modeled
as a single tone with additive white Gaussian noise (AWGN)
[13], which is a classical single tone estimation model [26],
[27]. In this situation, the DFT is an approximation of the
maximum likelihood (ML) estimator which asymptotically ap-
proaches the Cramer-Rao lower bound (CRLB) [26]. Therefore
the existing works on more accurate ENF estimation [5], [10],
[13] can be viewed as efforts on improved spectral estimation
(compared to DFT) towards the CRLB.

However, under practical consideration, improvement on
spectral estimation can only lead to marginal improvement on
ENF analysis and matching problem. This is because i) the
CRLB is inversely proportional to the SNR, and the weak ENF
signal indicates the estimation is done in very low SNR region.
In this way the estimation variance would still be very high
even an ideal minimum variance unbiased estimator (MVUE)
is used; ii) The SNR region of ENF analysis is very likely to
be less than the threshold effect value [26], where the MSE
rises nonlinearly and rapidly. In this situation, the benefits from
improvement on spectral estimation is vanishingly weakened.

Since improved spectral estimation cannot provide signif-
icant performance improvement in ENF timestamp matching
(DFT is already a good choice), we are motivated to look
into another important procedure, i.e., the matching process.
Suppose the time-frequency sequence of the ENF signal is
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Fig. 2. A 2-D plot of ENF time-frequency presentation and themainlobe.

obtained by an ideal estimator but with heavy in-band noise,
our research focus in this paper is on whether is it still possible
to identify the true timestamp using this noisy observation.
Fortunately, this is possible, and constrained data correction
can be realized. In the following, we first describe the proposed
DMA, then a synthetic approach is used to analyze the
performance of the DMA in presence of different levels of
noise.

III. T HE DYNAMIC MATCHING ALGORITHM

A. Deviations of Frequency Estimation

As discussed in the previous section, the reason of deviated
frequency estimations of recorded audio data may come from
noise, frequency resolution problem, or the offset (although
not often). The noise and frequency resolution problems can
be considered as one problem, which is explained as follows.
Let the window sample size of the STFT beNW and sam-
pling frequency befs Hz, then the windowed segment has a
time duration ofTW = NW/fs seconds. The corresponding
frequency resolution of the segment is then

∆f =
1

TW
=

fs
NW

, (4)

which means that any two frequency components that differ
less than∆f are not resolvable in this signal segment. The
peaks of the two frequency components would merge to a
single peak. Without loss of generality, one of such frequency
components can be considered as the extracted ENF frequency,
and the other can be considered as noise component. In
this way the resultant peak values of the frequency bins are
deviated.

Conventional matching methods first concatenate the peak
values for each windowed segment to form the time-frequency
representation, and then compare it with the reference data.
Hence deviated peaks are selected as the estimated ENF in-
formation of the recording, and MSE values will be generated.

Note that∆f also indicates that the spectrum of a windowed
segment has a mainlobe. The mainlobe width is approximately
∆f , which is illustrated in Fig. 2. In this situation, it is very

likely that deviations less than0.5∆f are caused by noise
components. Peak values within such amount of deviations
should be corrected to the nominal mainlobe center. If the
noise component is so strong that the corresponding peak value
lies beyond the mainlobe region, then the true peak value is
not restorable. Therefore the threshold,η, can be chosen as
the frequency resolution value, i.e.,

η = 0.5∆f. (5)

B. The Proposed Algorithm

Making use of the above observation, the DMA is summa-
rized in Algorithm1. The MMSE criterion is used for example.
It is very easy to modify the algorithm to a correlation coef-
ficient based one. Note that an auto-corrected sequencex̂(n)
and two intermediate parametersp(k), pm(q), are introduced
in this algorithm. The loop from lines3− 12 is the procedure
of auto-correction ofx(n) according to the threshold given
in (5). Instead of calculating MSE or correlation coefficient
usingx(n), the proposed method usesx̃(n), and the MSE is
denoted as̃ǫ(k). We use the sign{̃·} to describe the extra
output parameters in the DMA.

However, the auto-correction procedure may introduce more
than one perfect match, which can be reflected from the
number of minimum values of̃ǫ(k). Lines18−20 is designed
to tackle this issue. The penalty coefficientp(k) has the same
length as̃ǫ(k) or ρ̃(k), which records the accumulated amount
of corrections for every instance ofk. If multiple mimimum (or
maximum) values exist iñǫ(k) (or ρ̃(k)), then the one with the
minimum penalty coefficient is selected, and its index indicates
the value ofk̂. pm(k) is constructed by extracting the penalty
coefficients of all minimum values from̃ǫ(k). Under good
conditions where noise is weak and recording time is long,
the penalty coefficient is able to identify the correct valueof
k̂ which is equivalent to the result from conventional matching.
In a harsh environment with presence of non-trivial noise,
conventional method may fail, but the DMA can improve
the accuracy by knowing that noise would not be strong for
every time instance. Those small amount of deviations would
be corrected, and the corresponding MMSE approaches the
one with the true timestamp. Quantitative assessment will be
provided in the next subsection.

C. Performance Analysis

In this section, we analyze the performance of the proposed
DMA using a synthetic approach. Specifically, we quantita-
tively assess the noise behavior and compare the performance
of the DMA with conventional matching method under dif-
ferent SNR situations. Note that here the use of AWGN is
theoretical and only for a standardized guidance. Practically,
noise added can be very different from being Gaussian.

1) Noise Behavior:Let the recorded time domain reference
ENF signal bey(n) with lengthM , then the time duration of
the reference data isM/fs seconds. Let the AWGN bev(n)
with zero mean and variance ofσ2

v , then the synthesized noisy
ENF recording,r(n) is

r(n) = y(n) + v(n), (6)
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Algorithm 1: The DMA Based on MMSE

Input : s(n), x(n);
Output : ǫ̃(k), ρ̃(k), x̃(n), k̂;

1 Initialization, ∀k, p(k)← 0, ǫ̃(k)← 0, ρ̃(k)← 0;
2 for k ← 0 to (L−N) do
3 for n← 1 to N do
4 sk(n)← s(n+ k);
5 if |s(n+ k)− x(n)| ≤ η then
6 x̃(n)← s(n+ k);
7 p(k)← p(k) + (s(n+ k)− x(n))2;
8 else
9 x̃(n)← x(n);

10 end
11 end
12 x̃(n)← median filtered̃x(n);
13 Calculateǫ̃(k) betweensk(n) and x̃(n) using (1);
14 Calculateρ̃(k) betweensk(n) and x̃(n) using (2);
15 end
16 if ǫ̃(k) has single minimum valuethen
17 k̂ = argmin

k
ǫ̃(k);

18 else if ǫ̃(k) hasQ minimum values, integerQ > 1 then
19 pm(q)← p(iq), iq are the indices of minimum values

in ǫ̃(k), q ∈ {0, 1, . . . , Q− 1};
20 q̂ = argmin

q
pm(q);

21 k̂ = iq̂;
22 end

wherey(n) is considered to be deterministic, whose frequency
components occupy49.5− 50.5 Hz. Assumingy(n) andv(n)
are uncorrelated, then the auto-correlation function ofr(n) is
given by

γr(τ) ≈ γy(τ) + σ2

vδ(τ), (7)

where τ is the sample shift, andδ(τ) is the unit sample
function. Here we treat the truncated AWGN as energy signal.
Then the energy spectral density (ESD) function is given by
the discrete-time Fourier transform (DTFT) of (7) [28], i.e.,

Γr(ω) = Γy(ω) + σ2

v , (8)

where ω is the angular frequency. The SNR is defined by
the ratio between signal and noise energy, i.e.,Ey/Ev, more
explicitly,

SNR =

M−1
∑

n=0

|y(n)|2

M−1
∑

n=0

|v(n)|2
=

1

π

∫ π

0
Γy(ω)dω

1

π

∫ π

0
σ2
vdω

=

∫ π

0
Γy(ω)dω

πσ2
v

,

(9)
where the middle equality holds according to Parseval’s the-
orem. The bandpass filter can efficiently eliminate all the
out-of-band noise and interference. Suppose the ideal digital
bandpass filter has sharp cut-off frequencies atω1 and ω2
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Fig. 3. An example of synthetic analysis of noise behavior inENF extraction.
For illustration purpose, shift of0.1 Hz is applied between consecutive curves.
“Noise Free” curve is not shifted.

(0 < ω1 < ω2 < π), then the output SNR can be expressed as

S̃NR =
1

π

∫ ω2

ω1

Γy(ω)dω
1

π

∫ ω2

ω1

σ2
vdω

=

∫ π

0
Γy(ω)dω

(ω2 − ω1)σ2
v

=
π

(ω2 − ω1)
× SNR. (10)

Note that in (10) the energy ofy(n) is lying within the
passband of the filter. Hence by filtering out out-of-band noise
and interference, the SNR is increased by

ψ = 10 log
S̃NR

SNR
= 10 log

(

π

ω2 − ω1

)

(11)

in decibel. It is then indicated from (11) that increasingfs will
result in higher SNR gain for the bandpass filtering process.In
our system,fs = 400 Hz, and the cut-off frequencies are49.9
and 50.1 Hz. Considering the existence of transition bands,
we assume the energy of ENF signal is concentrated within
49.7−50.3 Hz. Hence,ψ ≈ 25 dB. Note that increasingfs to
1000 Hz yieldsψ ≈ 30 dB. However, this also increases the
computational complexity more than twice. Hence currently
we adhere tofs = 400 Hz, and the SNR gain is noted for
further improvement of performance when faster hardware is
available in the future. Fig. 3 illustrates the SNR gain of our
system based on a single realization of AWGN. A10 minutes
segment of recorded time domain ENF signal is chosen, and
different levels of AWGN are manually injected. Then each
noisy version is processed according to Fig. 1 to obtain the
displayed time-frequency representations. We observe that it
is consistent with our analysis. The estimation deteriorates as
the SNR decreases, but the shape of the true ENF is preserved.
Lower SNR curves are not presented for visual quality.

2) DMA against Noise:Conventional matching procedure
uses the time-frequency representations in Fig. 3 to compare
with the reference. However, in most situations the noise is
much stronger than the embedded ENF signal, and could easily
exceed the25 dB gain. Because of strong noise peaks and
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Fig. 4. An example of auto-corrected time-frequency estimation in the DMA.
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unresolvable signal and noise peaks, the estimated instanta-
neous frequencies are deviated, which accumulates the MSE
or decreases the correlation coefficient. This is illustrated by
the gray dashed curves in Fig. 4 where the values of SNR are
−25,−27, and−29 dB respectively. Rather than the high SNR
cases shown in Fig. 3, we are more likely to encounter more
noisy ones in practice such as the ones with the gray dashed
curves. The auto-correction feature (lines3− 12 in Algorithm
1) of the DMA is able to mitigate the disturbance of noise. The
solid curves are the results of the auto-correction. It can be
seen that the true shape of the reference data is preserved and
the noisy peaks are corrected. In the worst case (−29 dB), the
auto-correction still has certain improvement. Instead ofusing
the STFT curves, the DMA uses the auto-corrected curves to
match to the reference data, which becomes more accurate. We
see from the gray dashed curves that the noise only destroys
the estimation in some time intervals. This immediately reveals
the advantage of the DMA which reinforces the recoverable
segments and preserves the true ENF information as much as
possible. Note that the abrupt values resulting from replacing
deviated values with the reference data can be suppressed by
the median filter (line12 in Algorithm 1).

3) Dynamic Threshold:The threshold is preferred to be
half of the frequency resolution determined by the STFT
window size as shown in (5). The technical merit of choosing
such threshold value is that it tolerates the deviations that
are most likely to be caused by frequency resolution and
comparable levels of noise while keeping incomparable abrupt
values unchanged. However, generallyη can be arbitrarily
chosen. During one cycle of auto-correction, i.e., lines3− 11
in Algorithm 1, let the number of samples being corrected
be N1 and the rest beN2, N1 + N2 = N . According to
the auto-correction process,sk(n) can be divided into two
independent parts respectively, i.e.,sk,1(n)∪sk,2(n) = sk(n),
sk,1(n)∩sk,2(n) = ∅. Similarly we can havex1(n) andx2(n)

from x(n). Then according to (1) and line7, we have

ǫ(k) =
1

N

N−1
∑

n=0

(sk(n)− x(n))
2

=
1

N

(

N1−1
∑

n=0

(sk,1(n)− x1(n))
2 +

N2−1
∑

n=0

(sk,2(n)− x2(n))
2

)

(12)

=
1

N

(

p(k) +

N−1
∑

n=0

(sk(n)− x̃(n))
2

)

(13)

=
p(k)

N
+ ǫ̃(k), (14)

which indicates that the MSE is equal to the sum of corrected
MSE and the penalty coefficient. Furthermore,

η = 0⇒ ∀k, p(k) = 0⇒ ∀k, ǫ(k) = ǫ̃(k), (15)

which means the MMSE based DMA is equivalent to the
conventional MMSE based method using (1) and (3). Note
that

η =∞⇒ ∀k, ǫ̃(k) = 0⇒ ∀k, ǫ(k) = p(k), (16)

in this way according to the DMA lines18 − 21, Q = N ,
andpm(q) = p(q), indicating the DMA is also equivalent to
the conventional MMSE based method. Interestingly, the two
extreme conditions yield the identical solution. Practically, one
would seldom use the “correct none” (15) or “correct all” (16)
condition. Instead, more likely a more appropriate threshold
would be used such as (5). In this way bothp(k) and ǫ̃(k)
are positive, thus̃ǫ(k) < ǫ(k). By appropriately reducing the
MSE, the DMA captures more information of the shape of
reference ENF for more accurate estimation.

For the DMA based on correlation coefficient, a quantitative
assessment of the performance is more difficult because it can
be seen from (2) that the correlation coefficient involves the
mean values ofx(n) which is untraceable during the auto-
correction. However, by correcting certain sample values,the
value of the numerator of (2) would be increased, and thus
the correlation can also be improved by this process. This
is verified by our practical experiments provided in the next
section.

To simplify the analysis of correlation based DMA, we
assume that the extracted ENF time-frequency sequence fluc-
tuates around the one from reference data. As such, the auto-
correction process can be considered as a reduction of the
fluctuation, and thus the variance of the corrected sequenceis
reduced. We rewrite (2) using the variance form,

ρ(k) =

N−1
∑

n=0

[(sk(n)− s̄k) (x(n)− x̄)]

N
√

var {sk(n)}
√

var {x(n)}
(17)

=

N−1
∑

n=0

(sk(n)x(n) + s̄kx̄− sk(n)x̄− s̄kx(n))

N
√

var {sk(n)}
√

var {x(n)}
(18)

=

(

N−1
∑

n=0

sk(n)x(n)

)

−Ns̄kx̄

N
√

var {sk(n)}
√

var {x(n)}
. (19)
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TABLE I
STATISTICAL VALUES OF DIFFERENTT IME-FREQUENCYSEQUENCES

SNR (dB) x̄ ¯̃x var {x(n)} var {x̃(n)}

-20 + 0.019 + 0.019 6.23e-04 6.16e-04

-23 + 0.019 + 0.019 6.40e-04 6.16e-04

-25 + 0.018 + 0.018 7.92e-04 6.35e-04

-27 + 0.014 + 0.016 0.11e-02 6.66e-04

-29 + 0.009 + 0.012 0.17e-02 8.55e-04

-31 + 0.006 + 0.011 0.24e-02 0.13e-02

-33 + 0.001 + 0.007 0.39e-02 0.16e-02

Reference s̄k = 50 + 0.019 var {sk(n)} = 6.16e-04

Using the partitioned expression similar to (12), we have

ρ(k) =

(

N1−1
∑

n=0

sk,1(n)x1(n) +
N2−1
∑

n=0

sk,2(n)x2(n)

)

−Ns̄kx̄

N
√

var {sk(n)}
√

var {x(n)}
,

(20)

ρ̃(k) =

(

N1−1
∑

n=0

s2k,1(n) +
N2−1
∑

n=0

sk,2(n)x2(n)

)

−Ns̄k ¯̃x

N
√

var {sk(n)}
√

var {x̃(n)}
.

(21)

Note that the DMA is more related to the MMSE method
because the penalty coefficient is defined in an MSE sense (see
line 7 in Algorithm 1). Therefore (20) and (21) are not able
to directly represent the relationship betweenρ(k) and ρ̃(k).
Generally we prefer1 > ρ̃(k) > ρ(k). Table I summarizes
the mean and variance values of the involved parameters.
It can be seen that the auto-correction procedure is able to
correct the mean and variance values ofx(n) towardssk(n),
although this does not guarantee the consistency of the ENF
pattern. It is also seen thatvar {x̃(n)} < var {x(n)}, and
within the tolerable SNR region SNR≥ −25 dB, x̄ = ¯̃x.
In this way the two portions help to increase the value of
ρ̃(k). Note that the summation of the termssk,1(n)x1(n)
and s2k,1(n) can have various values, and either one can be
greater than the other. However, if the shift indexk reaches
k̂, the shapes of two curves (one noisy, one clean) tend to
match, then the auto-correction will definitely help to increase
the value of correlation coefficient, and hence improve the
accuracy. Currently we are not able to analytically prove
compatibility of using correlation criterion with the DMA,but
from the synthetic analysis and experiments, it turns out to
be an effective solution and can replace the MMSE criterion
when necessary. This will also be illustrated by the practical
experimental examples.

IV. EXPERIMENTAL RESULTS

A. Parameter Settings

In this section, we provide practical examples to evaluate
the proposed DMA and compare it with conventional MMSE
and correlation based methods. It can be seen from existing
works that the recordings tested are usually long ones with
high SNR environment. The corresponding passband of the
bandpass FIR filters are specified as50 (or 60) ±0.5 Hz [3],
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Fig. 5. Magnitude response of the FIR bandpass1024-length filter.

[9], [14], or even50± 5 Hz [15]. To minimize the leakage of
noise and interference, we set the passband to99.8 − 100.2
Hz with filter length of1024 and zero phase implementation,
because the recordings devices are not able to capture the
fundamental50 Hz, and only the first harmonic100 Hz is
seen in the experiments. The magnitude response within the
band of interest is shown in Fig. 5. The other parameters
are set as follows. The sampling frequency is400 Hz. For
STFT, the window length is16 seconds with1 second shift
(15 seconds overlap). Usually a larger window is chosen such
as20 and33 seconds in [10]. However, mostly we are dealing
with more challenging audio recordings with duration less
than 10 minutes. Therefore, to preserve time resolution, the
STFT windows size cannot be to large. The time shift of the
segment window is1 sample, i.e., the tested ENF is shifted
sample by sample, which preserves all matching possibilities.
The windowed segment has400 × 16 = 6400 samples, and
the length of FFT is8 × 104 using zero-padding. Hence the
FFT frequency resolution is0.005 Hz. After time-frequency
analysis, the extracted ENF is scaled down to around50 Hz
followed by the matching process. Our scheme is similar to
the one shown in Fig. 1, but the interpolation after STFT
in the right branch is removed because in noisy situations
the interpolation may not guarantee more accurate frequency
estimation. In addition, the right branch median filter is put
in the matching procedure after auto-correction (line 12 in
Algorithm 1). Since the time-frequency analysis is done at
100 Hz, the frequency resolution∆f is halved when scaled
down to50 Hz. Therefore the threshold is set toη = 0.25∆f .

B. Timestamp Identification Results

The timestamp identification results of10 pieces of record-
ings are shown in Table II2. The corresponding plots of Data1,
2, and10 are provided in Fig. 6. The recordings are taken with
different battery operated mobile phones including Samsung
Galaxy SII (Data 1), iPhone 4s (Data 2-5), HTC Radar C110E

2We setη = 0.5∆f for Data10 to allow more zero values of̃ǫ(k), and
thus to illustrate the multiple zero situation in Fig. 6 (g)-(i).
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TABLE II
SUMMARY OF EXPERIMENTAL RESULTS

Data
Index

Duration
(Sec)

MMSE Correlation

Normal DMA Normal DMA

ǫ(k̂) ǫ̃(k̂) ρ(k̂) ρ̃(k̂)

1 872 6.01e-04 4.16e-04 77.4% 80.9%

2 538 9.47e-04 7.80e-04 84.7% 89.4%

3 542 4.61e-04 3.26e-04 86.6% 99.9%

4 429 4.77e-04 4.01e-04 88.1% % 92.3%

5 368 8.17e-05 0.00 99.8% 100%

6 376 1.96e-04 3.38e-06 97.7% 100%

7 304 1.21e-04 0.00 99.2% 100%

8 301 3.82e-04 1.80e-04 74.0% 92.26%

9 241 4.56e-04 1.49e-04 80.8% 96.85%

10 121 1.69e-04 0.00 96.3% 100%

(Data 6-7), and Asus Padfone (Data 8-10). We have verified
that ENF matching is robust against different audio formats
as long as the ENF signal is embedded. Meanwhile, the time
durations are different (in descending order), and different
indoor environments are considered including office cubicles,
coffee shop, bedroom, and laboratories etc. The extracted
ENF signals of Data1 − 6 are compared with20 days’
ENF reference data. Note that matching short recordings with
reference data in large time scope is likely to result in wrong
identified timestamp because of the lack of uniqueness of the
short ENF signals. Hence for Data7 − 10, the matching is
conducted within one day’s reference. The underlined values
indicate the timestamp is wrongly estimated, whereas the rest
values are from successful estimation. It can be seen that
the DMA successfully identifies all the timestamps with best
MMSE and correlation values. The experiments using Data1
and2 provide very good examples to reveal the disadvantages
of conventional MMSE and correlation methods respectively.

Data1 is the longest recording in a speech free environment,
but it is taken farthest from the sources that can generate
ENF. Hence it is the most noisy recording in our experiments
(see Fig. 6 (a)). Both the DMA using MMSE and correlation
can identify the true timestamp. The conventional MMSE
failed because we observed that there existed a0.01 Hz offset
between the reference and the extracted ENF, making the MSE
values increased. The resultant minimum MMSE is mistakenly
located at shift index1176. The DMA can overcome this offset
in the auto-correction procedure and hence can still identify
the correct timestamp. However, it is worth to note that if
the offset becomes larger such that it exceeds the resolution
threshold, then the DMA will also fail.

Data2 is recorded in a room where two persons are having
a conversation. The recorder is put on the white board in
front of which the conversation took place. In this case, the
conventional correlation method failed. The estimated times-
tamp using conventional correlation method is89 seconds
shifted away from the true timestamp. This is because the
abrupt values at the end of the curve affected the value of
correlation coefficient (see Fig. 6 (d)). However, the correlation

based DMA can overcome this problem by preserving more
correlated samples. It can be seen from Fig. 6 (e) that the
maximum correlation point of conventional correlation method
is mistakenly located at sample index2252. The DMA result
generally improves the correlations for each sample shift.At
the true sample shift, the correlation coefficient reaches the
maximum and hence the true location2611 is revealed. Note
that Fig. 6 (e) is a zoom-in version to clearly show the selected
points. It is seen within the decision region where the shapeof
the extracted ENF tends to be matched to the reference, all the
corrected correlation values are larger than the conventional
ones, i.e.,̃ρ(k) > ρ(k).

Data 3 is recorded near a window, and the grass cutter
outside is making heavy noise. Because it is done close to
the power supply, the ENF can be successfully extracted and
cleaned. Data4 is another example of conversation taking
place in a different room than the one to record Data2, but
the recorder is located closer to the power supply. Data5 is
an audio recording from a YouTube video played on a PC.
Data6 is recorded in a quiet bedroom with a working electric
fan. All these examples are with relatively strong ENF, where
the fan and grass cutter noise are seen narrowband and do not
overlap with the ENF frequency bins. Hence the corresponding
timestamps can be correctly estimated.

Data7−10 are the ones of5 minutes or less time durations.
We observe that the timestamps of these short recordings
can be correctly identified, and the DMA results outperform
the conventional ones. Data10 is an extremely short one
recorded close to the power supply in a quiet environment.
It is provided to illustrate the decision making procedure,i.e.,
lines 18 − 21 in Algorithm 1, when multiple zeros occur in
ǫ̃(k). It can be seen from Fig. 6 (h) that around the regions of
2000, 2500, and3500, multiple zeros are present. This means
for many instance ofk, the auto-correction replaces all the
N points of x(n) with sk(n). It is then seen in Fig. 6 (i)
that the corresponding penalty coefficients are all non-zero
values, and the minimum one specifies the location2024 which
indicates the true timestamp. Although “perfect match” occurs
in many instances, the true one is most likely to have the least
correction and possesses the minimum penalty coefficient and
hence can be identified.

From Fig. 6 (c), (f), and (i), we can observe some properties
of the correct penalty coefficient to select. In a noisy environ-
ment as seen in Fig. 6 (c), many of the estimated frequency
points are deviated, thus in an auto-correction procedure,very
few samples are corrected, resulting in low MSE values. When
it comes to the true location, many samples are corrected,
which increases the corresponding penalty value. The resultant
ǫ̃(k) thus has only a single minimum value, and this one is
corresponding to the peak of MSE values. However this is not
always true. Sometimes, without having the most corrections,
the MMSE can be achieved at the true time instance, which
is shown in Fig. 6 (f). Finally, if multiple time instances
yield the MMSE as seen in Fig. 6 (i), then the selected
penalty coefficient becomes the minimum value among the
ones corresponding to the MMSE.

It is worth to note that in our experiments, we have not
encountered any cases that DMA fails while the conventional
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Fig. 6. Experiment results using recorded audio data. (a)-(c) plots for Data1, the conventional MMSE method fails, which is illustrated in (b). (d)-(f) plots
for Data2, the conventional correlation method fails, which is illustrated in (e). (g)-(i) plots for Data10, where DMA causes multiple zero MMSE values,
but the penalty coefficients indicate the correct estimation, illustrated in (h)-(i).

methods work. This is essentially because the DMA is a
generalization of the MMSE method which is proven by (15)
and (16). However, for clarity, it should also be admitted that
under worse conditions (more noisy, shorter durations, in-band
interferences), all methods are possible to fail in identifying
the true timestamp.

V. ENF DETECTION

In this paper as well as most of existing works on ENF
analysis and matching, it is assumed that the ENF signal is
embedded in the recorded data before processing. However,
in a practical situation, we may not be able to justify that
the ENF has been captured by the recording device. In this
situation, forensic examiners need to detect the existenceof
the ENF.

As been discovered by the authors in [12], the fluctuation
of the ENF exhibits an approximated Gaussian distribution.

Based on our experimental result using one month of ENF data
in the database as shown in Fig. 7, it can be seen that unlike
the histogram presented in [12], the ENF in our database does
not strictly obey a Gaussian distribution. For simplicity,we
approximately model the ENF using the dashed curve which
has mean of50.0039 Hz and standard deviation of0.0514 Hz.
Note that here we model the ENF as a random process which
is different from the deterministic assumption in Section III
C. This is for more accurate detection performance. Since the
original data obtained from the recording may contain very
strong speech/music signal and noise, the bandpass filtering is
still needed for the extraction of the signal (ENF if it exists)
within the band of interest (in this paper near100 Hz). Hence
the decision Hypotheses are given by:

H0 : r̃ = ṽ,
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H1 : r̃ = y + ṽ, (22)

where theN × 1 column vectors̃r, ṽ, and y are vector
forms of the bandpass filtered version ofr(n), v(n) andy(n)
respectively. We assume that the bandpass filter has unity
amplitude response and linear phase response within pass-
band such that the filtered version ofy(n) is approximately
itself. Since passing a WSS Gaussian distributed stochastic
process through a linear time-invariant (LTI) system results in
another WSS Gaussian distributed process [29], we then have
ṽ ∼ N (0, (ω2−ω1)σ

2

ṽI) according to (10), whereI denotes an
identity matrix with appropriate dimension. However the ENF
sequence is not a white process because it has slow varying
nature, indicating consecutive instantaneous frequency points
are correlated. Note that the authors in [10] have proposed an
ENF tracking algorithm by making use of such slow varying
nature. Hence (22) is generally a difficult problem because the
covariance matrix ofy is unknown.

According to [27], the decision made by Neyman-Pearson
(NP) detector is

lnL(x) =
p(r;H1)

p(r;H0)

H1

≷
H0

γ, (23)

where γ can be determined by the false alarm rate. For
simplicity, if we assume thaty(n) is also a white process, then
p(r;H1) has an explicit expression and (23) can be analyzed
in closed-form [27]. More efficient solutions to (22) is worth
of future research attention.

VI. CONCLUSION

In this paper, we have addressed the ENF criterion for
the audio forensic application of timestamp identification.
The work is conducted on our implemented system. Current
solutions for audio timestamp identification using the ENF
criterion suffer from frequency resolution limitation, noise and
interference, and offset problems. Hence it can be seen that
most of existing works use long recordings (20 minutes or
longer) to strengthen the uniqueness of the extracted ENF
and allow longer STFT windows during the signal processing

procedures. In addition, the recordings are made in proximity
of the ENF resources. This can be indicated from the wide
passband FIR filters reported in the literature. However, prac-
tical recordings can be very short and the embedded ENF
signal can be very weak. To solve the existing problems
without compromising the duration of the recordings, we
have proposed the threshold based DMA as an alternative
to the conventional MMSE or correlation based matching
method. The DMA makes use of the frequency resolution,
which is reflected by the mainlobe width in the frequency
estimation. As such, more information of the true ENF time-
frequency representation can be preserved in presence of in-
band noise and interference. We also reveal that the DMA
is a generalization of the conventional MMSE based method.
Synthetic performance analysis is provided to assess the noise
behavior and the auto-correction ability of the DMA. Using
the DMA, the audio timstamp identification becomes more
accurate and robust against higher levels of noise and less
time durations. Experimental results with recordings in various
environments and conditions have also been presented to
illustrate the advantages of the DMA. Note that in our work we
have presented10 practical examples, which is more sufficient
than many of existing works. Currently, we are using fixed
threshold value in auto-correction iteration. Future research
efforts could be devoted in creating more flexible variable
thresholds. In addition, more efficient and accurate solution
to (23) will be studied.
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