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Fingerprint Liveness Detection From Single Image
Using Low Level Features and Shape Analysis

Rohit Kumar Dubey, Jonathan Goh, and Vrizlynn L. L. Thing

Abstract—Fingerprint based authentication systems have de-
veloped rapidly in the recent years. However, current fingerprint
based biometric systems are vulnerable to spoofing attacks.
Moreover, single feature based static approach does not perform
equally over different fingerprint sensors and spoofing materials.
In this paper, we propose a static software approach. We propose
to combine low level gradient features from Speeded-Up Robust
Features (SURF), pyramid extension of the Histograms of Ori-
ented Gradient (PHOG) and texture features from Gabor wavelet
using dynamic score level integration. We extract these features
from a single fingerprint image to overcome the issues faced
in dynamic software approaches which require user cooperation
and longer computational time. Experimental analysis done on
LivDet 2011 data produced an average Equal Error Rate (EER)
of 3.95% over four databases. The result outperforms the existing
best average EER of 9.625%. We also performed experiments
with LivDet 2013 database and achieved an Average Classification
Error (ACE) rate of 2.27% in comparison to 12.87% obtained
by the LivDet 2013 competition winner [1].

Index Terms—fingerprint liveness, low level features, Gabor
filters.

I. I NTRODUCTION

B IOMETRIC based authentication systems are getting
more common in the security domain. Much research

has been done in this field in recent years. The advantage of
using biometrics for authentication purpose comes from the
unique features of each individual [2]. Iris and fingerprints
are unique for every human. In addition, they are simple and
difficult to copy. When compared to password based systems,
biometrics can neither be easily hacked, nor be visually seen
and remembered. Thus, fingerprint based authentication sys-
tems are becoming increasingly common these days. However,
due to the excessive use of fingerprint security systems, they
have become a target of attacks.

Fingerprint liveness detection has been an active research
topic over the last several years [3]. It has been proven that
it is possible to spoof standard optical and capacitive sensors
[4]. The possibility to spoof a fingerprint based authentication
system creates the need to develop a method which can
distinguish between live and fake fingerprint images. Both
hardware and software based approaches can be used to solve
this problem [5]. However, hardware based approaches require
additional devices to measure finger temperature [6], odor
[7], pulse [8], oxiometry [8], etc. In addition, hardware based
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approaches are typically costlier due to the additional sensors
required; beside, they require an end user to interact with
the extra hardware [9]. On the other hand, software based
approaches do not employ additional invasive biometric mea-
surements. However, these approaches are more challenging
as they require the identification of discriminative features
to differentiate between fake and live fingerprint images.
Software based approaches are further divided broadly into
dynamic and static based approaches. Dynamic software based
approaches require a minimum of two time series images [4]
resulting in additional computational time.

In a static software based approach, a user is only required
to place his/her finger on the sensor for a short duration in an
undedicated way for a single image capture. Most of the works
in fingerprint liveness detection use a single feature based
approach. For example, the works in [1] and [10] engineer’s
the feature extracted from a specific material for detecting fake
fingerprint. Based on our analysis, we determine that a single
feature set from a single classifier is insufficient to perform
similarly over different databases which are recorded using
different fingerprint sensors. This is because different sensors
capture information differently. In addition, various materials
such as gelatin based fake fingerprint may not produce similar
features as compared to other materials such as latex, play-
doh or wood-glue. This is because fake fingerprints exhibit
different intensity gradient and ridge shape due to the thickness
of material used. The process of creating fake fingerprint also
introduces air bubbles. Furthermore, it is not practical for the
authentication system to have prior knowledge of the types
of material used to create the fake fingerprint in real world
scenarios.

In this paper, we propose a method to overcome the limi-
tations faced in the static software based approaches where
a single feature set fails to perform equally over different
fingerprint sensors and materials. Our methodology extracts
low level textural and gradient information for fingerprint
liveness detection from a single image. We propose the use
of SURF features in combination with PHOG to obtain gra-
dient features that discriminate well between fake and live
fingerprint images. SURF features have a concise descriptor
length which is compact and takes less computational time
as compared to LBP. In addition, SURF is also invariant to
scale and image rotation. PHOG feature descriptor extracts
intensity gradient and edge directions to describe the shape and
appearance in an image. The PHOG extractor is also invariant
to geometric and photometric transformation. Thus, combi-
nation of SURF and PHOG enables our method to perform
similarly over various sensors and materials. In order to obtain
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textural features, we propose the use of Gabor wavelets as they
have optimal localization properties in both the frequency and
spatial domain. They extract discriminative ridge feature maps
and have performed well in discriminating between live and
fake fingerprint images [10]. To the best of our knowledge, the
proposed method is one of the few works that performs well
over a large open source dataset created using six different
sensors and six different materials [1], [10]. In our paper, we
investigate the use of local discriminative feature space on
live and spoof fingerprints by using PHOG, SURF, GABOR
and their combinations. Experiments performed on six sensors
demonstrate that the combination of PHOG and SURF always
works better than PHOG and SURF individually for LivDet
2011 and 2013 databases. This indicates that these descriptors
complement each other. Also, the combination of PHOG and
SURF feature vector produces a strong discriminative feature
vector which performs remarkably well in the field of fin-
gerprint liveness detection. Unlike, LivDet 2013 competition
winner and other top four teams which do not perform well on
Crossmatch sensor, our method performs exceedingly well on
Crossmatch sensor producing an average classification error of
2.5% compared to 31.20% achieved in LivDet 2013 fingerprint
competition. The method we proposed is purely software
based and it is computationally cheap, fast and flexible for
future adaptations. This method can be deployed in real-
time applications. Finally, the result achieved by our method
outperforms the state of the art significantly.

The rest of the paper is organized into four sections. In
section II, we review some methods proposed in the field of
fingerprint liveness detection. In section III, we describe our
proposed method using low level features and shape descrip-
tors. In section IV, an extensive experiment is conducted and
the results are compared with the current state of the art [1].
Finally, we draw the conclusion in section V.

II. PREVIOUS WORK

In this section, we discuss the literature in the field of soft-
ware based fingerprint liveness detection. Since our proposed
method focuses on software based approaches we refer the
reader to [7]–[9] for hardware based approaches. Software
based approaches extract intrinsic properties directly from
the fingerprint images which are acquired by the sensor.
Currently, the majority of software based approaches depends
on the analysis of the skin perspiration through the pores [11]
[12] [13], skin deformation [14] [15] [16] and image quality
[17] [18] [19] [20] [21] [3] [22]. Software based approaches
are further subdivided into dynamic software-based, static
software-based and the combined software based approaches.

A. Dynamic Software-Based Approach

In dynamic software-based approach, features are extracted
from multiple frames of the same finger. The evolution of
features over time captures the vital information which is
exploited in this approach. Dynamic software based approach
can be further divided into two categories: skin deformation
based approach and perspiration based approach.

1) Skin Deformation Based Approach:Zhang et. al. [14]
proposed a method which is based on fingerprint deformation.
Authors introduced a new method called the thin-plate spline
(TPS) model. A user is asked to apply pressure in four
directions to measure minutiae distances between the distorted
fingerprints with undistorted fingerprint. Their study proves
that, when a real finger is pressed against the scanner it
produces a bigger non-linear distortion in comparison to fake
fingers due to rigidity. The authors achieved an EER of 11.24%
on a non-standard dataset. The major drawback of such an
approach is that the user has to be guided properly to regulate
pressure while rotating his/her finger. Such a method requires
dedicated user cooperation and fails when the data is not
captured properly according to the instructions.

Antonelli et al. [15] proposed a method for fingerprint
liveness detection based on the analysis of skin distortion.
Authors asked the user to move the finger while pressing it
against the scanner surface to purposefully exaggerate the skin
distortion. The method is based on the fact that the distortion
affect observed in the real fingers are higher than the fake
fingers. This method obtained an EER of 4.9%. The drawback
is that it requires a special fingerprint device and is time
consuming due to computation over multiple image frames.

Jia et al. [16] proposed a method for fingerprint liveness
based on the elasticity of the skin. An image sequence is
captured when a user puts his/her finger on the scanner
surface. Two features are extracted namely, the signal intensity
of the correlation coefficient of the fingerprint area and the
standard deviation of the fingerprint area extension. Fisher
linear Discriminant is used to distinguish between live and
fake fingerprints. Similar to the cases of [14], [15], this method
also requires user cooperation for capturing the fingerprints.
This method obtained an EER of 4.78% over a self-created
database.

2) Perspiration Based Approach:Derakhshani et al. [11]
proposed a method based on the perspiration phenomenon.
Two fingerprint images are captured at different intervals and
the middle ridge signals extracted from them are compared.
They then use a back-propagation neural network classifier
to differentiate between the live and fake fingerprint. The
limitation of this system is that it requires a special kind of DC
capacitance-based Si CMOS fingerprint scanner and is time
consuming to capture the images at intervals. In addition, the
result of 100% precision was achieved over a limited dataset
of 18 live, 18 spoofs and 18 cadaver fingerprints.

Abhyankar et al. [23] [24] proposed a method based on
wavelet to detect fingerprint liveness. The method is based
on the physiological phenomenon of perspiration. Perspiration
patterns are analyzed from the fingerprint image captured at
zero second and at five seconds in [24] and after two seconds
in [23]. Multi-resolution analysis and wavelet packet analysis
are used to extract information from low frequency and high
frequency content of the images respectively. The energy
content of the changing coefficient intensity was used as a
quantified measure to perform classification. The algorithm
was applied to a non-standard dataset of 58 live, 50 spoof and
28 cadaver fingerprint images captured at 0 and 2 sec. This
method achieved an EER of 0.03%.
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Nikam et al. [13] proposed a system based on the ridgelet
transform which needs only one fingerprint to detect liveness.
Authors reported that ridgelet transform represents singular-
ities along the line in a more efficient way than wavelets.
Therefore, ridgelet energy and co-occurrence signatures were
used to characterize the fingerprint textures of real and spoof
fingerprints. In this work, a custom made database consisting
of 185 real, 90 fun-doh and 150 gummy fingerprints was
used. Experiments were performed using both ridgelet energy
signature and ridgelet co-ocurrance signature over three clas-
sifiers: neural network, support vector machine and k-nearest
neighbor. All the classifiers are combined using the Mean Rule
to form an ensemble classifier. The overall accuracy achieved
by this ensemble classifier over three classification engine was
in the range of 92% to 97%.

The disadvantage of perspiration based approach is that the
features that potentially describe the liveness or fakeness of
the fingerprint can be lost if the finger pressure is not applied
correctly or not kept for a fixed amount of time. In addition,
it is time consuming and requires user cooperation and cannot
be used for real time authentication.

B. Static Software Based Approach

In static software based approach, features are exploited
from a single fingerprint to overcome the drawbacks of high
computational time and user cooperation required in dynamic
software based approaches. Generally, static measurements are
well captured from a higher resolution sensor (1000 dpi and
above), but the common sensors are generally in the range of
500 dpi. Lower resolution of fingerprint sensors thus produces
an added challenge in this approach. We further categorize the
static software based approach into two categories: one based
on image quality, and the other based on sweat pores.

1) Image Quality Based Approach:Raechoong et. al. [17]
introduce a novel fake fingerprint detection methodology using
multiple static image features. Histogram, power spectrum,
directional contrast, ridge signal, and ridge thickness of finger-
print image were considered as representative static features.
The features are fused at the feature level, and support vector
machine was used as the classification engine. While the
method obtained an EER of 1.6% over custom made database,
this method has not been compared with other methods using
other open-source database such as [10].

Nikam et al. [18] proposed an image based system that dis-
criminates between fake and live fingerprints using structural,
roughness, orientation and a regularity differences of a diverse
region in a fingerprint image. In this method, local binary
pattern (LBP) is used to capture the textural difference. In
addition, a hybrid classifier is used which is formed by fusing
three classifiers (support vector machine, k-nearest neighbor
and neural network). Accuracy in the range of 94% to 97%
was obtained using custom made database.

Moon et al. [19] said that artificial materials like clay and
gelatin used for fake fingerprint creation consist of organic
molecules which tend to agglomerate during processing. This
causes air bubbles to form in the fingerprint causing a coarse
surface as opposed to a smooth surface exhibited in a live

fingerprint. Therefore, the authors approached the problem of
liveness detection by detecting the surface coarseness differ-
ence between fake and live fingerprints. Finger surfaces are
coarse because of the alternation of the ridges and valleys on
them. The authors treated the surface coarseness as a Gaussian
white noise added to the images by ridges and valleys in the
fingerprint. This is to minimize the effect of ridges and valleys
patterns while estimating the surface coarseness. After this the
image is denoised and the noise residue is calculated which
is the difference between an original and the denoised image.
The standard deviation of the noise residue is then used as
the indicator of texture coarseness. However, the limitation of
this method is the dependency on high resolution images of
1000 dpi. Low resolution images may not be able to produce
similar accuracy.

Abhyankar et al. [20] proposed a method which is based
on a single fingerprint image. Features are extracted by local
ridge frequency analysis and multi-resolution texture analysis.
Texture features are divided into first and second order statis-
tics. The gray level distribution of a single pixel is modeled as
first order statistics while the second order statistics refer to the
combined gray level function between the adjacent pixels pair.
The energy, entropy median and variance for both first order
statistics and second order statistics were then derived to detect
the liveness of the fingerprint. This work obtained an accuracy
of 95.36% on a custom dataset of 58 live, 50 spoof and 28
cadaver fingerprint images acquired from three different types
of scanners. Fingerprint scanners used in the experimentation
were Secugen (model FDU01), Ethentica (model Ethenticator
USB 2500) and Precise Biometrics (model PS100) with op-
tical, electro-optical and capacitive DC technique of capturing
fingerprint, respectively.

Lee et al. [21] proposed a system which is based on a
fast Fourier transform (FFT). The authors transformed the
fingerprint image into a spatial frequency domain using FFT
to extract energy from the fingerprint in the spectrum image.
During this phase, the energy of the fingerprints was identified.
In general, the energy of the live fingerprint is greater than the
energy of the fake fingerprint. It is the energy difference that
is used as the indicator for fake fingerprint detection. For this
method, an ERR of 11.4% was achieved.

Ghiani et. al. [3] proposed a novel fingerprint liveness
descriptor named Binarized Statistical Image Features (BSIF)
which encodes the local fingerprint texture on a feature vectors
similar to Local Binary Pattern and Local Phase Quantization.
Experiments were performed on the LivDet 2011 database
and the analysis illustrated that this method outperform the
methods using LPQ [25], Pores detection [26], Valleys wavelet
[27] and Curvelet GLCM [28] features. EER for all four
databases was recorded with different window sizes of (3*3,
7*7, and 17*17) and different bits (5 to 12). For comparing
it with other methods, window size of 7*7 with 12 bits was
chosen. EER for the Biometrika, Italdata, Digital and Sagem
sensors calculated for BSIF (win7x7, 12b) were 6.8%, 13.65%,
3.55% and 4.86% respectively. The main drawback of the
method is that, it takes higher computation time with a larger
feature number. Besides, the selection of best window size is
sensor dependent.
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2) Pore Based Approach:Manivanan et. al. [29] provided
an analysis of sweat pores to detect the liveness of the
fingerprint. A high resolution sensor (greater than 800 dpi)
was used to capture active sweat pores. High pass filtering
was used to extract sweat pores and a correlation filter was
used to extract the position of pores.

Espinoza et. al. [30] reported that even though it is possible
to recreate the fake fingerprint with active sweat pores, the
number of sweat pores would differ. Difference in number was
used as a basis for fingerprint liveness detection.An accuracy
of 14.75% was achieved over a self-created database using
the CrossMatch Technologies LScan 1000T optical sensor at
a resolution of 1000 dpi.

Choi et. al. [31] used individual sweat pores spacing and
distance to differentiate between the live and fake fingers. For
data collection, user co-operation for drying their finger before
scanning was required. According to the authors, the pore
periodicity of a live finger can be detected more accurately
when the finger is dry. An accuracy of 85% was obtained.
However, in our opinion, the live finger of a person will not
necessarily be dry as it might contain traces of moisture due
to perspiration. Moreover, the authors only used one source of
fake material (dental impression material) without considering
other fake materials such as latex rubber and wood-glue which
causes sweat pores to appear differently.

One of the major limitations of pore based approaches is,
it require high resolution images to detect the active pores
accurately.

C. Combined Approach

In this approach, researchers exploit both the static and
dynamic intrinsic vitalities from the fingerprint images over
time. Ghiani et. al. [32] experimented with different dis-
criminative features used in fingerprint liveness detection.
Authors presented experimental results on several state-of-the
art fingerprint liveness detection algorithms on the benchmark
dataset from LivDet 2011. They selected two live (pores detec-
tion [26] and ridge wavelet [12]) and several fake features like
local binary pattern [33], curvlet energy and curvelet GLCM
[28], power spectrum [34], wavelet energy [18] and valley
wavelet [27]. The authors showed that LBP based approach
was the most effective method and achieved an average EER of
14.7% over four databases used in LivDet 2011 competition.
However, this approach has a few drawbacks. Firstly, LBP
is sensitive to image rotation. Secondly, it takes a longer
computational time due to its long histogram.

Huang et. al. [35] proposed analyzing the time series image
of the fingerprint to detect fake fingerprints. Five features
from the image sequence were extracted, where two of them
represent the skin elasticity, and the rest representing the physi-
ological process of perspiration. SVM was used as a classifier
to discriminate between the live from the fake fingerprints.
EER of 4.49% was obtained on the custom made database. 10
image sequences were required for liveness detection which is
time consuming. Besides, only gelatin was used for creation
of the fake fingerprints.

Marasco et. al. [36] proposed a system which is based on
textural features and skin perspiration patterns. Experiments

(e) Biometrika (f) Italdata (g) Crossmatch (h) Swipe

Fig. 1. Example of live (above) and fake (below) fingerprints acquired with
4 sensors

were carried on LivDet 2009 competition database. The acqui-
sition of fingerprints was done at 2 time-series (0 s and 5 s).
It was illustrated that the combination of perspiration features
and textural features produces better result. Similar to the
limitation of a perspiration based approach, this method also
requires more than one fingerprint image. An overall accuracy
rate of 74.4% was achieved over three sensors (Biometrika,
Crossmatch and Identix) used in LivDet 2009 competition.

III. PROPOSEDMETHOD

As illustrated in Fig. 1, we observe that it is very difficult
to visually differentiate between live and fake fingerprints.
Although the difference in the pixel intensity of the gray-scale
of the live and fake fingerprints image is difficult to perceive,
this difference can be measured by calculating the mean and
standard deviation values of the gray level image. Also, based
on visual observation, there are more sweat pores in the live
fingerprint as compared to the fake fingerprint images. Inspired
by these minute differences, we design low level features that
are able to represent discriminating characteristics between
live and fake fingerprints. The system architecture is illustrated
in Fig. 2. In this work, we divide the system into three main
sequential blocks:

• Image Pre-processing Stage
• Feature Extraction Stage
• Image Classification Stage

1) Image Pre-Processing Stage:A poor quality fingerprint
image is typically noisy, exhibits smudged line and has low
contrasts between valleys and ridges. These effects can happen
during image acquisition, due to dry or wet skin. Since the
image acquisition stage is not always monitored for accepting
only high quality images, fingerprint image enhancement and
noise reduction are, therefore, important pre-processing factors
in accurately detecting fingerprint liveness. We enhanced the
quality of the image by first cropping the fingerprint region
in the image and then performing histogram equalization to
increase the perception information. The Canny edge detec-
tor [37] is first applied for the purpose of identifying the
biggest contour in order to find the extreme ridge contours.
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Fig. 2. System Architecture of the method proposed

Specifically, we remove the non-relevant white region found
in the borders prior to cropping the region of interest as
shown in Fig. 3(b). In order to remove noise captured during
image acquisition, median filtering is then applied on the
cropped images without reducing the sharpness of the input
image as shown in Fig. 3(c). Finally, histogram equalization is

(a) (b)

(c) (d)

Fig. 3. (a) Original Image (b) cropped image and resized (c) after median
filtering (d) after histogram equalization

performed to improve the contrast in the image by diversifying
the intensity range over the whole cropped image as shown in
Fig. 3(d). The output achieved after this stage is an image with
a reduced noise and improved definition of the ridge structure.

2) Feature Extraction Stage:In fingerprint authentication
systems, the image is usually captured from multiple subjects
using different scanners. Therefore, fingerprint images are
typically found to be of different scales and rotations. In
certain scenarios, the fingerprint images are partially captured
due to human errors. In order to obtain features that are
invariant to these problems, we use various features that
capture properties of live fingerprint images.

In our work, we choose to use SURF as it is invariant to
illumination, scale and rotation. SURF is also used because
of its concise descriptor length. SURF shrinks the descriptor
length to 64 floating point whereas standard SIFT implemen-
tation uses a descriptor consisting of 128 floating point values
thus reducing computational time. While SURF is invariant to
object orientation and scale transformation, it is not invariant
to geometric transformations. Hence, in order to compensate
the limitations of SURF, PHOG descriptors are used to extract
local shape information to obtain more discriminative features.
In addition, Gabor wavelet features are also incorporated for
texture analysis. Details of the above features are provided in
the following content.

a) SURF: SURF is an in-plane rotation detector and
descriptor [38]. The detector locates the key points in the
image and the descriptor describes the features of the key
points to constructs the feature vectors of the key points. SURF
then uses the determinant of the approximate Hessian-matrix
on the integral image to locate the key feature points. For
the key point descriptor, SURF uses the sum of the Haar
wavelet responses to describe the feature of a key point.
Haar wavelet computes the responses in x and y directions
to describe the intensity distribution of a key point. SURF has
been proven to be distinctive and robust in representing local
image information. Since SURF represents images using local
features, it works well with occluded and partial fingerprint
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images [39]. For detailed description about SURF, we direct
the readers to [38].

b) PHOG: The local shape attributes are extracted and
introduced using PHOG [40]. HOG captures the intensity
gradients and edge directions to describe the shape and appear-
ance in an image. As HOG descriptor works on localized cells,
it is invariant to geometric and photometric transformations
and this is its main advantage over other descriptor methods
[40]. PHOG features are the extension of HOG and it has
shown to produce good results in static facial expression analy-
sis problem [41]. Good performance of PHOG in [41] inspired
us to use it for the fingerprint image liveness classification
problem. In our proposed method, the image is divided into
a spatial grid over all the pyramid levels. Sobel filter of 3x3
is applied to the edge contours for calculating the gradient
angle and magnitude. Then the gradient is joined at the various
pyramid level and histogram is calculated for each grid.

c) Gabor: We also use Gabor Wavelet to extract features
from fingerprint images for texture analysis. Gabor filters
have optimal localization properties in both the frequency and
spatial domain, and have been successfully used in many ap-
plications to extract discriminative features [42]. In fingerprint
images, the local ridge characteristics are extracted via a set of
Gabor filters whose frequency corresponds to the inter-ridge
spacing in fingerprints.

The Gabor wavelets (kernels, filters) can be defined as
follows [43]:

ψµ,υ(z) =
‖kµ,υ‖2
σ2

ǫ(−‖kµ,υ‖
2‖z2‖/2σ2)

[

ǫikµ,νz − ǫ−σ2/2
]

(1)
whereµ andυ define the orientation and scale of the Gabor

kernels,z = (x, y), ‖.‖ denotes the norm operator, and the
wave vectorkµ,υ is defined as follows:

kµ,υ = kνǫ
iφµ (2)

wherekµ = kmax/f
υ andφ = πµ/8.kmax is the maximum

frequency, and is the spacing factor between kernels in the
frequency domain [42]. The Gabor kernels in (1) are all self-
similar since they can be generated from one filter, the mother
wavelet, by scaling and rotation via the wave vectorkµ,υ . Each
kernel is a product of a Gaussian envelope and a complex
plane wave, while the first term in the square brackets in (1)
determines the oscillatory part of the kernel and the second
term compensates for the DC value. The effect of the DC term
becomes negligible when the parameter, which determines
the ratio of the Gaussian window width to wavelength, has
sufficiently large values.

In our experiments we have used Gabor wavelets of five
different scales,v ∈ {0, 1, 2, 3, 4}, and eight orientations,
µ ∈ {0, 1, 2, 3, 4, 5, 6, 7}. Fig. 4 shows the real part of the
Gabor kernels for a sample image at five scales and eight
orientations. The following parameters of Gabor Wavelets
(σ = 2π, kmax = π/2, andf =

√
2) were used. The kernels

exhibit desirable characteristics of spatial frequency, spatial
locality, and orientation selectivity.

The Gabor wavelet representation of an image is the convo-
lution of the image with a family of Gabor kernels as defined
by (1). LetI(x, y) be the gray level distribution of an image,

Fig. 4. The real part of Gabor function for five different scales and eight
different orientations

the convolution of imageI and a Gabor kernelψµ,ν is defined
as follows [42]:

Oµ,ν(z) = I(z) ∗ ψµ,ν(z) (3)

where z = (x, y), ∗ denotes the convolution operator, and
Oµ,ν(z) is the convolution result corresponding to the Ga-
bor kernel at orientationµ and scaleυ. Therefore, the set
S = Oµ,υ(z) : µ ∈ {0, 1, 2, 3, 4, 5, 6, 7}, v ∈ {0, 1, 2, 3, 4}
forms the Gabor wavelet representation of the imageI(z).

Applying the convolution theorem, we can derive each
Oµ,ν(z) from (3) via the Fast Fourier Transform (FFT).

d) Feature Reduction Stage:While we have identified
key features to categorize live and fake fingerprint images, the
resulting dimensionality of the data set is too large. Therefore,
Principal Component Analysis (PCA) [44] is applied to both
GABOR and SURF+PHOG feature vectors in order to reduce
its dimensionality. PCA is a statistical analysis method to ex-
tract the main contradiction of features among diverse features.
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It can parse out the main influencing factors, to reveal the
essence and simplify complex and large feature sets to produce
the most meaningful and powerful features. Principal features
in a PCA are represented by Eigen Vectors. We first apply PCA
to calculate the Eigen Vectors. The calculated Eigen Vectors
represents the number of principal components (W) of the
training dataset. The number of principal components (W) is
selected based on 95% of the variance retained. Then we useW
components to project the original training dataset to a lower
dimensional subspace. We then utilize principal components
(W) from the training dataset to reduce the dimension of the
testing dataset separately. This is done to make sure that the
information from the testing dataset does not leak into the
training database and dilute the generalization. Moreover, the
comparison has to be done on the same axes and hence the
projection of the data is done on the same axes.

We then trained the classifiers for these features. In order
to justify which classifier to use for the different features, we
performed an experiment over a training dataset from LivDet
2013. We divided the training set into two equal sets, and used
one set for training and the other for development. The results
for the best performing classifier for each individual feature
over the various sensors are highlighted in bold in Table I. The
experimental results in Table I show that, with the exception
of the Italdata sensor, SVM produced higher accuracy with
SURF+PHOG features compared to Random Trees (RT). On
the other hand, using RT as the classifier for Gabor features
produced higher accuracy in three out of the four sensors.
As the focus of our method is towards generalization, we do
not select the best performing classifier for individual sensors.
Instead, we select the overall best performing classifier which
generalizes well over multiple sensors. Due to these factors,
we select SVM for SURF+PHOG features and RT for Gabor
features.

TABLE I
ACCURACY ACHIEVED USING DIFFERENT CLASSIFIER WITH DIFFERENT

FEATURES OVERL IV DET 2013FINGERPRINT DATABASE.

Sensors Biometrika ItalData Crossmatch Swipe

SVM(SURF+PHOG) 96.0 82.1 91.82 93.0

RT(SURF+PHOG) 90.8 86.0 91.2 93.4

SVM(GABOR) 91.9 91.12 89.9 92.1

RT(GABOR) 93.9 86.2 93.8 94.0

3) Image Classification Stage:In this section, we describe
the dynamic score level integration algorithm for the purpose
of selecting the best classifier during decision making. We
performed experiments on the LivDet 2013 training datasets
and the results are mentioned in Table II. For approximately
97% of the test samples, the prediction score above 0.6 and
below 0.4 is a correct score for live and fake fingerprints
respectively. Also, as seen in Fig. 5, majority of the misclas-
sification lies in the range of 0.4 and 0.6. For Italdata sensors,
many misclassified samples lie in between the range of 0.3-
0.6. However, we choose not to use 0.3 as the lower threshold
because the range in between 0.3 to 0.6 contains much more
correct predictions than wrong predictions. Hence, including

them in the decision making process will reduce the overall
accuracy. Therefore, only scores that lie in between 0.4 - 0.6
would be considered for dynamic decision making.

TABLE II
ACCURACY OBTAINED BASED ON DIFFERENT THRESHOLD SELECTION

FOR TRAINING DATASET IN L IV DET 2013

Classifier Biometrika italData Crossmatch Swipe

0.4-0.6 97.4 95.0 97.1 98.7

0.3-0.7 99.8 91.9 99.3 99.7

0.4-0.7 96.9 91.3 96.8 99.0

0.3-0.6 99.8 93.4 99.1 99.3

We then identified the higher scoring classifiers based on
the features discussed in Section III-2. We identified these
classifiers using the same technique of randomly dividing the
training set (2000 samples) into two sets of 1000 samples each.
We then used one set for training and the other for unseen
development purposes. After training the two different classi-
fiers, the results are generated using the unseen development
set. The results are subsequently compared with their correct
labels to decide the higher scoring classifier. The best scoring
classifier is noted for that particular dataset and it is used as
a starting selection point in our decision making module as
illustrated in Algorithm 1. Table III shows the performance of
classifiers on the different sensors.

TABLE III
BEST PERFORMING CLASSIFIER IN TERMS OFACE OVER FOUR SENSORS

USED IN L IV DET 2011AND 2013RESPECTIVELY

Classifier Biometrika Digital ItalData Sagem

SURF+PHOG 8.76 6.9 7.4 6.23

GABOR 11.21 7.85 12.5 6.28

Classifier Biometrika ItalData Crossmatch Swipe

SURF+PHOG 3.42 2.85 2.96 3.85

GABOR 2.7 4.02 4.67 3.50

Since we already know the high scoring classifier, we
choose the initial prediction answer from the high scoring
classifier observed during the experiments. For instance, if
SURF+PHOG based trained classifier performs better than
Gabor based trained classifier, then we choose the starting
prediction from the former. Next, we take the absolute dif-
ference of the result from both the Gabor and SURF+PHOG
classifiers (line 4 in Algorithm 1). At this stage, we introduce a
new parameter,δ. The purpose ofδ is to decide if we should
discard the prediction score of the previously selected high
scoring classifier. The selection ofδ was done after performing
experiments with multiple values ofδ. Best score over all the
sensors in both the database of 2011 and 2013 LivDet were
produced withδ as 0.2. After getting the absolute difference
between the two score, we compare it with theδ. If the
difference in the score is less than the value ofδ (line 6 in
Algorithm 1), we select the final result from the earlier selected
high scoring classifier. (line 7 in Algorithm 1). If it is more
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(d) Swipe

Fig. 5. Histogram plot to select upper and lower bound for decision making in dynamic score level decision module using LivDet 2013 training dataset.

than delta, we select the result from lower scoring classifier.
(line 9 in Algorithm 1).

IV. EXPERIMENTAL RESULTS

In this section, we evaluate our method for fingerprint
liveness detection.

A. Datasets

Our experiments were carried out on publicly available
fingerprint liveness database for LivDet 2011 and 2013 com-
petitions from Clarkson University - University of Cagliari
[45] [10] [3]. For the LivDet 2011 database, four optical
sensors, Biometrika, Digital Persona, ItalData, and Sagem
were used to collect the fingerprints. Similarly, four optical
sensors, Biometrika, Digital Persona, ItalData, and Swipe were
used to collect fingerprints for the LivDet 2013 database.
The corresponding spoof materials were chosen from body

double, latex, PlayDoh, wood glue, gelatine, latex, ecoflex and
modasil.

B. Classifier parameters

For the SVM classifier, the linear kernel is selected for
its computational efficiency and better performance over non-
linear kernels. For the RT classifier, the maximum number of
trees is 100, and the maximum depth for each tree is 15.

C. Results and comparison

1) Results for LivDet 2011:In all our experiments, we
follow the performance measurement stated by [1] and [10]
to ensure consistency during comparison. We use Average
Classification Error (ACE) equation (4) and Equal Error Rate
(ERR), which is similar to [46].

ACE =
FLR+ FFR

2
(4)
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Algorithm 1: Dynamic Score Level Integration

Input : scoreLow(i), scoreHigh(i), testLabel(i), N ;
Output : finalScore(i);

1 Initialization, finalScore, diffInScore;
2 for i← 0 to N do
3 finalScore = scoreHigh(i);
4 diffInScore = abs(scoreHigh(i) - scoreLow(i)) ;
5 if scoreHigh(i) ≥ 0.4 andscoreHigh(i) ≤ 0.6

then
6 if diffInScore ≤ 0.2 then
7 finalScore = scoreHigh(i);
8 else
9 finalScore = scoreLow(i);

10 end
11 if finalScore ≤ 0.5 then
12 result = 0;
13 else
14 result = 1;
15 end
16 end

FLR (False Living Rate) represents the percentage of fake
fingerprints misclassified as real and the False Fake Rate (FFR)
represents the percentage of live fingerprints misclassified as
fake. According to the rules of Livdet 2011 [10], the liveness
of a testing fingerprint image is represented by a value between
0 and 100. The threshold value is set to be 50. The fingerprint
image with value more than 50 is regarded as the real one,
while it is considered fake if the value is less than or equal to
50. EER is computed as the point where FLR=FFR.

Table IV provides the ACE comparison results with many
existing solutions. It can be seen that the proposed solution
outperforms other methods in terms of average ACE. In addi-
tion, the results obtained from our method are more consistent
than compared to other methods. For example, the ACE values
obtained by [47] vary from 3.66 to 12.6, while the proposed
method yields a range from 5.36 to 8.1.

For EER, we present the comparison results in Table V,
where available results from the literature are used. It is
clearly seen that our proposed method yields the best EER
performance.

2) Results for LivDet 2013:We also compare our results
with the LivDet 2013 competition winner [1] based on the
best average ACE along with the top 5 method submitted in
the LivDet 2013 competition. We kept the measure of the
performance similar to the one used to compare the results
in IV-C1. Table XI and XII compares the rate of misclassi-
fied live fingerprints (ferrlive) and rate of misclassified fake
fingerprints (ferrfake) with the top 5 results of the liveDet
2013 competition. Our method works exceedingly well with
the Crossmatch database and produces better results on both
Swipe and Crossmatch database. Gabor wavelet based feature
selection performs better than our fusion method in correctly
identifying fake fingerprints. Results shown in Table XII
suggest that our proposed fusion based method outperforms
the best result submitted in the LiveDet 2013 competition. We

TABLE IV
COMPARISON OFACE WITH [46] AND L IV DET 2011COMPETITION

DATABASE

Methods Biometrika Digital ItalData Sagem Avg. ACE

SURF 9.12 7.95 8.35 6.77 8.04

PHOG 22.45 13.07 20.05 16.1 17.92

Gabor 11.21 7.85 12.5 6.28 9.46

SURF+PHOG 8.76 6.9 7.4 6.23 7.32

Our Method 7.89 6.25 8.1 5.36 6.9

WLD+LPQ [47] 7.2 8.0 12.65 3.66 7.87

MBLTP [46] 10.0 6.9 16.3 5.9 9.77

multiresolution LBP [48] 10.8 7.1 16.6 6.4 10.22

Original LBP [49] 13.0 10.8 24.1 11.5 14.85

Tans method [50] 43.8 18.2 29.6 24.7 29.07

Power Spectrum [34] 30.6 27.1 42.8 31.5 33

Curvelet Energy [28] 45.2 21.9 47.9 28.5 35.87

Curvelet GLCM [28] 22.9 18.3 30.7 28.0 24.97

Wavelet Energy [51] 50.2 14.0 46.8 22.0 33.25

Ridges Wavelet [12] 38.8 27.5 56.9 20.5 35.92

Valleys Wavelet [27] 29.0 13.0 23.6 28.0 23.4

Dermalog [10] 20.0 36.1 21.8 13.8 22.92

Federico [10] 40.0 8.9 40.0 13.4 25.57

CASIA [10] 33.9 25.4 26.7 22.8 27.2

TABLE V
COMPARISON OFERRWITH JIA’ S [46] ON L IV DET 2011COMPETITION

DATABASE

Methods Biometrika Digital ItalData Sagem Avg. EER

Gabor 4.13 3.50 2.6 3.6 3.45

SURF+PHOG 4.50 4.1 4.1 5.31 4.50

Our Method 3.8 3.6 5.7 2.7 3.95

MBLTP [46] 9.7 7.0 16.0 5.8 9.62

multiresolution LBP [48] 10.3 7.7 16.3 6.1 10.1

Original LBP [49] 13.2 10.9 24.1 10.6 11.97

Tans method [50] 43.7 18.3 27.3 24.5 28.45

achieved an average ACE rate of 2.61 as compared to the 12.87
of the competition winner. Almost all the methods submitted
in the competition failed to produce acceptable result for the
Crossmatch database even though they got high accuracy of
96-98% for Biometrika and Italdata databases. Our method
performed evenly across all databases, which suggest that the
generalization capability of our proposed method is more than
the competition winner.

We also compared our proposed method to [47] as their
work produced the closest ACE to ours (as seen in Table IV).
While their method performed consistently over the LivDet
2011 database, the authors did not provide any results for
the LivDet 2013 database. Therefore, we re-implemented their
method and tested it on the latest database. For consistency
in our experiments, we tested their method on the LivDet
2011 database and verified their results. However, for the
LivDet 2013 database, their method produced an average
ACE of 14.31 compared to ours of 2.61 as seen in Table
XIII. Like other methods, their proposed method also failed
to perform well on the Crossmatch sensor. This seems to
further indicate that our method consistently perform well over
multiple sensors.
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Fig. 6. Equal Error Rate (ERR) for four sensors in LivDet 2011

TABLE VI
COMPARISION OFEERON L IV DET 2013COMPETITION DATABASE

Methods Biometrika ItalData Crossmatch Swipe

Gabor 3.4 2.2 4.50 7.1

SURF+PHOG 5.3 4.9 4.48 6.9

Our Method 3.2 3.2 3.3 7.1

In Table VI, we provide our score in terms of EER for the
proposed fusion method and individual discriminative features
like Gabor wavelet and SURF+PHOG for authors who will
like to compare our method in terms of EER.

3) Receiver operating characteristic (ROC) on LivDet 2011
and 2013: ROCs of the LivDet 2011 and 2013 datasets are
shown in Fig. 6 and 7 respectively. Fig. 5 shows that the
score level fusion based our method produces lower EER for
all the sensors except Italdata. Both SURF+PHOG and Gabor

features produces better EER individually when compared to
the result after score level integration module as shown in
both Fig. 5 (b) and 6 (b). This is because in both LivDet
2011 and LivDet 2013 databases, specifically Italdata, Gabor
feature produces False Acceptance Rate (FAR) of 0%. FAR
after the score level fusion model increases by 1% and 1.6%
on LivDet 2011 and LivDet 2013 respectively. This increase in
FAR and drop in False Rejection Rate (FRR) lowers the EER
value as shown in Table V and VI. But the overall accuracy
(ACE) is always better for all sensors in both LivDet 2011 and
2013 competition databases by using the score level fusion
algorithm which was the judging criteria for the competition.

Our investigation and results have shown that the overall
best result on both LivDet 2011 and LivDet 2013 fingerprint
competition databases is obtained by using RT after feature
reduction stage. We have improved on the state-of-the-art
results by combining SURF features with PHOG features.
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The concatenated feature vectors provides an unique and
discriminative features vectors which produces better result for
fingerprint liveness classification than using PHOG or SURF
feature alone. The proposed approach has proven to be robust
to the multi-sensor situation. The average of ACE over all the
sensors used in LivDet 2011 fingerprint competition is 3.41
which is a big improvement over the average of ACE 9.77,
obtained by [46] and 7.87 obtained by [47]. The average of
ACE over all the sensors used in LivDet 2013 is 2.6 compared
to the best average ACE score of 12.87 from Dermalog. In
Table XIII, we see that all the method used by the participant
on LivDet 2013 database have difficulty with the Crossmatch
database but our proposed method does not suffer from this
issue.

4) Comparison of individual features and their fusion:
We report our findings individually with SURF, PHOG and
their combined feature vectors in Table IV and Table XIII.
PHOG on its own proves to be a weak descriptor but in
combination with SURF it produces a strong discriminative
feature vector which further boost the invariance properties
of SURF such as robustness to image noise, being tolerant
to illumination changes, and computational simplicity. Results
also demonstrate that combining SURF with PHOG seems
to solve its drawback of being non invariant to geometric
transformations. This demonstrates that when we use a direct
combination strategy, PHOG is significantly complementary
to SURF.

We also compared our dynamic decision making strategy to
other traditional fusion strategies; Min, Max and Mean. The
major difference between our proposed method and traditional
fusion strategies is that we consider only those predictions
which may be misclassified unlike other strategies which
consider all results equally. As illustrated in Table VII, these
strategies are ineffective as they do not select the better classi-
fier but selects the classifier with the corresponding minimum
or maximum score which may be incorrect. The weighted sum
did not differ much from the Mean strategy because both the
classifiers produced accuracies that were very close to each
other. In our strategy, we give more weight-age to the higher
performing classifier in choosing the final prediction, hence
producing higher accuracies proving that our novel score level
integration is a better way of decision making.

TABLE VII
ACE USING DIFFERENT FUSION STRATEGIES ONL IV DET 2013

FINGERPRINT DATABASE.

Sensors Biometrika ItalData Crossmatch Swipe

Min 4.3 8.3 7.4 3.7

Max 3.3 4.6 3.7 9.3

Mean 3.6 5.0 5.1 7.07

Weighted Sum 3.6 5.0 5.6 7.07

Proposed Method 2.27 2.17 2.5 3.5

5) Results After Score Level Integration:We also report
our result individually with SURF+PHOG features and with
Gabor Wavelet features to demonstrate that dynamic score
level integration step assist in getting overall better result

as shown in Table IV and Table VI. The improvement in
accuracy after ensemble method is consistent over the two
different databases which were produced from six sensors and
six different materials. In future, we will apply this dynamic
score level method on different databases to further test the
generalization of this approach.

6) Cross-Database (DB) and Blind Material Test Experi-
ments: In this section, we analyze the result obtained after
performing Cross-DB and Blind Material test experiments.

Four sensors were used in both LivDet 2011 and 2013
fingerprint liveness detection competition. Out of the four
sensors, only two sensors were of similar type: Biometrika
and Italdata. Other sensors were of different make. The sagem
sensor was used in 2011 but it was not used in 2013. Similarly,
the swipe sensor was used in 2013 but was not used in 2011.
The data obtained using Swipe sensor were of completely dif-
ferent pattern compared to other touch based sensors. Hence,
we cannot use these sensors to perform cross-DB experiments.
To support our claim that our method generalizes well over
similar sensors across databases, we performed Cross-DB
experiments using two sensors (Biometrika and Italdata) which
were found in both 2011 and 2013 competition databases. Two
different experiments were performed. In the first experiment
we trained using LivDet 2013 training database and tested
using LivDet 2011 testing database. In the second experiment,
we trained using LivDet 2011 training database and tested
using LivDet 2013 testing database. We performed these
experiments on both Biometrika and Italdata sensors. We
generated the ACE for both the scenarios and showed the result
in Table VIII. The low ACE obtained in both the scenarios
indicates that the proposed method generalizes over similar
sensors across databases.

To gain knowledge into the generalization capabilities of the
proposed method, we investigated further and performed cross
sensor experiments in individual databases. The combination
of sensors selected for LivDet 2011 competition database were
Biometrika/Italdata and Digital/Sagem. Biometrika/Italdata
and Crossmatch/Biometrika were selected in LivDet 2013
competition database. Both training and testing databases were
combined to form a large dataset for individual sensors. Two
experiments were performed in each cross sensor scenarios.
In experiment 1, ACE was calculated by training on sensor
A and testing on sensor B. In experiment 2, we calculated
the ACE by training on sensor B and testing on sensor A.
Average of both the ACE was taken and is reported in Table IX
for each test scenario. The accuracy achieved in cross sensor
experiments was in the range of≈ 79 − 86%. The proposed
method performed moderately in the cross sensor scenario.
Visually, the images acquired by different sensors differs a
lot and we believe that there is a large variation in textural
property between two live or two fake fingerprints acquired
by two different sensors. Hence, the model optimized for one
sensor has difficulties to generalize well over different sensors.
Further investigation is needed to understand which liveness
attributes do not get affected when fingerprint is acquired using
different sensors.

The Blind Material Experiments are carried out as follows.
During the training phase, we excluded one group of training
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samples that correspond to a randomly selected spoofing
material. For example, ”WoodGlue” was randomly selected
and its corresponding training data were not used in the
training phase (See Table X, first row). Then, during the testing
phase, two sets of data are used, in which the first set includes
all the testing samples while the second set consists of the
samples that have been excluded in the training phase (e.g.,
WoodGlue). To keep the test dataset balanced we considered
equal number of live fingerprints as fake fingerprint images.
The results obtained in Table X showed that especially for
2011 database, the overall average ACE† obtained were better
than the overall average ACE† obtained when the classifier
was trained with a full training database as shown in Table IV.
For 2013 dataset, the performance of Crossmatch and Italdata
sensor was affected and the accuracy dropped severely. In the
case of the Crossmatch sensor, we noticed that the FAR was
severely affected and in the case of the Italdata, FRR was
affected. Other two sensors in the 2013 dataset performed
relatively similar to the result obtained when a full training
database was used as shown in Table XIII. In the case of
second test scenario, where images from blind material were
only considered, we observed a considerable drop in ACE††

with the exception of Biometrika and Crossmatch sensor in
2013 datasets. The accuracy obtained was in the range of
70%-80% for 2011 dataset. Since, the number of test samples
were small in the second test scenario, further investigation is
required to find out the reason of weak performance of our
proposed method across 6 sensors. Overall, out of 8 sensors,
majority of the sensors was not affected by blind material
test (scenario 1 - commonly used blind material experiment
protocol). Based on this preliminary investigation, we believe
that the proposed method has a generalization ability with
respect to new blind fake material. A detailed investigation
is beyond the scope of this paper and will be carried out as
one of our future works.

TABLE VIII
CROSS-DB EXPERIMENTS PERFORMED ONBIOMETRIKA AND ITALDATA

SENSOR

Sensors Biometrika ItalData

Experiment 1 4.19 8.7

Experiment 2 4.1 5.55

TABLE IX
CROSSSENSORTEST ON BOTH2011AND 2013 LIV DET FINGERPRINT

COMPETITION DATABASE RESPECTIVELY

2011 Sensors ACE

Biometrika/Italdata 15.6

Digital/Sagem 20.6

2013 Sensors ACE

Biometrika/Italdata 14.1

Crossmatch/Biometrika 17.8

Experiments were performed on a computer running Win-
dow 7 professional 64 bit operating system with Intel( R )

TABLE X
BLIND MATERIAL TEST ON BOTH2011AND 2013 LIV DET FINGERPRINT

COMPETITION DATABASE RESPECTIVELY

2011 Sensors Blind Material ACE† ACE††

Biometrika WoodGlue 6.25 22.37

Digital Latex 4.1 30.0

Sagem Playdoh 5.57 29.5

Italdata Silgum 6.05 25.25

2013 Sensors Blind Material ACE† ACE††

Italdata WoodGlue 15.56 33.37

Biometrika Ecoflex 3.75 2.5

Crossmatch Playdoh 22.45 4.25

Swipe BodyDouble 7.21 13.20

†: Overall. ††:Only Blind Material.

Core ( TM ) i5 CPU 760 @ 2.80 GHz 2.79 GHz with 8
GB RAM. Application was created using visual Studio 10
and the programming language used was C++. OpenCV was
chosen as an image processing library. Our method takes 876
milliseconds to process one test fingerprint image.

TABLE XI
COMPARISON OF RATE OF MISCLASSIFIEDL IVE FINGERPRINTS

(FERRLIVE)

Methods Biometrika ItalData Crossmatch Swipe Average

Our Method 2.95 3.55 4.17 1.16 2.95

Dermalog [1] 3.3 0.5 99.84 3.82 26.86

Anonym1 [1] 1.5 0.5 86.96 N.A N.A

ATVS [1] 4.6 0.0 90.40 0.0 23.75

Anonim2 [1] 2.3 0.20 98.40 2.52 25.85

UniNap1 [1] 3.0 2.1 31.28 11.45 11.96

TABLE XII
COMPARISON OF RATE OF MISCLASSIFIEDFAKE FINGERPRINTS

(FERRFAKE)

Methods Biometrika ItalData Crossmatch Swipe Average

Our Method 1.6 0.8 0.84 5.85 2.27

Dermalog [1] 0.10 1.10 0.00 3.20 1.10

Anonym1 [1] 2.40 1.70 2.40 N.A N.A

ATVS [1] 5.50 100.0 10.30 100.0 53.95

Anonym2 [1] 1.30 1.00 0.30 9.60 3.05

UniNap1 [1] 6.40 4.90 31.10 16.10 14.62

V. CONCLUSION

In this paper, we proposed a novel method for fingerprint
liveness detection by combining low level features, which
includes gradient features from SURF, PHOG, and texture
features from Gabor wavelet. In addition, an effective dynamic
score level integration module is proposed to combine the
result from the two individual classifiers. We carried out ex-
periments on two most popularly used databases from LivDet
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(a) Bioemtrika Err (b) Italdata Err

(c) Crossmatch Err (d) Swipe Err

Fig. 7. Equal Error Rate (ERR) for four sensors in LivDet 2013

competition 2011 and 2013. In depth comparison is done with
the current state of the art, and the winner of LivDet 2011
and 2013 fingerprint liveness detection competition. ACE rate
of 2.27% in comparison to the 12.87% of the 2013 LivDet
competition winner is a significant performance gain. The
proposed method scored consistently low EER over all the
six sensors which were not observed in the state of the art
methods.
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