
Cryptanalysis of the Full CHAIN Cipher

Wun-She Yap1,2, Sze Ling Yeo1 and Chee Hoo Yian1

1Institute for Infocomm Research, A*STAR, Singapore
2Faculty of Information Science & Technology, Multimedia University, Malaysia

{wsyap,slyeo,chyian}@i2r.a-star.edu.sg

Abstract

In 1999, Mohammad Peyravian and Don Coppersmith
from IBM proposed a structured symmetric key block cipher
called CHAIN. A striking characteristic of Chain is that
it supports variable block size, key size and number of
rounds. Peyravian and Coppersmith claimed that an R-
round CHAIN is secure against differential and linear at-
tacks, where R is the smallest integer that is greater or equal
to |B|+14

5 , with |B| being the block size in bytes. In this
paper, we first point out a potential flaw in the CHAIN’s key
setup. We then argue against the feasibility of the differential
attacks on CHAIN proposed previously. More significantly,
we show that given any block size, impossible differential
characteristics exist for at least R− 1 rounds of CHAIN. In
particular, we apply this general construction to derive an
R-round impossible differential characteristic for both the
64-bit and 128-bit versions of CHAIN. Finally, we exploit
these characteristics to attack R + 2 rounds of CHAIN for
these two concrete cases. To the best of our knowledge, this
is the first known attack against CHAIN.

Index Terms

Cryptography, CHAIN, block cipher, impossible differen-
tial attack, security attack.

1. Introduction

Ensuring information security has gained great significance
in recent years in various environments, especially network
and distributed environments. Block ciphers have long been
used as a fundamental cryptographic element for providing
information security. Apart from providing data security via
encryption, block ciphers are widely embedded as a core
component in constructing many different cryptographic
schemes, including stream ciphers, message authentication
codes, pseudorandom number generators and hash functions.
These components are then used to provide confidentiality,
integrity and authenticity that are needed in building a secure
system. Thus it is not surprising that building a secure block
cipher has received a lot of attention from the cryptographic
community. Public trust in a block cipher’s security typically

requires that its resistance against all current attacks is well
established.

In 1999, Peyravian and Coppersmith [1] from IBM pro-
posed a non Feistel cipher known as CHAIN. A distin-
guishing feature of CHAIN (as compared to other well-
known block ciphers such as DES or AES) is that it is
an iterated block cipher that supports variable block size,
key size and number of rounds. By analyzing the avalanche
effect of the cipher, Peyravian and Coppersmith suggested a
possible minimum number of rounds for the cipher, denoted
by R (which depends on the block size), to resist against
the differential and linear attacks. (Refer to Section 2 for
the exact value of R.) While an R-round CHAIN may be
secure against the differential and linear attacks, we show
in this paper that it is however vulnerable to the impossible
differential attack.

Impossible differential attack was first used by Knudsen
in attacking the DEAL cipher [2] and it was later formalized
by Biham et al. in [3]. The main principle underlying
the impossible differential attack is to construct differential
characteristics that hold with probability 0 (namely impos-
sible differentials) to progressively filter out the wrong keys
till the right key remains. In other words, the impossible
differential attack is opposed to the conventional differential
attack [4].

In this paper, we initiate the study of CHAIN’s security.
Our contributions are five-fold:

1) We show that the CHAIN’s key setup violates the
designer’s intention.

2) We falsify the previous differential attacks on the 128-
bit CHAIN.

3) We prove that the attacker can always form an (R−1)-
round impossible differential characteristic on CHAIN
for any size. In many cases, this characteristic can be
extended to R rounds of CHAIN.

4) We exploit the general construction to exhibit an (R+
2)-round impossible differential attack on both 64-bit
CHAIN and 128-bit CHAIN. Similar techniques can
be used to attack CHAIN with various block sizes.

5) In view of our attack, we amend the design of CHAIN
without changing its structure by suggesting a new
number of rounds given any block size.

This paper is organized as follows. In Section 2, we
present the notations used throughout the paper and the



specification of the CHAIN cipher. In Section 3, we present
the potential weakness of the CHAIN’s key setup. In Section
4, we falsify the previous differential analysis on CHAIN by
the designers. In Section 5, we provide a general construc-
tion of impossible differential characteristics against CHAIN
for an arbitrary block size and prove that these characteristics
cover either R − 1 or R rounds of the cipher. In Section
6, we illustrate two concrete examples to attack both 64-bit
CHAIN and 128-bit CHAIN. In Section 7, we propose some
changes to CHAIN in order to make it secure against our
attacks. Finally, we wrap up with some concluding remarks
in Section 8.

2. The CHAIN Block Cipher

2.1. Notation

In this paper, the following notations are adopted.

LCi (resp. RCi) The left (resp. right) half of the input data in round i.
∆x The exclusive-or difference in data x, i.e. for instances x and x′,

∆x = x⊕ x′.
B The block size.
K The master key.
RKi The i-th round key.
|x| The size of x in number of bytes.
[x] The smallest integer greater than or equal to x.
bxc The greatest integer not exceeding x.
R The number of rounds of the cipher as suggested in [1]. Specifically,

R = [(|B|+ 14)/5].
xj The j-th byte of x.

2.2. Brief Description of CHAIN

CHAIN is a symmetric key byte-oriented block cipher that
supports variable block size, key size and number of rounds.
The block size can be any number of even bytes greater than
or equal to 8 while the master key size should be at least
equal to the block size. The plaintext is represented by two
halves with the same length, namely LC and RC. A CHAIN
round function is composed of the following four operations:
• Substitution (Sub): CHAIN uses four different 8-bit to

8-bit nonlinear s-boxes S0, S1, S2 and S3. Sub can be
interpreted as a parallel |B|/2 substitution layer, for ex-
ample given the input I with length of |B|/2, Sub(I) =
S0(I0)||S1(I1)|| . . . ||S(|B|/2−1) mod 4(I|B|/2−1).

• Mixing (Mix): a mixing that can be treated as the
diffusion operations L1 and L2 between LC and RC,
such that LC ′ = Sub(LC ⊕ L1(RC)) and RC ′ =
Sub(RC ⊕L2(LC ′)). L1 and L2 are byte-based oper-
ations where L1(RC) = (RC ≫ 16) ⊕ (RC ≫ 8)
and L2(LC ′) = LC ′ ⊕ (LC ′ ≪ 24).

• Swap (Swap): a swapping between two halves. The
swapping can be expressed as LC ′ ⇐⇒ RC ′.

• AddRoundKey (ARK): a simple xor operation between
the data and the round key of the current round.

By analyzing the avalanche effect of CHAIN, the design-
ers of this block cipher suggested that for any block size B,
the minimum number of rounds sufficient to thwart the linear
and differential attacks is R ≥ [ |B|+14

5 ]. For example, R = 5
for the 64-bit CHAIN block cipher (CHAIN-64) and R = 6
for the 128-bit CHAIN block cipher (CHAIN-128). Observe
that CHAIN is not a Feistel cipher. Figure 1 illustrates the
round function of CHAIN.

Figure 1. The Round Function of CHAIN

2.3. Key Setup

The key setup algorithm derives R round keys from the
master key K. Here is a brief description of the key
generation algorithm:
• RKi

j = KiL+j mod (|K|), where i = 0, . . . , R − 1, j =

0, . . . , |B| − 1 and L = [ |K|−|B|R−1 ].
• RKi = RKi ≫ 8i.
• RKi = RKi⊕ENC(RKi), where ENC denotes the

CHAIN encryption algorithm.

3. Key Setup’s Weakness

According to Peyravian and Coppersmith [1], ENC is used
to derive each round key from the master key in a pseudo-
random manner to prevent the derivation of one round key
from another. Observe from the key setup algorithm that
each round key RKi is obtained from a rotated version of
some or all of the master key bits. This will potentially
allow an attacker to recover the corresponding master key
bits whenever one of the round keys is compromised.



More precisely, suppose that a particular round key RK
is known. As each round key has 8|B| bits, it takes a time
complexity of at most 28|B| operations (via brute force)
to solve the equation RK = x⊕ ENC(x), where x is
a portion of K. With the knowledge of x, 8|B| bits of
the master key are completely determined. The remaining
8(|K| − |B|) master key bits can be recovered via a brute
force search, requiring a maximum time complexity of
28|K|−8|B| operations. Thus, the entire master key can be
found with a time complexity of at most 28|K|−8|B|+ 28|B|

bit operations. Notice that in the case where the master key
size exceeds the block size (i.e., |K| > |B|), this approach is
more superior than a brute force search of the entire master
key.

This observation violates the original intention of the
designer, namely to prevent leakage of any master key bits
from knowledge of a round key. The purpose of inclusion
ENC in the key setup is faulty.

4. Review on the CHAIN’s Differential Analy-
sis

Peyravian and Coppersmith [1] proposed six different most
promising differential attacks which may have the potential
of breaking the CHAIN-128. Further, they showed that 8
rounds of CHAIN-128 might be broken using 297 chosen
plaintexts under the assumption that the s-boxes are com-
pletely random (i.e., with no regard to the specific structure
of the s-boxes) using one of their proposed attacks. Let
us denote d as a non-zero xor difference between two
plaintexts. Here is the brief description of their 2-round
iterated differential attack:

1) Round 0: ∆LC0 = {d, d, d, d, d, d, d, d} and
∆RC0 = {0, d, 0, d, 0, d, 0, d}.

2) Round 1: ∆LC1 = {0, d, 0, d, 0, d, 0, d} and
∆RC1 = {0, 0, 0, 0, 0, 0, 0, 0}.

Such a 2-round characteristic requires 8 cancellations be-
tween LC and RC after RC goes through L1 (see Figure
1). By treating the s-boxes as completely random, we may
assume that each cancellation occurs with a probability of
1/256. Thus, a differential characteristic over six rounds (by
repeating the 2-round differential characteristic three times)
will occur with a probability of around (1/256)24 = 2−192.

In order to distinguish a correct key, an attacker will
thus require at least 2193 chosen plaintext-ciphertext pairs.
Given 297 chosen plaintexts, the attacker can gather around
2× 297×297

2 = 2193 chosen plaintext-ciphertext pairs. Thus,
this attack may allow an attacker to break an 8-round
CHAIN-128 by using the 6+2 attack method [4]. In addi-
tion, Peyravian and Coppersmith claimed that a 10-round
CHAIN-128 is guaranteed to be secure against differential
attack.

However, the s-boxes are known to be nonlinear. In fact,
for any particular input xor difference, not all the output

xor differences are possible. Besides, the possible output
differences do not occur uniformly [4]. From the difference
distribution table (DDT), the best differential approxima-
tion for any s-box out of the four s-boxes has probability
10/256=2−4.678.

Differential cryptanalysis seeks to exploit a scenario
where a particular output xor difference occurs given a
particular input xor difference with a very high probability
p (i.e., much greater than 1/28|B|). This is because for an
ideal randomized cipher, the probability that a particular
output xor difference occurs given a particular input xor
difference is 1/28|B|. By repeating the above 2-round iterated
characteristic 3 times, this 6-round characteristic will go
through 96 active s-boxes with the probability of at most
2−4.678×96 = 2−449.1. Thus, it is obvious that such a
characteristic is useless.

With regards to the six most promising differential attacks
proposed by Peyravian and Coppersmith in [1], none of
the 6-round characteristics exists with the probability higher
than 1/28|B| and thus none is useful in attacking an 8-round
CHAIN-128 using the so called 6 + 2 attack method as
claimed by them. Notice that the best characteristic found so
far is a 3-round non iterated differential characteristic with
probability of at most 2−4.678×14 = 2−65.5.

5. Impossible Differential Attack on CHAIN

In this section, we show that while an R-round CHAIN
cipher is resistant to differential attack, it is however vulnera-
ble to the impossible differential attack. In fact, our analysis
below shows that one can always construct an Rid-round
impossible differential characteristic against CHAIN, where
Rid ∈ {R − 1, R}. As a result, at least Rid + 2 rounds
of the cipher are insecure against the impossible differential
attack by exploiting the Rid-round impossible differential
characteristic.

5.1. The Miss-In-The-Middle Approach

To launch an impossible differential attack across N rounds
of a cipher, we seek for an impossible differential charac-
teristic, i.e., a differential characteristic that has absolutely
no chance of occuring, for N rounds of the cipher. This is
typically achieved through the miss-in-the-middle approach
[5]. Briefly, suppose that D1 = (P 0, P 1, . . . , PS) and
D2 = (Q0, Q1, . . . , Qt) represent two (possibly identical)
differential characteristics which will occur with absolute
certainty (that is, probability 1) over S and T rounds of
CHAIN, respectively, where P i’s and Qj’s denote an input
difference in the i-th and the j-th round of the cipher,
respectively. Further, suppose that there exists at least a bit
in which its difference in PS contradicts with that of Q0.
Under these assumptions, it is apparent that a differential
characteristic over S + T rounds commencing with P 0



and terminating with QT has a zero chance of occurrence.
Guided by this approach, we proceed to derive differential
characteristics satisfying the conditions of D1 and D2.

5.2. Differential Characteristics with Probability 1

In this section, we seek for a general form of the differ-
ential characteristics which occur with certainty such that
there is a known difference in at least one of its bytes in
either a plaintext or ciphertext pair. We refer the reader to
the Appendix for proofs of the results in this section.
As the s-boxes are bijective components, any non-zero input
difference will necessarily result in a non-zero output differ-
ence. Since we will primarily be interested in an arbitrary
difference (i.e., to determine if any difference is present), we
ignore the effect of the s-boxes in our subsequent discussion.
Besides, observe that the addition of the round keys is
cancelled out when we consider the difference of the inputs
and outputs. Consequently, it suffices to examine the two
layers of mixing and swap in order to determine how the
difference in each byte propagates across each round.

In view of these observations, we can now express the
input difference in round i+1 (denoted by ∆LCi+1) in terms
of ∆LCi, the input difference in round i in the following
compact form.

∆LCi+1 = ∆LCi ⊕ (∆LCi ≪ 24) ⊕ (∆RCi ≪ 16)

⊕(∆RCi ≪ 8) ⊕ ∆RCi ⊕ (∆RCi ≫ 8)

⊕(∆RCi ≫ 16)

∆RCi+1 = ∆LCi ⊕ (∆RCi ≫ 8) ⊕ (∆RCi ≫ 16)).

In view of the above observations, we may express the re-
lationships between the input differences (in terms of bytes)
in rounds i and i+1 as follows. Let j = 0, 1, . . . , |B|/2−1.

∆LCi+1
j = ∆LCi

j ⊕ ∆LCi
j+3 mod (|B|/2) ⊕

∆RCi
j−2 mod (|B|/2) ⊕ ∆RCi

j−1 mod (|B|/2) ⊕
∆RCi

j ⊕ ∆RCi
j+1 mod (|B|/2) ⊕

∆RCi
j+2 mod (|B|/2),

∆RCi+1
j = ∆LCi

j ⊕ ∆RCi
j−1 mod (|B|/2) ⊕

∆RCi
j−2 mod (|B|/2) (1)

The following lemma investigates the bytes of ∆LC0 and
∆RC0 involved in ∆RCi after i rounds of encryption.

Lemma 5.1. After i rounds of encryption (for i ≥ 2), ∆RCi
j

will involve the following bytes of ∆LC0 and ∆RC0 :

• ∆LC0
k : k = j − 2i + 2 mod (|B|/2), j − 2i + 3 mod

(|B|/2), . . . , j, j + 1 mod (|B|/2), . . . , j + 3i−7 mod
(|B|/2), j+3i−6 mod (|B|/2) and k = j+3i−3 mod
(|B|/2);

• ∆RC0
k : k = j − 2i mod (|B|/2), j − 2i + 1 mod

(|B|/2), . . . , j, j+1 mod (|B|/2), . . . , j+3i−4 mod
(|B|/2).

Besides, ∆LC0
j−2i+2 mod (|B|/2), ∆LC0

j+3i−3 mod (|B|/2)

and ∆RC0
j−2i mod (|B|/2) will be involved in ∆RCi

j exactly
once.

Lemma 5.2. Let ∆P 0 = (∆LC0,∆RC0) = (d, 0, . . . , 0)
be a plaintext pair with a nonzero difference d in byte 0. Let
n1 = b |B|+14

10 c and n2 = b |B|+12
10 c. Then ∆RCn1

2n1−2 = d′

and ∆RCn2
2n2−1 = 0 for some nonzero byte difference d′.

Lemma 5.1 and Lemma 5.2 will be formally proved in
Appendix I and Appendix II respectively. We obtain similar
results in the reverse direction. The following lemma can
be proved using the same approach as above and thus it is
omitted.

Lemma 5.3. Let n1 and n2 be as defined in Lemma 5.2.
Further, let d denote an arbitrary nonzero byte difference.

1) If Qn2 = (d, 0, . . . , 0, then after n2 rounds of decryp-
tion, ∆RC0

2n2−1 = 0.
2) If Qn1 = (d, 0, . . . , 0), then after n1 rounds of

decryption ∆RC0
0 = d′ for some nonzero difference

d′.

With the aid of Lemmas 5.2 and 5.3, we can now construct
an impossible differential characteristic which we detail in
the next theorem.

Theorem 5.4. For the CHAIN cipher with block size |B|,
there exists an Rid-round impossible differential character-
istic, where Rid = b |B|+12

10 c+ b |B|+24
10 c.

Theorem 5.4 will be formally proved in Appendix III. We
remark that different characteristics may be obtained by
varying l in the above theorem, as long as for some j, byte
j of Pn1+1 and Q0 contradict. Further, it is straightforward
to verify that Rid is either equal to R−1 or R. For example,
both Rid and R are equal when |B| = 8 or 16.

By adding a round before D1 and at the end of D2

each, we can exploit the given impossible differential char-
acteristic to launch an impossible differential attack for
Rnew = Rid + 2 = n1 +n2 + 3 rounds of CHAIN, thereby
obtaining the correct key bytes for a certain portion of RK0

and RKRnew−1.

6. The Concrete Examples

In this section, we show how the attack given in Theorem 5.4
can be applied to a 7-round CHAIN-64 as well as an 8-round
CHAIN-128. In each of these cases, we attack Rnew =
n1 + n2 + 3 = R + 2 rounds by considering the impossible
differential characteristic given in Theorem 5.4 (that is, D1

concatenated with D2). a difference of P 0



6.1. Attack Procedure on CHAIN-64

For CHAIN-64, we have |B| = 8, |B|/2 = 4, n1 = n2 = 2
and Rnew = 7. Further, let l = 1. The differential
characteristics D1 and D2 constructed in Theorem 5.4 are
given below. Here, d, d′, d′′ denote a known nonzero byte
difference that may different for different round while x
denote an unknown byte difference. ds are similar in the
same round but may different in the different round.
• Differential characteristic D1:

i ∆LCi ∆RCi

0 (0, d, d, 0) (d, 0, 0, 0)
1 (d, 0, 0, 0) (0, 0, 0, 0)
2 (d, d′, 0, 0) (d′′, 0, 0, 0)
3 (x, x, x, d) (d′, x, d′′, 0)

• Differential characteristic D2:
i ∆LCi ∆RCi

0 (x, x, d, x) (0, d′, x, d′′)
1 (0, 0, d, d) (0, d, 0, 0)
2 (0, d, 0, 0) (0, 0, 0, 0)

For nonzero byte differences d, d′ and d′′, let
P = (((S0)−1(d) ⊕ d′, d, d, d′), (d, 0, d′, 0)) and
C = ((0, d, d′, 0), (0, d′′, 0, 0)). Our entire distinguisher can
thus be represented as P → (P 0 → P 3)|(Q0 → Q2)→ C.
Note that P is obtained by decrypting P 0 while C is
obtained by encrypting Q2.

Observe that a single round encryption of P leads to
P ′ = ((0, d, d′, 0), (d′′, 0, 0, 0)) and a single round de-
cryption of C leads to C ′ = ((d + d′′, d′′′, d + d′, d′ +
d′′), (0, d + d′, d + d′′, 0)). As such, all the key bytes
RK0

1 , RK0
2 , RK0

4 , RK6
1 , RK6

2 , RK6
5 that result in d = d′ =

d′′ for both P ′ and C ′ will coincide with our impossible
differential characteristic, and hence, they can be filtered
out. Here is the attack procedure in attacking CHAIN-64:

1) Choose M structures, each structure comprising 248

plaintext/ciphertext pairs (X,Y ) such that all the
plaintexts X have the same value in byte 5 and
byte 7. For each of these M structures, generate
all the possible 248 × (248 − 1)/2 ≈ 295 pairs
(X,Y ), (X ′, Y ′), X 6= X ′.

2) Pick those pairs such that X ⊕X ′ has the form of P
and Y ⊕ Y ′ has the form of C. The expected number
of remaining pairs in each structure is 295 × 2−24 ×
2−40× 100/256 = 229.64. Take note that according to
the DDT table for the s-box S0, there are expected 100
possible differences d such that S0(d) = d′ for a fixed
nonzero difference d′. This step can be executed by
storing the plaintext/ciphertext pairs using hash table.

3) For each of the 216 possible key bytes RK0
1 and RK0

4 ,
perform the following:

a) Let (X,Y ), (X ′, Y ′) be an arbitrary pair in
each structure. Compute g1(X,X ′) = f1(X) ⊕
f1(X ′) ⊕ f2(X) ⊕ f2(X ′), where f1(X) =

S0(S0(X0 ⊕ X6 ⊕ X7) ⊕ RK0
4 ) and f2(X) =

S1(S1(S0(X0⊕X6⊕X7)⊕S1(X1⊕X4⊕X7)⊕
X5)⊕RK0

1 ). Discard the pair (X,Y ), (X ′, Y ′)
if g1(X,X ′) 6= 0. The expected number of
remaining pairs in all the structures is easily
computed to be M ×229.64×2−8 = M ×221.64.

b) For each of the 28 possible key byte RK0
2 ,

perform the following.

i) Let (X,Y ), (X ′, Y ′) be an arbitrary pair in
each of the structure. Compute f3(X) +
f3(X ′), where f3(X) = S2(S2(S1(X1 ⊕
X4 ⊕ X7) ⊕ S2(X2 ⊕ X4 ⊕ X5) ⊕ X6) ⊕
RK0

2 ). Discard the pair (X,Y ), (X ′, Y ′) if
f3(X) ⊕ f3(X ′) 6= f2(X) ⊕ f2(X ′). The
expected number of remaining pairs in all
the structures is easily determined to be
M × 221.64 × 2−8 = M × 213.64.

ii) For each of the possible 216 possible key
bytes RK6

2 and RK6
5 , perform the following:

A) Let (X,Y ), (X ′, Y ′) be an arbitrary pair
in each structure. Compute g2(Y, Y ′) =
f4(Y )⊕ f4(Y ′)⊕ f5(Y )⊕ f5(Y ′), where
f4(Y ) = (S2)−1((S2)−1(Y2) ⊕ RK6

2 )
and f5(Y ) = (S2)−1(Y5⊕RK6

5 ). Discard
(X,Y ), (X ′, Y ′) if g2(Y, Y ′) 6= 0. The
expected number of remaining pairs in all
the structures is now M ′ = M × 213.64×
2−8 = M × 25.64.

B) For each of the 28 possible key
byte RK6

1 , compute g3(Y, Y ′) =
f5(Y )⊕ f5(Y ′)⊕ (S1)−1((S1)−1(Y1)⊕
RK6

1 ) ⊕ (S1)−1((S1)−1(Y ′1) ⊕ RK6
1 ).

If g3(Y, Y ′) = 0, then the 6 key bytes
RK0

1 , RK0
2 , RK0

4 , RK6
1 , RK6

2 , RK6
5

cannot be possible and thus can be
filtered out.

Theorem 6.1. Let M = 27.42. Then the above attack
procedure requires 255.4 chosen plaintexts and produces the
correct key bytes RK0

1 , RK0
2 , RK0

4 , RK6
1 , RK6

2 , RK6
5 .

Proof: Since each structure consists of 248 chosen
plaintexts, thus M structures consist of M × 248 = 255.42

chosen plaintexts, where M = 27.42. In the final step of
the procedure, observe that given any RK6

1 , the probability
that g3(Y, Y ′) = 0 is 2−8. Hence, the probability that
each of the 248 key bytes is filtered out using one of the
M ′ = M ×25.64 = 213.06 remaining pairs is 2−8. It follows
that the expected number of key bytes that will not be filtered
out after the whole procedure is 248 × (1 − 2−8)213.06 ≈
0.858 ≤ 1. Since one of the 248 possible key bytes must be
correct, we conclude that the correct key bytes will be left.



ANALYSIS. In the above procedure, to get the qualified pairs
in Step 2, we first store the ciphertexts into a hash table
indexed by the byte 0,3,4,6,7 of Y , the xor of byte 1 and 2
of X , the xor of byte 1 and 4 of X and the xor of byte
3 and 6 of X . This requires around M × 248 = 255.42

memory accesses. Step 3a requires at most 4× 216 ×M ×
229.64× 1

8 = 252.06 1-round encryptions. Step 3(b)i requires
at most 2 × 216 × 28 ×M × 221.64 × 1

8 = 251.06 1-round
encryptions. Step 3(b)iiA requires at most 4× 224 × 216 ×
M × 213.64 × 1

8 = 260.06 1-round encryptions. Step 3(b)iiB
requires at most 2 × 240 × 28 ×M × 25.64 × 1

8 = 259.06

1-round encryptions. Consequently, the time complexity of
this attack is roughly 252.06+251.06+260.06+259.06 = 260.65

1-round encryptions (i.e., 257.84 7-round encryptions) with
255.42 memory accesses. Finally, 248/23 = 245 bytes of
memory are needed to store the list of filtered key bytes.

6.2. Attack Procedure on CHAIN-128

For CHAIN-128, we have |B| = 16, |B|/2 = 8, n1 =
3, n2 = 2 and Rnew = 8. Further, we let l = 0. The attack
procedure is very similar to that of CHAIN-64. As such,
we omit the details but instead, we summarize the results as
follows.
• Here, we consider P = ((S0)−1(d1), d1, d1 ⊕ d3, d2 ⊕

d3, d2, 0, d1, d1), (d1, d3, d2, 0, 0, d1, 0, 0), and C =
(d4, 0, 0, 0, 0, d5, 0, 0), (d6, 0, 0, 0, 0, 0, 0, 0), where di
for 1 ≤ i ≤ 7 are nonzero byte differences.

• D1 is a 4-round differential characteristic with proba-
bility 1 while D2 is a 2-round differential characteristic
with probability 1.

• This attack requires M = 223.42 structures, where
each structure consists of 288 chosen plaintexts. Thus,
the data complexity of this attack is 2111.42 chosen
plaintexts.

• The key bytes that are involved are
RK0

1 , RK0
2 , RK0

8 , RK7
0 , RK7

5 and RK7
8 .

• The time complexity of the attack is 260.65 1-round en-
cryptions (i.e., 257.65 8-round encryptions) with around
2111.42 memory accesses. Notice that the workload of
2111.42 memory accesses should not be greater than
2106.42 8-round encryptions.

• 248/23 = 245 bytes of memory are needed to store the
list of filtered key bytes.

Remark. Similar attacking procedures can be applied to
CHAIN with other block sizes.

7. Countermeasures

Without affecting the structure of CHAIN, we propose
the following changes in fixing CHAIN in view of the
observations and weaknesses discovered in Section 3 and
5:

• Increase the security margin by increasing the number
of rounds of CHAIN to 2R = 2[ |B|+14

5 ]. This can
make CHAIN resistant to our proposed impossible
differential attack while providing some extra margin
to stand against future attacks.

• Fix the key size as the block size to prevent the
derivation of the master key from the knowledge of
any round key with the time complexity less than the
exhaustive key search.

8. Conclusion

In this paper, we pointed out the weakness of the CHAIN’s
key schedule where the CHAIN’s master key can be
recovered if the attacker knows any round key and the
master key length is longer than the block size. We also
presented the reasons to justify that the previous “possible”
differential attacks on the CHAIN cipher do not worked.
Most important of all, we proved that the attacker can
construct a (Rid = b |B|+12

10 c+ b |B|+24
10 c)-round impossible

differential characteristic against CHAIN. We finally
applied the result to launch the Rnew = (R + 2)-round
impossible differential attack against CHAIN-64 and
CHAIN-128. It might be possible to extend the attack to
9 rounds by exploiting the 6-round impossible differential
characteristic we provided together with more ingenious
attacking techniques. Finally, we fixed the CHAIN cipher
to resist our attacks.
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Appendix I: Proof of Lemma 5.1

Proof: We prove the lemma by mathematical induction.
First, Equation (1) easily yields:

∆RC
1
j = ∆LC

0
j ⊕∆RC

0
j−1 mod (|B|/2) ⊕∆RC

0
j−2 mod (|B|/2),

∆RC
2
j = ∆LC

1
j ⊕∆RC

1
j−1 mod (|B|/2) ⊕∆RC

1
j−2 mod (|B|/2)

= ∆LC
0
j ⊕∆LC

0
j+3 mod (|B|/2) ⊕

j+2 mod (|B|/2)⊕
k=j−2 mod (|B|/2)

∆RC
0
k

⊕∆LC
0
j−1 mod (|B|/2) ⊕∆RC

0
j−2 mod (|B|/2)

⊕∆RC
0
j−3 mod (|B|/2) ⊕∆LC

0
j−2 mod (|B|/2)

⊕∆RC
0
j−3 mod (|B|/2) ⊕∆RC

0
j−4 mod (|B|/2)

= ∆LC
0
j−2 mod (|B|/2) ⊕∆LC

0
j−1 mod (|B|/2) ⊕∆LC

0
j

⊕∆LC
0
j+3 mod (|B|/2) ⊕∆RC

0
j−4 mod (|B|/2)

⊕∆RC
0
j−3 mod (|B|/2) ⊕∆RC

0
j−2 mod (|B|/2)

⊕
j+2 mod (|B|/2)⊕

k=j−3 mod (|B|/2)

∆RC
0
k.

Assume that the result holds for i rounds of the en-
cryption, i ≥ 2. Thus, ∆RCi+1

j includes ∆LC1
k1

for
k1 = j − 2i + 2 mod (|B|/2) to j + 3i − 6 mod (|B|/2)
together with k1 = j+3i−3 mod (|B|/2) as well as ∆RC1

k2

for k2 = j − 2i mod (|B|/2) to j + 3i − 4 mod (|B|/2).
Substituting ∆LC1

k and ∆RC1
k in terms of ∆LC0 and

∆RC0, the following bytes will be involved:
• ∆LC0

k , k = k1, k1 + 3 mod (|B|/2) and k = k2,
• ∆RC0

k , k = k1 − 2 mod (|B|/2), k1 − 1 mod
(|B|/2), k1, k1 + 1 mod (|B|/2), k1 + 2 mod
(|B|/2), k2 − 1 mod (|B|/2), k2 − 2 mod (|B|/2).

Hence, ∆LC0
j−2i mod (|B|/2) comes from

∆RC1
j−2i mod (|B|/2) while ∆LC0

j+3i mod (|B|/2) comes
from ∆LC1

j+3i−3 mod (|B|/2). Our result now follows by
our induction hypothesis.

Appendix II: Proof of Lemma 5.2

Proof: Observe that since ∆LCj = 0 for j 6= 0 and
∆RCj = 0 for all 0 ≤ j ≤ |B|/2 − 1, for any i and
j, 0 ≤ j ≤ |B|/2 − 1, ∆RCi

j = 0 if and only if it
does not involve ∆LC0

0 while ∆RCi
j has a known nonzero

difference d′ if and only if it involves ∆LC0
0 exactly once.

By Lemma 5.1, ∆RCj
n2

includes the bytes ∆LC0
k , k = j−

2n2 + 2 mod (|B|/2), . . . , j, . . . , j + 3n2 − 6 mod (|B|/2),
and k = j + 3n2 − 3 mod (|B|/2). Let j = 2n2 − 1,

where n2 = b |B|+12
10 c. Then k = 1, . . . , 5n2 − 7 and

k = 5n2−4 mod (|B|/2). Since 5n2−7 = 5b |B|+12
10 c−7 ≤

|B|/2 − 1 < |B|/2 and 5n2 − 4 = 5b |B|+12
10 c − 4 >

5( |B|+12
10 ) − 1 − 4 = |B|/2 + 1, ∆RCn2

j does not involve
∆LC0

0 at all. Consequently, ∆RCn2
2n2−1 = 0. Similarly,

∆RCn1
2n1−2 involves the bytes ∆LC0

k , k = 0, 1, . . . , 5n1−8
and k = 5n1 − 5 mod (|B|/2). It is easy to check that
5n1 − 8 < |B|/2 and 5n1 − 5 > |B|/2 so that ∆RCn1

2n1−2

involves ∆LC0
0 exactly once. This concludes our proof.

Appendix III: Proof of Theorem 5.4

Proof: We construct a differential characteristic D1

having n1 rounds in the forward direction and a differential
characteristic D2 having n2 rounds in the backward direc-
tion, where both D1 and D2 occur with probability 1 (refer
to the preceding section) as follows.

1) First, we construct D1. Let P 0 = (∆LC0,∆RC0),
where ∆LC0 = (0, d, d, 0, . . . , 0) and ∆RC0 =
(d, 0, . . . , 0), d denoting some nonzero byte differ-
ence. It is easy to verify that P 1 = (∆LC1,∆RC1),
where ∆LC1 = (d1, 0, . . . , 0) and ∆RC1 =
(0, 0, . . . , 0). From Lemma 5.2, after another n1

rounds of encryption, we obtain Pn1+1, where
∆RCn1+1

2n1−2 = d′ for some nonzero byte difference
d′.

2) Consider Qn2 = (d, 0, . . . , 0), where d is some
nonzero byte difference. By Lemma 5.3, after n2

rounds of decryption, we obtain Q0 such that
∆RC0

2n2−1 = 0. Let us denote this differential char-
acteristic by D. Now by the structure of CHAIN,
any l-byte rotation of ∆LCn2 and ∆RCn2 simulta-
neously results in the corresponding l-byte rotation
for each of the ∆LCi and ∆RCi, 1 ≤ i ≤ n2.
Let l = 2n1 − 2n2 − 1 mod |B|/2. Then by rotating
each of the left and right halves of D by l bytes, we
obtain a differential characteristic D2 beginning with
Qn2 = (∆LCn2 ,∆RCn2) and terminating in Q0 =
(∆LC0,∆RC0) such that ∆LCn2

l = d,∆LCn2
j =

0, j 6= l,∆RCn2
j = 0 and ∆RC0

2n1−2 = 0.

Consequently, D1 and D2 satisfy the required properties,
yielding an impossible differential characteristic having n1+
n2 + 1 rounds.


