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Abstract—This paper aims to address control device security 

issue with Metro systems. It would be devastating in the event 
that control devices are suffering from cyber attacks or physical 
attacks. Thus, in this paper, we present a cyber-physical 
authentication approach which combine an add-on security 
module (AOSM) and a cyber security protocol for cyber-physical 
device authentication and data transmission.  Tests and 
performance evaluation have then been done to show the 
feasibility of the proposed protocol as the time efficiency of the 
protocol is critical to the functionality of the control system. 

Keywords—Cyber-Physical Authentication; Add-On Security 
Module (AOSM); Metro System; Legacy System; Security Protocol 

I. INTRODUCTION 

Nowadays, the millions of people in big cities, like Paris, 
London, and New York rely on Metro systems for their daily 
work and life. Hence, the security, safety, and reliability of the 
Metro systems are critical. The Metro systems are becoming 
increasingly smart supported by various cyber-physical 
systems. However, those cyber-physical systems with control 
devices, sensors, communications, etc., also make them 
vulnerable to cyber and physical attacks.   

The physical terrorist incidents included the infamous 
Madrid train bombings in 2004, which killed 191 people and 
wounded 1,841 [1], and the London Underground attacks in 
2005, which killed 52 people and injured hundreds more [2]. In 
2003, a computer virus brought down the train signalling and 
dispatch system for more than 4 hours in Jacksonville, Florida 
[3]. In 2007, a Polish teenager used a wireless remote 
controller to cause a tram derailment and 12 people injured [4]. 
In 2012, passengers’ WiFi enabled mobile phones interfered 
and jammed the wireless channels used for the train-to-
infrastructure communications in Shenzhen, China [5].  

In this paper, we study the Metro system and examine its 
cyber-physical vulnerabilities, in particular the vulnerabilities 
from cyber-physical attacks toward control devices, for 
example, exchanging a control device with a malicious one or 
sending a malicious command to the control device. The 
control devices at a Metro station include the ones to control 
roller shutter, escalators, lift, and so on. If those devices are 
attacked, the results will be very serious, or even a catastrophe 
could happen. For example, if a control device for an escalator 
receives a malicious “Stop” command, the escalator will be 
suddenly stopped and causes the passengers fall down. There is 

another example for roller shutter. If the control device for 
roller shutter is tampered, the roller shutter cannot open. If the 
scenario happens in the early morning when a server sends an 
open command to the control device of roller shutter, the roller 
shutter cannot be opened such that the passengers cannot enter 
the Metro station. If in a scenario that an attacker send a 
malicious command to close the roller shutter and fire or bomb 
happen inside the Metro station, the people cannot escape from 
the Metro station and hence a big catastrophe will happen.  

We therefore propose a cyber-physical authentication 
approach via a combination of hardware and software security 
to ensure that only genuine control devices are connected to the 
Metro systems and secure the communications between the 
server and devices. There are three aspects in our approach, 
namely add-on security module (AOSM), device authentication 
protocol, and performance evaluation. In the design of AOSM, 
we carefully select the most suitable security protocols and 
hardware based on the Metro control systems. Then, we make 
use of the hardware to implement the designed device 
authentication protocol. Lastly, we implement and evaluate the 
performance in order to fit the operation requirements of Metro 
system.  

The remainder of this paper is organized as follows. Section 
II introduces the literature review. Section III briefly introduces 
a topical Metro system and shows a server and control devices 
at Metro station are the protection targets. Section IV describes 
our designed add-on security module (AOSM), while device 
authentication protocol is presented in Section V. The 
experimental tests are presented in Section VI, and the security 
analysis is discussed in Section VII. Finally, Section VIII 
outlines our conclusions. 

II. LITERATURE REVIEW 

A. Cyber-physical Systems Security 

Cyber-physical systems (CPS) are physical and engineered 
systems whose operations are monitored, coordinated, 
controlled and integrated by a computing and communication 
core [6]. In traditional IT security, it is only concerned with 
securing the cyber domain, such as networks and the operating 
system. Generic IT security defences, such as firewalls, 
intrusion detection systems, authentication, cryptographic 
mechanisms, and so on, do not go beyond the cyber domain. A 
defining characteristic for CPS is that there is close integration 



betw
defe
prese
allow
prese

O
expe
that 
integ
the p
[7]. 
at ty
also 
syste

T
towa
Goll
data 
fake
two 
its d
the p
the d
attac

B. C

M
syste
proc
phys
of le
oper
and h
Desp
prote
attac
that 
most
getti
desig
studi
no fe
legac
expo
risk 
13, 1

A
legac
vuln
com
failu
syste
syste
belie
long
repla
reaso

ween the cybe
nces against 
ent. If not pre
w fake or mal
ents as a looph

On the other 
ert in industria

a controller 
grity, and ava
performance a
Therefore, in 

ypical cyber-a
take into ac

em and evalua

There are typ
ards causing 
lmann et al [8

integrity, co
data to misgu

types of attack
data according
process level 
device operat
ck is the manip

Challengesfrom

Many legacy 
ems to moni
cesses. These s
sical systems [
egacy systems 
rations, potent
having serious
pite these sy
ections of maj
cks, since lega
cannot suppo
t of them ha
ing any structu
gned and im
ies on possibl

feasible counte
cy systems u
osed in physi
of cyber-phys

14] due to com

As a result, the
cy systems. 

nerable channe
mmand). Secon
ures (i.e. it is 
ems). Third, 
ems as comp
eve that legacy
g operational 
ace such syste
ons. 

er and physic
both cyber a

esent, having a
licious device
hole in the sec

hand, as poin
al control syste
r has less to
ailability of in
and output of
cyber-physic

attacks and thr
ccount the nu
ate the threats 

es of cyber-p
some physic

8]. We also h
nsidering atta
uide the syste
k on cyber-ph

g to Krotofil e
which leverag

tion and a pa
pulation at the

m Legacy Sys

components 
itor and cont
systems are am
[9]. The impa
 are far greate
tial damage an
s repercussion

ystems’ critica
ajority of them
acy systems m
ort full-fledged
ave been depl
ural update. M
mplemented 
le cyber and p
er-measures a
usually inclu
cally unprote
sical attacks [

mpromised dev

e following w
First, critical

els (i.e. no enc
nd, such syste

very difficul
majority of

pared to the 
y systems are
life spans. M

ems or even 

cal parts of th
and physical 
a secure cyber
es to connect t
curity of the en

nted out by R
em security, th

o do with th
nformation, bu
f a physical p
al systems, w
reats in a vac

umerous attac
accordingly. 

physical attack
cal conseque

have to consid
acks which g
em from its tru
hysical system 
et al [6]. First 
ges on the rel

articular datum
e device level. 

tem 

are still bein
trol critical in
mong the olde
ct of disruptio
er causing disr
nd destruction
ns on the socie
al social imp

m are not on p
may contain o
d security me
loyed for a l

Many of the leg
without con

physical attack
gainst such at

ude devices o
ected spots, th
[10] and insid
vices. 

weaknesses are
l messages a
cryption or au
ems may have
lt and costly 
f the operato
latest technol
 proven to be 

Moreover, it 
cannot be rep

he system. He
attacks shoul

r security will 
to a system w
ntire system. 

Ralph Langne
he current stat
he confidenti
ut more to do 
production pro

we cannot just 
cuum. We hav
ck surfaces of

ks that are ge
nce accordin

der the questio
enerate believ
ue state. Ther
on the integri
is manipulatio

lationship betw
m. Second typ

 

ng used in M
nfrastructures 
est types of cy
ons or disturba
ruption to bus

n to the equipm
ety and human
pact, the sec
par with emer
out-of-date dev
echanisms. In 
long time wit
gacy systems 
ducting thor
ks, or even ha
ttacks. In addi
or parts that
hus increasing
der attacks [11

e common in m
are transferre

uthentication o
e low toleranc
to interrupt t

ors prefer le
logies, since 
reliable with 
is very costl

placed for va

ence, 
ld be 
only 

which 

er, an 
tus is 
ality, 
with 

ocess 
look 

ve to 
f the 

eared 
ng to 
on of 
vable 
re are 
ity of 
on at 
ween 
pe of 

Metro 
 and 
yber-
ances 
siness 
ment, 
n life. 
curity 
rging 
vices 
fact, 

thout 
were 

rough 
aving 
ition, 
t are 
g the 
1, 12, 

many 
ed in 
of the 
ce to 
these 

egacy 
they 
very 

ly to 
arious 

C. C

I
of tr
Aug
relea
Tran
impr
tran
Tran
prac
in R
Unio
land
open
com
altog
pass
soph
secu
befo

I
a M
syst
Plat
addr

A
We 
poss
the M

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1

Current Pract

It is only in v
ransportation
gust 2012, th
ased its “Ro
nsportation Se
rove the se
sportation sy
nsportation A
ctice for “Sec
Rail Transit E
on launched a

d transport [1
n and unreso

mplex couplin
gether suppor
sengers over
histicated and
urity challenge
ore.  

In our previou
Metro Supervis

em, specifica
form Screen 
ress the securi

A typical Met
investigated 

sible security 
Metro systems

1. A typical Metro

tises in Metro 

very recent yea
systems have

he U.S. Depa
admap to Se

ector” [15], su
ecurity stand
stems. In Jun
Association 
uring Control
Environments”
a new call for
7]. However,
olved. In par
ng of heter
rt continuous
r geographic
d highly au
es that have n

us work, we p
sory Control a
ally the cyber
Door (PSD) 

ity vulnerabilit

III. METRO

tro system is 
the vulnera

mechanisms t
s.  

o system 

System  

ears that the cy
e received des
artment of H
ecure Contro

uggesting high
ding of con
ne 2013, the 
published i

l and Commu
” [16]. In 20
r the studies o
, some major
rticular, a M
rogeneous su
s flows of a 
cally distribu
utomated sys
not been add

presented the s
and Data Acq
r security vu
system [18]. 
ties with the c

RO SYSTEM 

schematically
abilities and 
to protect the 

ybersecurity i
served attentio
Homeland Sec
ol Systems in
h-level strategi
ntrol system

American P
its recomme
unications Sys
013, the Euro
of cybersecuri
r questions re

Metro system 
ubsystems, w

large numbe
uted areas. 
tems pose g

dressed collect

security analy
quisition (SCA
ulnerabilities i

In this paper
control devices

y shown in F
effectivenes

control devic

issues 
on. In 
curity 
n the 
ies to 

ms in 
Public 
ended 
stems 
opean 
ity in 
emain 

is a 
which 
er of 
Such 

grand 
tively 

sis of 
ADA) 
in its 
r, we 
s. 

ig. 1. 
ss of 
ces in 



T
(OC
statio
train
to ou
cont
and t

T
befo
com
statio
the s
cont
to op
show
who

T
durin
(AO
[19] 
addi
also 
resis
tamp

A. T

I
used
Blac
with
ESP
PIR 
prote

T
comp
512M
com
GPIO
expa
Beag
comp

T
daug
perfo
hard
[22]
boar
digit

T
micr
cryp
perfo
and 
verif
140-

The Metro sy
C), Commun
ons, trackside

n. The more de
ur previous w
trol commands
then to the con

Taking the rol
ore the train st

mmands of “Op
on. Upon rec
server at the M
trol device. Fin
pen the roller 
wing the posit
le Metro Syste

IV.

The In order t
ng integration

OSM) - a new
for existing

tional cryptog
had tamper-r

stant hardware
pered-detectio

Tamper-Resist

In this section
d in our work
ck single board
h a TPM (Trus
8266 microco
(passive infr

ection. 

The BeagleB
mputer running

MB RAM and
mes with stand

O ports. Th
ansion board
gleBone Blac

mputer with an 

The CryptoCa
ghter board. T
orm various c

dware security 
. We have m
rd for 2048-bit
tal signature (D

TPM is a sec
rocontroller d
ptographic key
orming 2048-

it also su
fication inside
-2 compliant R

stem includes
nication Backb
e mechanism f
etails about th

work [18]. In t
s from the OC
ntrol device.  

ller shutter as
tarts to operate
pen Roller Sh
eiving the “O

Metro station w
nally, the Con
shutter. In Fig
tions of serve
em. 

 ADD-ON-S

to minimize th
n, we designe

w ‘hot swappa
g control de
graphic capab
resistance secu
e [20] to pro

on box to encap

tant Hardware

n, we describe
k. The core o
d computer an
sted Platform 
ontroller toge

frared) sensor

one Black i
g on 1 GHz A
d 4GB flash m

dard USB 2.0 
he BeagleBo

ds to suppor
ck is also an
extended temp

ape is the Be
This daughter 
cryptographic 
y layer to perfo
made use of t
ts RSA encryp
DSA). 

cure cryptopr
designed to s
ys into devi

-bits RSA ope
upports digita
e the chip. T
Random Num

s the Operatio
bone Network
for wireless co

he Metro syste
this paper, we
CC to a server

s example, at 
e, the OCC w

hutter” to a ser
Open Roller S
will forward th
ntrol Device w
g 1, the blocks
er and the con

SECURITY MOD

he disruptions 
ed an add-on
able’ bump-in
evices and s
bilities. Meanw
urity property
tect the crypt
psulate our ha

e 

e the tamper-
of the AOSM
nd a CryptoCa
Module). In a

ether with lig
s to provide 

s a low pow
ARM Cortex-A
memory with 
port, Fast Eth
one Black 
rt different 
n industrial gr

mperature range

eagleBone’s d
board adds sp
operations. T

orm embedded
the TPM chip
ption/decrypti

rocessor, whi
ecure hardwa
ces. The TP

eration (encryp
al certificate

The TPM also
mber Generato

on Control C
k, multiple M
ommunication
m may be refe

e closely study
r at a Metro st

the early mor
ill send a grou
rver at each M

Shuttle” comm
he command t

will take the a
s in Red colou
ntrol device in

DULE 

to legacy sys
n security mo
n-the-wire solu
server to pro
while, our AO

y by using tam
tographic key
ardware.  

resistant hard
M is a Beagle
ape daughter b
addition, we us
ght, magnetic,

physical sec

wer single b
A8 processor 
Linux OS. It

hernet port an
supports va
applications. 
rade single b
e [21]. 

dedicated sec
pecialized ICs

Thus we can a
d security rese
p on the daug
on, and gener

ch is a dedic
are by integr

PM is capabl
ption, decrypt

generation 
o contains a 
or (RNG) that

Centre 
Metro 
n and 
ferred 
y the 
tation 

rning 
up of 

Metro 
mand, 
to its 

action 
ur are 
n the 

stems 
odule 
ution 
ovide 
OSM 
mper-
y and 

dware 
ebone 
board 
se an 
, and 
curity 

board 
with 

t also 
nd 64 
arious 

The 
board 

curity 
s that 
add a 
earch 
ghter 

rating 

cated 
rating 
le of 
tion), 

and 
FIPS 
t can 

be u
chos
TPM

B. T

T
not a
with
the 
cont
sens
buzz

T
circu
How
box,
brig
pow
off t
alarm
indi
com

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2

used for key 
se the TPM o

M 1.2). 

Tamper-Detec

The tamper-d
altered by any

h various sens
box. The tam

troller with W
sor, magnetic
zer and a re-ch

There is a sma
uit is able to 

wever, if the at
, we are still a

ghtness. Our c
wer source and
the power of 
m either by W
cate that it h

mmunication m

(b

2. AOSM with tam

generation o
onboard Cryp

ction-Box  

etection-box i
y unauthorized
sors to detect 
mpered detect

WiFi communi
switch, Pas

hargeable batt

all magnet on 
detect any bo
ttacker tries to
ble to detect it
circuit is pow

d battery. Ther
the AOSM m

WiFi or by se
as been tamp

may not be trus

(a) Open vi

b) Open 

mper-resistant har

or other secur
ptoCape (Atm

is to ensure t
d personnel. T

any tamperin
tion circuit co
ication modul
ssive Infrared
tery (Fig. 2). 

the lid of the 
ox opening by
o open the box
it by monitorin
wered by dua
refore, if an a

module, it is st
ending a sign
pered with, an
sted. 

iew of AOSM

n view of AOS

ardware and tampe

Tamper-Resistan
Hardware 

rity protocols
mel AT97SC3

that our AOS
The box is equi
ng attempt to 
omprises a m
e (ESP8266), 

d motion dete

box. The dete
y magnetic sw
x by puncturin
ng the environ
al inputs, ext
attacker tries t
till able to rai

nal to the serv
nd any subseq

M 

SM 

er-detection-box

Link t
Control D

Link to R

nce 

. We 
204T 

SM is 
ipped 
open 

micro-
light 

ector, 

ection 
witch. 
ng the 
nment 
ternal 
to cut 
ise an 
ver to 
quent 

to 
Device

RTU



C. AOSM 

Our AOSM includes the tamper-resistant hardware and the 
tamper-detection-box (Fig. 2). If an adversary disconnects the 
Control Device from the AOSM, the AOSM will detect it and 
send out an alert message. In this way, the adversary has no 
chance to exchange and connect a malicious control device 
without being detected. The AOSM uses TPM for secure 
storage of the secret keys / certificates. We make use of these 
keys and certificates through a combination of software 
security protocol against the cyber-attacks. The details of 
protocol will be described in the following session. 

V. DEVICE AUTHENTICATION PROTOCOL 

The device authentication protocol is designed for the 
secure communication between the Server and the Control 
Device (Fig. 3). Two AOSMs are linked to the legacy server 
and the legacy Control Device. The designed protocol has four 
phases: setup, initial handshake, acknowledgement/key 
exchange, and data transfer (Fig. 4). For simplicity, AOSM A 
will be known as A and AOSM B will be known as B. 

 

 

 

Fig. 3. Secure communications between Server and Control Device 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. Device Authentication and key establishment protocol 

A. Setup 

This step is to generate the digital certificates for public key 
infrastructure prior the deployment of the modules. The setup 
phase includes: 

 Choose a TPM as a Certificate Authority (CA) since it 
can generate a TPM-protected signing key Kr. 

 The key Kr is used to create a root certificate using 
OpenSSL [23]. 

 Each AOSM will generate its own key pairs (a public 
key and a private key) using its individual TPM and 
create a certificate signing request (CSR) with the 
generated key pair. 

 The CSR will be sent to the CA where it will be used 
along with the CA’s private key and root certificate to 
generate a new certificate. 

 The new certificate would then be sent back to the 
respective AOSM along with the root certificate. 

 Before communications, the two AOSMs will then 
exchange their certificates which can be verified using 
the root certificate. 

B. Initial Handshake  

The main objective is to ensure that the Control Device in 
the communication is authenticated. The authentication is done 
via a TCP connection as we want to ensure that all messages 
are delivered and received successfully.  

[AB]: {IDA, NA, SA(IDA, IDB, NA)} 

The expression “[AB]” means the followed message is 
sent from A to B. In the initial phase, A will request to join to 
B’s network. The handshake phase is as follows: 

 A uses its TPM to generate a random number NA, and 
A also signs the NA and identity of A (IDA) and B (IDB) 
with Digital Signature Algorithm (DSA) scheme. 

 A sends the message to B. 
 Upon receiving the message, B will save NA, and 

verify A’s signature in the message using A’s public 
key in its certificate which is identified by IDA.  

A will only be added to the network if its certificate is 
deemed to be authentic by verifying it with the root certificate 
and also if the signature is verified against the nonce NA 
received and A’s public key in its certificate. 

C. Acknowledgement and Session Key Exchange   

 [BA]:  {NB, SB(NA, NB, H(Ks)), EA(Ks)} 

This message has three purposes, to acknowledge A’s 
previous request, for B to authenticate itself to A and also to 
establish a session key between A and B. 

Upon the verification of the first message and A’s identity, 
B would do the follow:  

 B generates a 256-bits session key KS and a random 
number NB 

 B signs the concatenation of NA, NB, and hash value 
H(Ks) of session key KS. 

 B encrypts the session key KS by RSA with A’s public 
key. 

 B sends the message to A. 

B will sign a concatenation of both random number (NA, 
NB) and encrypted session key Ks. This will prove to A that the 
first message is received successfully. The session key KS will 
be encrypted with A’s public key using RSA to ensure that only 
A will be able to decrypt and obtain the key. 

Once received, A will check the validity of the random 
number (NA, NB) and the B’s signature. After verification, A 
will decrypt and store the session key KS, which will be stored 
for the data transfer. The 256 bit session key KS will be used 
for encryption in the following sub-session. 

 AOSM 
A 

 Control 
Device  AOSM 

B 
 Server

Secure 
Communications 

AOSM A 
(Control Device) 

AOSM B 
(Server) 

Verify A’s 
signature 

{ IDA, NA, SA(IDA, IDB, NA)} 

{NB, SB(NA, NB, H(Ks)), EA(Ks)} 
Verify B’s 
signature,  
get Ks 

 

Send command

Send NB, Ks

Send NA  

Receive 
command 

     {Eks(Data, Counti
A)}

     {Eks(Data, Count1
A)}



D. Data Transfer 

[BA]: {Eks(Data, Counti
A)} 

After the handshake and key exchange, A and B have 
established the secure communication link. Now our modules 
will convey any command securely between the Server and the 
Control Device. 

 When the Server wants to send a command to the 
Control Device, A will encrypt the message using 256 
bits authenticated encryption AES-CCM mode with 
the session key KS. 

 We also include a counter in order to prevent any 
replay attack. 

VI. PERFORMANCE EVALUATION 

The session key Ks is only known to A and B, and using 256 
bits authenticated encryption (AES-CCM mode) with session 
key Ks is an alternative way to do the authentication. Hence, we 
will further evaluate to see if the inclusion of AES in the 
overall protocol will affect the performance of the entire 
system in any way. 

In order for our designed protocol to be acceptable for use 
in the Metro system, the implementation of this security 
protocol should more importantly have minimal impact on the 
overall performance of the system. Therefore, various 
performance tests will be done to determine the feasibility of 
the protocol. In our test, the RSA signature will be created and 
verified using the TPM chip, a 2048 bits RSA key is used. 
Finally, the test results are obtained and shown in Table I.  

TABLE I.  TEST RESULTS 

 A 
(unit: second) 

B 
(unit: second) 

Setup 0.3279 0.3279 
Initial handshake   

- Generation  1.5438 - 
- Verification  - 0.0016 

Acknowledgement and key 
exchange 

  

- Generation  - 1.5445 
- Encrypt Session 

Key 
- 0.0188 

- Verification 0.053 - 
- Decrypt Session 

Key 
2.662 - 

 
Total initialization (one 
time) 

6.1516 

 
Data Transfer (1206 bytes) -  

- Generate and 
Encrypt 

 0.000459 

- Verify and 
Decrypt 

0.000184 - 

 
Overall overhead 0.000643 

Although the total initialization time needed is 6.1516 
seconds, it is accepted for two reasons. First, the advantage of 
RSA is that it is done by the TPM which will ensure a more 
secure key storage as compared to the ECC chip Atmel 
ATECC108A onboard CryptoCape that performs Elliptic 
Curve Digital Signature Algorithm (ECDSA). Therefore, RSA 
will be used during the initial handshake phase and 
acknowledgement and key exchange phase where a trusted 
session key Ks is established.  Second, total initialization time 
needed is done during the initial start-up of the system which is 
hence not so time critical and the authenticity of device is of 
utmost importance. 

From Table I, it is also clear to show that the time for 
encryption and decryption is less than 1 millisecond and has 
the negligible effect. Hence, the overall overhead will not 
affect the operation of Control Device in the Metro system. 

VII. SECUTITY ANALYSIS  

A. Secutity Analysis 

In this section, we analyze the proposed cyber-physical 
security in terms of Man-in-the-middle (MiTM) attack 
resistance, device authentication, data integrity, confidentiality 
reply attack resistance, session key attack resistance, physical 
attack of Control Device disconnection, and physical attacks on 
AOSM. 

MiTM attack resistance: MiTM attacks occur when an 
adversary makes an independent connection with both entities 
and relays, making them believe they are actually talking to 
each other, when in fact they are being manipulated by the 
adversary. MiTM attacks are avoided through the validity 
verification of RSA-based certificates generated. 

Device Authentication: With the AOSM, the physical 
Control Device is securely connected to the network. Hence the 
genuine Control Device is authenticated.  

Data Integrity: Our well-designed protocol maintains and 
ensures that if an adversary tampers with a command, the 
Control Device will be not able to decrypt the command, and 
therefore, the intercepted command will be ignored and 
message integrity is achieved. Due to the nature of 
authenticated encryption, typical attacks, such as bogus attack 
and impersonation attack can be also prevented. 

Confidentiality: Confidentiality is achieved through 
encryption to ensure that the data is not made available or 
disclosed to unauthorized people. 

Replay Attack Resistance: The data count number is added 
to the data for the data transfer. The message will only be valid 
if the Control Device verifies that the count is larger than the 
previous count. Therefore, it is robust to against the replay 
attack. 

Session key attack resistance: In the Device Authentication 
phase, the session key is generated using B’s TPM and 
encrypted together with the random number to prevent the 
middle-man attack. Furthermore, the session key has a certain 
lifetime. When the session is disconnected, the session key will 
be expired.  



Physical attack of Control Device Disconnection: If an 
adversary disconnects the Control Device from the AOSM, the 
AOSM can detect it and send out an alert message. In this way, 
the adversary has no chance to exchange and connect a 
malicious control device without being detected. 

Physical attacks on AOSM: The tamper-detection-box 
ensures that our AOSM is not altered by any unauthorized 
personnel since the box is equipped with various sensors to 
detect any tampering attempt to open the box. 

VIII. CONCLUSION 

This paper proposed a cyber-physical security approach to 
address the issue of Control Device in the Metro system. An 
AOSM is designed against the physical attacks of Control 
Device exchanging with a malicious one. A device 
authentication protocol was first designed and then 
implemented against various cyber attacks. RSA signatures 
would be used for the initial handshake and key exchange 
phase due to the importance of key storage for this phase.  AES 
with a 256-bit session key will be used for the data transfer 
phase. The test results show that the overall overhead has 
negligible effect and hence will not affect the operation of 
Control Device in the Metro system. 

ACKNOWLEDGEMENTS 

This work was supported by the National Research 
Foundation (NRF), Prime Minister’s Office, Singapore, under 
its National Cybersecurity R&D Programme (Award No. 
NRF2014NCR-NCR001-31) and administered by the National 
Cybersecurity R&D Directorate. The special thanks are also 
given to SMRT Trains Ltd to provide domain knowledge and 
technical support. 

REFERENCES 
[1] Stephen Sackur, “2004: Madrid train attacks,” BBC News, 11 March 

2004. 

[2] BBC News, “7 July London bombings: What happened that day?” 3 
July 2015. 

[3] InformationWeek. Computer Virus Brings Down Train Signals, 2003. 

[4] The Register. Polish Teen Derails Tram after Hacking Train Network, 
2008. 

[5] South China Morning Post, “Passenger Wi-fi freezes third Shenzhen 
Metro train in a week,” Retrieved on 16 March 2017 from 
http://www.scmp.com/news/china/article/1078165/passenger-wi-fi-
freezes-third-shenzhen-metro-train-week. 

[6] M. Krotofil, J. Larsen and D. Gollmann, "The process matters: 
ensuring data veracity in cyber-physical systems". 

[7] R. Rajkumar, I. Lee, L. Sha and J. Stankovic, "Cyber-physical 
systems: The next computing revolution," Anaheim, CA, 2010. 

[8] Gollmann, Gurikov, Tsakov, Krotofil, Larsen and Winnicki, "Cyber-
physical systems security - experimental analysis of a vinyl acetate 
monomer plant". 

[9] E. Quaglietta. A microscopic simulation model for supporting the 
design of railway systems: development and applications. PhD thesis, 
Universit`a degli Studi di Napoli Federico II, 2011. 

[10] A. C.-F. Chan. Efficient defence against misbehaving tcp receiver 
dos attacks. Computer Networks, page 55(17):3904 to 3914, 2011 

[11] Alien Vault. Insider threat detection software, 2016. 

[12] A. Costin and A. Francillon. Ghost in the air (traffic): On insecurity 
of ADS-B protocol and practical attacks on ADS-B devices. In Black 
Hat USA, Jul 2012 

[13] H. K. Lee, “Sacramento Man Pleads Guilty to Attempting to 
Shutdown Californias Power Grid,” SFGATE, December 16 2007.  

[14] R. McMillan, “Insider charged with hacking California canal 
system,” Computerworld, November 29, 2007. 

[15] National Cybersecurity Division, U.S. Department of Homeland 
Security’s. Roadmap to Secure Control Systems in the Transportation 
Sector, 2012. 

[16] American Public Transportation Association. Securing Control and 
Communications Systems in Transit Environments, 2013. 

[17] EU, Call for “Study on Cyber-Security in Land Transport, 
Developing Reporting Guidelines, Ranking Possible Attack 
Scenarios and Adapting Existing Risk Assessment Methodologies”, 
2013. 

[18] L.Y. Zhou, H.Q. Guo, D. Li, J. W. Wong, and J.Y. Zhou. “Mind the 
Gap: Security Analysis of Metro Platform Screen Door System”. 
Singapore Cyber Security R&D Conference (SG-CRC), Singapore, 
February 2017. 

[19] Tripwire. Insider threat security & detection, 2016.  

[20] Trusted Computing Group: TPM Main Specification, March 2011. 

[21] BeagleBone Black Industrial Development Board. 2016. 

[22] CryptoCape - DEV-12773 - SparkFun Electronics. 

[23] OpenSSL. Cryptography and SSL/TLS Toolkit. 
https://www.openssl.org/. 

 

 


