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Abstract—Given the rapid growth of diverse communication
demands, future large-scale satellite-aerial-terrestrial integrated
networks (SATINs) need to simultaneously provide services to
users while guaranteeing spectral efficiency, secrecy and energy
efficiency. This paper addresses the problem of maximising
secrecy energy efficiency (SEE) in SATINs, which can accurately
describe the effective trade-off between security, spectral effi-
ciency and transmit power. Particularly, we investigate a secure
beamforming (BF) scheme in cognitive SATINs that employs rate-
splitting multiple access (RSMA) and reconfigurable intelligent
surface (RIS) in the presence of multiple eavesdroppers (Eves) in
a UAV-aided secondary network (SN). To optimize the SEE for
secondary vehicle users while satisfying the constraints of pri-
mary users (PUs), we utilize deep reinforcement learning (DRL)
to address the coupling between different optimized parameters
based on the improved long short-term memory proximal policy
optimization (LSTM-PPO) algorithm. The main innovation of
this paper is to design a sophisticated reward function, action
space, and state space according to each constraint to speed
up the convergence. In addition, simulation results show that
the proposed DRL-based optimization scheme exhibits significant
advantages in terms of SEE compared with benchmark schemes,
validating the effectiveness of this work.

Index Terms—Satellite-aerial-terrestrial integrated networks
(SATINs), reconfigurable intelligent surface (RIS), rate splitting
multiple access (RSMA), deep reinforcement learning (DRL),
secrecy energy efficiency (SEE).
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TO further promote the development of the sixth-
generation (6G) vision of low-latency connectivity, wide

coverage and energy efficiency utilization, satellite-aerial-
terrestrial integrated network (SATIN) has been recognized as
a promising infrastructure to accelerate this goal. It involves
the utilization of cognitive radio (CR) technology to enable the
efficient sharing of limited frequency resources between the
primary satellite network and the secondary unmanned aerial
vehicle (UAV) network under specific constraints [1], [2].
Yuanzhi He et al. of [3] systematically analyzed the technical
routes and challenges of Direct-to-Smartphone technology for
6G NTN, and proposed innovative solutions like high-dynamic
air interface systems and ultra-large array antennas, providing
important reference for the industry, highlighting their deep
insight and forward-looking vision in satellite communication.

Despite the enhanced capabilities provided by SATIN, there
are several significant challenges that still hinder its broader
adoption. The challenge of limiting inevitable eavesdroppers
(Eves) from intercept private signals, while ensuring the qual-
ity of service (QoS) of the primary network (PN), is a pressing
task for the practical deployment of cognitive SATINs. As
a complement to encryption methods, physical layer security
(PLS) has received extensive investigation in traditional terres-
trial networks [4]. However, the inherent broadcast nature of
SATIN creates new challenges for the implementation of PLS,
with all ground users being able to receive satellite signals,
increasing the risk of illegal eavesdropping.

At the same time, the emergence of reconfigurable in-
telligent surfaces (RISs) provides a reliable paradigm for
enhancing the PLS of SATINs by intelligently reconfiguring
wireless propagation environment. In particular, by manipu-
lating the phase shift of reflective elements, RIS can facilitate
the constructive superimposition of direct and reflected sig-
nals at intended legitimate users, while inducing destructive
interference for potential eavesdroppers [5]–[7]. Meanwhile,
parallel developments include the rate-splitting multiple access
(RSMA) scheme, which promises to mitigate multi-user inter-
ference by acting as a bridge between traditional multi-user
linear precoding (MU-LP) and power-domain non-orthogonal
multiple access (NOMA) [8]. By strategically separating the
information into common and private parts, RSMA provides
a more flexible approach to interference management. This
capability not only enhances secrecy energy efficiency (SEE),
but also significantly improves user fairness and system ro-
bustness under unpredictable network conditions.
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However, while the use of RSMA and RIS technologies 
within the cognitive SATINs improves spectral efficiency 
(SE) and transmission security, it is important to recognize 
that there are complex trade-offs between spectral efficiency, 
secrecy and energy efficiency. For example, improving spectral 
efficiency m ay r equire m ore s ophisticated s ignal processing 
techniques, which may increase energy consumption and re-
duce secrecy. While enhancing secrecy may require additional 
resource allocation, thus degrading spectral efficiency and 
energy efficiency. A preliminary exploration of these trade-offs 
is presented in [9]–[11], but an in-depth analysis for SATIN 
scenarios is still lacking.

To further exploit the advantages offered by RSMA and RIS 
techniques within SATINs, and taking into account the imper-
fect availability of eavesdropping channel state information 
(CSI), our study focuses on maximizing secondary network 
(SN) SEE while satisfying the primary user (PU) secrecy rate 
constraints. In view of the high dynamics of RIS-assisted cog-
nitive SATIN with RSMA, traditional optimization algorithms 
require accurate mathematical models, which is very difficult 
for the proposed wireless communication scenario [12]–[14]. 
Coinciding with this, inspired by the recent popularity of 
model-free artificial i ntelligence ( AI) f rameworks, t here i s a 
growing trend to leverage these techniques such as deep learn-
ing (DL), reinforcement learning (RL) and deep reinforcement 
learning (DRL), to open wireless communication optimization 
solutions. In particular, DRL has shown significant advantages 
in dealing with complex wireless environments by dynamically 
interacting with the environment to process large amounts 
of communication data and optimizing long-term cumulative 
rewards, thereby fostering the development of robust com-
munication strategies [15], [16]. This study aims to deeply 
explore the trade-off between spectral, secrecy, and energy 
efficiency i n S ATIN b ased o n t he D RL a pproach, providing 
strong support for the innovation of communication systems 
in the 6G era.

A. Related Works

Nowadays, various techniques have been applied to improve
the spectral, secrecy, and energy efficiency of SATINs. Related
works are discussed as follows:

1) RSMA-enabled SATINs: As a solution to the challenge
of limited spectrum resources, the RSMA scheme has gained
widespread adoption in SATINs due to its effectiveness in
handling multi-user interference scenarios [17]. A key feature
of RSMA in this context is the implementation of the power
splitting (PS) receiver architecture, which divides the RF signal
to be sent into common and private streams. For instance,
the authors in [18] demonstrated that RSMA outperforms
NOMA in terms of spectral efficiency (SE) in SATINs with
multiple eavesdroppers. Additionally, in [19], the authors
focused on maximizing the weighted sum data rate in the
RSMA-based tethered UAV system, considering factors such
as UAV altitude, RIS size, and positioning. Furthermore, in
[20], a secure beamforming scheme for secondary networks
was proposed in RSMA-enabled cognitive satellite terres-
trial networks (CSTNs) to further reduce interference from
eavesdropping users to legitimate users. Lastly, the authors in

[21] looked into four non-orthogonal broadcast and unicast
(NOBU) transmission schemes to find the best max-min rate
for RSMA-enabled SATINs. After comparing the proposed
benchmark schemes, the RSMA-based NOBU scheme was
shown to have significant performance gains.

2) RIS-aided SATINs: With the rapid advancements in
meta-surface technology, there is growing interest in the
performance of RIS-assisted SATINs, leading to a plethora
of research outcomes [22], [23]. The authors in [24] pro-
posed an alternating optimization scheme to jointly transmit
beamforming and RIS reflecting coefficients by taking the
transmit power constraint and the interference threshold into
account. In [25], the authors derived a theoretical expression
of outage probability for all secondary vehicle users in RIS-
aided SATINs. The authors of [26] also thought about using
a double cascade correlation network (DCCN) to improve
the UAV trajectory and RIS reflection coefficients, despite
challenges posed by outdated channel state information (CSI)
and interference from neighboring satellites. In [27], the
authors proposed to mount the RIS on the UAV to facilitate
the transmission effect from the satellite to the terrestrial
users. The simulation results also confirm that the solution
of installing the RIS in the UAV, due to the fact that the UAV
can change its position rapidly, combined with the RIS ability
to dynamically regulate the radio environment, the system
can quickly adapt to different communication requirements
and environmental changes, achieving on-demand coverage
and optimization. More surprisingly, RIS not only enhances
the desired signal but also mitigates Eve signals by adjusting
its phase, making it a promising technology for enhancing
PLS in SATINs. For example, the authors in [28] investigated
the performance of RIS-aided hybrid automatic repeat request
(HARQ) SATINs, pairing security-required users with QoS-
sensitive users to implement the NOMA technique.

3) DRL-empowered SATINs: The DRL-empowered frame-
work has demonstrated impressive performance across various
wireless network systems, particularly in highly dynamic en-
vironments such as RIS-aided SATINs. The authors in [29]
utilized historical CSI data and post-decision state to acceler-
ate learning rate in RIS-aided SATINs based on multi-agent
DRL algorithm. In [30], the authors introduced the proximal
policy optimization (PPO) based on DRL to strike a balance
between task execution latency and energy consumption within
satellite-terrestrial integrated networks (STINs). Furthermore,
in [31], the ergodic capacity was predicted by deep neural
networks (DNNs), which was based on the assumption of
imperfect CSI and uncertain line-of-sight (LoS) links in RIS-
aided SATINs with NOMA scheme. In [32], the author in-
vestigated a low complexity DRL algorithm for optimizing
the transmit precoding matrix, RIS phase shift matrix, and
radar transmit waveform, aiming to minimize the impact of
expected rewards on the target Q value through iterative factor
adjustments. These advancements highlight the potential of
DRL in optimizing the performance of SATIN scenarios.

B. Motivations

It is worth noting that current research on realizing physical
layer security for large-scale SATINs predominantly focuses
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on the contribution of individual technology, such as employ-
ing RSMA to enhance spectral efficiency [33], [34], integrating 
RIS to strengthen PLS [35], [36], or leveraging cognitive radio 
techniques to facilitate flexible access. However, these studies 
often operate within isolated frameworks, neglecting the poten-
tial synergies among these advanced technologies. A unified 
optimization framework that harmoniously integrates RSMA, 
RIS, and cognitive radio is notably absent, despite the critical 
importance of both spectral utilization efficiency a nd P LS in 
the development of next-generation SATINs. The simultaneous 
introduction of these technologies could significantly elevate 
system performance at different levels. By applying RSMA 
strategies, spectrum and power allocation in multi-user scenar-
ios can be optimized [37]. On the other hand, RIS enhances 
signal quality and mitigates interference, and cognitive radio 
ensures adaptability to dynamic electromagnetic environments, 
thereby maintaining robust communication performance. The 
convergence of these technologies presents a promising avenue 
for improving spectral efficiency at multiple levels and unlock-
ing new application scenarios. Nevertheless, this integration 
also poses substantial challenges, particularly in the context of 
timing-related environmental states, which can lead to frequent 
shifts in the training phases of DRL-based mechanisms [38].

To further address these challenges and advance the de-
velopment of secure communication strategies for SATINs, 
we propose the integration of LSTM networks into DRL 
frameworks. By incorporating LSTM modules, the DRL agent 
can consider long-term optimization goals when refining 
parameters, thereby mitigating the shortcomings associated 
with rapidly changing environmental conditions. Our research 
aims to bridge this gap by developing a comprehensive and 
adaptable framework that leverages the combined strengths 
of RSMA, RIS, and cognitive radio technology to maximize 
the secrecy-energy efficiency, w hile a ddressing t he inherent 
challenges posed by dynamic SATIN environments.

C. Contributions

The main work of this paper can be summarized as follows

• We propose a new approach to integrate RSMA and RIS
into a cognitive SATIN involving the presence of multiple
Eves. In particular, we implement the RSMA scheme
on auxiliary drones to enhance the SEE performance of
SNs. RIS constructively enhances the signals reflected
to legitimate users and destructively attenuates the sig-
nals leaked to Eves. To address dynamic eavesdropping
behaviour, we adaptively optimise the RIS phase shift
to suppress malicious intercepts, even in the presence of
sudden changes in eve position.

• We establish an optimization problem focusing on en-
hancing SEE. This optimization involves a comprehensive
design strategy that includes the transmit beamforming
of secondary UAV, RIS reflecting phase shift matrix,
and transmit power splitting ratio of secondary UAV,
which needs to be guaranteed to be carried out under
the QoS of the PNs as well as the common informa-
tion rate constraints in the SNs. The problem explicitly
incorporates robustness-oriented constraints, including,

TABLE I
SYMBOL DEFINITION

Symbol Meaning

hU,n Channel gain coefficient from UAV to n-th VU

hU,m Channel gain coefficient from UAV to m-th Eve

hR,n Channel gain coefficient from RIS to n-th VU

hR,m Channel gain coefficient from RIS to m-th Eve

hRG Channel gain coefficient from RIS to GES

HUR Channel gain coefficient from UAV to RIS

g Channel gain coefficient from satellite to GES

gc,n Channel gain coefficient from satellite to n-th VU

ge,m Channel gain coefficient from satellite to m-th Eve

vc
Secondary UAV transmit beamforming vector for
common information

vn
Secondary UAV transmit beamforming vector for
private information to n-th VU

w Primary satellite transmit beamforming vector

Φ Passive beamforming matrix at RIS

PS Total transmit power at satellite

PU Total transmit power at UAV

imperfect CSI with bounded estimation error and worst-
case eavesdropping scenarios.

• The above optimization problem is a non-convex opti-
mization problem characterized by non-linear constraints,
finite phase shifts and coupled parameter variables. We
then transform the optimization problem into an Markov
Decision Process (MDP). Subsequently, we develop a
unified PPO-empowered learning framework using DRL.
Unlike existing learning frameworks, we introduce an
LSTM mechanism for state feature extraction, which
captures temporal correlations in dynamic environments
to improve the robustness of the policy. The PPO agent
is trained using normalised and feature-fused state infor-
mation to adaptively balance confidentiality and energy
efficiency under uncertainty.

• Finally, simulation results show that our proposed strat-
egy is more adaptive to dynamic environments compared
to several benchmark approaches. We also evaluate the
impact of the maximum transmit power of the secondary
SEE. Furthermore, our unified DRL approach outper-
forms other benchmark schemes in terms of secrecy
efficiency and computation efficiency.

The rest of this paper is organized as follows. In Section
II, we describe the considered system model, including the
optimization problem and corresponding constraints. In Sec-
tion III, we transform the SEE optimization problem into an
MDP, and focus on solving the problem using DRL. Section IV
provides various benchmarks and simulation results. Finally,
conclusions are given in Section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We explore the SEE maximization problem of secondary
users in RIS-aided cognitive SATINs, considering the presence
of a total of M Eves [39], [40]. In this setup, the whole
integrated satellite-UAV-terrestrial network consists of two
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Fig. 1. Description of the proposed system model.

sub-networks, where the satellite sends multicast signal to a
total of L GESs and shares spectrum with UAV under overlay
mode, which is denoted as the PN, while the UAV adopts the
RSMA to serve N vehicle users with the aid of RIS, which
is denoted as SN. Here, we can assume that the satellite and
UAV are outfitted with array fed reflector antennas comprising
NS feeds and a uniform linear array (ULA) consisting of
NU antennas, respectively [41]. 1 To represent symbols more
concisely, some key system parameters are defined in Table I.

A. Channel Model Description

Considering the effects of path loss, rain attenuation, and
satellite transmit beam gains, the satellite downlink channel
model can be described as

g =
√
Gs,tGs,rCP ⊙B

1
2 ⊙ ς−

1
2 ⊙ g̃, (1)

where Gs,t denotes the satellite transmit antenna gain [44].
In addition, Gs,r is the parabolic antenna gain of the satel-
lite serving users [45]. Besides, the symbol ⊙ denotes the
Hadamard Product. Besides, CP = (λw/4πdS)

2 denotes the
free-space loss between the satellite and terrestrial user with
λw being the operating wavelength, and dS being the transmis-
sion distance between the satellite and the signal receiver. B is
the beam gain matrix of the transmitting antenna under satellite
communication far-field characteristics, ς represents the vector
of rain attenuation coefficients. g̃ = [g̃1, g̃2, ..., g̃NS

]
T denotes

the composition of the phase differences of the arriving
different beams from the satellite to the user, and its elements
can be denoted as g̃Ns = e−j2πdNs/λw , where dNs denotes the
distance from the terrestrial user to the Ns-th satellite feeder.

According to [46], it is assumed that hU,n ∈ CNU×1,
hU,m ∈ CNU×1, hR,n ∈ CK×1, hR,m ∈ CK×1, hRG ∈
CK×1, HUR ∈ CNU×K and HUG ∈ CNU×K are the channel
gains from the UAV to the n-th VU, from the UAV to the m-th

1This paper focuses on fixed UAV as secondary network transmitter (e.g.,
UAVs as static relay nodes in emergency communications), and its core
innovation lies in solving the spectrum sharing optimization problem under
fixed deployment (e.g., static low altitude platforms as defined in 3GPP TR
36.777) [42], [43], where the UAV are powered via tethered power supply or
regular rotation to achieve long-term stable service, dynamic path planning
and energy consumption are not major constraints.

Eve, from the RIS to the n-th VU, from the RIS to the m-
th Eve, from the RIS to the GES, from the UAV to the RIS,
from the UAV to the GES, respectively. In the millimeter-
wave (mmWave) communication transmission environment,
all the above channels can be modelled according to the
3D Salen-Valenzula (SV) channel [47]. Here, we give the
modelling process as an example of n-th VU in the SN,
and other channels hU,m ∈ CNU×1, hR,m ∈ CK×1 and
HUG ∈ CNU×K can refer to this content. It is assumed
that there are LU,n, LR,n and LU,R transmission paths that
characterize the UAV-VU link, the RIS-VU link and the UAV-
RIS link, respectively. Then, we have

hU,n =

√
1

LU,n

LU,n∑
l=1

gUn,laL
(
ωAoD
n,l

)
, (2a)

hR,n =

√
1

LR,n

LR,n∑
l=1

gRn,laP
(
ωAoD
n,l , ϑAoD

n,l

)
, (2b)

HUR =

√
1

LU,R

LU,R∑
l=1

gUR
l aP

(
ωAoA
n,l , ϑAoA

n,l

)
aL
(
ωAoD
n,l

)H
,

(2c)

where the large-scale fading coefficients denoted by g ∈{
gUn,l, g

R
n,l, g

UR
l

}
follow a complex Gaussian distribution as

CN
(
0, 10

PL
10

)
with PL [dB] = −C0 − 10α lgD − γp.

Furthermore, C0 denotes the path loss at a reference distance,
α is the path-loss exponent, D represents the transmission
link distance, and γp ∼ CN

(
0, σ2

γp

)
stands for the shadow

attenuation component. Besides, aL (ω) and aP (ω, ϑ) are the
steering vectors with the type antenna about uniform linear
array (ULA) and uniform planar array (UPA).

B. Signal Model Description

As mentioned above, the signal model can be divided into
two main parts, the satellite transmit signals in PN and the
UAV transmits signals in SN. In the transmission phase of the
PN from the satellite to the GES as PUs, the private multicast
signal x is mapped to the satellite transmit beamforming
precoding matrix w ∈ CNS×1 under the eavesdropping of
Eves [48]. During the signaling process in SN, the UAV can be
described as utilizing its flexibility to serve N single-antenna
VUs in SN with the aid of RIS, while the RIS equipped with
K = Ky × Kz reflective element to enhance the expected
signals at the VUs while suppressing the signals received by
the Eves. Specifically, the RIS reflecting phase shift matrix
is given by Φ = diag

{
β1e

jθ1 , β2e
jθ2 , ..., βKejθK

}
, where βk

and θk are the amplitude factor and phase shift at k-th RIS
element [49].

By installing the RIS in the SN can enhance SN perfor-
mance while reducing interference to the PN. Additionally, by
identifying the ideal RIS phase-shift matrix, we can boost the
intended user received signal while suppressing the Eves in
the SN. At the same time, applying the RSMA technology to
the UAV, the unicast signals sn designated for the n-th VU
gets divided into a common sub-signal sc and a private sub-
signal sp,n. Utilizing a shared codebook among all VUs, the
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common sub-signals are collectively encoded into a common 
signal stream sc. The same frequency band is permitted to 
be shared by both satellites and UAVs within a specified 
interference tolerance in the GES of the PN. Notably, a 
total of M Eves can also intercept signals transmitted by 
satellites and UAVs in a similar manner as legitimate VUs [50]. 
Furthermore, the transmit beamforming vectors vc ∈ CNU×1 

and vn ∈ CNU×1, corresponding to the common signal 
sc and private sub-signal sp,n, respectively, are applied to 
the UAV. These vectors are pivotal in steering the signals 
toward their intended receivers while minimizing leakage to 
unintended recipients. The formulation of the received signals 
at various nodes, including the GES, the m-th Eve and the n-
th VU, leverages these beamforming strategies. This approach 
ensures that the common signal and each private sub-signal 
are optimized for reception at the intended receiver while 
concurrently reducing the risk of interception by adversaries. 
In concrete terms, the received signals at the GES, the m-th 
Eve and the n-th VU can be expressed as

yG =gHwx+
(
HUG + hH

RGΦHUR

)
vcsc

+
N∑

n=1

(
HUG + hH

RGΦHUR

)
vnsp,n + nG,

(3)

ys,m =gH
e,mwx+

(
hU,m + hH

R,mΦHUR

)
vcsc

+
N∑

n=1

(
hU,m + hH

R,mΦHUR

)
vnsp,n + ne,m,

(4)

yc,n =gH
c,nwx+

(
hU,n + hH

R,nΦHUR

)
vcsc

+
N∑

n=1

(
hU,n + hH

R,nΦHUR

)
vnsp,n + nc,n,

(5)

where nG, ne,m and nc,n represent independent identically
complex Gaussian distribution with noise variance σ2

G, σ
2
e,m

and σ2
c,n, respectively. To streamline further, the equivalent

channel from the UAV to the GES, the m-th Eve, the n-th
VU after RIS reflection can be defined as

zG =
(
HUG + hH

RGΦHUR

)H
, (6a)

ze,m =
(
hU,m + hH

R,mΦHUR

)H
, (6b)

zc,n =
(
hU,n + hH

R,nΦHUR

)H
. (6c)

Without loss of generality, the Eq. (3)-(5) can be converted
correspondingly to the following

yG = gHwx+ zHGvcsc +
N∑

n=1

zHGvnsp,n + nG, (7)

ys,m = gH
e,mwx+ zHe,mvcsc +

N∑
n=1

zHe,mvnsp,n + ne,m, (8)

yc,n = gH
c,nwx+ zHc,nvcsc +

N∑
n=1

zHc,nvnsp,n + nc,n. (9)

When the service of SN is provided by the UAV, the n-th
VU first decodes the common signal sc that the UAV sends
out, disregarding the private sub-signals sp as unwanted noise.
After successfully decoding sc, the SIC technique is applied.

This process involves re-encoding and pre-coding sc, followed
by subtracting it from the received signal. This subtraction
significantly reduces the interference caused by sc, allowing
the n-th VU to effectively decode its designated private sub-
signal, denoted as sp,n, while still treating other VUs private
sub-signals as interference. Specifically, the rate of information
transfer in sc that the m-th Eve can potentially intercept is
critical to understanding the security and efficacy of the com-
munication strategy. Similarly, the ability of the n-th VU to
decode sp,n in the remaining private sub-signals interferences
is pivotal for assessing the robustness and reliability of the
communication network. Therefore, the achievable rate of the
GES, the m-th Eve, the common signal sc and private sub-
signal stream of the n-th VU can be expressed as

RG = log2

(
1 +

∣∣gHw
∣∣2∣∣zHGvc

∣∣2 +∑N
n=1

∣∣zHGvn

∣∣2 + σ2
G

)
, (10a)

Rs,m = log2

(
1 +

∣∣gH
e,mw

∣∣2∣∣zHe,mvc

∣∣2 +∑N
n=1

∣∣zHe,mvn

∣∣2 + σ2
e,m

)
,

(10b)

Rc,n = log2

(
1 +

∣∣zHc,nvc

∣∣2∣∣gH
c,nw

∣∣2 +∑N
n=1

∣∣zHc,nvn

∣∣2 + σ2
c,n

)
,

(10c)

Rp,n = log2

(
1 +

∣∣zHc,nvn

∣∣2∣∣gH
c,nw

∣∣2 +∑N
i̸=n

∣∣zHc,nvi

∣∣2 + σ2
c,n

)
.

(10d)
In fact, the common signal interference from secondary

UAV transmitters can be regarded as a useful resource, i.e.,
beneficial interference, and its effective utilization then im-
proves the transmission security of the primary network. To
this end, the secure transmission problem in RSMA-based
RIS-assisted cognitive SATINs is investigated and a joint
secure beamforming design mechanism for the primary and
secondary networks is proposed, which makes full use of
the interference generated by the secondary UAV to suppress
the potential eavesdroppers and enhance the security without
having to additionally sacrifice the spectral efficiency, in order
to take into account the efficiency. On this basis, we define
χn ∈ (0, 1) as the common-private rate-splitting ratio for
the n-th VU, where the part of

√
χn is the received signal

power used for transmitting the common information, while
the remaining part

√
1− χn is used for transmitting the private

signals [51], [52]. The above achievable rate of the common
and private stream of the i-th VU can be rewritten as

Rc = log2

(
1 +

χi

∣∣zHc,ivc

∣∣2
χi

∑N
n=1

∣∣zHc,ivn

∣∣2 + ∣∣gH
c,iw

∣∣2 + σ2
c,i

)
,

(11)
and

Rp,i = log2

(
1 +

χi

∣∣zHc,ivi

∣∣2
χi

∑N
n=1,n̸=i

∣∣zHc,ivn

∣∣2 + ∣∣gH
c,iw

∣∣2 + σ2
c,i

)
.

(12)
On the other hand, it is also imperative to ascertain

that all common information within the SN can be de-
coded successfully. This requirement is fulfilled if the achiev-
able rate of the common information stream, denoted as
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minnRc,n ({vn, Φ} , χn), meets the established criteria. Here, 
let cn represent the data rate of the common information 
received at the n-th VU, which needs to satisfy certain 
conditions as∑N

n=1
cn ≤ minnRc,n ({vn,Φ} , χn). (13)

Thus, the sum achievable rate of the UAV-enabled SN can be
expressed as

RU ({vn,Φ} , χn) =
∑N

i=1
(ci +Rp,i). (14)

C. CSI Estimation Error Model

In practical terms, the acquisition of perfect CSI for satellite
downlink and UAV downlink transmissions presents substan-
tial challenges. These challenges primarily stem from scatter-
ing, fast fading, and extensive propagation delays encountered
during signal transmission, as noted in [53]. Furthermore, after
implementing CR-empowered techniques, the PN remains
unaware of the existence of the SN. This lack of awareness
can further complicate the management and optimization of
network resources. In other words, the CSI of the PN link is
not perfectly available at the n-th VU because of the inability
to exchange information properly between the PN and the SN
[54]. Therefore, the worst case bounded CSI estimation error
model is considered to estimate the perceived channel matrix
in SN, which can be expressed as

hU,n = h̃U,n + eU,n,≂U,n
∆
=
{
eHU,neU,n ≤ ∆2

U,n

}
, (15)

hR,n = h̃R,n + eR,n,≂R,n
∆
=
{
eHR,neR,n ≤ ∆2

R,n

}
, (16)

where h̃U,n and h̃R,n denote the estimated CSI at VU, eU,n

and eR,n represent the channel estimation error [55]. Besides,
≂R,n and ≂R,n are the uncertainty region limiting the CSI
uncertainty, ∆2

U,n and ∆2
R,n indicate the radius of the region

of uncertainty. Since Eves are not authenticated as legitimate
users, it is can be assumed that the channel uncertainties ge,m

and ze,m conform to the Euclidean norm bounded error models
ge,m = g̃e,m + eg,m and ze,m = z̃e,m + ez,m, where g̃e,m

and z̃e,m represent the estimated CSI at the satellite and the
UAV, ∥eg,m∥ ≤ δg and ∥ez,m∥ ≤ δz .

As a result, the worst-case achievable secrecy rate (ASR)
of the i-th VU can be expressed as

Rc,i ({vi,Φ} , χi) = Rc,i − max
eU,i,eR,n

max
ez,m,eg,m

Rs,m. (17)

From a practical deployment perspective, we only focus
on scenarios where the worst-case ASR remains positive.
This ensures that even in the least favorable conditions, the
data rate for legitimate users still exceeds that of potential
eavesdroppers. A negative ASR means that the data rate for
Eves is higher than the legitimate user, which is not allowed.

D. Problem Description

In the system model described, the UAV-enabled SN has
the capability to utilize the licensed spectrum of the satellite-
enabled PN. This arrangement requires the UAV to maintain
the interference with the PUs within acceptable levels, as
discussed in [56], [57]. The ratio of the SN total achiev-
able data rate to its overall power consumption quantifies
the SEE. Our research focuses on enhancing the SEE of
the SN, which is a critical factor for promoting secure and

friendly communication practices. Working toward this goal,
we need to work together to optimize the UAV active secure
beamforming vector v = [vc,v1, ...,vN ], where vc is the
common information stream beamforming vector, Φ is the RIS
phase shift matrix, and χn is the transmit power splitting ratio.
The mathematical expression can be defined as

SEE =

RU −
M∑

m=1
maxRs,m(

∥vc∥2 +
∑N

n=1 ∥vn∥2
)
+ PC

, (18)

where PC denotes the constant circuit power consumption at
UAV. Here, we assume that the UAV provides communication
services in a hovering state, and its energy consumption can
refer to [58]. Mathematically, the whole optimization problem
can be formulated as

P0 : max
vn,Φ,χn

max
eU,n,eR,n

SEE, (19a)

s.t. C1 : min
eg,m,ez,m

RG −Rs,m ≥ ∆U ,∀m, (19b)

C2 : Rc,n ≥ ∆c,∀n, (19c)
C3 : Rp,n ≥ ∆p,∀n, (19d)

C4 : ∥w∥2 ≤ PS , ∥vc∥2 +
∑N

n=1
∥vn∥2 ≤ PU , (19e)

C5 :
∣∣exp (jθk)∣∣ = 1,∀k, (19f)

C6 :
∑N

n=1
cn ≤ minnRc,n ({wl} ,Φ, χn), (19g)

where PC denotes the constant circuit power consumption.
Meanwhile, C1 denotes the constraint that the achievable rate
of the VUs must be less than the achievable rate of the GES,
and C2 and C3 denote the minimum rate requirement for the
transmit signals of SN. And, C4 is the transmit power limit
for PN and SN, where PS and PU are the preset power caps
for the satellite and UAV. C6 denotes the constraint that the
VU of the SN is able to fully decode the common information.
In addition, ∆U denotes the secrecy rate limit for the UAV,
whereas ∆c and ∆p signify the data rate limit corresponding
to the common and private parts of the VUs, respectively.

III. MDP FORMULATION FOR THE SECRECY-ENERGY
EFFICIENCY MAXIMIZATION

As modeled earlier, the problem P0 is a high-dimensional
problem that is difficult to solve directly, because it contains
both discrete and continuous variables. In particular, contin-
uous variables need to be specified in terms of their range
of values and the amount of variation. Moreover, the given
problem P0 is only an optimization problem under a single
time slot, which may converge to a sub-optimal solution and
obtain a performance similar to that of greedy search due to
the historical state of the neglected environment and long-
term gains. Therefore, it is generally infeasible to employ
conventional optimization techniques such as alternating op-
timization (AO), semidefinite program (SDP) or successive
convex approximation (SCA) to achieve efficient beamforming
strategies in dynamic RIS-aided secure SATINs [59].

In the model-free DRL family, the policy-based learning
approach, represented prominently by PPO, solves the prob-
lem of difficult step size determination in policy gradient
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algorithms by using stochastic gradient ascent method to 
optimize instead of the objective function over, which can 
achieve small batch updates in multiple training steps. In this 
section, to model decision problems within a deterministic 
mathematical framework, we need to reformulate the problem 
P0 as an MDP by taking into account the randomness of 
the environment and other incomplete information. Then, we 
choose a unified PPO-enabled learning approach to solve the 
problem to cope with the situation where the actions are mostly 
continuous in real-life situations [60].

The formulated MDP consists of an agent, i.e., the global 
decision maker, characterized by five essential elements:⟨S, A, 
R, T , γ⟩. The agent can be considered as an au-tonomous 
entity that interacts with its environment by making a series of 
decisions. These decisions, or actions, are selected based on the 
policy, which is learned through the reinforce-ment learning 
process. The agent then receives feedback in the form of 
rewards or penalties, depending on how well the outcomes of 
its actions align with the predefined goals. This iterative 
process of decision-making and feedback is aimed at 
optimizing the agent’s policy to maximize cumulative long-
term rewards [61]. Here, S represents the state space, encom-
passing all possible situations the agent might encounter. A 
denotes the action space, which includes all potential actions 
the agent can take at any state. R is the reward function, which 
assigns a numerical value to each action taken by the agent in a 
particular state, guiding the agent’s behavior by providing 
incentives for certain actions. T represents the transition 
probability, indicating the likelihood of moving from one state 
to another given an action. Lastly, γ, the discount factor ranging 
from 0 to 1, quantifies the present value of future rewards, 
reflecting the degree to which immediate rewards are 
prioritized over distant ones. In concrete terms, we will discuss 
the composition of each specifically as follows:

1) State space: In principle, the designed state space con-
tains as much information as possible about the environment 
relevant to the problem P0, guiding the agent to make 
meaningful decisions. Also, each state defined is explicit and 
there is no overlap between states.

The current information about all users mainly includes 
the corresponding channel information about all users R, 
specifically the GES of the PN, the VU of the SN, and the 
Eve, as well as others. Thus, the achievable rate at the last 
time slot, which can be defined asU = {g,hn,hm,HUR, RG, Rn, Rm} , (20)

where g, hn and hm are the relevant channel coefficients
of the GES, the n-th VU and m-th Eve, respectively. The
chosen action vector A ∈ A, derived from the last time
slot, is specifically designed based on how an agent’s strategy
update is influenced by the value function, particularly when
assessing the advantage function. The instant rewards (R) are
determined based on state information and chosen actions.
These rewards provide an intuitive measure of the agent’s
performance and effectiveness in addressing the problem P0.
In general, there are several ways to implement the instant re-
ward, and the complete computation procedure for the instant

reward is provided in the following section. As a consequence,
the state space can be constructed as

S = {U,A,R} , (21)

where s(t) ∈ S is the state at the t-th time slot.
2) Action space: The action space can be designed as the

UAV transmit beamforming vectors {vn}, the common-private
rate splitting ratio χn, the RIS phase shift Φ. Since deep neural
networks can only accept real parts rather than complex-valued
parts as input or output, during the construction of the action
A, the real and imaginary parts are separated into separate
input ports if complex numbers are involved. Given transmit
symbols with unit variance, the transmit beamforming matrix
{vn} of the n-th VU can be decomposed into two parts, i.e.,

vn = ∥vn∥ v̄n, (22)

where ∥vn∥ and v̄n are the transmit power of the correspond-
ing data stream at UAV and the normalized beam assignment
characterizing the beamforming direction, respectively.

Remark 1: In fact, with the availability of RSMA technology
in the SN, the transmission of the common stream by the
VU should not interfere with the reception of the private
stream, thanks to the SIC technique. To address this, we
employ the maximum ratio transmission (MRT) scheme to
design the common stream transmission beamforming vector
in SN. Additionally, to further mitigate interference between
VUs and prevent potential information leakage, we utilize the
zero-forcing (ZF) scheme to design the beamforming vector for
the private stream, which has been not only adopted but also
verified to be highly effective in [62]. By employing distinct
beamforming strategies for common and private streams, we
achieve a balance between maximizing data throughput and
maintaining privacy and security.

Following Remark 1, our application of the above two
methods involving beamforming directions separately also
simplifies the action space based on the PPO-enabled method
to facilitate the learning of the near-optimal mapping from
MRT to actions by the agent as it is easier to implement,
which can be expressed as

v̄n =


∑N

i=1 zH
c,n

∥∑N
i=1 zH

c,n∥
, n = 0,

Vn

∥Vn∥ , n ̸= 0,
(23)

where Vn denotes the n-th column of V = [V1, ...,VN ]

where V = ZH
(
ZZH

)−1
and Z = [zc,1, ..., zc,N ].

We initially compress the inputs to optimize them for
processing within DNNs. This compression facilitates the
normalization of input values, ensuring they fall within a fixed
range suitable for neural network processing. This step is cru-
cial in minimizing distortion and enhancing the performance
of the DNN, especially in complex communication systems
where the precision of input data significantly influences the
network’s output accuracy. Following this, the common-private
rate splitting ratio χn, is determined using hyperbolic tangent
functions. The use of hyperbolic tangent functions for this
purpose is strategic, these functions efficiently map large
input domain values to an output range of (-1,1), effectively
stabilizing the learning process by preventing extreme value
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outputs that can destabilize the DNN. Specifically, i t c an be 
expressed as

χn =
1

2

(
exp

(
xEC
n

)
− exp

(
−xEC

n

)
exp (xEC

n ) + exp (−xEC
n )

+ 1

)
, (24)

where xEC
n stands for the output processed by this activation

function. Furthermore, the discrete phase shift values assigned
to each reflective element of the RIS can be represented as

Θ =
{
0,∆θ, ...,

(
2b − 1

)
∆θ
}
, (25)

where b is the number of unitized bits, denoting the phase shift
level, and ∆θ = π/2(b−1). For this part, we can determine the
phase shifts θk of each reflective from the Eq. (25). In this
regard, the action space can be expressed as

A = {{vn} , {χn} , {cn} , {θk}} , (26)

where we define a(t) ∈ A to be the chosen action at the t-th
time slot in a concise manner.

3) Reward function: In the reward function we design, the
objective function P0 may be only a part of the problem,
while other aspects such as constraints or rules need to be
considered in the decision-making process. Specifically, it
can be composed of two terms, i.e., an instant reward term
that represents the expression of unconstrained emotion and a
penalty term that ensures the fulfillment of various constraints.
The reward function can be defined as

R = SEE ({vn, {χn} , {cn}} ,Φ)

× (ςe × ςc × ςr) ,
(27)

where

ςe =

{
1,minRG −Rs,m ≥ ∆U,
0,minRG −Rs,m < ∆U,

(28a)

ςc =

{
1, ∥vc∥2 +

∑N
n=1 ∥vn∥2 ≤ PU ,

0, ∥vc∥2 +
∑N

n=1 ∥vn∥2 > PU ,
(28b)

ςr =

{
1,
∑N

n=1 cn −minnRc,n ≤ 0,

0,
∑N

n=1 cn −minnRc,n > 0,
(28c)

where ςe, ςc and ςr stand for the penalties for the selected
actions that does not satisfy the QoS requirements of the
PN, the transmit power budget requirements of the SN, and
the common information decoding requirements of the SN,
respectively. The reward received at time t is denoted as R(t).
It’s important to note that the reward is non-zero only under
the condition that all constraints specified in problem P0 are
fully met. This ensures that the agent not only strives for op-
timal performance but also adheres strictly to the constraints,
integrating compliance directly into the reward structure. This
mechanism promotes the development of solutions that are
not only effective but also feasible within the defined problem
parameters, ensuring that the approach is holistic. Furthermore,
this design helps the system to quickly recognize and take
the right actions to obtain more positive rewards and avoid
negative consequences.

IV. PROPOSED IMPROVED PPO-BASED SCHEME

In general, the constructed MDP describes environments
that are perfectly observable. This means that the observed
state fully characterizes the environment features.One crucial
element of MDP involves selecting actions solely based on the
current state, without taking into account the past states in the
decision-making process. The goal of MDP is to determine the
optimal policy within a predefined framework. This framework
directs the agent on how to maximize the long-term rewards
by selecting the next action in the current state. Essentially,
the framework establishes a mapping between the constructed
state space and action space, which is governed by a probabil-
ity distribution over the action space. In the constructed MDP,
let’s assume that π

(
s(t)
)
, denoted by s(t) ∈ S, represents this

policy function at the t-th time slot.

A. Basic Knowledge

In the scenario where the model is free from predefined state
transition probabilities, the Q-learning algorithm is applied to
manage decision-making in an unknown environment. The Q-
learning Q-function Qπ

(
s(t), a(t)

)
within this framework is

defined as the expected cumulative reward of selecting action
a(t) in state s(t), guided by the policy π

(
s(t)
)
, which can be

expressed as

Qπ
(
s(t), a(t)

)
= E

[ ∞∑
τ=0

γτR (t+ τ + 1) |s(t), a(t)
]
, (29)

The Bellman equation iteratively updates the value of the
Q-function in Q-learning based on the instant reward received
and the maximum expected future rewards. This approach is
independent of a specific model of the environment, making
it versatile and robust for applications where the dynamics are
complex or difficult to model. By employing this technique,
the algorithm progressively refines its estimates of the Q-
values through experience, essentially learning the best actions
to take in various states without prior knowledge of the
environmental dynamics. By iteratively evaluating the value of
each possible action in a given state, this equation can compute
the following optimal strategy

Qπ
(
s(t), a(t)

)
= E

[
R(t) + γQπ

(
s(t+1), a(t+1)

)]
. (30)

As mentioned earlier, there are continuous and discrete vari-
ables in the objective optimization problem P0. Based on the
state-of-the-art results in the field of DRL and considering the
mutual coupling of the optimization parameters, we propose an
improved PPO algorithm that incorporates LSTM mechanism,
i.e., the policy network and the value network in the PPO
algorithm use the LSTM architecture. The LSTM architecture
enables the algorithm to maintain the memory of the past
actions and outcomes, especially in the case of relayering
problems. This is critical to understanding the time dependence
and dynamics within the action space [43]. In the following,
we will further introduce the traditional PPO framework, the
LSTM mechanism, and the improved LSTM-PPO algorithm.

The PPO algorithm is an optimization method that updates
policies based on their gradients, aiming to find the opti-
mal policy through gradient ascent. It achieves a favorable
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Fig. 2. The proposed LSTM-PPO-based framework.

balance between sample complexity, execution speed, and
ease of parameter tuning, making it a preferred choice for
optimization tasks in this paper. As previously mentioned,
we define π

(
a(t)|s(t)

)
as the policy network that selects

actions a(t) given the current state s(t). Typically, this policy
network is usually represented by a deep neural network
with parameter η, which can be written πη

(
a(t)|s(t)

)
. The

state-value function, often denoted as Vπ

(
s(t)
)
, represents

the expected rewards starting from state s(t) and following
the policy π. One of the key features of PPO is its clipped
surrogate objective, which ensures that policy updates are not
too drastic, thereby maintaining learning stability. Within the
PPO optimization framework, the surrogate objective function
can be formulated as

J (η) = Eπ

[
min

(
πη

(
a(t)|s(t)

)
πηold

(
a(t)|s(t)

)A(s(t), a(t)) , c (·))] ,
(31)

where

A
(
s(t), a(t)

)
= R

(
s(t), a(t)

)
+ γVπ

(
s(t+1)

)
− Vπ

(
s(t)
)
,

(32)

and

c (·) = clip

(
πη

(
a(t)|s(t)

)
πηold

(
a(t)|s(t)

) , 1− ε, 1 + ε

)
A
(
s(t), a(t)

)
.

(33)

where A
(
s(t), a(t)

)
denotes the advantage function at each

step, γ denotes the discount factor, R
(
s(t), a(t)

)
denotes the

reward obtained for executing the current action a(t) in state
s(t), and c (·) stands for the clipping function that restricts the
correction weights to the interval (1− ε, 1 + ε) with ε being a
small hyperparameter. This iterative process involves updating
the associated parameter η based on gradients computed

from a subset of transitions, facilitating efficient learning and
convergence towards optimal values.

B. Description of the Proposed LSTM-PPO Algorithm

To enhance the exploration capability of the PPO algorithm,
this paper first introduces Ornstein-Uhlenbeck (OU) noise
to the output actions. As a type of time-correlated noise,
the OU noise mechanism can simulate random disturbances,
thus encouraging the agent to explore the environment more
comprehensively and avoid falling into local optimal.

Furthermore, considering the highly dynamic nature, com-
plex channel state information, and extensive coverage of the
RIS-assisted SATINs communication environment, as well as
the limitations of the fully connected neural network (FNN)
used in traditional PPO algorithms for approximating policy
and value functions, we propose an improved LSTM-PPO
algorithm. Specifically, both the policy network and the value
network in the PPO algorithm are designed based on an
LSTM architecture, as shown in Fig. 2. LSTM networks are
renowned for their excellent ability to process sequential data,
enabling them to effectively extract key features from high-
dimensional and time-correlated communication environment
data. In particular, LSTM units, through their internal forget
gate, input gate, and output gate mechanisms, can selectively
retain and forget information, capturing long-term dependen-
cies in channel state variations over time.

In our LSTM-PPO algorithm architecture shown in Fig. 3,
the LSTM network acts as a feature extractor that receives
the state of the high-dimensional communication environment
as input. Subsequently, these features are passed to the fully-
connected neural network layer, which further processes these
features and eventually approximates the policy function (i.e.,
the probability distribution of actions output by the actor
network) and the value function (i.e., the estimation of the
state or action state values by the critic network). In this way,
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the proposed LSTM-PPO algorithm not only enhances the
ability to learn from complex continuous sample data, such
that the ability to make efficient decisions in highly dynamic
and uncertain wireless environments is also improved. The
details of the design of the policy network and the value
network are described below.

•Policy network component: For the policy network com-
ponent, the input layer is set with 12 nodes corresponding to
the dimensions of the designed state space, and the hidden
layer is set with the LSTM network layer. Among them, the
LSTM network layer is set up with 4 network cells. Following
the LSTM network layer, three fully connected layers are
implemented, each employing the Tanh activation function to
enhance the network’s nonlinear representation capability and
facilitate feature integration. These fully connected layers are
responsible for further processing the features extracted by
the LSTM and provide the basis for the final decision variable
generation. They correspond to the UAV transmit beamform-
ing matrix variation ∆vn, the common-private splitting ratio
variation ∆χn, the common information transmission power
variation ∆cn and RIS phase shift matrix variation ∆θk,
respectively. The architecture of the policy network is shown
in Fig. 3.

•Value network component: For the value network com-
ponent, the input layer is set up with 16 nodes corre-
sponding to the merging of the 12 state space quantities
and the variations generated by the current policy network
(∆vn,∆χn,∆cn,∆θk). Both the hidden and fully-connected
layers are set up in the same way as the policy network. The
output layer is set up with one node, corresponding to the
state-value function Vπ

(
s(t)
)
.

•Computational flow of the proposed algorithm: The
improved LSTM-PPO algorithm combines the feature extrac-
tion capability of LSTM and the PPO-enabled optimization
method, which is suitable for dealing with complex sequence
data and highly dynamic environments, and the algorithm flow
can be summarized in Algorithm 1.

C. Complexity and Convergence Analysis

The state information collected from the channel matrix
associated with the optimization objective, as well as the
previous moment’s action including the UAV transmit beam-
forming scheme, the RIS phase shift matrix and the power

Algorithm 1: Proposed LSTM-PPO Approach
Input: Associated channels
- {hU} , {hR} ,HUR, and HUG;
- Maximum number of episodes;
- Maximum step number per episode;
- Initial parameters of the LSTM and fully connected
neural networks;
- Initial policy network πη and value network Vπ .
Output: Action set a = {{vn} , {χn} , {cn} , {θk}}.
for each episode e = 1 to maximum episodes do

Receive the initial state s(0) ∈ S; set S ← s(0);
for step t = 1 to maximum time step do

Compute action a(t) ∼ πη(a
(t)|s(t), h(t));

Execute action a(t) in environment and
observe reward R(t) and next state s(t+1);
Store the tuple (s(t), a(t), R(t), s(t+1)) into the
memory replay pool;

Update LSTM hidden state h(t) to h(t+1);
if memory buffer is sufficiently filled then

for each mini-batch in replay buffer do
Compute advantages Ât using
Generalized Advantage Estimation
(GAE); Compute returns R̂(t);

Update policy network πη by
maximizing PPO-Clip objective Eq.
(31);

Update value network Vπ by
minimizing mean squared error:

π ← argmin
π

Eπ

[
(Vπ(s

(t), h(t))− R̂t)
2
]

end
Clear replay buffer;

end
end

end

splitting ratio, are used as inputs to the LSTM-PPO enabled
framework. This is then processed through the LSTM mapping
mechanism. During the training phase, the size of the input
layer depends on the number of states and is denoted as
ZI . Note that the input layer is followed by the LSTM
layer, and the computational complexity of the LSTM layer
is usually related to the input size ZI and the number
of hidden units ZL in the LSTM layer. However, in each
iteration, the LSTM layer is processed time-step in time
steps, the complexity of the LSTM layer at each time step
is roughly O

(
ZIZL + ZL

2
)
. Next is the fully connected

layer, if there are F fully connected layers with Zf neurons
per layer, then the complexity of the fully connected layer
can be calculated as O

(∑F
f=1 Zf · Zf+1

)
. Assuming that

there are N epi sets in each minibatch and that the time step
for each set is Tmax, each iteration of the training model is
completed until the algorithm converges. Therefore, the total
computational complexity of the scheme can be calculated as
O
(
N epiTmax

(
ZI · ZL + ZL

2 +
∑F

f=1 Zf · Zf+1

))
.
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Considering the subsequent resolution of potential scalabil-
ity issues in large-scale SATIN deployment, we incorporate 
an early stopping mechanism into the LSTM-PPO framework. 
This mechanism leverages specially designed reward functions 
to terminate training when predefined convergence thresholds 
or constraint boundaries are reached, thereby preventing re-
dundant iterations. However, both system performance and al-
gorithmic complexity exhibit significant variations with chang-
ing numbers of secondary VUs or RIS reflecting elements. The 
dynamic nature of these parameters underscores challenges 
in maintaining operational consistency and efficiency across 
diverse scenarios. To this end, future work will focus on 
auxiliary optimization strategies such as agent reconfiguration 
mechanisms and model compression techniques, which adap-
tively adjust to spatial correlations in the retrained model to 
accommodate substantial parameter variations.

V. NUMERICAL RESULTS AND ANALYSIS

In this section, we present the simulation results to further 
demonstrate the performance of our proposed LSTM-PPO-
based joint resource allocation algorithm. We obtain the nu-
merical results through extensive simulations, utilizing a set of 
system parameters and DNN hyperparameters, as detailed in 
Table I. To maintain generality without sacrificing realism, we 
focus our analysis on users within the satellite’s and UAV’s 
beam coverage range. Typical deployment scenarios justify 
this assumption, as they often place users requiring connec-
tivity within the coverage areas of these aerial platforms [63]. 
Furthermore, the homogeneous poisson point process models 
the strategic deployment of potential Eves near legitimate users 
to intercept sensitive data. Taking the satellite beam center 
as the origin, the PUs are evenly distributed at a distance of 
50m from the beam center. The UAV beam center’s position 
coordinates are (5,100), and the VUs position coordinates are 
(5,125), (5,145), and (5,165). Besides, RIS is located near 
VUs, with coordinates (20,125).

According to [64], satellites are limited in their service 
range to users within specific altitude bands. While the satellite 
downlink channel is generalized, it’s crucial to consider the 
impact of altitude on the statistical characteristics of the 
satellite channel. Typically, this is achieved through empirical 
expression transformations. As noted in literature [65], satellite 
users typically operate within elevation angles ranging from 
approximately 80◦ and 20◦, accounting for terrain effects. 
Satellite downlink channels are often classified based on fading 
severity, such as frequent light fading (FLS), average fading 
(AS), and frequent heavy fading (FHS), which consider factors 
like fading severity, multipath component power averages, and 
LoS components [66].

A. Convergence Analysis

To further illustrate the convergence properties of the pro-
posed LSTM-PPO-based method, we compare its training
results with other well-known DRL strategies, such as PPO,
DDQN, DDPG, and Soft Actor-Critic (SAC) [67]. The DNN
in ‘PPO’ is a traditional CNN architecture, as can be seen
in [68]. The complexity of each algorithm at different time
slots is tabulated in Table 3 and the performance within a

TABLE II
SIMULATION PARAMETERS SETTING

Simulation Parameters Value
Satellite type GEO
Maximum antenna gain of UAV 48 dB
Maximum transmit power of UAV 30 dBm
Circuit power consumption of UAV PC 5 dBm
Altitude of UAV 5 km
Carrier frequency 28 GHz
Noise variance at Eves 100 dBm
Secrecy rate constraint ∆U = 0.2 bit/s/Hz
Frequent heavy shadowing, FHS (1,0.063,0.0007)
Average shadowing, AS (5,0.251,0.279)
Simulation DNN Parameters Value
Reward discount factor 0.9
Size about the experience replay buffer 100000
Learning rate 0.0001
Amount of training episodes 10000
Size about mini-sample 128
Amount of experience in the mini-batch 64
Number of neurons in LSTM layer 32
Dropout rate for LSTM layer 0.6
Clipping parameter ε 0.2

fixed total time slot (T = 100) is evaluated as given in Fig. 3.
It can be seen that the PPO-based approach shows a clear
superiority, obtaining significantly higher average rewards.
This advantage mainly stems from the unique ability of the
PPO-based framework to adaptively modify the magnitude
of the gradient update. Better learning results are achieved
by effectively fine-tuning the strategy in both discrete and
continuous action spaces. Computational complexity is another
concern, as illustrated by the running time of the programme
shown in Table III. It can be seen that the LSTM-PPO scheme
has the shortest running time, this is because LSTM naturally
encodes historical information through the hidden state, and
only the current state and the hidden state are needed for
inference, which reduces the amount of data inputted in a
single step, and thus reduces the computational complexity.
Furthermore, it should be noted that Fig. 4 shows the con-
vergence of the different algorithms, while Fig. 5 shows the
performance of the PPO-based algorithm for different total
time slots T . It can be seen that as the total time slot increases,
the performance improvement is obvious. This may be due
to the fact that in RIS-assisted SATIN, the number of time
slots may represent the length of the network transmission or
the time granularity of resource allocation. In general, more
time slots may mean more transmission opportunities, thus
potentially improving the overall performance.

TABLE III
COMPARISON OF COMPUTATIONAL COMPLEXITY (S)

T LSTM-PPO(s) PPO(s) DDQN(s) DDPG(s) SAC(s)

60 780.41 810.11 1351.51 1647.12 2988.36

80 847.89 933.11 1653.17 1985.55 3622.71

100 1026.93 1066.11 2331.98 2633.72 4489.32
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Fig. 4. Convergence comparison between different algorithms.

Fig. 5. Convergence of the LSTM-PPO-based algorithm under different time
slots.

B. Variable Ablation Experiments

Furthermore, ablation experiments with different system
model variable settings are also simulated to confirm the valid-
ity of each optimization variable and the comprehensiveness
of the action space construction.
• Fixed active beamforming scheme: This scheme can be

abbreviated to “FAB scheme” [69]. Denoting that only the RIS
phase shift matrix Φ and power splitting ratio χn are jointly
optimized but the UAV transmit beamforming matrix v is fixed
by MRT scheme.
• Fixed passive beamforming scheme: This scheme can be

abbreviated to “FPB scheme”. Denoting that only the UAV
transmit beamforming matrix v and power splitting ratio χn

are jointly optimized but the RIS phase shift matrix Φ is fixed
without optimization.
• Random passive beamforming scheme - RPB scheme:

This scheme can be abbreviated to “RPB scheme”. Denoting
that only the UAV transmit beamforming matrix v and power
splitting ratio χn are jointly optimized but the RIS phase shift
matrix Φ is randomly generated.

The advantages of the PPO-based algorithm have already
been demonstrated, thus, Fig. 5 depicts the variation of the
SEE with the number of episodes based on the PPO algorithm
for different ablation experimental settings of N = 3, K = 10,
NU = 4, ∆c = 2 bit/s/Hz, and T = 100. It can be seen that all
the algorithms converge to a state of convergence around 450
episodes. Meanwhile, because the PPO-based algorithm op-
timizes the three parameters combinations (∆vn,∆χn,∆θk)
simultaneously, the SEE obtained is significantly higher than
the other schemes. In addition, the FAB scheme outperforms
the FPB scheme because when the active transmit beamform-
ing matrix is fixed, the RIS can adapt the wireless propagation
environment by adjusting its phase shift matrix to maximize
the system sum rate. The advantages of the FPB scheme
over the RPB scheme, on the other hand, are mainly in
stability and predictability. In the FPB scheme, although the
RIS phase shift matrix is fixed, the system is still able to
optimize the transmission performance to a certain extent
through the designed active transmit beamforming matrix. This
is because the adjustment of the active transmit beamforming
compensates for the limitation due to the fixed RIS phase
shift matrix, making the signal transmission more efficient. In
contrast, the RPB scheme is often difficult to achieve effective
signal transmission optimization due to the random nature of
the phase shift matrix, which leads to unstable performance.

C. Simulations Settings with different system parameters

Fig. 6 plots the variation of SEE of SN versus different
maximum transmit power of UAV employing various algo-
rithms, where N = 3, K = 10, NU = 4, ∆c = 2 bit/s/Hz,
and T = 100. The graph reveals a progressive increase in the
SEE for the RIS-assisted SN scheme as the maximum transmit
power escalates, with a convergence evident at a threshold
of 22 dBm. Notably, the PPO-based algorithm consistently
achieves a higher SEE compared to other reference schemes.
This excellent performance is attributed to the algorithm’s
comprehensive optimization of multiple parameters, even in
the presence of multiple Eves. These findings underscore that
simply raising the maximum transmit power is not invariably
beneficial for SEE improvement. This complex interplay sug-
gests a diminishing return on SEE beyond certain transmit
power levels, emphasizing the need for strategic power man-
agement in RIS-assisted secure communications.

Fig. 7 demonstrates the relationship between the average
worst-case ASR and the progressive scaling of RIS reflective
elements under configuration parameters N = 3, NU = 4,
∆c = 2 bit/s/Hz, and T = 100. A pronounced increase
in average worst-case ASR is observed across all evaluated
methodologies as the RIS element count grows, fundamentally
driven by the augmented signal propagation capabilities en-
abled by expanded reflective surfaces. Notably, the PPO-based
and FAB schemes exhibit significantly steeper performance
growth compared to FPB and RPB baselines. This divergence
originates from the advanced capacity of PPO-based and FAB
frameworks to dynamically optimize phase shift configurations
across RIS elements in real time, enabling precise alignment
of reflection parameters to maximize secure transmission effi-
ciency. Such dynamic adaptation not only enhances coherent
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Fig. 6. Convergence comparison between different schemes based on PPO
algorithm.
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signal superposition but also ensures robust environmental
adaptability, allowing these methods to mitigate interference
and maintain performance stability under varying channel
conditions. In contrast, the static or restricted phase adjustment
mechanisms inherent to FPB and RPB approaches limit their
ability, resulting in suboptimal reflective beamforming and
diminished secrecy rate gains.

Fig. 8 illustrates the average worst-case ASR as a function
of the number of VUs, with parameters set as K = 10,
NU = 4, ∆c = 2 bit/s/Hz, and T = 100. The figure
shows a clear trend that as the number of VUs increases, the
average worst-case ASR decreases for all inspection scenarios.
This decrease is mainly due to the escalation of inter-user
interference caused by a large number of VUs sharing the
communication medium [70]. Interestingly, whilst inter-user
interference typically results in signal overlap and obfuscation,
thereby degrading communication performance, it provides
a unique opportunity to enhance security protocols. RSMA
technology cleverly exploits this interference to obfuscate
transmissions, but in practice the implementation of such a
technique requires a delicate balancing act between effectively
exploiting the interference to increase the data rate and not
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unduly affecting the overall system performance. In our pro-
posed scheme, although the main focus is on the optimisation
of passive RIS, we also consider key factors such as signal
processing and energy efficiency, which are also applicable to
the design of active RIS [71], [72].

VI. CONCLUSION

This paper employed RSMA and RIS for improving con-
nectivity and enhancing security, thus providing a brand
new infrastructure of cognitive SATINs in the presence of
eavesdroppers. Different from existing works focusing on se-
crecy efficiency (SE) or energy efficiency (EE) separately, we
formulated a secrecy-energy efficiency (SEE) maximization
problem to achieve a tradeoff in secondary UAV network,
and then proposed a unified LSTM-PPO framework based
on DRL to further handle both continuous and discrete op-
timization variables. This framework designed state-action
pairs that dealt with secondary UAV transmit beamforming,
RIS reflected beamforming, and the power splitting ratio.
Simulation results showed that by reconfiguring the wireless
communication environment, the role of RIS clearly achieves
an adjustable trade-off among spectral-, secrecy- and energy-
efficiency. By synergistically leveraging RIS and RSMA tech-
nologies, the proposed LSTM-PPO framework demonstrates
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superior SEE performance in SATINs compared to other 
benchmark schemes, offering a promising direction for the 
future development of SATINs.
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