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Abstract - In an autonomous vehicle system, a secure control 
between vehicles and instruments is critical. Particularly, in a 
metro or underground system, the control is done through a 
Supervisory Control and Data Acquisition (SCADA) network 
which is wired and close system. However, this does not imply 
that the system is safe from attack as an attack can come from 
insider by sending more command or less command. This attack 
can be detected by comparing the features extracted from the 
traffic happening to the heuristic and proper data set. The 
comparison done is not only by comparing the distribution of the 
data transferred but also looking at the correlation between each 
instrument. The correlation is needed since several instruments 
might work dependently while others might work independently. 
Data that are compared in the analysis are the features of each 
instrument from the traffic which are number of command 
transfer, number of handshake transfer, and the ratio of 
command transfer to the command transfer median from the 
samples. These three features are then analyzed and the results 
will show whether there is an anomaly in a certain period.   
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I.  INTRODUCTION  

A. Background 

In an automatic vehicle control system, a good 
communication between vehicle to vehicle to the control 
station is obligatory. In metro system, this communication 
system is done through the network namely SCADA network. 
SCADA network is a closed network between computer and 
hardware used for acquiring data from its devices and 
providing overall control remotely from a SCADA host 
platform. The purpose of using SCADA system is to monitor 
the performance of a big scale industrial system so that it can 
be adjusted according to the strategies used and used as a 
remote method of capturing data and events (e.g., alarms) [1]. 

SCADA network has been used in many industrial systems 
to monitor and to optimize the service performance. SCADA 
network itself has four distinct parts and they are:  

 Field Instrumentation  
 Programmable Logic Controller (PLC) and/or 

Remote Terminal Units (RTUs)  

 Communication networks  
 SCADA Host software  

 

Figure 1. SCADA system ilustration. 

The working principal of the SCADA are:  

 SCADA Host Software acts as the human-machine 
interface (HMI)  

 Switch is used to set up the SCADA network to 
connect hosts with HMI and RTU  

 RTU acts as the converter of network communication 
type to PLC-Instrument communication type  

 PLC acts as instruments data capturer  

The communication in SCADA network works in two 
directions, from host software to instruments, and from 
instruments to host software. This communication is an 
internal communication, which means no communication 
between the SCADA network and Internet and specifically in 
this project there is no wireless communication. 

B. Problem Formulation 

The most probable attack towards the SCADA network is 
replay attack and insider attack. Hence, the purpose of this 
project is to build a detection scheme that can ensure the safety 
of the network system particularly in a driverless public 
transportation SCADA network system.  

As mentioned before, the possible attack towards a SCADA 
system is the replay attack and the insider attack. Replay attack 
is a type of attack that is done by replicating communication 
from one address to another address through the means of 
capturing the data from address1 that is sent to the address2, 
waiting for a certain time, and then sending it to address2 with 
address stamp of address1 so that address2 sees it as a 



communication by address1 (Fig. 2). Insider attack is a 
malicious activity done by an inside party, such as sending 
malicious command to an instrument, or send a command at 
the wrong time. Since SCADA system is a closed system with 
a high security towards replay attacker, this project focuses on 
insider attack. 

 

 

Figure 2. Replay attack scheme. 

Hence, there are two major questions:  
 What are the ways to detect anomaly that may come 

from network insider attack?  
 How can one implement such anomaly detection in 

SCADA network due to the inherent characteristics of 
SCADA network?  

II. LITERATURE REVIEW 

In the following subsections, some existing schemes for 
anomaly detection are introduced. 

A. Neighbor Host Comparison 

Neighbor comparison is done by capturing the data flow of 
a host and extracting its features which are the number of byte 
sent, number of flows, and number of unique destination 
address continued by comparing its feature to other’s feature. 
This scheme is using the idea of how likely a state of a host 
moves compared to other host in the same network [3]. This 
scheme is good for keeping track of the behavior of one 
instrument, taking reference from other instrument. However 
this scheme is not directly implementable for our problem 
since the SCADA network does not have any external address. 

From the neighbor comparison algorithm, we can see that 
it extracts three special features. Those features however are 
not applicable for SCADA network system since the 
perspective of the algorithm is focusing on one internal host 
with various external destination address. 

B. Signature Move Tracking 

Signature move tracking logs the activities of users and 
profiles the users. Their activity is then compared to a set of 
rules designed by the admin. If their activity passes the rule 
test, then it will be compared to their activities from the 
previous periods that have been logged. This comparison then 
will be measured whether it is over a certain threshold or it 
deviates far enough from the normal activities [4]. 
Implementing this scheme to SCADA system needs 
modification since SCADA system communication does not 
show any profile of users.  

From the signature move tracking, it also can be observed 
that it uses the profile of each user and keeps tracking of their 
activity. This tracking scheme cannot be directly implemented 
as well since the placement of firewall is not allowing it to 
detect the users and their activities. 

C. Deep Packet Inspection 

Deep Packet Inspection (DPI) [2] is a method of intrusion 
detection and prevention through the inspection of the packet 
that is sent from the source to the destination. The packet sent 
through the inspection is compared with a set of rules to be 
examined. Upon the inspection, the packet sent can be 
redirected, tagged, dropped, rate-limited, and reported to 
network admin. Further, for an advanced inspection and 
algorithm, DPI can be concatenated with other software to 
enhance its performance. To optimize the performance of this 
DPI, hundreds to thousands of packets are saved. Here the 
spike and burst of traffic can be checked [2]. 

In the next section, we will propose to use the DPI 
technique and machine learning for the anomaly detection. 

III. AN ANOMALY DETECTION SCHEME 

In a network attack prevention system, a normal prevention 
scheme is firewall. The components of data sent through 
internet network are: 

 Protocol 
 Source address 
 Destination address 
 Data (Payload) 

Normal firewall will filter protocol, source and destination 
address. However, firewall cannot detect and prevent anomaly 
coming from insider attack. 

In the SCADA network system, the Internet Protocol (IP) 
addresses are only up to RTU, and the destinations of 
instruments are implemented inside the payload of the data 
transferred. Hence, filtering source and destination addresses 
is not applicable here, and the only thing that is implementable 
is payload filtering. 

From the previous session, for preventing insider and 
replay attacks, neighbor comparison, signature move tracking, 
and port knocking method have their pros and cons and are not 
very suitable for SCADA network. Thus, we propose to use 
our payload filtering technique and machine learning 
technique to detect anomaly for SCADA network.   

Data were captured from the SCADA network of a 
transportation system and several characteristics from the 
traffics are observed. 

 More than half of the traffics are “handshake”. It 
means that most of the traffics are to keep ensure that 
there are connections between HMI and the 
instruments. The other type of the traffics is 
command whose number of bytes sent is more than 
the one of handshake connection. 

 The command connection uses TCP protocol. 
 In a command type connection, the payload 

components can be divided into: 
o Instrument identity 
o Number of bytes needed 
o Command given 
o checksum for flow from instruments to HMI 

We propose to use DPI technique to inspect the packets, 
and the features that can be extracted from the SCADA 
network system are: 

1. Number of commands transferred 
2. Number of handshakes transferred 



Hence, our advanced anomaly detection scheme will 
continuously track the activities of the extracted features, to 
compare them with the historical activities via a machine 
learning algorithm. The proposed scheme not only compares 
the number of commands and handshakes to the historical 
data, but also makes comparison between correlated PLCs. 
The idea lies behind a necessity where several PLCs have to 
work more intense in a very unlikely event while some of the 
PLCs are not affected at all. 

IV. FEATURE EXTRACTED FOR COMPARISON 

Three features have been engaged in our proposed scheme; 
they are:  

(1) The number of command transfer—This feature of 
number of command transfer can be extracted by 
looking at the payload using DPI technique. 

(2) The number of handshake transfer—This feature of 
number of handshake transfer can be extracted by 
looking at the payload using DPI technique. 

(3) Ratio of command/beta—The last feature needed is 
the ratio between the number of command transfer and 
that of normal activity. It is used for benchmarking 
between “family” members. The number of command 
transfer during normal activity is taken from the beta 
(median) of historical data. Finally, to obtain the last 
feature, the ratio among the family members is 
averaged.  

Here we use an example of an activity of a metro system 
where the number of PLC’s activities is affected by the 
number of the train’s activities happening to illustrate how the 
ratio is used as comparator. The table below shows the 
samples and how we are going to use their “family” relation. 

TABLE I. AN EXAMPLE OF AN ACTIVITY OF A METRO SYSTEM 

Number of 
train’s 

activities 

Command 
Transfer/ 
Beta on 
PLC 1 

Command 
Transfer/ 
Beta on 
PLC 2 

Command 
Transfer/ 
Beta on 
PLC 3 

Average of 
Command 

Transfer/Beta 

8 8 14 12 11.33 

1 2 6 18 8.67 

8 10 13 12 11.67 

6 6 11 14 10.33 

5 7 11 14 10.67 

1 1 6 19 8.67 

7 9 13 12 11.33 

7 7 12 13 10.67 

4 5 9 15 9.67 

4 5 9 15 9.67 

2 3 8 17 9.33 

 
From Figures 3, 4, and 5, it can be observed that the 

number of train’s activities affects the number of command 
transfer. It can also be seen that in a family, there can be 
variant of relationship. So, the features that are extracted are:  

1. Number of handshake transfer 
2. Number of command transfer 
3. Average of command transfer/beta  

 

 
Figure 3. Plotting of PLC 1’s command transfer divided by beta vs average of 

command transfer divided by beta. 

 

Figure 4. Plotting of PLC 2’s command transfer divided by eta vs average of 
command transfer divided by beta. 

 

Figure 5. Plotting of PLC 3’s command transfer divided by beta vs average of 
command transfer divided by beta. 

V. FEATURE ANALYSIS 

A. Handshake Analysis 

The first thing that is observed is the handshake’s traffic. It 
is noted that the number of handshakes should always be the 
same regardless of how busy the activity of the industry since 
the handshake’s traffic is to keep ensure that there are 
connections between HMI and the instruments. So the number 
of handshake traffic should be under certain amount. The 
algorithm will compare the number of handshake traffic with 
the historical data by taking the values of current traffic and 
median of historical difference. 



 

 
Figure 6. Creation of handshake confidence area based on proper data set 

(historical). 

B. Command Analysis 

The second thing that is observed is the command’s traffic. 
There are two types of instrument in an industry, the one that 
follows the business of the industry and the one that is not 
affected by it. For instance, in metro system, there are PLCs 
that controls lightings and opening and closing of doors. In an 
event that there’s a necessity to increase metro activities, then 
the command to open and close the door should be sent more 
frequent following the traffic of metro while the command to 
switch on the lighting is not needed to be sent more frequent. 
Here we can see that there is a necessity to check how the 
opening and closing command behavior compared to each 
other. 

1) Independent Instrument 
For the command transfer observed that does not have 

family, it can be simply done by looking at the maximum 
number and the minimum number of command transfer and 
compare whether the real time data are between them (Fig. 7). 
The same thing applies if the median is 0. When the median is 
0, the data transferred should be 0 all the way. 

 
Figure 7. Creation of independent instruments’ command confidence area 

based on proper data set (historical). 

2) Dependent Instrument 
For the command transfer observed that is dependent, it 

can be done by creating a trend line from the median-
command transfer plot and create the confidence area (Fig. 8). 

 
Figure 8. Creation of dependent instruments’ command confidence area based 

on proper data set (historical). 

VI. TEST RUN AND RESULT 

For the ease of operation, the experimental setup is done 
inside one computer. As the confidential data that were 
provided by a metro company were not sufficient for the test 
run, a self-generated traffic was used. The traffic generations 
following the key features of modified PCAP traffic capturer 
are:  

1. In the form of [time_stamp] [data_payload]  
2. The generation of the .txt file is divided into several 

time slots.  
3. Each time slot .txt file is generated according to the 

respective time stamp.  

The environment itself is adjusted accordingly to fit the 
real SCADA network, where it consists hundreds of PLCs, 
and also the long capturing time that can be more than 10 
hours. 

The proper set injection to the system with 60 historical 
proper data sets may be out of the confidence area with some 
non-malicious data transfer that is still considered as a 
malicious activity. The possibility that makes it happen would 
be the lack of learning subjects (i.e. proper data sets) for the 
regression AI (Artificial Intelligence). It then introduces the 
260 proper data sets. The 260 proper data sets fill the 
confidence area better as more proper data are introduced (Fig. 
9). 

 
Figure 9. Comparison of 260 proper data set (orange) to 60 proper data set 

(blue). 

 
 



However, there is a trade-off for adding the sample data. 
As the heuristic data increases, the time needed to process the 
data is also longer. When 260 data were used, about 29 
seconds were used to initialize the process, while the 60 data 
only take about 2.5 seconds. Hence in the future work, the 
number of samples is also needed to take consideration.  

Fig. 10 shows the correlation of number of samples to 
error percentage and the initialization time of the simulation 
done. As can be seen, the more samples we have, the smaller 
the error will come and the more time is needed for initializing 
the parameter creation. 

 

 

 

 

 

 

 

Figure 10. Effect of number of proper data set to false positive percentage and 
initialization time. 

As we can see in the full random generation table, several 
data were labelled as malicious and some as non-malicious 
activities. Fig. 11 to Fig. 13 provide 3D representations of the 
volume of confidence, labeling the command and handshake 
data transfer of PLC 1-2, PLC 1-3, and PLC 1-4 from the first 
timeslot. The blue dot is from the first run, the red dot is from 
the second run, and finally the blue asterix is from the third 
run. By comparing the maximum and minimum features, one 
can easily detect the anomalies. In Fig. 11, the dots for PLC 1-
2 are outside the green box of maximum-minimum features, 
and hence they are anomalies, while the dots for PLC 1-3 and 
PLC 1-4 are inside the green boxes in Fig. 12 and Fig. 13 
respectively, and hence they are non-anomalies. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 11. PLC 1-2 Slot 1 test 

 

 

 

 

 

 

 

 

Figure 12. PLC 1-3 Slot 1 test. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 13. PLC 1-4 Slot 1 test. 

A series of 50 random runs were also conducted using 260 
sample confidence volume for PLC 1. Random samples were 
injected and then analyzed by the analyzer. The 3D 
representation results of the runs are presented in Fig. 14 and 
Fig. 15. In these two figures, blue dots are the non-anomaly 
results from the analyzer while the red dots are the anomaly 
results from the analyzer. 

 

 

 

 

 

 

 

 
 

 

 

 

Figure 14. PLC 1-4 analysis of random injection to PLC1 slot 1. 



 

 

 

 

 

 

Figure 15. PLC 1-4 analysis of random injection to PLC1 slot 1 front view 

VII. CONCLUSION 

The SCADA network system is a closed network system 
without a connection to Internet. The features of SCADA 
network are also different from the common internet 
connection since the IP address in the system are only for the 
network devices (e.g., switch) and the host computer (HMI). 
The address of every machine (i.e. PLC address) is stored 
inside the payload of the traffic. Due to this fact, a packet 
inspection is needed, and moreover, the common schemes to 
prevent insider attack are not implementable to SCADA 
system.  

To prevent insider attack, neighbor comparison and 
historical comparison are used to analyze the behavior of the 
data transferred, whether it is in the right amount, or outside 
the normal amount (more or less). The proposed algorithm can 
provide a good detection if a lot of proper data sets is utilized. 
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