
1

Secure Device Pairing Protocol Based on
Wireless Channel Characteristics for

Body Area Networks
Chitra Javali, Member, IEEE, Girish Revadigar, Member, IEEE, Lavy Libman, Senior Member, IEEE,

Ming Ding, Senior Member, IEEE, Zihuai Lin, Senior Member, IEEE, and Sanjay Jha, Senior Member, IEEE

Abstract—The increasing interest in the usage of wireless body
area networks (WBAN) in healthcare and other critical appli-
cations underscores the importance of secure communications
among the body sensor devices. One of the major challenges in
WBAN is the association of an unkown device with an existing
network without prior knwoledge of a secret key. The state-of-
the-art authenticaion mechanisms for WBAN typically rely on
the received signal strength (RSS). However, RSS-based methods
employing a single antenna are susceptible to environmental
factors and an adversary can easily mount an attack by varying
the transmission power. We present SeAK, the first secure light-
weight device pairing protocol for WBAN based on the RSS
obtained by dual-antenna transceivers utilizing spatial diversity.
With spatially separated antennas, the RSS values from a nearby
device are large and distinct, as opposed to those from a far-away
device. SeAK authenticates a legitimate device and generates
shared secret key simultaneously. We implement our SeAK
prototype on the Opal sensor platform having RF231 radio that
is compatible for communication in 2.4 GHz. We demonstrate
that our protocol is able to achieve a 100% success acceptance
rate, securely authenticate a nearby device and generate a 128-
bit secret key in 640 ms, as opposed to 15.9 seconds in other
recent RSS-based schemes (e.g. ASK-BAN).

Index Terms—Authentication, Secret key generation, Secure
pairing, Wireless body area network.

I. INTRODUCTION

In recent years, the medical field has observed a tremendous
growth of wireless medical devices ranging from low-power
medical radios that can harvest body energy [1], [2], to
diagnostic pills that can detect the presence of cancer [3],
implanted medical devices (IMD) and wearable devices to
facilitate remote patient monitoring [4]. The advent of new
technologies have enabled the medical and personal health-
care devices such as cardiac defibrillators, pacemakers, pulse-
oximeters and glucose monitors to be a part of the network
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of inter-connected items and infrastructure for improved and
timely treatment. A recent survey [5] showcases that the
wearable device technology may witness an increase in the
global market value from USD 2.0 billion in 2012 to USD
5.8 billion by 2019. Typically, these body worn devices sense
the physiological data and transmit to a nearby control unit
(CU) or base station (BS) for analysis. This network of CU
and one or more implanted and/or body worn devices is called
a Wireless Body Area Network (WBAN).

There is no doubt that emerging wireless technologies have
a number of advantages, however, they also introduce many
threats related to authenticity, confidentiality and integrity of
the sensitive health data. For instance, as the devices employ
open-access wireless medium for communications, an attacker
may pose as a legitimate device and pair with the other
devices of WBAN to steal personal health-related information,
modify the message content delivered to BS to cause diagnosis
errors, and send malicious commands to a device to affect its
performance which in-turn may lead to fatal outcomes [2], etc.

The IEEE 802.15.6 Technical Requirements Document [6]
states the following, “Consideration should be given to secure
device pairing (or association). Pairing consists of device
authentication and key exchange. WBAN devices should suc-
cessfully complete the secure pairing process before engaging
in secure data communication with other WBAN devices”.
Establishing initial trust among body-worn devices without
using a pre-shared secret e.g., a key from manufacturer, is very
challenging. The computationally expensive cryptographic al-
gorithms like Diffie-Hellman protocol are infeasible to deploy
on the resource constrained WBAN devices, as these miniature
devices will have limited memory and computation power.
Additionally, in emergency situations, the wearable device
holding critical information of a patient must allow third party
devices of healthcare professionals and/or caretakers to pair
and extract data easily. If the patient is in critical condition or
unconscious, he/she might not be able to provide the details or
security parameters required to access the body-worn device.
Accessing WBAN devices becomes extremely complicated if
the cryptographic secret key is not known or lost.

The proliferation of wireless devices has given rise to inter-
ference and co-existence of several wireless communications
in the frequency band of WBAN. According to the FDA
report [7], in one recent case, the interference due to coexis-
tence of RFIDs caused temporary malfunction and accidental
reprogramming of a wireless deep brain stimulator which led
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to severe rebound tremors in a patient. Thus, WBANs must
employ robust security mechanisms to avoid active attacks and
accidental commands from coexisting devices, at the same
time, they musts allow communication with the legitimate
external devices like programmers [8], monitoring devices [9],
etc., via dynamic authentication. If the authentication phase
is compromised then providing whatsoever further intelligent
security mechanisms cannot mitigate the security threat.

In WBAN, significant research has been devoted to proving
the legitimacy of a device using the physiological data of a
subject wearing the device like fingerprints, iris, electrocardio-
gram (ECG) and photoplethysmogram (PPG) [10]–[12]. How-
ever, the physiological data (ECG, PPG) sensed by the sensors
at different positions on the body vary in accuracy and cannot
yield perfectly matching data sets with high entropy for secret
key generation. Also, expensive compensation techniques are
employed to overcome the data mismatch.

Due to resource constraints of WBAN devices, the security
mechanisms employed must not be complex or add any
overhead. Recent researches have shown interest in proposing
security mechanisms that exploit unique wireless channel
characteristics between a pair of devices. Physical layer se-
curity was first proposed by Shannon [13]. These unique
characteristics are space and time dependent, and decorrelate
rapidly at a distance of half the wavelength (λ) of carrier
signal (from a reference point). The researchers have exploited
these spatial-temporal characteristics for authentication [14]
and pairwise session key-generation [15], [16] in WBAN.

The prior mechanisms proposed for authentication in
WBAN employ received signal strength (RSS) measured on
single antenna. However, recent studies [17], [18] have shown
that RSS can be affected by various environmental factors, i.e.,
RSS between two static transceivers also varies over a period
of time, and hence, is not reliable for authentication purposes.
Another weak point of authentication based on RSS (on single
antenna) alone is that, as RSS is a function of transmitted
power, an adversary may induce high RSS by varying her
transmission power to authenticate herself with a legitimate
device. Hence, the state-of-the-art RSS-based authentication
methods [14], [16] may not be able to differentiate between an
adversary and a legitimate device effectively. Also, the current
work address the authentication and pair-wise shared secret
key generation as two separate tasks.

In this work, we present an RSS-based efficient, light-
weight, close proximity secure device pairing protocol (SeAK)
for WBAN, which authenticates a nearby legitimate device
and generates a shared secret key simultaneously. Our protocol
utilises dual-antenna architecture on one of the WBAN devices
(CU) and exploits the unique feature of spatial-diversity of
antennas and physical layer characteristics. The RSS mea-
sured on the two spatially separated antennas from a nearby
device produces a greater quantitative difference than the
RSS received from a far away device. This property helps
in identifying a legitimate nearby device from a far away
adversary.

Employing multiple antennas on the transceivers is common
in WiFi systems to improve the throughput and reliability [19],
[20], however, multiple antenna architectures have not been

used in WBAN. Considering the increased usage of WBANs
in pervasive healthcare applications, a remarkable growth has
been reported recently in the research areas related to the
design and development of specialized devices and smart
antennas for WBAN, e.g. tiny and flexible strip antennas,
micro-strip antennas, textile antennas, and button antennas
[21]–[24]. These advancements confirm that multi-antenna
architectures will be widely employed in WBAN devices in
the near future. To the best of our knowledge, we are the first
to demonstrate employing dual-antenna based architecture for
secure pairing in WBANs containing memory, power and size
constrained devices.

Following are our contributions:
• We conduct an experimental study that demonstrates

how the RSS observed in a single-antenna system is
subject to various environmental factors, and show that
its instability can be overcome using RSS difference from
multiple antennas.

• We propose an efficient secure pairing protocol for
resource constrained devices of WBAN, that uses the
spatial diversity of dual-antenna transceivers to perform
authentication and secret key generation concurrently, and
requires minimal human intervention.

• We validate the proposed protocol by conducting exten-
sive experiments in various real indoor environments and
show that it completes the authentication and generation
of a 128-bit secret key in 640 msec, which indicates the
suitability of our protocol for practical applications.

• We evaluate the keys generated by the legitimate devices
by the important metrics: entropy, bit rate, key agreement
and mutual information. Our proposed protocol generates
the keys with entropy in the range ≈ 0.98–0.99 bits, and
achieves 100% key agreement between the two legitimate
devices with highest bit rate of 200 bps. The mutual
information between the legitimate devices ranges from
0.9896 to 0.9982 bits.

• We measure the energy consumption of SeAK and show
that our dual-antenna prototype utilises 0.21 mJ of en-
ergy, which is minimal and is equivalent to energy con-
sumed by a single antenna device for packet transmission.

The rest of the chapter is organized as follows. Section II
discusses the related work. Section III explains our system
model and assumptions. The SeAK protocol and its imple-
mentation are described in Section IV. Section V presents
the experiments and results. In Section VI, we discuss the
security evaluation of the protocol and conclude the chapter
in Section VII.

II. RELATED WORK

Researchers have extensively studied the unique features of
wireless channel characteristics and employed them for secure
device pairing [25]–[29]. Amigo protocol [25] was proposed
for the authentication of devices in close proximity. Amigo
was further extended by Ensemble [26] for authentication
of two devices by cooperating with another trusted device.
The trusted devices observe and analyse the variations of
the two authenticating/pairing devices to determine legitimacy.
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Researchers in [27] have exploited a public RF transmitter to
authenticate two devices located within a distance of λ/2. The
pairing devices observe highly correlated amplitude and phase
signals from the RF transmitter which serves as a factor to as-
sociate. However, the devices operate in multi-band and hence
the method is not suitable for WBAN. In [28] the authors have
presented a hypothesis testing mechanism for physical layer
authentication. When any two nodes communicate with each
other for the first time, the initial channel response is stored
by them. For subsequent communication the parties validate
the legitimacy of the communicating device by validating the
channel response received with the initial one. The researchers
in [30]–[32] have employed accelerometer sensors on smart
wearable devices for generating pairwise and group secret
keys.

Ideally, for wearable medical devices, security mechanisms
must be simple, light-weight, robust, and should not be
dependent on specialized hardware or sensors. RSS based
authentication has received little attention in the research
community [14], [16]. In WBAN, BANA [14], [33] is an
authentication protocol for devices on-body having single
antenna using the RSS characteristics. The protocol requires
several packets exchanging among the on-body devices and
takes about 12 sec for authentication. ASK-BAN [16], an
extended version of BANA, considers authentication and key
generation separately. The authentication algorithm requires
all the on-body devices to have a static channel, whereas the
key generation protocol requires a dynamic channel. Specifi-
cally, the user must not have any body movements when the
devices are being authenticated, however, the key generation
process requires body movement. Hence, two different channel
conditions are necessary to securely pair the devices. ASK-
BAN requires 12 sec and 15.9 sec for authentication and
key generation respectively. Recently, the researchers [34]–
[36] have proposed mechanisms for secret key renewal by
exploiting RSS. In [34], the authors have studied the feasibility
of generating keys using RSS for two unreachable nodes with
the help of a trusted relay. The researchers in [35] have
proposed a solution to generate secret keys by employing
dual antennas on the base station with a body worn device
and dynamically detecting the suitable link for improving
entropy and bit rate. The work in [36] generates keys during
static channel conditions i.e., when there is very less body
movement.

The authors in [19], [20] have exploited RSS for devices
with MIMO capability for security applications. In [19],
computationally complex Diffie-Hellman mechanism is used
for key generation and authentication is based on wireless
characteristics. In [20], a cooperative key generation scheme
is presented for mobile Wi-Fi devices equipped with multiple
antennas.

Employing dual-antennas on the resource constrained body-
worn devices is a challenging task. To the best of our
knowledge, we believe that SeAK is the first secure pair-
ing/association protocol based on physical layer characteristics
using antenna diversity for low-data rate, small form-factor
devices of WBAN.
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Fig. 1: System Model: The device B to be securely paired is
in close proximity to the CU.

III. SYSTEM MODEL

Our system model consists of one control unit (CU) and one
or more wearable sensor devices to be securely paired with
the existing network. Our system operates in 2.4 GHz ISM
band. All the new devices joining the network must initially
be authenticated with the CU. The CU is the only device that
possesses dual-antenna architecture and has a unique property
of spatial diversity of the antennas that permits other devices to
join the network. The other wearable devices may have single
or dual-antenna architecture model. The CU and the wearable
device do not have any prior secret key exchanged between
them and all the devices are legitimate. We assume that the
subjects wearing the CU or holding the wearable device are
honest. We assume the devices follow a secret key renewal
protocol after the initial secure pairing protocol is complete
and the wearable device is deployed on-body.

The system model is shown in Figure 1. The CU consists
of two antennas A1 and A2 that are spatially separated by a
distance D > λ/2. The device B to be authenticated is placed
at a distance of d1 and d2 from the two antennas A1 and A2
respectively. The RSS values measured by the CU from the
device B will be larger compared to the eavesdropper placed
at a far-away distance.

As for the attack model, we consider active adversary who
pose as a legitimate device and tries to pair with the CU
to gain access to the network. We consider multiple off-
body adversaries and similar to researchers in [29], [37] the
adversaries are present at a distance of at least 1–2 m away
from the CU. In addition, the adversary can also vary their
transmitting power and attempt to pair with the CU. The
adversary is aware of the location information of the sensor
device to be authenticated and also the transmission channel
between the CU and the sensor device. We do not consider
jamming attack by the adversary.

IV. DESIGN

In this section, we explain the steps of SeAK. Our main fo-
cus is to achieve initial trust between an already trusted device
CU and a new sensor device. Authentication is an important
part of the bootstrap process and the first step towards reliable
communications. The sensor device has to establish a secure
link with the already trusted CU before joining the network
(WBAN) and begin measuring the physiological data. The
proposed SeAK protocol performs authentication and shared
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Fig. 2: SeAK protocol.

secret key generation simultaneously and establishes a secure
channel between the CU and device. Figure 2 shows the
sequence diagram of the SeAK protocol, which is described
below.

A. Protocol

1) The device to be authenticated is aligned to one of the
antennas A1 or A2 of CU and held in close proximity
at a distance of d cm. The device initiates the procedure
by sending an association request Assoc Req to CU. The
CU acknowledges with ACK to the device and notifies
the start of association process.

2) Assume the CU has selected A1 and sends the first probe
packet Probe[i] from A1 to the device. Upon receiving
the probe, the device measures the signal strength and
transmits a Probe Resp[i] to CU. The CU also measures
the RSS Indicator (RSSI) of the corresponding received
packet.

3) The CU randomly switches between the two antennas
A1 and A2 and transmits a total of N packets to the
device by maintaining an inter-packet interval of t msec.
Each probe exchanged is indexed by a corresponding
value by both the devices to track the number of packets.
Let X = {x1, x2, . . .xN} and Y = {y1, y2 . . . yN}
represent the set of RSSI measured by CU and device
respectively. The received signal measured by the CU
from th different antennas is stored in two separate sets
R1 = {r11, r12, . . . r1p} and R2 = {r21, r22, . . . r2q}.
R1 and R2 correspond to the dataset of antennas A1
and A2, respectively.

4) The CU computes absolute average RSSI difference
(RDavg) as ((r1 − r2)j + (r1 − r2)j+1 + ... + (r1 −
r2)n)/n, where j = {1, 2, . . . n} and n represents the
minimum of p and q. p and q denote the total number
of samples captured by A1 and A2 respectively.

5) CU compares RDavg with the threshold RSSI difference
RDth. The device is authenticated and confirmed as
legitimate if RDavg > RDth, else denied and rejected.

Fig. 3: TinyOS stack architecture with our implementation.

CU sends an Assoc Resp message to the device to notify
about successful authentication.

6) After successful authentication, both the CU and device
generate a secret key by quantizing the RSSI values
measured during probe exchange. The mid value is
evaluated by determining the maximum and minimum
values of RSSI as (max - min)/2. Each sample of RSSI
is encoded as binary bit 0 or 1 based on whether the
sample value is lesser or greater than mid. Due to
spatial separation of the two antennas of CU, the RSSI
measured by both the devices when CU employs A1
will be substantially distinct compared to RSSI obtained
when CU employs A2. The process of bit extraction is
repeated for N samples at both the nodes. Thus, both
CU and the device derive an initial shared secret key.

To verify the agreement between the keys generated by both
the devices, the CU creates a message msg and concatenates
it with the generated secret key k and calculates the hash i.e.,
h(msg, k). CU then appends the msg to h(msg, k) and sends
(msg, h(msg + k)) to the device. The device extracts the msg
and calculates the hash value of the message with its own
key k' and checks whether the evaluated hash value is equal
to the received hash sent by CU. If both the hash values are
same then the device concludes that k'= k. The device sends a
response message (resp msg, h(resp msg, k')) so that CU can
confirm the device’s derived key. The verification of the RSSI
threshold and successful key generation together complete the
secure pairing procedure. If there is any loss of packets during
the protocol then the corresponding packets are retransmitted
by the respective devices. Once the CU and device are securely
paired, the device is ready to be worn on-body.

B. Implementation

The CU was emulated on an Opal sensor platform [38] and
the sensor devices and eavesdroppers on Iris motes [39]. The
Opal sensor platform has been widely employed in testbeds
that require multi-antenna environments like Twonet [40] and
FlockLab [41]. The proof of concept of our protocol has been
deployed in TinyOS environment. As Opal supports multi-



5

RSSI
-100 -90 -80 -70 -60 -50 -40

F
re

qu
en

cy

0

50

100

150

200

(a) RSSI measured in single antenna mode.

RSSI difference
-0.4 -0.2 0 0.2 0.4 0.6 0.8 1

F
re

qu
en

cy

0

50

100

150

200

250

300

350

(b) RSSI difference in dual-antenna mode.

Fig. 4: Variation of RSSI and RSSI difference for a static transmitter and receiver.

antenna architecture, it can work in two modes: single antenna
and antenna diversity. In a single antenna mode, only one
of the antennas that is selected by the driver is employed
for transmitting and receiving the packets. When the antenna
diversity mode is enabled, the transceiver radio scans the
preamble field of a received frame to select an antenna that has
the highest RF signal strength. This feature is not desirable for
our proposed solution, as our system must not be dependent
on the radio transceiver for antenna selection. Our main goal is
to ensure that the received RF signal experience independent
fading channels.

Figure 3 shows the implementation of our application and
interface integrated with the TinyOS architecture stack. In
order to have only one antenna enabled at any instance of
time in the multi-antenna architecture of the Opal platform,
the diversity feature of the Opal sensor had to be disabled.
A lower-level driver program of the stack was modified so
that the RF230 radio of Opal selects either of the externally
connected antennas A1 and A2. The selection of the two
antennas is controlled by the application protocol and the
switching between the two antennas takes less than 100 nsec
[41]. The details of the power consumption is explained in the
further Section.

V. EXPERIMENTS AND RESULTS

In this section, we first explain about the RSSI stability and
then present the test environment for our experiments. In the
later subsections, we explain the results of authentication and
key generation.

A. Evaluation of RSSI Stability

Consider a system of a transmitter and a receiver separated
by a distance dr. If the sender transmits a radio signal with
power Ps, then the received power Pr at the receiver can be
represented as follows:

Pr = PsK/d
α
r (1)

where K is a constant, α is the distance power exponent.

Now, consider a scenario of a receiver employing two
antennas (A1 and A2) to receive the radio signals, then the
received power can be expressed as a ratio of received power
from antenna A1 and received power from antenna A2 as:

Pr1
Pr2

=
PsK/d

α
1

PsK/dα2
(2)

where d1 6= d2.
From (2), we can observe that the received power ratio is

independent of the sending power and depends only on the
two distances, namely, the distance between the sender and
receiver antennas A1 (d1) and A2 (d2) compared to (1), which
has the received power Pr dependent on transmission power
Ps.

Consider a scenario in which two static wireless devices
placed in line-of-sight are separated by a distance of approxi-
mately 100 cm in an indoor environment. One device acts as
a transmitter and another as a receiver. The receiver has dual
antenna capability whereas the sender has a single antenna.
The sender transmits 1500 probe packets at an interval of
100 msec. We evaluate the experiment in two stages. Initially,
the receiver employs a single antenna. In the second case,
the receiver uses both antennas, which are spatially separated,
to capture the transmitted packets and the RSSI difference
is calculated using (2). As the RSSI is evaluated in dBm,
the RSSI ratio is called as RSSI difference [18] . We plot
the histogram as shown in Figure 4a and 4b. We draw the
following observations:

1. Figure 4a shows the the RSSI values captured on a
single antenna that range from -95 dBm to -39 dBm. The
RSSI is non-uniformly distributed and has a mean value
of -62.34 and a standard deviation of 10.36. Hence, it
is evident that in case of applications which use RSSI
alone, the accuracy drastically varies and may result in
false predictions. This is one of the major drawbacks of
employing RSSI alone as a decision factor [18].

2. Now, consider the histogram plot of RSSI difference of
two antennas of the receiver as shown in Figure 4b.
The mean and standard deviation calculated for RSSI
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Fig. 5: Comparison of stability of RSSI and RSSI difference.

difference is 0.15 and 0.032 respectively. The RSSI
difference is more concentrated around the mean value
with less deviation compared to RSSI alone.

The two experimental scenarios explained above were repeated
1000 times. Figure 5 shows the confidence interval plot of
standard deviation of RSSI captured on a single antenna and
RSSI difference evaluated by capturing the signal strength on
dual antenna. We observe that the standard deviation of RSSI
captured on a single antenna is ≈ 10.22, which is much greater
than the standard deviation of RSSI difference (0.033). Thus,
we can conclude that the RSSI difference obtained from two
receiving antennas is more stable compared to RSSI alone,
and can provide more accurate predictions.

B. Test Environment

In our system model, to authenticate a legitimate device,
there are two main factors to be identified: (i) the optimal
displacement between the two antennas of CU to gain a large
RSSI difference, and (ii) an upper bound distance between
the CU and device. We first set the distance between the two
antennas of CU as 7 cm (>λ/2) apart to get uncorrelated signal
characteristics and incremented the separation in steps up to
40 cm. The experiments were conducted in two sets. In the
first set of experiments the CU and the device were placed
off-body and in the the second set only the CU was placed on-
body and the device to be authenticated was held in hand. The
experiments were conducted in three different environments
namely, (i) a consultation room, (ii) a large room with multiple
cubicles, and (iii) a long corridor as shown in Figure 6. All the
environments had people walking around, working, similar to
a normal office environment. In the following subsections, we
describe the set-up for off-body and on-body experiments.

In the off-body experimental set-up, we placed the CU and
the device B to be authenticated on the table as shown in
Figure 7a. These experiments were conducted to study the off-
body channel characteristics and the ability of authenticating
a device when the CU is off-body, i.e., not worn on the body.
The device B was placed at different distances d varying from
1 cm to 30 cm w.r.t each of the antennas A1 and A2 of
CU. In addition to changing the placement of the device B
from CU, the two antennas of CU were also placed at varying

distances D from 10 cm to 30 cm. The inter-packet interval
was also set for different values as t of 250, 100, 50, 10 and
5 msec respectively. The required number of packets N to be
exchanged between the CU and device for the protocol was
set to 250.

Figure 7b shows the on-body experimental set-up. Here the
CU was placed on the body of a subject and the device B
to be authenticated was held closely to one of the antennas
of CU. Similar to off-body experiments, D and d were
varied to conduct the on-body experiments and measure the
RSSI samples. The advances in wearable technology like the
development of micro-strip antennas and button antennas will
allow such levels of spatial diversity in the near future [23],
[24]

C. Results

In this section, we evaluate the results obtained for both the
set of experiments i.e., off-body and on-body scenarios. Here,
we analyse the set of results obtained when the device B was
aligned to one of the antennas A1 of CU.

1) Authentication: CU off-body: Figure 8 shows the results
of off-body experiments for D = 10 cm and d = 1, 15 and
30 cm. We can observe that when the distance between the
device and the CU is small the measured RSSI has greater
values and the RSSI decreases as the distance of the device
from the CU is increased. The RSSI difference of the two
antennas also reduces as d increases from 1 cm to 15 cm. On
further increasing d to 30 cm, the RSSI of A1 and A2 almost
coincide. The results show similar pattern for D = 20 cm and
D = 30 cm as shown in Figure 9 and 10.

Now, we explain the effect of varying D on RSSI difference.
From Figure 11a we observe that, as the distance between
the two antennas D increases, the RSSI difference between
A1 and A2 also increases, whereas, for a fixed D, the RSSI
difference decreases as d between the device and CU increases.
Considering d = 30 cm for different values of D, the RSSI
difference is significantly smaller compared to d = 1 cm.
CU on-body: Figure 12, 13 and 14 show the on-body experi-
mental results for D = 10 cm, 20 cm and 30 cm respectively.
The graphs reveal that the behaviour of on-body characteristics
resemble the off-body ones. There is comparatively a large gap
in the RSSI difference of A1 and A2 when the device is very
near to CU and 20 cm away from CU. Comparing the RSSI
difference varying with distance d for off-body and on-body
experiments from Figure 11a and 11b respectively, it can be
observed that both the set-ups indicate similar characteristics.
Setting RSSI difference threshold: The two antennas of CU
have to be spatially separated so that there is no channel
correlation and the characteristics of the received signals differ.
To differentiate between a legitimate and a non-legitimate
device, several experiments were conducted for D = 7 cm,
10 cm, 20 cm, and 30 cm and d was varied from 1 cm to 40
cm. As observed from Figure 11, the RSSI difference obtained
for D = 30 cm is much greater than the values obtained for
D = 10 cm and 20 cm. Hence, we select D ≥ 10 cm as an ap-
propriate displacement between A1 and A2 to achieve a large
RSSI difference. Figure 11 illustrates that for d ≤ 15 cm,
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Fig. 6: Off-body and on-body experiments conducted in different indoor environments.

TABLE I: RSSI difference threshold (RDth) for various D.

D (cm) RSSI difference threshold (RDth)

10 5.51
20 10.17
30 15.07

the RSSI difference ranges from 25.88 to 5.51 whereas for
d > 15 cm, the RSSI difference drops dramatically compared
to the maximum value for each of the corresponding D. Hence,
we set d = 15 cm as the upper bound for the device placement.
The RSSI difference threshold values (RDth) for D is as
shown in Table I.

2) Key Generation: In this section, we explain the
evaluation metrics of key generation and explain the secret
key generation mechanism of our proposed protocol which
utilises the RSSI samples measured by the two antennas of
the CU and the device during probe exchange.

Key evaluation metrics: The generated keys are evaluated by
the following essential metrics: entropy, key agreement, bit
rate and mutual information (MI). The terms are explained as
below:

• Entropy: It is the measure of randomness of bits in the
key, and is measured in bits. The secret keys generated

must be highly unpredictable or uncertain. If the keys
produced are same every time then the output is deter-
ministic and hence it has zero entropy which implies that
the number can be easily guessed by an adversary. On the
other hand, if every outcome of the bit is equally likely
i.e, random then the entropy per bit is 1. The higher
the randomness of the key generated, the higher is the
entropy. Thus, a good cryptographic key should have high
entropy. The entropy for binary strings ranges from 0 to
1 bit.

• Bit rate: Bit rate is the number of keys generated per unit
time and is measured in bits per second (bps). The time
required to produce the secret keys must be minimum so
as to generate an optimal length of shared keys between
the legitimate devices with minimum effort. Higher the
bit rate, more efficient is the algorithm.

• Key agreement: It is the ratio of the number of matching
bits to the total key length. The maximum achievable key
agreement between the legitimate devices is 100%. The
key agreement of a legitimate device is also evaluated
with the adversary which must be a small value, otherwise
the adversary can predict the key.

• Mutual information (MI): The shared randomness be-
tween any two devices is represented by the mutual
information (MI), measured in bits. The MI between
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(a) Off-body set up: The CU and the device
are placed on a table.

(b) On-body set up: The CU is placed on-
body and the device to be authenticated is
held near to one of the antennas of CU.

Fig. 7: Experiment set-up.
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Fig. 8: RSSI for off-body set-up when the spacial distance (D) between A1 and A2 is 10 cm.
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Fig. 9: RSSI for off-body set-up when the spacial distance (D) between A1 and A2 is 20 cm.

an adversary and any of the legitimate devices must be
as low as possible (≈ 0), so that an adversary obtains
minimal or no information from the message transmitted.

Key generation mechanism: To illustrate the key generation
mechanism, we present the RSSI measured for one of the
on-body experimental set-up having D = 30 cm, d = 1 cm
and the device aligned to one of the antennas. Figure 15a
shows the RSSI samples measured by the CU from both the
antennas. The partial samples that form a subset of the data
i.e., samples with index number 50 to 100 are presented in
Figure 15b. The secret key is generated either by selecting
the RSSI samples either randomly or alternately. From the
figure we can observe that, the spatial separation of the two
antennas of the CU helps to obtain distinct RSSI values,
approximately equal to -15 dBm and -44 dBm on either side
though both the CU and device are non-mobile. A one bit

binary coding is assigned, i.e, bit 1 and bit 0 to the upper and
lower block respectively, the CU and the device extract 100%
matching keys. We conducted the experiments for different
time intervals t used for packet exchange, and evaluated the
key generation rate and entropy of our proposed protocol. For
each scenario, we tested the randomness of generated key bits
with NIST statistical test suite [42] and our protocol achieves
an entropy of ≈ 0.98–0.99 bits. Figure 16 shows the bit rate
at different time intervals. The bit rate is 4 bps when t = 250
msec and highest i.e., 200 bps when t = 5 msec. The bit rate
increases as the inter packet time interval decreases. As the
CU and the device to be authenticated were placed very close
there was negligible packet losses during transmission, hence
the bit rate achieved for different time intervals was nearly
the same for a number of experiments. The bit rate can be
further increased by applying either 2, 3 or 4 bit encoding to
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Fig. 10: RSSI for off-body set-up when the spacial distance (D) between A1 and A2 is 30 cm.
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Fig. 11: RSSI difference with respect to distance d for CU off-body and on-body set-up for various D.
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Fig. 12: RSSI for on-body set-up when the spacial distance (D) between A1 and A2 is 10 cm.

the RSS samples.

Antenna selection for key generation: We use a
cryptographically secure pseudo-random number generator
(PRNG) [43] to randomly select the two antennas on CU
for packet exchange. The PRNG is based on cipher-block
chaining and recommended by NIST. It requires an initial
seed, which we store off-line in a non-volatile memory
of the CU. Every time the SeAK protocol is initiated the
seed is updated. We use a seed of 128 bits that generates
a pseudo-random number of 128 bits. Based on the binary
sequence generated, the antenna switching occurs randomly,
i.e., antenna A1 is selected for bit ’0’ in the string, and
antenna A2 for bit ’1’.

Key agreement: Figure 17 and 18 show the key agreement
between the CU and device, and eavesdroppers E1 to E4
for d = 1 cm and d = 20 cm for different values of D
i.e., D = 10 cm, 20 cm and 30 cm respectively. The key
agreement between the CU and device is always 100%, as
we employ 1 bit encoding for the RSS values captured at
the two devices. We have shown here the key agreement of
the four eavesdroppers which are located near the legitimate
devices. The eavesdroppers E5 and E6 obtained negligible key
agreement compared to the legitimate devices. From Figure 17,
we observe that the key agreement of CU-E1 is 80% less than
CU-dev which implies that even the nearest eavesdropper E1
is not able to generate the same keys as the legitimate devices.
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Fig. 13: RSSI for on-body set-up when the spacial distance (D) between A1 and A2 is 20 cm.
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Fig. 14: RSSI for on-body set-up when the spacial distance (D) between A1 and A2 is 30 cm.
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correlation in the signal characteristics of the CU and device
yield 100% matching shared secret key.

The key agreement of the other eavesdroppers is comparatively
lower than E1 as they are further away from the CU and
device. From Figure 18, we see that eavesdroppers obtain
a maximum of key agreement of around 16%. We observed
from the extensive experiments conducted that the key agree-
ment of the various eavesdroppers was very less in comparison
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Fig. 16: Bit rate for different time intervals.

with the two legitimate devices. The key agreement in all the
environments between the legitimate devices is 100% as the
devices are very close (as d <= 15 cm).

The MI between CU and the device is between
0.9896–0.9982 bits and that of eavesdroppers placed at differ-
ent locations ranges from 0.322 to 0.00225 bits which is far
less than that of CU and the device. As the MI of the adversary
with the legitimate devices is minimal, the probability of Eve
obtaining the a matching secret key as CU/device is low. For
an adversary with multiple antennas, the MI of will be further
reduced due to multi-path effects and other random factors
like noise [20].
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Fig. 17: Key agreement for various D when d = 1 cm.
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Fig. 18: Key agreement for various D when d = 20 cm.

D. Validation in Different Environments

We validated the performance of our protocol in different
environments shown in Figure 6. The key agreement between
the legitimate devices in all the environments is 100% as the
devices were very near (as d <= 15 cm). The performance of
our protocol in terms of authentication time, key agreement
between legitimate devices, bit rate and entropy remained
nearly the same. The main reason for similar performance of
our protocol in various environments is that the two legitimate
devices, the CU and device are within 30 cm and hence the
presence of other people or devices does not have any effect.
We computed the true acceptance rate (TAR) of a legitimate
device by repeating the off-body experiments for 40 different
positions for each of the antennas A1 and A2 separately. The
device was placed within d 6 15 cm and aligned with the
antennas. The TAR is defined as the percentage of times the
CU correctly identifies the true claim of the device. The TAR
was 100% acceptance for all the cases when the device was
aligned to either of the antennas of CU.

E. Alignment of the Device

The device to be authenticated needs to be held in close
proximity with any one of the CU’s antennas. To evaluate
the effect of placement of the device at different angles w.r.t.
CU, experiments were conducted by placing the device in
angular position θ to A1 and A2. Table II shows the false
rejection rate (FRR) of our protocol when the device was held
between 0° to 10°and 10° to 90°. The FRR is defined as the

Fig. 19: The device B was placed at variable distance d from
A1 and A2 in horizontal, angular and in alignment positions.

percentage of times the CU has failed to identify a legitimate
device. Though the device was placed within 15 cm the CU
recognises it as a non-legitimate device due to the decreased
value in RSSI difference. For θ > 10° variation, the FRR
was increased considerably to more than 68%. As seen from
the table, for D = 10 cm the FRR is comparatively greater
than D = 20, 30 cm, as the RSSI values measured at the two
antennas is clearly distinct when they are spatially separated.
Hence, D = 30 cm has a lower FRR than for D = 10, 20 cm.
Our results reveal that the RSSI difference of the two antennas
A1 and A2 was clearly distinct only when aligned to A1 or A2
i.e., when θ ≈ 0° than compared to other angular positions.
Hence, it is recommended that the device be held in alignment
with any one of the antennas.
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TABLE II: FRR for the device when d 6 15 cm and at various
θ.

D(cm) 0°6 θ 6 10° 10°< θ 6 90°

10 4.7% 84.5%
20 2.2% 80.2%
30 1.4% 78.8%

F. Energy Consumption

In this section, we conduct experiments to measure and
compare the energy consumption of dual antenna and single
antenna systems. For comparison, we also measure the energy
consumed by Opal platform in single antenna mode for packet
transmission. Figure 20a shows the set-up for energy consump-
tion analysis. A resistor R = 10 Ω was connected in series
with the Opal board to measure the current drawn. The board
was powered using an external battery of Vbat = 6 V, and
an Agilent oscilloscope was used for measuring the voltage
Vr across the resistor. Now, the current drawn by the board
is calculated as, I = Vr/R Amp. If T is the time taken for
the operation, i.e., one complete packet transmission, then the
energy consumption per packet transmission can be calculated
as:

Econs = (Vbat − Vr)× I × T (3)

The Opal board was programmed to transmit the packets
with inter-packet interval t set to 1 sec. We conducted the
experiment in two stages. In the first phase, the on-board
LEDs Led1 and Led2 were toggled to identify the packet
transmission using antenna A1 and A2 respectively. The Opal
was programmed to switch between the antennas A1 and A2
alternately. Figure 20b shows the snapshot of the oscilloscope
for Vr captured for the above experiment. Consider the second
cycle of the waveform, initially both the LEDs were turned
OFF. After 1 sec, antenna A1 was selected, a packet was
transmitted, and Led1 was toggled (Led 1 ON, Led2 OFF)
as shown with marked lines. The second transition shows that
the antenna A2 was selected and Led2 was toggled (Led1
ON, Led2 ON). For the next packet transmission, antenna A1
was selected, Led1 was toggled (Led1 OFF, Led2 ON). In
the last stage of the cycle, antenna A2 was selected and Led2
was toggled (Led1 OFF, Led2 OFF). The transition from each
stage shows the instant at which the radio was transmitting the
packet. The voltage measured during each packet transmission
for both the antennas A1 and A2 was 22.5 mV. Thus, the
energy consumed per packet transmission can be calculated
as: Econs = (6 - 22.5 ×10−3) ×(2.25 ×10−3 ) ×(15.6 ×10−3)
= 0.21 mJ.

In the second phase, we analysed the energy consumed
by Opal platform in dual-antenna as well as in single an-
tenna mode separately without enabling any peripherals/LEDs.
Figure 21a and 21b show the voltage Vr measured in dual
and single antenna modes respectively. It can be clearly
observed that, the voltage Vr measured in both the cases is
same without any difference. As explained in Section IV-B,
though our platform has dual-antenna capability, at a particular
time instance, only one of the antennas is enabled by setting a
register bit in the driver program. This bit setting is handled by

TABLE III: RSSI difference obtained by eavesdroppers,
E1 = 270 cm, E2 = 360 cm, E3 = 180 cm, E4 = 100 cm, E5
and E6 > 4 m for D = 10 cm.

Adversary E1 E2 E3 E4 E5 E6

RSSI Difference 0.05 1.3 1.5 0.1 0.5 2.3

the application program and the time taken to switch between
the two antennas is less than 100 nsec [41]. This shows that
the power consumed by CU is equivalent to that of a single
antenna device. Hence, dual-antenna switch mode does not
add any noticeable overhead to the energy consumption or
performance of CU.

VI. SECURITY EVALUATION

In this section, we present the robustness of our system
against active attacks. A passive eavesdropper located at a
distance greater than half the wavelength of the carrier fre-
quency will not be successful to derive the same symmetric
key as the CU and the device due to unique spatial-temporal
characteristic of the wireless channel [44]. During the initial
secure pairing stage, an active adversary may impose as a
legitimate device and follow the same protocol (explained in
Section IV) to pair with the CU and further gain access to the
WBAN. We have evaluated the active adversarial scenario by
placing multiple adversaries at different locations as shown in
Figure 6a. We assume the attacker is more than 1 m away from
CU. Table III shows the average RSSI difference measured
by the multiple adversaries which are significantly less than
the RSSI threshold for any of the values of D from Table I.
Additionally, an adversary may try to achieve high RSSI by
increasing the transmission power. The following subsection
discusses the attack.

A. Varying Transmission Power by Adversary

We evaluated our protocol against an adversary who could
increase or decrease her transmission power to gain access
to the body area network. The adversary “Eve” was placed
at 360 cm from the legitimate control unit i.e., CU. The
distance between the two antennas of the CU was also varied
as D = 10, 20 and 30 cm. From the Table IV, we can
observe that the RSSI difference measured by Eve for the
various transmission levels is significantly smaller than the
RSSI difference threshold RDth. Even if an adversary tries to
achieve the same threshold value from a far away distance, the
secret key generated by the adversary will never be the same
as the one generated by the legitimate device. Our protocol
accepts a device as a legitimate only if both the RDth and
key generation requirements are satisfied.

VII. CONCLUSION

We have proposed a secure device pairing protocol SeAK
for WBAN exploiting RSS and spatial diversity of dual anten-
nas. We have employed dual antennas as the RSS measured on
a single antenna device is not stable and susceptible to varying
transmission power attack. We have evaluated the stability of
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(a) Set-up for energy measurement.
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Fig. 20: Energy consumption analysis.
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Fig. 21: Energy consumption analysis for dual and single antenna mode.

TABLE IV: RSSI difference for an adversary placed at
d = 360 cm from the legitimate device and with different
transmitting power P = +3 dBm, 0 dBm and -17.2 dBm for
D = 10 cm, 20 cm, 30 cm.

D (cm) Ps = 3 dBm Ps = 0 dBm Ps = -17 dBm

10 0.0 0.9 1.9
20 0.2 0.03 1.5
30 0.15 0.2 2.4

RSS by conducting experiments in a real indoor environment.
We conclude from our observation that RSS obtained on a
single antenna is unstable and can be overcome by measuring
the RSS difference on dual-antenna. Our experimental results
shows that, in SeAK, the RSS difference measured on the two
antennas of the CU is greater for a nearby device compared
to an attacker device placed far-away.

We have validated our protocol by conducting extensive ex-
periments in different environments using resource-constrained
devices that are suitable for health-care applications. We have
evaluated the key generated by different metrics: entropy, bit
rate, key agreement and mutual information. The key agree-
ment achieved for CU-device is always 100% as they are very
nearby whereas the key agreement for the CU-eavesdroppers

is very small, i.e., < 80% compared to the legitimate devices.
SeAK performs authentication and key generation of 128-bits
in 640 msec. The entropy of the keys are in the range of
0.98-0.99 bits and the mutual information for the legitimate
devices varies from 0.9896 to 0.9982 bits.

We have studied the performance of our protocol by placing
the device at different angles with respect to either of the
antennas of CU. The results reveal that the RSS difference
is clearly distinct only when the device to be authenticated
is placed in alignment with any one of the antennas of CU.
The FRR varies from 1.4% to 4.7% when the device is placed
between 0° to 10° w.r.t. any of the antennas.

We have conducted energy analysis of our dual-antenna
prototype and compared with the energy consumption of a
single-antenna system. Our results reveal that though our
platform utilises dual-antenna, it consumes the same energy
as the single antenna system, as only one antenna is selected
at any point of time for sending and receiving a packet, by
setting a single-bit in the register of the driver program.
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