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Abstract—The block cipher is a main-stream means to provide
confidentiality for data transmitted in insecure communication
environments, and the S-box is an essential part in most of
modern block cipher designs. In 1973, Feistel used a key selected
S-box mechanism in his early block cipher designs. However,
this key selected S-box mechanism did not get much attention
after the DES block cipher was published in 1977. In this paper,
we generalise Feistel’s key selected S-box mechanism, compare it
with existing close notions, investigate applying it in modern block
cipher design, and demonstrate by designing the LBC example
block cipher that the generalised key selected S-box mechanism
can be useful for improving security and performance without
intensifying computational effort and storage space in some
application environments. Especially, we define the combined
difference distribution table and the combined bias distribution
table for the security of the generalised key selected S-box, and
describe frameworks to analyse the security of a block cipher
with a generalised key selected S-box against differential and
linear cryptanalysis.

I. INTRODUCTION

The block cipher is an important primitive in cryptog-
raphy. One main purpose of a block cipher is to provide
confidentiality for data transmitted in insecure communication
environments. A block cipher typically involves two types
of operations, one is for the confusion property, which is
usually made up of a non-linear substitution-box (i.e. S-box),
and the other is for the diffusion property, which is usually
a linear permutation operation. An S-box takes as input a
certain number of data bits and transforms them into a certain
number of output bits in a non-linear way, which is usually
implemented as a lookup table. In modern block cipher designs
like DES [18] and AES [19], the S-box generally plays an
important role in securing the ciphers.

In 1973, Feistel (the invertor of so-called Feistel ciphers)
used a key selected S-box mechanism in his early block cipher
designs [9], [10]. Feistel’s key selected S-box mechanism is
to let each S-box have two different states and use a key
bit to select which of the two states is to be used in an
encryption or decryption operation. However, this key selected
S-box mechanism has not got much attention and has not been
investigated in block cipher design since DES was published
in 1977, although there is an occasional application [24] with
the S-box replaced with such key selected S-boxes in AES.

In this paper, we generalise Feistel’s key selected S-box
mechanism, compare it with existing close notions and in-
vestigate applying it in modern block cipher design. The

generalised key selected S-box mechanism is to store several
specific S-boxes (with the same dimension sizes) into a table
and use certain key (or subkey) bits to select which of the S-
boxes should be used in each S-box position of the S-box layer
of a round of a cipher in an encryption or decryption operation.
We find the (generalise) key selected S-box mechanism can of-
fer extra security without intensifying computational effort and
storage space, by producing many key-dependent choices for
the round function of a cipher, and it is well resistant against
not only conventional cryptanalysis methods like differential
cryptanalysis [4] and linear cryptanalysis [17], but also sophis-
ticated extensions like multiple differential cryptanalysis [7],
multiple linear cryptanalysis [5] and multidimensional linear
cryptanalysis [13]. The extra security gain can allow us to
reduce the number of rounds for a better performance, as
long as the overhead caused by the key selected S-box
mechanism in comparison with the ordinary S-box mechanism
are negligible when compared with the gain resulted from
the reduced number of rounds. In particular, we design the
LBC block cipher as an example cipher to test the security
and performance gain of the key selected S-box mechanism
over the ordinary S-box mechanism. For this example cipher,
the key selected S-box mechanism offers a software speedup
of around 12% on a lightweight ARM NEON processor and
a software speedup of around 16% on a general-purpose
Intel i3 processor, and offers a hardware speedup of around
22% in a parallel hardware implementation with one cycle
per round, although it requires slightly more gate equivalents
(GEs) than the ordinary S-box mechanism. These significant
performance increases show that the generalised key selected
S-box mechanism can be useful for improving security and
performance in some application environments.

Below in all descriptions we assume that the bits of an
n-bit value are numbered from 0 to n − 1 from right to
left, with the most significant bit being the (n − 1)-th, a
number without a prefix expresses a decimal number unless
stated otherwise, and a number with prefix 0x expresses
a hexadecimal number. We use the following notation: ⊕
denotes the bitwise logical exclusive OR (XOR) operation,
|| denotes string concatenation, ≪ i represents left rotation
(of a bit string) by i bits, ⟨X⟩ means that X is in binary (base
2) notation, |X| denotes the bit length of a value X , and
X(i0,i1,···,ij) represents bits (i0, i1, · · · , ij) of an n-bit value
X , (0 ≤ i0, i1, · · · , ij , j ≤ n− 1).



II. GENERALISED KEY SELECTED S-BOX MECHANISM

In this section, we generalise Feistel’s key selected S-box
mechanism, and compare it with existing close notions. In
summary, the key selected S-box is similar to but more or
less different from existing close notions, and it is simple to
construct a key selected S-box from ordinary S-boxes.

A. Definition

Definition 1: A two-variable function F : {0, 1}m×{0, 1}v
→ {0, 1}q (for specific values of m, v and q) is called a key
selected S-box if there are 2v ordinary (that is, one-variable)
m×q-bit S-boxes with indexes from 0 to 2v−1 and, for each
fixed v-bit value V that is some v bits of key material (e.g. a
round key), F(·, V ) refers to the V -th m× q-bit S-box.

We call V the selection vector, and write FV (·) as F(·, V )
for any fixed V , or simply write FV .

B. A Comparison with Key-Dependent S-boxes

At a high level, the key selected S-box mechanism can be
treated as a simplified version or a special case of the notion of
the key-dependent S-box [16], [21], that is a class of S-boxes
whose input bits include some key (or subkey) bits.

• The key selected S-box has two input parameters, one
is of course the key parameter, and the other is what
we usually refer to as the data parameter; so is the key-
dependent S-box.

• Like the key-dependent S-box, if designed carefully,
the key selected S-box may result in a better perfor-
mance with a reduced number of rounds by providing
a greater security than the ordinary S-box mechanism. It
is well resistant to multiple differential cryptanalysis [7],
multiple linear cryptanalysis [5] and multidimensional
linear cryptanalysis [13]: Because different differential
characteristics or linear approximations usually require
different sets of key (or subkey) bits under the key
selected S-box, thus an attacker needs to specify the
corresponding selecting key bits when establishing a
differential characteristic or linear approximation, which
shrinks the remaining key space that can be guessed in
the key recovery phase. By contrast, under the ordinary
S-box mechanism, a differential characteristic or linear
approximation generally works under a random key, and
an attacker does not need to specify the corresponding
key bits when establishing a differential characteristic
or linear approximation, and different differential char-
acteristics or linear approximations can presumably work
under the same key, and all these facts leave the full
key space to the key recovery phase. As a consequence,
under the key selected S-box mechanism we do not need
to additionally increase the number of rounds of a cipher
due to the effect of multiple differential cryptanalysis,
multiple linear cryptanalysis and multidimensional linear
cryptanalysis, which may produce a performance gain.

However, the key selected S-box is slightly different from
the key-dependent S-box:

• Current key-dependent S-box construction methods like
[16], [21] generally involve a number of interactions (at
least 2, which is from the key-dependent S-box built from
an ordinary S-box in [3] — one XOR with the input of
the ordinary S-box and one XOR with its output) between
the key parameter and the data parameter, which is costly.
While in the key selected S-box, the key parameter
serves simply as the index to the associated ordinary S-
boxes, and then produces the output after only one simple
interaction with the data parameter. In other words, the
key selected S-box is usually much less computation-
intensive than the key-dependent S-box.

• In the current key-dependent S-boxes, the key parameter
usually has the same role and the same dimension size as
the data parameter for a good randomness, and the key-
dependent S-box can usually produce a relatively large
number of instantiations over the key parameter space. By
comparison, in the key selected S-box, the key parameter
has a different role with the data parameter and usually
has a smaller dimension size than the data parameter.

C. A Comparison with DES(-like) S-boxes

The notion of key selected S-box is similar to the notion of
a DES (or DES-like) S-box [18], which is an ordinary (6× 4-
bit) S-box involving only one input parameter — the data
parameter, rather than a key-dependent S-box involving the
data and key parameters, but a DES S-box uses two bits of
the data parameter as the index to the four rows of the S-box
table each of which can be treated as an ordinary (4× 4-bit)
S-box. However, the key selected S-box is different from a
DES S-box in that the key selected S-box has the other input
parameter — the key parameter, which causes a distinction
from the two bits of a DES S-box used as the index to the
four rows, although they both serve as an index, for example:

• When applying differential cryptanalysis [4] at an S-box
level, for a DES S-box we can generate its difference
distribution table and use it under the general assumption
that data is distributed uniformly at random, but for a key
selected S-box, although we can generate the difference
distribution tables of the associated ordinary S-boxes,
we have to guess the specific vale of the key parameter
in order to determine which difference distribution table
should be used, since the key parameter is fixed once a
user key is provided and thus is not distributed uniformly
at random for the data produced with the user key.

• When applying differential cryptanalysis at a cipher level,
the differential behaviors of the rounds of a cipher using
a DES-like S-box are simply iterations of the differential
behavior of a round since data is distributed uniformly
at random; however, for a cipher using a key selected S-
box, although we can make a guess for the values of the
key parameters of a few rounds, the guessed values of the
key parameters of the few rounds will shrink the space of
possible user keys, and eventually the space of possible
user keys will become small or even empty after a number



of rounds, which would make it no sense to cryptanalyse
the cipher any more.

Likewise, the key selected S-box also makes more difficulty
than an ordinary S-box for an attacker to apply linear crypt-
analysis, multiple differential cryptanalysis, multiple linear
cryptanalysis and multidimensional linear cryptanalysis, etc.

D. A Comparison with Lucifer S-box Mechanism

The DES precursor Lucifer [22] also uses a key bit to
control which of its two S-boxes is to be used, as follows.
Suppose S0 and S1 are two four-bit S-boxes, X and Y are
four-bit nibbles, and some key bit is a so-called Interchange
Control Bit (ICB). When ICB is equal to 0, then X will go
through S0 and, Y will go through S1; when ICB is equal to
1, then X will go through S1 and, Y will go through S0.

Lucifer S-box mechanism is different from the key selected
S-box mechanism, which is best illustrated by the simple
example with only two S-boxes in Fig. 1. In the Lucifer S-
box mechanism, the outputs of S0 and S1 are dependent:
If X goes through S0, then Y must go through S1, and
vice versa. However, in the key selected S-box mechanism,
whether X will go through S0 or S1 is independent from
whether Y will go through S0 or S1, since the two selec-
tion key bits are independent. In this simple example, the
Lucifer S-box mechanism can produce two possible output
patterns: (S0(X), S1(Y )) and (S1(X), S0(Y )), while the key
selected S-box mechanism can produce four possible output
patterns: (S0(X), S1(Y )), (S1(X), S1(Y )), (S1(X), S0(Y ))
and (S0(X), S0(Y )). Other small distinctions include: (1) The
relative positions of X and Y are variable in the output of the
Lucifer S-box mechanism, but are fixed in the output of the
key selected S-box mechanism; and (2) The relative positions
of S0 and S1 are fixed in the output of the Lucifer S-box
mechanism, but are indeterminate in the output of the key
selected S-box mechanism.

S0 S1

X Y

0 0
1 1

Lucifer S-box mechanism:

S0 S1

X

0 1

Key selected S-box mechanism:

A Selection (Key) Bit

S0(X)

S0(Y )
or

S1(Y )

S1(X)
dependent

An Interchange Control (Key) Bit

Total 2 possible output patterns:

S0(X)
or

S1(X)
independent

Total 4 possible output patterns:

S0 S1

Y

0 1
A Selection (Key) Bit

S0(Y )
or

S1(Y )

Figure 1. The key selected S-box mechanism vs. Lucifer S-box mechanism

E. A Comparison with Key-Dependent S-box Layers

In 1994, when discussing how to strength DES, Biham and
Biryukov [3] mentioned the idea of using several sets of S-

boxes (for the S-box layer of the DES round function) and
using additional key bits to control which set is used (in an
encryption/decryption operation), by writing that ‘One can
compute several different sets of S-boxes according to the
design principles of DES, and use additional key bits to control
which set is used’. In 1999, Harris and Adams [12] mentioned
a slightly different idea, which uses several S-boxes in a key-
dependent order (also for the S-box layer of the round function
of a cipher), by writing ‘Another possibility is to order the s-
boxes in a key-dependent way’. However, neither Biham and
Biryukov nor Harris and Adams implemented their idea, and
they mentioned that the security gain is small when the number
of (the sets of) S-boxes is small. That is, Biham and Biryukov’s
and Harris and Adams’s mechanisms require a large number
of S-boxes in order to produce a large security gain in practice.

Compared with Biham and Biryukov’s and Harris and
Adams’s mechanisms [3], [12], the generalised key selected S-
box mechanism can produce a much larger security gain at the
expense of relatively more overhead, given a small number of
S-boxes. Below we compare between our mechanism and the
two mechanisms, as illustrated in Fig. 2, where S0, S1, S2, S3

are four S-boxes with the same size, K is a user key,
K1,K2, · · · ,Km are round keys for some positive integer m.

• Storage space required: Biham and Biryukov’s mecha-
nism [3] requires storing a number of sets of permuted
S-boxes for the S-box layer of the round function, while
Harris and Adams’s mechanism and the (generalised) key
selected S-box mechanism require storing a number of
S-boxes for the S-box layer of the round function. Thus,
Biham and Biryukov’s mechanism generally requires a
larger storage space than Harris and Adams’s mechanism
and the key selected S-box mechanism.

• The number of choices on the S-box layer of the round
function of a cipher: Biham and Biryukov’s mechanism
produces the same number of choices as the sets of
permuted S-boxes stored, Harris and Adams’s mechanism
produces all possible permutations of the S-boxes stored,
while the key selected S-box mechanism produces all
possible patterns of the S-boxes stored.

• Under Biham and Biryukov’s and Harris and Adams’s
mechanisms, the number of total choices for all the S-
box layers of a cipher is equal to the number of total
choices on an S-box layer of the cipher. While under
the key selected S-box mechanism, the number of total
choices for all the S-box layers of a cipher is equal to
the key space in theory.

• Given a user key: Biham and Biryukov’s and Harris
and Adams’s mechanisms use the same S-box layer for
all rounds of a cipher, while the key selected S-box
mechanism likely uses different S-box layers for different
rounds. This significantly increases the security gain,
albeit at the expense of relatively more overhead.

• Particularly, Biham and Biryukov mentioned that the
security gain is small when the number of the sets of S-
boxes is small (more specifically, smaller than the number
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Figure 2. The generalised key selected S-box mechanism vs. Biham and Biryukov’s and Harris and Adams’s mechanisms

of the sets of S-boxes), and Harris and Adams mentioned
that their mechanism is not particularly useful with only
four S-boxes, since there are only 4! = 24 possible
orders, adding less than five bits of entropy. However,
the key selected S-box mechanism can produce a much
larger security gain even with a small number of S-boxes,
for instance, for the simple case with four S-boxes of
Fig. 2, the key selected S-box mechanism can produce
a much larger security gain than the factor 2 of Biham
and Biryukov’s mechanism and the factor 5 of Harris and
Adams’s mechanism, and specific security gain depends
on a specific cipher design.

III. THE LBC EXAMPLE BLOCK CIPHER

In this section, we specify the LBC block cipher, which uses
two elementary operations and involves three sub-algorithms,
namely, a key schedule algorithm, an encryption algorithm and
a decryption algorithm. Noted that the decryption algorithm is
omitted, since it is the inverse of the encryption algorithm.

A. Elementary Operations

LBC mainly uses two elementary operations: a confusion
operation S and a diffusion operation L, as follows.

• S : {0, 1}32 × {0, 1}16 → {0, 1}32 is a non-linear
substitution operation, constructed by applying a key
selected S-box S : {0, 1}4 × {0, 1}2 → {0, 1}4 eight
times in parallel to the inputs. The four general 4× 4-bit
S-boxes involved in the key selected S-box S are S0, S1,
S2 and S3, whose specifications are given in Fig. 3. If
X = (X3, X2, X1, X0) is a 32-bit block represented as

four bytes that are further arranged as a 4× 8-bit array
X
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and V = (V (15), · · · , V (1), V (0)) is a 16-bit block, then
S(X,V ) is defined to equal a 32-bit value represented
as four bytes (Y3, Y2, Y1, Y0) that are further arranged
as a 4 × 8-bit array S(X,V ) = (Y3, Y2, Y1, Y0) =

Y
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, where

⟨Y (i)
3 , Y

(i)
2 , Y

(i)
1 , Y

(i)
0 ⟩ = S⟨V (2i+1),V (2i)⟩(⟨X

(i)
3 , X

(i)
2 ,

X
(i)
1 , X

(i)
0 ⟩) for i = 0, 1, · · · , 7.

• L : {0, 1}32 → {0, 1}32 is a linear transformation. If
X = (X3, X2, X1, X0) is a 32-bit block represented as
four bytes, then L(X) = (X3 ⊕ (X3 ≪ 2) ⊕ (X3 ≪
5), X2 ⊕ (X2 ≪ 2) ⊕ (X2 ≪ 5), X1 ⊕ (X1 ≪ 2) ⊕
(X1 ≪ 5), X0 ⊕ (X0 ≪ 2)⊕ (X0 ≪ 5)).

B. Round Function

If X and Y are 32-bit blocks, then the round function
F : {0, 1}32 × {0, 1}32 → {0, 1}32 of LBC is defined as
F(X,Y ) = L(S(X ⊕ Y, Y (0,1,4,5,8,9,12,13,16,17,20,21,24,25,28,29))).

C. Key Schedule Algorithm

The key schedule algorithm of LBC takes as input a k-
bit user key and outputs the required twenty-five 32-bit round
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Figure 3. An encryption round of LBC

keys, where k can be variable between 96 and 128 bits and
typically k = 96. The key schedule algorithm is as follows.1

1) A k-bit user key is stored in a key register K; that is,
K = (K(k−1), · · · ,K(1),K(0)).

2) Output the leftmost 32 bits of the current content of the
key register K as the first round key K1.

3) For i = 1 to 24:
a) Rotate the key register to the left by 29 bits, that

is K = (K ≪ 29);
b) Update the leftmost 32 bits of the key regis-

ter as follows: (K(k−1), · · · ,K(k−31),K(k−32)) =
L(S((K(k−1), · · · ,K(k−31),K(k−32)), ⟨k⟩))⊕⟨i⟩,
where ⟨k⟩ and ⟨i⟩ represent respectively the bi-
nary representations of k and i with the left side
being extended by concatenating as many zeros as
required to reach the required bit length.

c) Output the leftmost 32 bits of the current content
of the register K as the (i+1)-th round key Ki+1.

D. Encryption Algorithm

The encryption algorithm of LBC transforms a 64-bit data
block P , called a plaintext (block), into a pseudorandom
data block of the same length, called a ciphertext (block),
under the control of a secret user key; and it has a total of
25 rounds, as follows, where Lj and Rj are 32-bit variable
(j = 0, 1, · · · , 25), (and Ki (1 ≤ i ≤ 25) are round keys
generated from a user key by the key schedule algorithm).

1) Let (L0||R0) = P .
2) For i = 1 to 25: Ri = Li−1⊕F(Ri−1,Ki), Li = Ri−1.
3) Ciphertext = (L25||R25).
Fig. 3 illustrates an encryption round of LBC.

IV. DESIGN RATIONALE OF THE LBC EXAMPLE CIPHER

In this section, we briefly give our design rationale for the
LBC example cipher. At a high level, we feature the following
distinctions when designing LBC: (1) We take advantage of the

1Note that the key schedule uses the key selected S-box in an abused way,
where the selection vector for the key selected S-box is not key material but
the key length.

generalised key selected S-box to achieve a sufficient security
and a good performance; (2) The Feistel structure is combined
with simple substitution and permutation operations to achieve
efficient hardware implementation with a moderate amount
of GEs and efficient software implementation; (3) The same
key schedule algorithm as well as the same encryption and
decryption algorithms for different key length versions of a
variable length user key is used to provide user friendliness and
efficient resource utilization; and (4) The strong key schedule
ensures partially that data authenticity is robustly provided
when LBC is sometimes used to build or abused as a hash
function for data authenticity purpose in some applications.

A. Structure

LBC employs Feistel structure mainly because: (1) The
round function is generally light, partially due to the fact
that the round function operates on a smaller number of bits;
and (2) Implementing the circuit for both encryption and
decryption does not cost much more than implementing the
circuit for encryption only, as they are almost identical.

B. Block Size

LBC uses a block size of 64 bits in order to meet the re-
quirements of moderate application environments on memory,
space and performance. (Although a 64-bit block size or digest
size may be short in some scenarios due to the birthday-bound
paradox, it is still okay with appropriate block cipher modes
of operation in many applications.)

C. Key Length

An 80-bit key is now considered to be too short to be secure
in reality [20]. LBC uses a minimum key length of 96 bits for
short-term protection and a maximum key length of 128 bits
for long-term protection. To be flexible and user friendly, LBC
accepts a variable-length user key between 96 and 128 bits.

D. S-Box Layer

LBC uses 4×4-bit S-boxes in order to meet the requirements
of some application environments on memory and space. From
Zhang et al.’s (2, 2)-Num1-DL category of 4 × 4-bit optimal
S-boxes [25], we further chose each 4× 4-bit S-box Si (0 ≤
i ≤ 3) by the following additional security criterion:

1. The two valid combinations of (one-bit input differ-
ence, one-bit output difference) do not use the same
input/output difference; and the two valid combinations
of (one-bit input mask, one-bit output mask) do not use
the same input/output mask.

The four ordinary 4 × 4-bit S-boxes S0, S1, S2 and S3

together meet the following security criteria:
2. Ideally, any two 4 × 4-bit S-boxes do not involve a

common valid combination of (one-bit input difference,
one-bit output difference) or (one-bit input mask, one-bit
output mask).

3. Ideally, any two 4 × 4-bit S-boxes do not concurrently
have the largest (valid) probability (i.e. 1

4 ) under any
(input difference, output difference) pair, and do not



concurrently have the largest (valid) bias (i.e. ± 1
4 ) under

any (input mask, output mask) pair.

E. Diffusion Layer

The diffusion layer L has a branch number [8] of 4, which
provides a sufficiently large avalanche effect to make LBC
secure against currently known cryptanalysis techniques like
differential and linear cryptanalysis, together with the S-box
layer. L performs only simple operations (namely, rotation and
XOR), and is lightweight in hardware implementation and is
suitable for both hardware and software implementation.

F. Key Schedule

LBC has a strong key schedule, which is based on the round
function to achieve a good non-linearity and save hardware
space, so that LBC can resist related-key cryptanalysis [1],
[14], [15] and slide attacks [6], (together with the encryption
or decryption procedure), and can be used to build or abused
as a hash function to provide data authenticity in some devices.

The key schedule of LBC is very user friendly in several
aspects. First, a variable-length user key enables the user to
have more flexibility in choosing an appropriate key length
according to the expected lifetime for the target application, so
as not to waste resources by avoiding using a much larger pre-
specified key length than required. Second, the key schedule
uses the same algorithm for different key lengths, which makes
LBC different from most existing block ciphers that usually
use different key schedule algorithms for different key lengths
(if supported). Third, LBC processes a variable length key in
a manner different from those used by previous designs like
Serpent [2] and SHACAL-2 [11]: Compared with the latter, the
key schedule of LBC does not require extending a shorter user
key to the maximum key length and it distinguishes different
key length versions by involving the key length parameter k
in the key schedule to avoid potential key-schedule attacks.

V. SECURITY GAIN EVALUATION

In this section, we briefly give our evaluation results on
the security of LBC against cryptanalysis methods (under the
worst case assumption), and finally get the security gain of
LBC over LBC with the ordinary S-box mechanism. Like
most block cipher designs, we only consider the theoretical
security of the algorithm, and do not consider the security of
its physical implementations, like side-channel attacks [23],
which usually use additional countermeasures to protect. Note
first that LBC can withstand elementary cryptanalysis meth-
ods.

A. Differential Cryptanalysis

We develop a conservative framework for differential crypt-
analysis of block ciphers using a key selected S-box, by
introducing the concept of the combined difference distribution
(CDD) table for a key selected S-box, as follows.

Definition 2: The combined difference distribution (CDD)
table for a key selected S-box: {0, 1}m × {0, 1}v → {0, 1}q
(for specific values of m, v and q) is a table with 2m rows

being the 2m possible input differences, 2q columns being the
2q output differences, and the (i, j)-th entry being the set of the
possible combinations (the number of m-bit inputs satisfying
the (input difference, output difference) pair (i, j) under an
ordinary m × q-bit S-box, the number of ordinary m × q-bit
S-boxes that have the number of m-bit inputs satisfying the
(input difference, output difference) pair (i, j)), where 0 ≤
i ≤ 2m − 1 and 0 ≤ j ≤ 2q − 1.

We compute the CDD table for the key selected S-box S of
LBC, as shown in Table I, then make a computer program to
compute the minimum numbers of active S-boxes of i-round
differential characteristics under the CDD table (1 ≤ i ≤ 18),
and finally get that the number of active S-boxes is larger
than 32 for 18 or more rounds. 33 active S-boxes require
a total of 66 selecting key bits, which means that there are
only 128 − 66 = 62 key bits left for the key recovery phase.
A detailed analysis shows that a single nibble/bit will get
at least 62 subkey bits involved after propagating through
3 rounds. A total of five rounds appended at both ends of
an 18-round differential characteristic will indicate at least 3
rounds in an end, which would require an attacker to guess
all the remaining 62 key bits in the key recovery phase. As
a result, 25-round LBC should be secure against differential
cryptanalysis. Remind that multiple differential cryptanalysis
does not work well in the key selected S-box mechanism, as
explained in Section II-B.

B. Linear Cryptanalysis

Likewise, we develop a conservative framework for linear
cryptanalysis of block ciphers using a key selected S-box,
by introducing the concept of the combined bias distribution
(CBD) table for a key selected S-box, as follows.

Definition 3: The combined bias distribution table (CBD)
for a key selected S-box: {0, 1}m × {0, 1}v → {0, 1}q (for
specific values of m, v and q) is a table with 2m rows being
the 2m possible input masks, 2q columns being the 2q output
masks, and the (i, j)-th entry being the set of the possible
combinations (the number of m-bit inputs satisfying the (input
mask, output mask) pair (i, j) under an ordinary m × q-bit
S-box, the number of ordinary m × q-bit S-boxes that have
the number of m-bit inputs satisfying the (input mask, output
mask) pair (i, j)), where 0 ≤ i ≤ 2m− 1 and 0 ≤ j ≤ 2q − 1.

Similarly, we compute the CBD table for the key selected
S-box S of LBC, then make a computer program to compute
the minimum numbers of active S-boxes of i-round linear ap-
proximations under the CDD table (1 ≤ i ≤ 5), which are 0, 1,
2, 5 and 8, respectively. Thus, a 20-round linear approximation
has a minimum of 4 × 8 = 32 active S-boxes, and 32 active
S-boxes have at most a bias of 232−1 × (2−2)32 = 2−33,
which is not valid for a linear cryptanalysis attack because
2−33 < 2−32. As a result, we can assume at most a 20-round
linear approximation, and can assume appending at most a
total of five rounds at both ends, (as explained in Section V-A).
Remind that multiple linear cryptanalysis does not work well
in the key selected S-box mechanism, either. Therefore, 25-
round LBC should be secure against linear cryptanalysis.



Table I
THE COMBINED DIFFERENCE DISTRIBUTION (CDD) TABLE OF THE KEY SELECTED S-BOX S

input output difference
difference 0x0 0x1 0x2 0x3 0x4 0x5 0x6 0x7 0x8 0x9 0xA 0xB 0xC 0xD 0xE 0xF

0x0 (16, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4) (0, 4)
0x1 (0, 4) (0, 1) (0, 2) (0, 1) (0, 1) (0, 3) (0, 3) (0, 3) (0, 2) (0, 2) (0, 2) (0, 3) (0, 2) (0, 3) (0, 2) (0, 3)

(2, 2) (2, 2) (2, 3) (2, 3) (4, 1) (2, 1) (2, 1) (2, 2) (2, 1) (2, 1) (2, 1) (2, 1) (2, 1) (2, 2) (2, 1)
(4, 1) (4, 1) (4, 1) (4, 1)

0x2 (0, 4) (0, 2) (0, 2) (0, 2) (0, 4) (0, 2) (0, 2) (0, 1) (0, 2) (0, 3) (0, 3) (0, 2) (0, 3) (0, 2) (0, 1) (0, 3)
(2, 2) (2, 1) (2, 1) (2, 2) (2, 2) (2, 2) (2, 2) (4, 1) (2, 1) (2, 1) (2, 1) (2, 1) (2, 3) (2, 1)

(4, 1) (4, 1) (4, 1) (4, 1) (4, 1)
0x3 (0, 4) (0, 2) (2, 3) (0, 1) (0, 1) (0, 3) (0, 3) (0, 1) (0, 2) (0, 3) (0, 4) (0, 2) (0, 2) (0, 1) (0, 3) (0, 3)

(2, 2) (4, 1) (2, 2) (2, 3) (2, 1) (2, 1) (2, 2) (2, 2) (2, 1) (2, 2) (2, 2) (2, 3) (2, 1) (2, 1)
(4, 1) (4, 1)

0x4 (0, 4) (0, 2) (0, 3) (0, 2) (0, 3) (0, 3) (0, 2) (0, 3) (0, 3) (0, 3) (0, 2) (0, 2) (0, 1) (0, 2) (0, 2) (0, 2)
(2, 1) (2, 1) (2, 1) (4, 1) (2, 1) (2, 1) (2, 1) (2, 1) (2, 1) (2, 2) (2, 1) (2, 3) (2, 1) (2, 2) (2, 1)
(4, 1) (4, 1) (4, 1) (4, 1) (4, 1) (4, 1)

0x5 (0, 4) (0, 2) (0, 2) (0, 3) (0, 4) (2, 4) (0, 2) (0, 2) (0, 2) (0, 2) (0, 3) (0, 2) (0, 1) (0, 2) (0, 3) (0, 1)
(2, 2) (2, 2) (2, 1) (2, 2) (2, 1) (2, 1) (2, 2) (2, 1) (2, 1) (2, 3) (2, 2) (2, 1) (2, 3)

(4, 1) (4, 1) (4, 1)
0x6 (0, 4) (0, 4) (0, 3) (0, 2) (0, 1) (0, 3) (0, 2) (0, 3) (0, 1) (0, 2) (0, 2) (0, 2) (0, 2) (0, 3) (0, 1) (0, 3)

(2, 1) (2, 2) (2, 2) (2, 1) (2, 2) (4, 1) (2, 3) (2, 1) (2, 2) (2, 1) (2, 2) (2, 1) (2, 2) (4, 1)
(4, 1) (4, 1) (4, 1) (4, 1)

0x7 (0, 4) (0, 1) (0, 3) (0, 2) (0, 2) (0, 1) (0, 1) (0, 3) (0, 3) (0, 2) (0, 2) (0, 1) (0, 2) (0, 1) (0, 3) (0, 3)
(2, 3) (4, 1) (2, 2) (2, 2) (2, 3) (2, 3) (2, 1) (2, 1) (2, 2) (2, 1) (2, 3) (2, 2) (2, 3) (2, 1) (2, 1)

(4, 1)
0x8 (0, 4) (0, 3) (0, 2) (0, 3) (0, 3) (0, 2) (0, 1) (0, 1) (0, 4) (0, 1) (0, 3) (0, 1) (0, 3) (0, 1) (0, 1) (0, 3)

(2, 1) (2, 2) (4, 1) (4, 1) (2, 2) (2, 2) (2, 3) (2, 3) (2, 1) (2, 3) (2, 1) (2, 3) (2, 2) (2, 1)
(4, 1) (4, 1)

0x9 (0, 4) (0, 2) (0, 2) (0, 2) (0, 3) (0, 1) (0, 2) (0, 2) (0, 1) (0, 2) (0, 2) (0, 3) (0, 2) (0, 4) (0, 2) (0, 2)
(2, 2) (2, 1) (2, 2) (2, 1) (2, 2) (2, 2) (2, 2) (2, 3) (2, 2) (2, 1) (2, 1) (2, 2) (2, 2) (2, 1)

(4, 1) (4, 1) (4, 1) (4, 1)
0xA (0, 4) (0, 2) (0, 2) (0, 3) (0, 2) (0, 3) (0, 3) (0, 2) (0, 1) (0, 2) (0, 1) (0, 3) (0, 3) (0, 3) (0, 1) (0, 2)

(2, 2) (2, 1) (2, 1) (2, 1) (2, 1) (2, 1) (2, 1) (2, 2) (2, 2) (2, 3) (2, 1) (2, 1) (2, 1) (2, 3) (2, 1)
(4, 1) (4, 1) (4, 1) (4, 1) (4, 1)

0xB (0, 4) (0, 3) (0, 2) (0, 3) (0, 3) (0, 2) (0, 2) (0, 3) (0, 1) (0, 3) (0, 2) (0, 3) (0, 2) (0, 2) (0, 1) (0, 1)
(2, 1) (2, 2) (2, 1) (4, 1) (2, 2) (2, 1) (2, 1) (2, 3) (2, 1) (2, 1) (2, 1) (2, 2) (2, 1) (2, 3) (2, 2)

(4, 1) (4, 1) (4, 1) (4, 1)
0xC (0, 4) (0, 2) (0, 4) (0, 3) (0, 3) (0, 2) (2, 4) (0, 2) (0, 4) (0, 1) (0, 3) (0, 3) (2, 4) (0, 1) (0, 4) (0, 2)

(2, 1) (4, 1) (4, 1) (2, 2) (2, 1) (2, 2) (4, 1) (2, 1) (2, 3) (2, 2)
(4, 1) (4, 1) (4, 1)

0xD (0, 4) (0, 2) (0, 2) (0, 1) (0, 2) (0, 2) (0, 3) (0, 3) (0, 1) (0, 3) (0, 2) (0, 2) (0, 4) (0, 2) (0, 2) (0, 2)
(2, 1) (2, 2) (2, 3) (2, 2) (2, 1) (4, 1) (2, 1) (2, 3) (2, 1) (2, 2) (2, 2) (2, 2) (2, 1) (2, 1)
(4, 1) (4, 1) (4, 1) (4, 1)

0xE (0, 4) (0, 3) (0, 3) (0, 3) (2, 3) (0, 3) (0, 4) (0, 2) (0, 2) (0, 1) (0, 1) (0, 2) (2, 4) (0, 2) (0, 2) (0, 2)
(2, 1) (4, 1) (2, 1) (4, 1) (2, 1) (2, 2) (2, 2) (2, 3) (2, 3) (2, 2) (2, 2) (2, 2) (2, 2)

0xF (0, 4) (0, 2) (0, 3) (0, 3) (0, 3) (0, 1) (0, 2) (0, 3) (0, 2) (0, 2) (0, 2) (0, 2) (0, 3) (0, 3) (0, 3) (0, 3)
(2, 1) (4, 1) (4, 1) (2, 1) (2, 3) (2, 2) (2, 1) (2, 1) (2, 2) (2, 1) (2, 1) (4, 1) (4, 1) (2, 1) (4, 1)
(4, 1) (4, 1) (4, 1) (4, 1)

C. Summary

We also analysed the security of LBC against some other
currently known cryptanalysis methods. In summary, the po-
tential 20-round linear approximation mentioned in Section
V-B is the longest cryptanalysis distinguisher we have ob-
tained. Thus, 25-round LBC should be secure.

D. LBC with the Ordinary S-box Mechanism

In comparison, for LBC with the ordinary S-box mechanism
(i.e., using an ordinary S-box S(x), say S0(x), rather than a
key selected S-box S

K
(,)
i
(x)), a simple analysis shows that

a single nibble/bit will get all the 128 subkey bits involved
after propagating through at least 6 rounds. A total of 11
rounds appended at both ends of a linear approximation will
indicate at least 6 rounds in an end, which would ensure that

an attacker guess all the 128 key bits in the key recovery
phase; and multiple linear cryptanalysis works well in this
ordinary mechanism and thus we should take its effect into
consideration. As a result, LBC with the ordinary S-box
mechanism would require 32 rounds to be secure, assuming the
above-mentioned 20-round linear approximation with a total of
11 rounds appended at both ends, plus one additional round for
preventing the potential effect of multiple linear cryptanalysis.

VI. PERFORMANCE GAIN EVALUATION

In this section, we briefly give our performance gain evalu-
ation of LBC over LBC with the ordinary S-box mechanism.
Recall that as discussed in Section V, LBC requires 25 rounds
to be secure, while LBC with the ordinary S-box mechanism
requires 32 rounds to be secure.



Table II
SPEEDS OF THE TWO LBC VERSIONS UNDER THE SAME SIMD SOFTWARE

IMPLEMENTATION METHOD

number of LBC cycles per byte for
bits per version 16 plaintext blocks

operation Intel i3 ARM NEON

64 with the key selected S-box mechanism 24.6 80.3
with the ordinary S-box mechanism 29.4 91.7

A. Software Performance on Intel i3

The last second sub-column of Table II shows the
encryption-only performances of the two LBC versions under
the same Single Instruction Multiple Data (SIMD) imple-
mentation method on a popular Intel i3 CPU i5-4200U @
1.6GHz processor (x64 architecture) with enough storage and
computing resources for general purposes like servers, where
the round keys are stored for use after being generated,
which is the usual case for a server. The key selected S-
box mechanism offers 29.4−24.6

29.4 ≈ 16% speedup. If the key
schedule part was included, the speedup would be greater,
since LBC has six less round keys than LBC with the ordinary
S-box mechanism (under the same process for round keys).

B. Software Performance on ARM NEON

The last sub-column of Table II shows the performance of
the two LBC versions under the same SIMD implementation
method on a popular ARM Cortex-A9@1.4GHz processor
(x64 architecture) for cost-sensitive devices like smartphones,
where the results are for both encryption and key schedule
parts, with the round keys being generated on the fly, which
is the usual case for a resource-constrained device. The key
selected S-box mechanism offers 91.7−80.3

91.7 ≈ 12% speedup.

C. Hardware Performance

When implemented in a parallel hardware implementation
with one cycle per round, to process a plaintext block, LBC
takes 25 cycles, while LBC with the ordinary S-box mecha-
nism takes 32 cycles. Thus, the key selected S-box mechanism
offers about 32−25

32 ≈ 22% speedup under this approach. In this
case, the key selected S-box mechanism requires slightly more
hardware area or GEs than the ordinary S-box mechanism,
which may make it not suitable for extremely resource-
constrained environments, depending on specific designs, but
nevertheless it is okay in moderately resource-constrained
environments.

VII. CONCLUSIONS

We have investigated a generalised version of Feistel’s key
selected S-box mechanism in modern block cipher design, and
have demonstrated by designing the LBC example cipher that
the generalised key selected S-box mechanism can be useful
for improving security and performance without intensifying
computational effort and storage space in some application
environments. In particular, we have described frameworks for
analysing the security of a block cipher with a generalised key
selected S-box against differential and linear cryptanalysis. We

would like to see more investigations on this mechanism and
better block cipher designs.
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