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Abstract: A new scheme of distributed intrusion detection system based on the polarization 
optical time domain reflectometry is proposed. In the experiment, three events along the fiber 
were successfully detected by measuring the polarization mode coupling. 
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1.  Introduction 

Distributed optical fiber sensing for intrusion detection has been widely investigated in recent years due to its 
advantages, among other sensors, of providing distributed measurement, light in weight, easily being embedded in 
the structure, and not suffering from the electromagnetic disturbance and harsh environments.[1-4] Such intrusion 
detection fiber sensors mainly include the phase sensitive optical time domain reflectometry (ϕ -OTDR) and 
interferometers which are both based on the phase measurement. However, due to their working principles, the light 
source must be highly coherent, and have a very low frequency drift. As a result, the system generally has a 
complicated structure and is costly. [1,4,5] Hence more and more researches have focused on the polarization optical 
time domain reflectometry (P-OTDR)-based intrusion detection systems. [2,4] 

Generally, the P-OTDR can be separated into two categories, the completed P-OTDR and the incomplete P-OTDR. 
In the scheme of a completed P-OTDR, light in different polarization state is transmitted into the sensing fiber, and 
the backscattered light is collected. By comparing the Stokes parameters of the input and output light, the round-trip 
Mueller matrix along the sensing fiber can be obtained. [6] Since this architecture can get the local polarization 
parameter of the fiber, it can achieve the distributed measurement and distinguish multiple events along the fiber. 
But the structure of the system is complicated, costly and usually has a low signal noise ratio (SNR). In comparison, 
the incomplete P-OTDR system measures the state of polarization (SOP) of the backscattered light, [1] it is simpler 
in structure, more cost-effective, easy to be used in practice, and has a higher SNR level. But once the SOP of the 
light has been changed, the P-OTDR trace totally changes from this point on, hence, it can only location the first 
intrusion event, cannot distinguish multi intrusion events. 

In this paper, we demonstrate a novel method for the distributed intrusion system based on the incomplete P-OTDR. 
In the scheme, a 1.2 kilometer polarization maintaining fiber (PMF) is employed as the sensing fiber. By measuring 
the polarization mode coupling (PMC) caused by the force, the system can successfully detect the intrusion events 
on three points along the fiber. 

2.  Basic principle 

The power coupling coefficient h   is defined as the ratio between the power coupled from one optical axis to the 
other optical axis and the total power, and h is the function of the location of the fiber. When an external force is 
applied on the PMF, the PMC effect can be induced. And the power coupling coefficient h  increases linearly with 
external forces in the region up to 0.1 kg/mm. [7-8] 

The scheme of the system is as shown in Fig 1, a polarizer is inserted between the port 2 of the circulator and the 
sensing fiber, to ensure a linear polarized optical pulse is launched into the PMF and propagates along the fast axis 
or the slow axis and to select the backscattered light along the input optical axis into the photo detector. When the 
intrusion event happens, there is an external force applied on the sensing fiber, then the power coupling coefficient 
h  changes, and more energy is coupled from the original optical axis to another. Because of the polarizer, the 
backscattered light along the other optical axis cannot reach the photo detector; the light coupled to the other axis 
cannot contribute to the P-OTDR trace, that is to say, the coupling between the two optical axes causes a loss of the 
light along the original axis, resulting in a drop on the P-OTDR trace. [9-11] Then the intrusion event can be 



detected. Since the power coupling coefficient h is a local polarization parameter of fiber, the system can distinguish 
multiple intrusion events along the sensing fiber. 
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Figure 1 Set up of P-OTDR-based intrusion detection system 

 

3.  Experiment results 

An experiment was set up to demonstrate the performance of the system to detect the multiple intrusion events along 
the sensing fiber. A directly modulated super-luminescent light emitting diode (SLED) with a bandwidth of 35 nm 
was chosen as the light source. The peak power of the optical pulse was 20 mw. An electrical signal with a width of 
500 ns and a repetition period of 20 sµ  generated by the waveform generator was applied on the light source. A 
polarization controller (PC) was used between the light source and the circulator to maximize the output power of 
the polarizer. The transmitted light went through the circulator and the polarizer and propagated along one optical 
axis in the 1.2kilometer PMF. And, the pigtail of the polarizer near the sensing fiber is also PMF. The backscattered 
light along the input optical axis was collected by the polarizer and circulator and coupled into the avalanche photo 
diode (APD) photo detector (PD). The output signal of the PD were then sampled at 100MS/s using a 8-bit analog-
to-digital convertor (NI-USB-5133) and then transmitted into a computer. 

 
Figure 2 P-OTDR traces with and without intrusion 

The steps of the experiment are as follows: 
Step 1: Adjust the PC to maximize the output power of the polarizer. 
Step 2: Run the program on the computer to acquire data and get the P-OTDR trace as reference. 
Step 3: Apply force on the three points on the PMF and repeat Step 2. 
Step 4: Compare the two P-OTDR traces and obtain the location of the three events along the sensing fiber. 

The experiment results are shown in Fig.2. We can see that the three intrusion events happened respectively at the 
distance of 400m, 610m and 820m. The force applied on the fiber caused obvious increase of the power coupling 
efficient h , and a part of optical energy was coupled into the other optical axis, which cause a distinct drop on the P-
OTDR trace in comparison with the P-OTDR trace with no applied force. In addition, we can also find that, the 
width of the drop part on the trace is equal to the width of the optical pulse. Therefore, the position of the intrusion 
point can be located by the point where the trace begins to drop, and the spatial resolution of the intrusion can be 
much smaller than the width of the optical pulse adopted in the system. That is to say, in this architecture, a wide 
optical pulse can be employed without affecting the spatial location resolution of the intrusion event. As a result, the 
spatial location resolution of the intrusion event is decided by the SNR of the system and the shape of the 



transmitted optical pulse. Fig.3 shows the P-OTDR traces which have been smoothed by a low-pass filter. We can 
find that the drop of the trace is more evident. 

 
Figure 3 Filtered P-OTDR traces with and without intrusion 

4.  Conclusion  

In the experiment, three simulated intrusion events have been successfully detected and distinguished by the 
incomplete P-OTDR system based on PMC detection along a PMF. From the experiment result, we also can know 
that the spatial event resolution is much higher than the width of the optical pulse. In the system, since broadband 
light source is adopted, the coherent noise can totally be avoided. And because the PMF is used and all the light 
power is input along one optical axis of the sensing fiber, all the input light power participates in the measurement of 
the PMC, and the influence of depolarization can also be totally avoided. As a result, the system can achieve a wide 
dynamic range and high SNR level. 
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