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Time-Spread Echo-Based Audio Watermarking With
Optimized Imperceptibility and Robustness

Guang Hua, Jonathan Goh, and Vrizlynn, L. L. Thing

Abstract—We present a time-spread echo-based audio water-
marking scheme with optimized imperceptibility and robustness.
Specifically, convex optimization based finite-impulse-response
(FIR) filter design is utilized to obtain the optimal echo filter co-
efficients. The desired power spectrum of the echo filter is shaped
by the proposed maximum power spectral margin (MPSM) and
the absolute threshold of hearing (ATH) of human auditory
system (HAS) to ensure the optimal imperceptibility. Meanwhile,
the auto-correlation function of the echo filter coefficients is
specified as the constraint in the problem formulation, which
controls the robustness in terms of watermark detection. In
this way, a joint optimization of imperceptibility and robu stness
can be quantitatively performed. As a result, the proposed
watermarking scheme is superior to existing solutions suchas the
ones based on pseudo noise (PN) sequence or modified pseudo
noise (MPN) sequence. Note that the designed echo kernel is also
highly secure in that only with the same filter coefficients can
one successfully detect the watermark. Experimental results are
provided to evaluate the imperceptibility and robustness of the
proposed watermarking scheme.

Index Terms—Audio watermarking, time-spread echo, convex
optimization, FIR filter design.

I. I NTRODUCTION

D IGITAL audio watermarking has been an active research
topic for nearly two decades [1]. It is mainly used to

protect intellectual property rights of digital audio products.
For example, the embedded watermark can be extracted by
the authorized audio producer, if necessary, to declare the
originality or copyright. The primary criteria for the evaluation
of audio watermarks areimperceptibility, robustness, and
security. First, the watermarked signal is preferred to be per-
ceptually indistinguishable from the original one. Nowadays,
imperceptibility has become increasingly important because of
the exponentially growing capacity of digital storage devices
(allowing high bit-rate audio) as well as the rapid improvement
of the quality of personal audio systems (high fidelity playback
devices and earphones). Hence, more attention should be paid
on the imperceptibility requirement during the design. Second,
the watermark should be robust against various intentionaland
unintentional attacks so that it can be successfully extracted.
At last, the watermark should be designed and embedded in
such a way that it can only be extracted by the authorized
party. Usually, there exist a trade-off between imperceptibility
and robustness. Enhancing the robustness usually results in
raising the significance of the watermark, and deterioratesthe
imperceptibility, and vice versa.
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The information theoretic works in [2]–[7] have provided
solid theoretical foundations, based on which numerous au-
dio watermarking schemes have been proposed within recent
decades. Existing audio watermarking schemes can be gen-
erally categorized according to whether the watermarks are
embedded in time domain [8]–[20] or transform domain [21]–
[42]. Time domain ones consist of time-aligned watermarking
[8]–[13], i.e., simply modifying each samples of original audio
data, and echo-based watermarking [14]–[20] (time-shifted).
Transform domain ones are generally divided into spread
spectrum [21]–[30], quantization index modulation [31]–[36],
and patchwork [21], [37]–[42] methods. Among all existing
methods, time-spread echo-based method [14]–[20] has been
considered as more advanced for its special effectiveness
towards audio signal, good imperceptibility and robustness
properties, and easy embedding and decoding processes. This
paper mainly focuses on echo-based method, while the com-
prehensive categorization of all existing works presentedabove
are for the interest of the readers.

Time-spread echo-based watermarking is first proposed in
[14], where a kernel of single echo is introduced. The concept
of using both positive and negative kernels is provided in [15].
The work in [16] furthers the design by introducing forward
and backward kernels. However, these solutions suffer from
security issues, i.e., the watermark can be blindly detected
via cepstral analysis. The authors in [17] propose to use
the pseudo-noise (PN) sequence to replace the conventional
echo coefficients. In this way successful watermark detection
cannot be achieved without the knowledge of the PN sequence,
and the security problem is solved. Based on [17], three
variations are introduced in [18]. In [19], the modified pseudo-
noise (MPN) sequence is proposed by reducing low frequency
patterns in the PN sequence, and it is proven superior to PN
sequence in terms of both imperceptibility and robustness.The
latest development is seen in [20] where a dual channel scheme
is proposed for improved watermark detection performance.

In this paper, we propose a novel time-spread echo-based
audio watermarking scheme with optimized imperceptibility
and robustness. The work in [19] improves imperceptibilityby
suppressing the frequency response of the kernel in perceptual
significant region. This is achieved via reducing low frequency
patterns in the PN sequence. However, such suppression is
imprecise, i.e., the design is not quantitative but qualitative.
In addition, this method also fails to make use of useful
information, i.e., the frequency characteristic of the host audio
signal. In contract, we propose to design the echo kernel from
finite-impulse-response (FIR) filter design perspective, where
convex optimization is used to obtain a set of filter coefficients
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to replace the PN or MPN sequence. To the best of our
knowledge, this is the first work that presents a quantitative
and systematic design of time-spread echo kernel for audio
watermarking. The desired power spectrum of the echo filter is
shaped by the combination of the proposed maximum power
spectral margin (MPSM) and absolute threshold of hearing
(ATH) of human auditory system (HAS). Meanwhile, the auto-
correlation of the filter coefficients is quantitatively specified.
In this way the benchmark performance criterion in watermark
detection is guaranteed. Based on the designed echo kernel,the
detection method is modified to achieve better detection ratio.
Note that the dual channel design [20] may be inapplicable in
our design scenario, because the power spectrum of the echo
filter is shaped by the host signal, and reordering even and
odd samples of host signal is likely to alter the power spectral
characteristics. In addition, the work in [20] also does not
have quantitative control of imperceptibility. However, we will
implement [20] in this paper for a comprehensive echo-based
watermarking performance comparison. Note that the work of
simultaneous control of imperceptibility and robustness has
been seen in [11], but this is achieved via an additive model
rather than the convolutive model considered in our work, and
the psychoacoustic model in [11] is utilized locally ratherthan
our proposed global scheme with computational efficiency
without compromising imperceptibility.

The paper is organized as follows. Section II discusses ex-
isting time-spread echo kernels with the motivation. In Section
III, we present the detailed design scheme of the echo filter
via convex optimization techniques, followed by performance
analysis via design examples in Section IV. Experimental
results are provided in Section V to evaluate the performance
of the proposed scheme in terms of imperceptibility and
robustness. Section VI concludes the paper.

II. EXISTING TIME-SPREAD ECHO KERNELS

A. General Review

Conventional model of echo kernel without the use of PN
sequence [14]–[16] is generalized as

h(n) = δ(n) +

I−1∑

i=0






Positive
︷ ︸︸ ︷

α1,iδ(n− d1,i)

Negative
︷ ︸︸ ︷

−α2,iδ(n− d2,i)
︸ ︷︷ ︸

Forward

+ α1,iδ(n+ d1,i)− α2,iδ(n+ d2,i)
︸ ︷︷ ︸

Backward




, (1)

which is in the form of a Dirac delta functionδ(n) plus a set
of echoes including positive, negative, forward, and backward
ones, whereI is the number of echo sets,α1,i and α2,i

denote the scaling coefficients of positive and negative kernels
respectively, andd1 andd2 denote the sample shift values of
positive and negative kernels respectively. The use of (1) is
prone to security risk that simple cepstral analysis can detect
the watermark. Hence PN and MPN sequences are proposed
in [17] and [19] respectively to tackle this issue, and the
corresponding echo kernels are given by

h(n) = δ(n) + αp(n− d), (2)

and
h(n) = δ(n) + αq(n− d), (3)

respectively, wherep(n) is the PN sequence of lengthL,
whose sample value is either+1 or −1, andq(n) is obtained
via [19]

q(n) =

{

p(n), n = 0, or n = L− 1,

(−1)
y(n)

· p(n), 1 < n < L− 1,
(4)

where

y(n) = fix

(
q(n− 1) + p(n− 1) + p(n) + p(n+ 1)

4

)

, (5)

andfix(x) is a function that roundsx to the nearest integer.
The properties and effectiveness of (4) and (5) are well
illustrated in [19]. Such a modification of PN sequence reduces
the occurrence of low frequency patterns with three or greater
consecutive+1s or−1s, and as a result flattens the frequency
response of the kernel filter in low frequency perceptual
significant region. However, such an improvement is achieved
indirectly, i.e., the transfer function or power spectrum of the
echo kernel can only be measured after the design. The latest
dual channel based scheme [20] embeds the watermark for
even and odd samples of host signal respectively to achieve
better imperceptibility and robustness1. However, the echo
filter is still based on random sequences (PN sequence or col-
ored noise proposed therein). Next, we introduce the proposed
systematic watermarking scheme from the perspective of FIR
filter design via convex optimization.

B. Motivation

The watermarked signal,y(n), is obtained by filtering the
host signal,x(n), by the designed echo kernelh(n), i.e.,

y(n) = h(n) ∗ x(n). (6)

It can then be seen that time-spread echo-based watermarking
is in fact a filtering process, where the echo portion inh(n)
needs to be designed to satisfy a set of criteria. Since existing
echo kernels are all in the form of “δ(n) + echoes” as can be
seen from (1)-(3), we can then rewrite the expression ofh(n)
in a more general form, i.e.,

h(n) = δ(n) + w(n − d), (7)

where we keep the convention of callingh(n) as theecho
kernel, and definew(n) as theecho filter to avoid ambiguity
of the terms. Therefore, the echo kernel design problem is
equivalent to the FIR filter design problem ofh(n). Because
of the special form ofh(n), it is not easy to approach a direct
design. Instead, we can design the echo filterw(n) which is
the only unknown portion inh(n). Note that the time shift
d does not alter the power spectrum ofw(n). Instead,d is
preferred to be within a certain range of values according tothe
sensitivity of HAS towards echoes [15]. The advanced theory
in FIR filter design via convex optimization can be seen from

1For the clarity and significance of this paper, details aboutdual channel
method are not repeated here. The reader may refer to [20] formore infor-
mation. Dual channel kernels are given by (38) in Section V for comparison.
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Fig. 1. The proposed schematic diagram for echo filter design.

[43] and the references therein. It provides a powerful tool
that can be appropriately incorporated here. The advantages
of designing (7) via convex optimization based filter design
method are as follows.

• Generalization of problem. The signal model (7) is a
general expression of echo-based watermarking scheme,
where the scaling coefficient is absorbed in the filter
coefficientsw(n). Note that (1)-(3) are in fact special
realizations of (7). Theoretically, those solutions can
also be obtained via the design of (7) with appropriate
conditions.

• A better methodology. The convex optimization based
filter design is a criteria driven and systematic approach,
which means the constraints on imperceptibility and
robustness can be explicitly considered during design
process. This is the most significant difference of our
proposed scheme compared to [14]–[20] and many con-
ventional designs.

• Flexibility. The proposed design allows flexible control
of imperceptibility and robustness, which are determined
by echo filter power spectrum and auto-correlation of the
filter coefficients respectively. In our proposed scheme,
the power spectrum of the echo filter is controlled by the
shaping procedure with the use of MPSM and the ATH.
Meanwhile, the design allows simultaneous control on the
auto-correlation of filter coefficients.

C. Clarification On Robustness Optimization

The robustness of audio watermark usually refers to the
detectability of the watermark under intentional or uninten-
tional attacks. In [6], the information theoretic analysisstates
that the correlator is an optimal detector under white Gaussian
distributions. The desired correlation results contain the auto-
correlation function of the echo filter coefficients. The state-of-
the-art MPN sequence takes the advantages of i) being secure
(randomness), and ii) having desired auto-correlation patterns,
i.e., sharp peak and low sidelobes. This notion is commonly
considered in radar and communication waveform design [44]
where the effectiveness of the shape of correlation functions
is well studied. Therefore, the benchmark performance of the
echo filter obtained via filter design should be evaluated in
accordance with the MPN sequence correlation properties [19],
i.e., central positive peak with two adjacent negative peaks and
sidelobe peak value. However we should also pay attention
to the trade-off between the optimizations of imperceptibility
and robustness, indicating the two cannot be optimized in-
dependently and individually. Hence the joint optimization is

achieved by fixing the power spectrum (imperceptibility) and
auto-correlation peak, and minimizing the maximum sidelobe
value in the auto-correlation function. In other words, the
optimization of robustness is done within the constraint of
optimized imperceptibility. The desired performance is hence
that optimal imperceptibility can be obtained using the pro-
posed design while the robustness reaches the optimal status
in terms of the benchmark criteria. Meanwhile, this is achieved
systematically.

III. C ONVEX OPTIMIZATION BASED DESIGN OFECHO

KERNEL

In this section, we describe the proposed scheme for the
design of echo filterw(n) in (7), which is summarized in
Fig. 1. The first procedure is to convert amplitude values of
host audio signal into sound pressure level (SPL) [45] for
the implementation of the psychoacoustic model. The desired
power spectrum of the echo portion in (7) is designed via
MPSM and ATH calculation, median filtering (smoothing),
and shaping procedures. Then it is used as an upper bound in
the optimization problem with the inclusion of auto-correlation
specifications. The imperceptibility and robustness conditions
are explicitly imposed by the shaped power spectrum and auto-
correlation function respectively. Details of the design in Fig.
1 are provided in the following subsections.

A. MPSM Calculation and Power Spectrum Shaping

The exponentially growing capacity of digital storage de-
vices and rapid improvement of the quality of personal audio
systems have enabled users to store high bit-rate audio data,
and play the audio data with high precision and fidelity.
This indicates that while maintaining the robustness of the
watermark, the imperceptibility should be improved to pre-
serve audio quality. The psychoacoustic model [45] is an
effective means to control the imperceptibility. However in
the development of echo-based watermarking, it has seldom
been quantitatively incorporated in the designs.

In this subsection, we introduce the proposed implementa-
tion of psychoacoustic model from the evaluation of the power
spectra ofh(n) and w(n). The discrete Fourier transform
(DFT) of h(n) given in (7) is

H(k) = 1 +W (k)e−j2πdk/N , (8)
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(a) Calculation of MPSM and ATH.
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Fig. 2. An example of MPSM calculation and power spectrum shaping.

wherek is the sampled frequency index,N is the length of the
transform, andW (k) is the DFT ofw(n). The power spectrum
of the echo kernel is then given by

Ph(k) = |H(k)|
2

=
(

1 +W (k)e−j2πdk/N
)(

1 +W ∗(k)ej2πdk/N
)

= 1 + 2Re
{

W (k)e−j2πdk/N
}

+ Pw(k), (9)

∆
= 1 + E(k) + Pw(k), (10)

where | · | denotes the absolute value,{·}∗ is the complex
conjugate operator,Re{·} denotes the real part of a complex
number, andPw(ω) is the power spectrum ofw(n). The mid-
dle term in (9) is defined asE(k) for convenience. Filtering
the host signalx(n) modifies the power spectral density (PSD)
of x(n) by the amount of (10) with respect to each frequency
bin. The portion “1” in (10) guarantees that a complete version
of the host signal exists in the watermarked signal, whereas
the effect of the rest echo response, i.e.,E(k) + Pw(k), is
to be minimized to achieve echo imperceptibility. Note that
Pw(k) = |W (k)|

2.

To efficiently design the echo response in (10), we propose
to use the MPSM and ATH to obtain a desired power spectrum.
The primary concerns are i) audio data can be very long,
and time-frequency analysis must be used to obtain frequency
domain characteristics of the host signal. In this situation, local
analysis of masking threshold [11] is very time consuming.
Fortunately, the proposed MPSM avoids such procedure, and
guarantees that it is the upper bound of the PSD of every
segment. ii) The ATH is a well measured approximation of
the boundary of HAS. More importantly it is a constant
sequence which is highly suitable for quantitative design and
manipulation.

The host signal is first partitioned into50% overlapped
segments denoted asxi(n) with length N (same as DFT

length). Then the normalized PSD is given by [45]

Pi(k) = 90.302 + 20log10

∣
∣
∣
∣
∣

N−1∑

n=0

Hann(n)xi(n)e
−j2πkn/N

∣
∣
∣
∣
∣

(11)
in dB SPL, wherek ∈ [0, N/2]. Let the length of the host
signalx(n) beM after appropriate zero padding so that it is
evenly divisible byN/2. Then we obtain2M/N−1 segments,
and the MPSM, denoted asζ(k), is obtained by

ζ(k) = max
[
P0(k), P1(k), . . . , P2M/N−2(k)

]
, . (12)

Meanwhile, the ATH is calculated by [45]

T (k) = 3.64f−0.8(k)−6.5e−0.6(f(k)−3.3)2+10−3f4(k) (13)

in dB SPL, wheref(k) = kfs/(1000N) Hz, andfs is the
sampling frequency of the host signal. The desired power
spectrum,PD, is then given by

PD(k) = shap {med{T (k)− ζ(k)}} , (14)

where med{·} and shap{·} denote the Median Filtering
and Shaping procedures. In particular, we first calculate the
difference between the ATH and MPSM, which determines
the maximum imperceptible gain values of the echo power
spectrum. Median filter is commonly used to smooth a signal
with large variations, e.g., [46]. Here the median filter is
used to smooth the values ofT (k) − ζ(k). Then the median
filtered curve is shifted downwards until the values at every
frequency bin are consistently smaller than the original value
in T (k)−ζ(k). This can be easily achieved by subtracting the
median filtered curve with an appropriate constant value. Due
to the insensitivity of HAS in extra low and high frequency
regions, very large values appear in such regions which are
not suitable for the use in filter design procedures. Hence the
curveT (k)−ζ(k) is further shaped such that the low frequency
portion (< 100 Hz) is stabilized by the local minimum value,
and the gain values in high frequency portion (> 15 kHz) are
bounded by20 dB.
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The above mentioned procedures are illustrated by Fig. 2.
The finalizedPD(k) ensures that i) it can suppress the PSD of
the echo signal beneath the ATH in all frequency bins, and ii)
reasonable attenuation or gain values appear in extra low and
high frequency regions.PD(k) can then be used in the convex
optimization based filter design.

B. Echo Filter Design

1) Choice of Variables:A generic formulation of the op-
timization problem can be expressed as a feasibility problem,
i.e.,

find w(n) (15a)

s.t. bL(n) ≤ w(n) ≤ bU(n), (15b)

E(k) + |W (k)|
2
≤ 10(PD(k)/10), (15c)

rw(0) = B, (15d)

BL(τ) ≤ rw(τ) ≤ BU(τ), τ 6= 0, (15e)

where (15b) is an optional constraint which ensuresw(n) is
bounded, (15c) is used to design the power spectrum ofw(n)
and hence determine the imperceptibility.bL(n) andbU(n) are
the lower and upper bounds ofw(n) respectively. The left side
of (15c) is the echo response in (10).B is a constant scalar that
ensures the central peak level in the auto-correlation function
of w(n), i.e.,

rw(τ) =
L−1∑

n=−L+1

w(n)w(n + τ), (16)

where theL defined in (2) and (3) is also used as the length
of w(n) for system consistency, andτ denotes the sample
shift. BL(τ) andBU(τ) are lower and upper bounds ofrw(τ)
respectively, which controls the sidelobe values. Hence (15d)
and (15e) determine the robustness.

Unfortunately, the above feasibility problem is very difficult
to solve because it simultaneously involvesw(n) and its auto-
correlation functionrw(τ). In addition, the real and imaginary
parts ofW (k) need to be dealt with separately because of
E(k). It can be seen from [43] thatw(n) and rw(τ) should
not simultaneously exist in the optimization problems. This
is essentially becauserw(τ) cannot be expressed as a convex
function of w(n). Therefore, relaxation of (15) is needed for
efficient solutions.

A better choice than directly solving forw(n) is to use
rw(τ) as the variables, becauserw(τ) is directly related
to both imperceptibility (power spectrum also equals to the
DFT of rw(τ)) and robustness (peak value ofrw(τ) and
sidelobe pattern). Furthermore, the optimization problemcan
then be well formulated to preserve convexity [47], [48]. The
relaxation is then in terms of discarding (15b) andE(k). Note
that (15b) is a general constraint on the values ofw(n) for
the control of imperceptibility. However, the imperceptibility
can be efficiently controlled by appropriate choice ofd as can
be seen in [15], [16], and [18], and power spectrum shaping
in the previous subsection. Therefore, the design problems
simplifies from designingE(k) + Pw(k) to only Pw(k). The
consequences of discardingE(k) will be discussed in Section
IV A.

2) Problem Formulation:Since the auto-correlation func-
tion is symmetric, a variable vectorr can be formulated as

r = [rw(0), rw(1), rw(2), . . . , rw(L− 1)]
T
, (17)

where{·}T is the transpose operator. The power spectrum of
w(n), i.e.,Pw(k), can then be expressed as

Pw(k) =

L−1∑

τ=−L+1

rw(τ)e
−j2πτk/N ,

=












1

2 cos (2πk/N)

2 cos (2π2k/N)

...

2 cos (2π(L− 1)k/N)












T

r, (18)

wherek ∈ [0, N/2], which is the same frequency sampling
interval as in (11). Note thatk/N ∈ [0, 0.5] which stands
for the normalized frequency (×2π radius). More details
about the rationale of choosing to optimizerw(τ) rather than
directly w(n) can be found in [43] and references therein.
After optimizing rw(τ) in terms ofr, w(n) can be efficiently
obtained via spectral factorization techniques [43].

A matrix form expression of the power spectrum of the echo
filter can be obtained by stacking the response for each value
of k, i.e.,

pw = Ar, (19)

where

pw = [Pw(0), Pw(1), Pw(2), . . . , Pw ((L− 1))]
T
, (20)

and

A =

2













1
2 1 1 · · · 1

1
2 cos 2π

N cos 2π2
N · · · cos 2π(L−1)

N

1
2 cos 2π·2

N cos 2π2·2
N · · · cos 2π(L−1)·2

N

...
...

...
. . .

...
1
2 cos 2π

2 cos 2π·2
2 · · · cos 2π(L−1)

2













. (21)

Hence the power spectrumPw(k) is expressed as a linear
function of the variables. Similarly, the vector version of
PD(k) is denoted aspD. The optimization problem can then
be formulated in compact matrix form.

In addition to the constraints, a cost function can also be
imposed. Since the shaping ofpD has strictly ensured the
desired imperceptibility, a cost function can be incorporated
to achieve optimal robustness. Specifically, we would like the
sidelobes ofrw(k) to be strictly bounded so that a sharp-peak
low-sidelobe pattern can be obtained. Define a new variable
η as the bound of auto-correlation sidelobes, the convex
optimization problem can then be formulated as follows
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min
r,η

η (22a)

s.t. Ar ≤ 10(pD/10), (22b)

rw(0) = B, (22c)

rw(1) ≤ C, (22d)

rw(τ) ≤ η, τ 6= 0, (22e)

η > 0, (22f)

whereC < 0 represents the negative peak value. (22b) is the
relaxed version of (15c). (22c), (22d), and (22e) are explicit
expressions of (15d) and (15e) respectively, where we only
impose upper bounds on the amplitudes rather than abso-
lute values of the auto-correlation functions. This is because
i) imposing inappropriate lower bounds would result in an
infeasible problem, and ii) negative values have little effect
on the robustness. In contrast, sometimes negative values can
enhance robustness [19]. The design of the robustness is hence
quantitatively realized by (22c), (22d), and (22e).

C. Variations

The formulation of (22) can be generally described as
preserving imperceptibility while optimizing the robustness in
terms of auto-correlation function. To illustrate the flexibility
of the design, we introduce two variations of the formulation
in this subsection.

1) Explicit Constraints:First, the problem can be formu-
lated with more explicit descriptions on the parameters, e.g.,

find r (23a)

s.t. Ar ≤ 10(pD/10), (23b)

rw(0) = B, (23c)

rw(1) ≤ C, (23d)

rw(τ) ≤
B

10
, τ 6= 0, (23e)

where the variableη is explicitly set asB/10. The auto-
correlation function is hence precisely shaped. Note thatη
can be arbitrarily selected to quantify the desired sidelobe
suppression. Here,B/10 corresponds to a10 dB attenuation
with respect to the peak value. However, sometimes (23) can
become infeasible because of the potential conflict between
pD and B. Ideally we would like the sidelobes to be as
small as possible to improve the robustness in terms of
watermark detectability. In that caserw(τ) tends to have a
shape of impulse function, and as a result the DFT ofrw(τ)
approximates a flat pattern. However, the DFT ofrw(τ) is
the power spectrumpw = Ar which is bounded bypD.
SincepD is determined by host signal PSD, ATH, and shaping
procedures, it can have various and uncontrollable shapes.
Hence (23) will become infeasible ifB happens to be selected
inappropriately. For the stability of the system, (22) is a better
choice.

2) Alternative Designs for Comparison:To compare two
watermarking schemes, we mainly compare the imperceptibil-
ity and robustness respectively. If one is being compared, then
the other, if cannot be identically set, should be kept as close as

possible for fairer comparison. For example, if we setB = 1
in (23), replaceB/10 in (23e) by the maximum sidelobe value
in the auto-correlation function ofq(n) (denoted asηMPN), and
setα2

∑
q2(n) = 1 in (3), then the echo filterw(n) and MPN

sequenceq(n) will have identical central peak value and very
similar sidelobe patterns in the auto-correlation functions. In
this way, the comparison on imperceptibility can be performed
using (3) and the solution to (23). Alternatively, we can solve
(22) for guaranteed improvement of imperceptibility, thenwe
can observe the resultant value ofη to compare withηMPN for
robustness. However if we want to compare only robustness,
then we should set

pD = pMPN, (24)

and reformulate (22) as

min
r

∥
∥
∥Ar− 10(pMPN/10)

∥
∥
∥

2

2
(25a)

s.t. rw(0) = B, (25b)

rw(1) ≤ C, (25c)

rw(τ) ≤ ηMPN, τ 6= 0, (25d)

where we minimize the squared power spectrum error (25a) so
that the echo filter and MPN have very similar imperceptibility
properties. This is for a fairer comparison on the robustness
characterized by the auto-correlation functions. The combi-
nation of (25b)-(25d) ensures that i) the proposed design and
the MPN sequence design have the same auto-correlation peak
value (25b), ii) the proposed design has similar negative peaks
as the MPN sequence design (25c), and iii) the sidelobe levels
of the auto-correlation function from the proposed design are
strictly lower than that from MPN sequence design (25d). We
observe that (25) is guaranteed to be feasible because the MPN
sequence is one of the solutions. In this way the proposed
design can only be better than the one using MPN sequence.

Note that (22) is the best formulation because of its ability
of simultaneously obtaining optimized imperceptibility and
robustness. The variations can be used only when either
imperceptibility or robustness is to be compared or under
specific application requirements.

D. Detection Function

In [19], the authors have proposed to make use of the
negative peaks near the central positive peak of the correlation
function for improved detection performance. Here, such a
method is adopted since the proposed design can also generate
such negative peaks. The detection function, which involves
cepstral analysis and correlation process, is described asfol-
lows. The DFT of (6) is given by

Y (k) = H(k)X(k). (26)

Taking absolute value and logarithm yields

log |Y (k)| = log |H(k)|+ log |X(k)| , (27)

whose inverse DFT is given by [17], [19]

cy(n) = ch(n) + cx(n)

≈
1

2
[w(n− d) + w(−n− d)] + cx(n), (28)
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Fig. 3. An example of the echo kernel design, whereL = 128, B = 1, C = −0.5, andd = 80 for (a) and (b). (a) The designed echo filter power spectrum
Pw(k). (b) Desired, designed, and practical forms of echo kernelPh(k). (c) PracticalPh(k) for different values ofd.

wherecy(n), ch(n), andcx(n) are the cepstra ofy(n), h(n),
andx(n) respectively. Then we have

c̃y(τ) =
∑

n

cy(n)w(n− τ) (29)

=
1

2
rw(τ − d) + e(τ), (30)

wheree(τ) represents the other terms after substituting (28)
into (29). The proposed detection function is then given by
[19]

c̄y(τ) = c̃y(τ) − [c̃y(τ − 1) + c̃y(τ + 1)] . (31)

Successful extracted echo location will be reflected by the
value of τ corresponding to the peak value ofc̄y(τ). Thus,
a single bit of watermark is detected (a brief description
of detection scheme is given in Section V). Note that (30)
evidently indicates that the sharp-peak low-sidelobe pattern of
the echo filter correlation function characterizes the robustness
in terms of detection. Given that the interference,e(τ), is
uncontrollable (determined by host signal), a more distinctive
peak ofrw(τ) thus increases the possibility that it can survive
the interference and then be detected.

IV. PERFORMANCEEVALUATION V IA DESIGN EXAMPLES

In this section, we first present some examples of the
proposed design with the discussion on the effect ofE(k)
in (10). Then more examples are provided to compare our
designs with the ones using MPN sequence. A short discussion
on the security issue in terms of the selection ofw(n) once
the optimizedrw(τ) is obtained is given at the end of this
section.

A. On the Effect ofE(k)

The detailed steps of the proposed design have been de-
scribed in the previous section. However, because of the
relaxation, the optimized power spectrum of the echo kernel
in the design is

Ph(k) = 1 + Pw(k), (32)

rather than the practically obtained

Ph(k) = 1 + E(k) + Pw(k). (33)

Note thatE(k) exists in all echo-based kernel models, which
for example can be derived by substitutingw(n) with the PN
or MPN sequence. The effect ofE(k) is illustrated by the
design example using (22) shown in Fig. 3, whereB = 1,
L = 128, and the optimal valuêη = 0.1230. It can be seen in
Fig. 3 (a) that the design criterion on the imperceptibilityhas
been nicely satisfied, where the design power spectrumPw(k)
strictly lies beneath the desired one. The effect ofE(k) is then
illustrated in Figs. 3 (b) and (c), where the curves are plotted in
normal frequency scale to show more details in high frequency
region. In low frequency region, the attenuation values are
very small, indicating theRe {W (k)} is also small. Hence
in low frequency region, the effect ofE(k) is vanishingly
small. However, in≥ 10 kHz region where the gain values are
larger, the effect ofE(k) becomes visible, which causes power
leakage around0 dB gain region. Furthermore, the parameterd
in E(k) as seen in (9) serves as a modulation parameter. Hence
the larger the value ofd, the faster the oscillation imposed
on the envelope ofW (k). Fig. 3 (c) shows the effect ofd in
determiningPh(k), where we can see that it is consistent with
such explanation.

It should be noted that the leaked signal may not always
be perceptible because of the masking effects caused by the
strong and unaltered host signal. In addition, although power
spectrum leakage appears in the design, our design still enjoys
significant improvement of imperceptibility compared to con-
ventional echo-based watermarking. This will be illustrated in
the next subsection.

B. Comparison

In this subsection, we compare the proposed design with the
MPN sequence based solution in terms of imperceptibility and
robustness. The example using PN sequence is not considered
here because it has been well compared with the better version
MPN in [19]. For simplicity, we provide two cases of exam-
ples. In the first case, the proposed design has simultaneously
better Imperceptibility and Robustness, which is based on the
solution to (22). In the second case, the imperceptibility is
tuned to be as similar as possible for the two solutions. This
is achieved by using (25). All simulation results are provided
in Fig. 4. In addition, since we observe from Figs. 4 (a)
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Fig. 4. Examples of PMN, proposed, and simplified echo kerneldesigns, whereL = 128, B = 1, C = −0.5, andd = 80. In each subfigure, upper plot:
MPN sequence based design; middle plot: proposed design; lower plot: simplified design. The sinplified design is achieved by discarding small values in
w(n) and norm normalized to1. Case 1: (a) (b) (c), where (22) is used for proposed design. Case 2: (d) (e) (f), where (25) is used for proposed design.

and (d) that the designed echo kernelh(n) exhibits a pulse
pattern, a simplified version of design is provided at the bottom
plots in each subfigures. It is simply obtained by discarding
small values inw(n), which can be considered as conventional
positive and negative echo kernel.

1) Case 1: Better Imperceptibility and Robustness:Case
1 comparison is illustrated by Figs. 4 (a)-(c). It can be seen
from fig. 4 (b) that the power spectrum of the echo kernel
is strictly flattened in a wide range of low frequency region.
Hence the imperceptibility can be well preserved. In Fig. 4 (a),
the small value coefficients play the key role in shaping the
resultant power spectrum, which is illustrated by the bottom
plots in Figs. 4 (a) and (b). We observe that if the small
values are discarded, then the power spectrum can never be flat
anymore. The auto-correlation functions ofw(n) are shown in
Fig. 4 (c), where we see that the proposed design yields much
lower sidelobe values near the original peak than the use of
MPN sequence. Note that the bottom plots are equivalent to
conventional positive and negative echo kernel design, thus
the calculation of auto-correlation function becomes trivial.
Instead, cepstral analysis suffices to detect the watermark.
The important conclusion drawn here is that although the
optimization is done in such a way that the robustness is
optimized given fixed optimal imperceptibility, the resultant
robustness in terms of auto-correlation functions are veryclose
to, and even better (in terms of sidelobes) than the auto-
correlations functions of MPN sequence. In view of this, we
could conclude that the robustness is also optimized.

2) Case 2: Consistent Imperceptibility, Better Robustness:
Case 2 comparison is provided in Figs. 4 (d)-(f), where we
see from Fig. 4 (e) that the proposed design can have very
similar power spectrum as compared to the MPN sequence
solution. In addition, in Fig. 4 (f), the sidelobes in the auto-
correlation function are further suppressed by the proposed
method. The example of having similar imperceptibility but
improved robustness is hence well illustrated.

C. Security Issue

Conventional time-spread echo-based watermark detection
schemes only involve cepstral analysis [14]–[16], in whichthe
location of the echo watermark is obtained by observing the
peak values. However, this highly suffers from security issues
since cepstral analysis is available to everyone. The solution to
this problem comes with the proposed PN or MPN sequences.
In particular, if a random sequence is used to form the echo
filter, than the cepstrum would not have clear peak values
anymore. Instead, a further step, i.e., correlation, is needed to
detect the existence of the random sequence in the cepstrum.

Similarly, a general echo filterw(n) can also serve as a
secret key for watermark detection. However, it is not directly
approachable to designw(n) such that the values are evenly
distributed as in a PN sequence, because directly imposing
constraints on the value ofw(n) will destroy the convexity of
the formulated problems such as (22), (23), and (25). Hence,
in this paper, we simply apply spectral factorization technique
[43] to obtain the minimum phase version ofw(n) for the



9

0 50 100 150 200 250 300
−0.4

−0.2

0

0.2

0.4
X: 83
Y: 0.1266

C
ep

st
ru

m
 A

m
pl

itu
de

Sample Index

0 50 100 150 200 250 300
−0.4

−0.2

0

0.2

0.4 X: 80
Y: 0.2129

C
or

re
la

tio
n 

C
oe

ffi
ci

en
t

Sample Index

Fig. 5. An example showing security issue of proposed designduring
watermark detection, whered = 80 andL = 128. Upper plot: the cepstrum
cy(τ). Lower plot: correlation between cepstrum andw(n), i.e., c̄y(τ).

optimizedrw(n). As a result, a local peak would exist inw(n)
in early samples because of the minimum phase realization.
This is visualized by Figs. 4 (a) and (d) middle plots. Such
local peak values can be observed in cepstral analysis as can
be seen from Fig. 5 upper plot.

However, the local peak value in Fig. 5 upper plot does
not necessarily represents the true location of the watermark
because the peak value inw(n) may not necessarily come in
the first sample. This is illustrated in the upper plot that the
peak appears at the83rd sample whiled = 80. After correla-
tion process, we obtain the lower plot, where the positive and
negative peaks are observed, and the peak location reflects the
true position of the watermark. Our general comments on the
security issue using the proposed watermarking scheme are
summarized as follows.

• The peak value ofw(n) will be reflected in cepstral anal-
ysis, which may be mistakenly considered as watermark
location by unauthorized party.

• Only with the knowledge ofw(n) can one successfully
detect the true watermark location.

• mixed phase realizations ofw(n) can be used to change
the location of the local peak, and as a result to mislead
adversaries in detecting the watermark.

• The spectral factorization technique is worth of further
research attention in order to obtainw(n) with more
evenly distributed values without a clear peak value.

V. EXPERIMENTAL RESULTS

In this section, we provide the experimental results of the
watermarking schemes using the proposed design (22). Since
the MPN sequence based [19] and the dual channel [20] meth-
ods are currently the best choices for time-spread echo-based
watermarking, they are then implemented here for comparison.
In implementation of [20], we use the MPN sequence instead
of the colored PN sequence proposed in [20] since the MPN
sequence has better imperceptibility property. A set of15
host audio clips are chosen for the experiments. All these

clips are mono-channel with less than30 seconds durations,
44.1 kHz sampling frequency, and16-bit quantization. These
clips includes the forms of musical instrument solo (piano,
guitar, and violin), chamber, concerto, orchestral, pop, rap,
metal, vocal, and speech, etc. To reduce the transient effects of
1024-point echo filter in implementations of [19] and [20], the
non-overlapped processing frame size is set to8820 samples,
equivalent to0.2 second. We have also used different values
for frame size, and we found that within the range of0.2 to 1
second, the performance is quite similar hence not presented.

The embedding and detection schemes are described as fol-
lows. According to the number of frames, a binary codebook
is randomly generated. At the same time, two echo kernels
are formulated by differing the values ofd, namely, code0
corresponds to the echo kernel withd0 = 44 while code1
correspond to the one withd1 = 132. The binary code in
the codebook is assigned to each frame which is then filtered
by the corresponding echo kernel to perform watermarking.
In detection phase2, the cepstrum of the watermarked data
(attacked or not) is first calculated using (30). Then the values
(31) at d0 and d1 samples delay are compared to determine
whether a code0 or 1 is embedded.

We evaluate the imperceptibility (after embedding) and
robustness (after detection) respectively. Several quantitative
measurements [17]–[20] for the evaluation are adopted and
listed as follows. First, the signal-to-noise ratio (SNR) is given
by

SNR = 10log10

∑

n x
2(n)

∑

n [y(n)− x(n)]
2 . (34)

For more accurate measurement to facilitate the use of
HAS and psychoacoustics, the frequency-weighted segmental
signal-to-noise ratio (fwsSNR) [49] is also adopted here:

fwsSNR =
10

NF

NF−1∑

i=0

∑

k |Xi (k)|
γ log10

|Xi(k)|
2

[|Yi(k)|−|Xi(k)|]
2

∑

k |Xi (k)|
γ ,

(35)
whereNF is the number of non-overlapped frames for water-
mark embedding and detection. The exponent value is selected
as γ = 0.2 according to [49]. In fact, we have also verified
that the resultant fwsSNR values exhibit consistent properties
when0.1 < γ ≤ 2.

It should be noted that in [19] and [20], the SNR is
dependent onα. Since our proposed design is conducted from
a very different filter design perspective, we have imposed that
the echo filter has unit norm for consistency. It is equivalent to
imposing a scale factor that normalizes the norm of MPN se-
quence, i.e.,α2

∑
q2(n) = 1. In this way the auto-correlation

properties of the MPN sequence andw(n) can be effectively
compared as can be seen in Fig. 4 (c) and (f).

Another quantitative measurement is the detection rate
(DR), which is defined as

DR =

(

1−
Number of incorrect watermarks

Number of total watermarks

)

× 100%

(36)

2The detection scheme in this paper is incorporated from [19]. It is not our
original contribution. Thus, except for the detection function given in Section
III D, mathematical details about code extraction is not provided here.
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to measure the robustness in terms of watermark detection
under intentional and unintentional attacks.

A. Imperceptibility

1) Subjective Test:For the listening test, we follow the
AXB paradigm which has been used in [17], [19], and [20],
with the rate of correct response at75% set as discrimination
threshold. Such a threshold follows the convention of listening
test [50]. A and B are always different from each other, X is
randomly chosen from A and B. Participants are then asked to
judge which of A and B is same as X. The lower the rate of
correct response, the more similar the watermarked signal is to
the original one. We have chosen2 of the 15 pieces from the
audio dataset as examples to conduct the listening test, where
20 people aging from25-35 with normal hearing participated
in the listening test. The samples are Clip 1: Gioachino Rossini
String Sonata No. 4-III main theme, and Clip 2: Unchained
Melody. The testing devices are the participants’ individual
personal computers and earphones. The listening test results
are shown in Fig. 6, where we setL = 1024 for the MPN
sequence (also used in dual channel scheme [20]) andL = 128
for the proposed design. This is to reduce the value ofα
for better imperceptibility of the designs for comparison.In
addition, we further reduced the norm of the MPN sequence
by a factor of0.1 in both implementation of [19] and [20].
It can be seen that even in this way, the proposed method
still have substantial improvement in terms of rate of correct
response. This is essentially because of the power spectrum
shaping with the use of ATH and the proposed MPSM. A
more accurate objective measurement of the imperceptibility
is provided in the following content.

2) SNR and fwsSNR Comparison:It can be seen from Fig.
4 (b) that the proposed design only introduces very small
amount of echoes in very high frequency region while the
MPN sequence based solution amplifies the host signal in
various frequency bins. As a result we obtain significantly

TABLE I
IMPERCEPTIBILITY UNDERSNRAND FWSSNR MEASUREMENTS

α L
SNR (dB) fwsSNR (dB)

Peak
Clip 1 Clip 2 Clip 1 Clip 2

.0884 128 7.11 5.85 19.9 22.6 1

.0442 512 5.55 8.08 18.7 19.5 1

MPN .0313 1024 6.44 6.60 22.1 20.1 1

[19] .0625 128 5.79 8.08 26.4 24.1 0.5

.0313 512 5.48 10.05 21.5 26.7 0.5

.0221 1024 9.52 7.73 29.6 26.2 0.5

.0031 1024 25.4 26.8 65.5 64.8 0.01

.0884 128 12.3 11.3 30.0 27.4 1

.0442 512 11.4 12.8 26.8 27.3 1

Dual .0313 1024 11.8 11.9 28.7 26.4 1

[20] .0625 128 12.3 11.9 34.7 35.0 0.5

.0313 512 9.97 13.7 29.6 35.9 0.5

.0221 1024 15.4 13.0 37.6 33.4 0.5

.0031 1024 30.8 30.9 82.0 82.0 0.01

N.A. 128 23.9 26.7 72.2 77.6 1

Prop N.A. 128 29.6 31.7 82.7 87.5 0.5

N.A. 128 31.4 33.3 85.7 90.3 0.4

improved imperceptibility in Fig. 6. Furthermore, it can be
foreseen that even norm ofw(n) is increased to be same as the
MPN sequence, the SNR and fwsSNR values of using MPN
sequence would be much lower than the proposed design.

The SNR measurements results are provided in Table I,
where the last column represents the peak values of the auto-
correlations functions ofw(n) or αq(n) (equivalent to the
norms of the echo filters.) We can see that when the peak is
fixed, the SNR and fwsSNR values change in very small scales
for differentα andL values. However, the SNR and fwsSNR
values of proposed designs are significantly higher than the
other existing solutions. Comparing the rows with bold values,
we observe that to make the resultant SNR and fwsSNR values
comparable to the proposed design (e.g., reaching around
30 dB and 60 dB respectively here, or even higher), [19]
and [20] have to setα = 0.0031, causing the peak value
reduced to0.01, which can be hardly detected in presence
of interferences. In contrast, the propose design only reduces
the peak value to0.4 which is more than40 times larger.
Furthermore, if we also applyα to the echo filter, and express
the echo kernels as

h(n) = δ(n) + αq(n − d), (MPN) (37)
{

hodd(n) = δ(n) + 0.5αq(n− d),

heven(n) = δ(n)− 0.5αq(n− d),
(Dual) (38)

and
h(n) = δ(n) + αw(n − d), (proposed) (39)

with ‖w(n)‖
2
2 = ‖q(n)‖

2
2 = 1. Then we can obtain the

SNR and fwsSNR values as a function ofα as shown in
Fig. 7. In this figure we can see that the proposed design
consistently have larger SNR and fwsSNR gains over the other
two implementations. Therefore, the advantage of the proposed
design in terms of imperceptibility is well illustrated. Itis also
indicated that such an advantage allows improved robustness
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Fig. 7. An example of SNR improvement of the proposed design,where
L = 128. The echo filterw(n) and MPN sequenceq(n) are normalized to
be unit norm before scaled byα for fair comparison.

in terms of watermark detection because the proposed design
can assign larger peak values without compromising the SNR
and fwsSNR.

B. Robustness

Since the designed echo filter also imposes two negative
peaks next to the central positive peak which is similar to
the case of MPN sequence, the advanced detection function
in [19] is adopted in our scenario, which is given by (31). In
view of this, we would anticipate that the robustness of the
proposed watermarking scheme should be theoretically similar
to that from MPN sequence based method [19]. However, we
have also illustrated using Table I that having similar SNR
values, the proposed design can yield higher correlation peak
values. Therefore, the proposed design could have improved
robustness.

The selected attacks follow the ones evaluated in [18]–[20]

• Closed-Loop Attack:No attacks.
• Re-quantization:16-bit to 8-bit conversion.
• Noise Attack:20 dB white Gaussian noise (WGN) added.
• Amplitude attack:Amplitudes scaled by1.8.
• MP3 Compression:128 kbps MP3 compression.

• AAC Compression:130 kbps AAC compression.
• Pitch scaling:Pitches scaled by1.1.

The experimental results for the robustness of the water-
marking scheme are shown in Table II, where the values
are obtained by averaging the results of the15 audio clips.
Because different audio signals have totally different power
spectra, the values ofPD vary for different clips, and the
designed echo kernels are different. Therefore, it is difficult to
control the SNR values for designs using different audio clips.
Such uncertainty also exists even for different realizations
of the PN and MPN sequences. To control the SNR values
to stable level so that the comparison on robustness can be
conducted in a fairer way, we implement a heuristic scaling
procedure that tunes the SNR values to be bounded by25± 5
dB for experiments on robustness.

It can be seen from Table II that for attacks such as re-
quantization, adding noise and amplitude scaling, the pro-
posed method has improved DR as compared to [19] and
[20]. However, for MP3 and AAC compression attacks, the
performance of the proposed method deteriorates, especially
for AAC compression. This is essentially because of the use of
psychoacoustic model. Specifically, MP3 and AAC compres-
sion methods suppress perceptually insignificant components
of the host signal, which are rightly the components for
adding watermarks. It can also be explained in frequency
domain that the added watermark appears most in extra high
frequency domain, which is suppressed or even removed by
low pass filtering procedures during the compression process.
In contrast, the added watermark appears in all frequency
bands as seen in Figs. 4 (b) and (e) and lies above the
threshold of quantization, thus the effects of MP3 and AAC
compression are vanishingly small. Meanwhile, it should be
noted that even we have set equal SNR values in robustness
comparison, the imperceptibility of the proposed design isstill
better than the one using MPN sequence, because the added
watermark of the proposed design lies mostly in extra high
frequency regions which are perceptually insignificant. There-
fore, we have established the quantitative trade-off between
imperceptibility and robustness. In particular, the designer
only needs to relax the constraint on power spectrum during
filter design in order to enhance the robustness against lossy
compressions while compromising little of imperceptibility.
Besides, the last row in Table II indicates that the all existing
echo-based methods suffer from de-synchronization attacks.
To break this limitation, it is worth to carefully study existing
designs specially used for dealing with de-synchronization
attacks such as [12], [26], [27], [29], and [42].

VI. CONCLUSION

In this paper, we have presented a novel time-spread echo-
based watermarking scheme from the perspective of digi-
tal FIR filter design. Specifically, convex optimization and
spectral factorization techniques are utilized to realizethe
design. It provides a general, quantitative, and flexible solution
to time-spread echo-based audio watermarking. To optimize
the imperceptibility, we have incorporated the psychoacoustic
model in the design, and proposed a set of power spectrum
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TABLE II
ROBUSTNESS AGAINST COMMONATTACKS, SNR= 25± 5 dB

Attacks
DR (%)

MPN [19] Dual [20] Proposed

Closed-loop 97.23 99.59 99.97

Re-quantization 88.36 91.46 96.73

20 dB WGN 74.34 82.67 93.94

1.8 Amplitude scaling 97.37 99.79 99.21

MP3 (128kbps) 95.14 93.48 93.41

AAC (128kbps) 96.11 97.03 84.98

1.1 Pitch scaling 51.36 48.49 49.09

shaping procedures involving the calculation of the proposed
MPSM. The shaped power spectrumPD(k) is then used as
the desired power spectrum in the optimization procedure.
To quantitatively control the robustness in terms of water-
mark detection, we have imposed explicit constraints on the
shape of auto-correlation of the echo filterw(n). The joint
optimization is then realized by optimizing the robustness
given fixed optimal imperceptibility (22). Although relaxation
has been used in the optimization for efficient solutions, the
designed watermark still enjoys significant improvement in
terms of both imperceptibility and robustness as compared to
the current state-of-the-art solutions [19] and [20]. The weak-
ness of the proposed design under lossy compression attacks
is illustrated via experimental examples. This establishes a
trade-off between the imperceptibility and robustness in the
proposed design.

Although the proposed watermarking scheme has shown
very attractive results and significant performance improve-
ments upon existing echo-based solutions, future research
efforts can be devoted to more efficient optimization problem
formulations which incorporates the sample values ofw(n) as
well as the disturbance termE(k). Meanwhile, the balance be-
tween imperceptibility and robustness is worth of quantitative
consideration. In addition, we can investigate on the possibility
to enhance the robustness against de-synchronization attacks.
Research efforts can also be put to a comprehensive compari-
son among all existing techniques across different categories.

REFERENCES

[1] L. Boney, A. Tewfik, and K. Hamdy, “Digital watermarks foraudio
signals,” in IEEE Proc. Multimedia, 1996, pp. 473–480.

[2] P. Moulin and A. Ivanovic, “The zero-rate spread-spectrum watermark-
ing game.,”IEEE Trans. Signal Process., vol. 51, no. 4, pp. 1098–1117,
April 2003.

[3] Q. Cheng and T. S. Huang, “Robust optimum detection of transform
domain multiplicative watermarks.,”IEEE Trans. Signal Process., vol.
51, no. 4, pp. 906–924, April 2003.

[4] M. Barni, F. Bartolini, A. De Rosa, and A. Piva, “Optimum decoding and
detection of multiplicative watermarks,”IEEE Trans. Signal Process.,
vol. 51, no. 4, pp. 1118–1123, April 2003.

[5] S.D. Larbi and M. J. Saidane, “Audio watermarking: A way to
stationnarize audio signals,”IEEE Trans. Signal Process., vol. 53, no.
2, pp. 816–823, February 2005.

[6] A. Zaidi, R. Boyer, and P. Duhamel, “Audio watermarking under
desynchronization and additive noise attacks,”IEEE Trans. Signal
Process., vol. 54, no. 2, pp. 570–584, February 2006.

[7] I.D. Shterev and R.L. Lagendijk, “Amplitude scale estimation for
quantization-based watermarking,”IEEE Trans. Signal Process., vol.
54, no. 11, pp. 4146–4155, November 2006.

[8] P. Bassia, I. Pitas, and N. Nikolaidis, “Robust audio watermarking in
the time domain,”IEEE Trans. Multimedia, vol. 3, no. 2, pp. 2–13, June
2001.

[9] A. N. Lemma, J. Aprea, W. Oomen, and L. V. D. Kerkhof, “A temporal
domain audio watermarking technique,”IEEE Trans. Signal Process.,
vol. 51, no. 4, pp. 1088–1097, April 2003.

[10] W. N. Lie and L. C. Chang, “Robust and high-quality time-domain
audio watermarking based on low-frequency amplitude modification,”
IEEE Trans. Multimedia, vol. 8, no. 1, pp. 2–13, February 2006.

[11] C. Baras, N. Moreau, and P. Dymarski, “Controlling the inaudibility
and maximizing the robustness in an audio annotation watermarking
system,” IEEE Trans. Audio, Speech, Language Process., vol. 14, no.
5, pp. 1772–1782, September 2006.

[12] S. Xiang and J. Huang, “Histogram-based audio watermarking against
time-scale modification and cropping attacks.,”IEEE Trans. Multimedia,
vol. 9, no. 7, pp. 1357–1372, November 2007.

[13] X. Y. Wang, P. P. Niu, and H. Y. Yang, “A robust, digital-audio
watermarking method,”IEEE Multimedia, vol. 16, no. 3, pp. 60–69,
September 2009.

[14] D. Gruhl and W. Bender, “Echo hiding,” inProc. Information Hiding
Workshop, Cambridge, U.K., 1996, pp. 295–315.

[15] H. O. Oh, J. W. Seok, J. W. Hong, and D. H. Youn, “New echo
embedding technique for robust and imperceptible audio watermarking,”
in Proc. IEEE International Conference on Acoustics, Speech,and
Signal Processing (ICASSP), 2001, pp. 1341–1344.

[16] H. J. Kim and Y. H. Choi, “A novel echo-hiding scheme withbackward
and forward kernels,”IEEE Trans. Circuits Syst. Video Technol., vol.
13, no. 8, pp. 885–889, August 2003.

[17] B. S. Ko, R. Nishimura, and Y. Suzuki, “Time-spread echomethod for
digital audio watermarking,”IEEE Trans. Multimedia, vol. 7, no. 2, pp.
212–221, April 2005.

[18] Oscal T. C. Chen and W. C. Wu, “Highly robust, secure, andperceptual-
quality echo hiding scheme,”IEEE Trans. Audio, Speech, Language
Process., vol. 16, no. 3, pp. 629–638, March 2008.

[19] Yong Xiang, Dezhong Peng, I. Natgunanathan, and WanleiZhou,
“Effective pseudonoise sequence and decoding function forimpercep-
tibility and robustness enhancement in time-spread echo-based audio
watermarking,”IEEE Trans. Multimedia, vol. 13, no. 1, pp. 2–13, 2011.

[20] Y. Xiang, I. Natgunanathan, D. Peng, W. Zhou, and S. Yu, “A dual-
channel time-spread echo method for audio watermarking,”IEEE Trans.
Inf. Forensics Security, vol. 7, no. 2, pp. 383–392, April 2012.

[21] W. Bender, D. Gruhl, N. Morimoto, and A. Lu, “Techniquesfor data
hiding,” IBM Syst. J., vol. 35, no. 3.4, pp. 313–336, 1996.

[22] I. J. Cox, J. Kilian, F. T. Leighton, and T. Shamoon, “Secure spread
spectrum watermarking for multimedia.,”IEEE Trans. Image Process.,
vol. 6, no. 12, pp. 1673–1687, December 1997.

[23] D. Kirovski and H. S. Malvar, “Spread-spectrum watermarking of audio
signals,” IEEE Trans. Signal Process., vol. 51, no. 4, pp. 1020–1033,
April 2003.

[24] H.S. Malvar and D.A.F. Florencio, “Improved spread spectrum: A new
modulation technique for robust watermarking,”IEEE Trans. Signal
Process., vol. 51, no. 4, pp. 898–905, April 2003.

[25] Z. Liu and A. Inoue, “Audio watermarking techniques using sinusoidal
patterns based on pseudorandom sequences,”IEEE Trans. Circuits Syst.
Video Technol., vol. 13, no. 8, pp. 801–812, August 2003.

[26] W. Li, X. Xue, and P. Lu, “Localized audio watermarking technique
robust against time-scalecale modification.,”IEEE Trans. Multimedia,
vol. 8, no. 1, pp. 60–69, February 2006.

[27] X. Kang, R. Yang, and J. Huang, “Geometric invariant audio water-
marking based on an lcm feature,”IEEE Trans. Multimedia, vol. 13,
no. 2, pp. 181–190, April 2011.

[28] A. Valizadeh and Z. J. Wang, “An improved multiplicative spread
spectrum embedding scheme for data hidingg,”IEEE Trans. Inf.
Forensics Security, vol. 7, no. 4, pp. 1127–1143, August 2012.

[29] C. M Pun and X. C. Yuan, “Robust segments detector for de-
synchronization resilient audio watermarking,”IEEE Trans. Audio,
Speech, Language Process., vol. 21, no. 11, pp. 2412–2424, November
2013.

[30] M. Arnold, X. Chen, P. Baum, U. Gries, and G. Doërr, “A phase-based
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