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Abstract 

Resistive random-access memories (ReRAMs) based on transition metal dichalcogenide layers 

are promising physical sources for random number generation (RNG). However, most ReRAM 

devices undergo performance degradation from cycle to cycle, which makes preserving a normal 

probability distribution during operation a challenging task. Here, we report ReRAM devices 

with excellent stability by using a MoS2/polymer heterostructure as active layer. The stability 

enhancement manifests in outstanding cumulative probabilities for both high and low resistivity 

states of the memory cells. Moreover, the intrinsic values of the high resistivity state are found to 

be an excellent source of randomness as suggested by a Chi-square test. We demonstrate that one 

of our cells alone can generate ten distinct random states, in contrast to the four conventional 

binary cells that would be required for an equivalent number of states. Our work unravels a 

scalable interface engineering process for the production of high-performance ReRAM devices, 

and sheds light on their promising application as reliable RNGs for enhanced cybersecurity in the 

big data era. 
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Introduction 

Highly data-intensive technologies such as the internet of things, edge computing, and 

artificial intelligence are swiftly becoming reality and are about to change our daily and 

professional life.[1] Unfortunately, the many benefits and conveniences those technologies are 

promising to bring to our world are closely accompanied by the rise of data-security related 

threats. In particular, their proneness to sophisticated cyber-attacks poses a considerable 

challenge for current software-oriented data securing methods.[2] In this regard, hardware based 

cybersecurity approaches like true random number generators (TRNGs) or physical unclonable 

functions (PUFs) are promising for enhanced data encryption as they utilize stochastic  

phenomena intrinsic to the device itself, which are hard to predict or replicate by external 

parties.[3] 

Emergent technologies such as resistive random-access memories (ReRAMs) have been 

suggested as promising TRNGs for enhanced hardware security, due to their higher random 

telegraph noise (RTN) compared with that in the MOSFET and thermal noise in a resistor.[4] For 

the application of TRNGs, the identification of relevant stochastic parameters and the level of 

randomness is essential but not obvious.[4d] In order to test randomness, the data should have a 

well-defined median and variance as well as no correlation among different values to ensure a 

uniform probability distribution as required for a TRNG.[5] In ReRAMs, various parameters 

based on cycle to cycle (C2C) variation or RTN have been proposed as sources for the 

randomness.[4c, 6] For this particular application however , one of the major issues are the device 

degradation in terms of set and reset voltages (VSET/RESET) and the resistivity state change after 

C2C operation.[7] This prevents the device from being a reliable source of randomness as the 

median is shifted and the overall probability distribution is lost. The one transistor – one resistor  
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(1T1R) architecture,[8] in which the ReRAM cells operate under a compliance current through 

the ReRAM cells in order to avoid current overshoot and improve the cell stability, has been 

proposed as a way to suppress the device degradation. However, this introduces further 

complications in the fabrication process of the ReRAM crossbar. In addition, despite of the 

improved device stability, previous studies using the VSET/RESET as the source of randomness 

typically required additional corrections such as the von-Newman corrector to compensate the 

device degradation under cycling.[9]  

In order to overcome the abovementioned deficiencies of conventional binary ReRAM 

devices, in this work we demonstrate an alternative ReRAM cell with a thin active layer 

consisting of multiple stacked MoS2/polymer layers. The resulting device displays a large 

reading window (~104) and a stable cumulative probability for both HRS and LRS, respectively.  

As the intrinsic ReRAM parameters are not binary, we propose an alternative statistical 

method[10] normally used in biostatistics to analyze four parameters of the cell: set, reset voltages, 

LRS and HRS. Based on our statistical analysis, we find that the HRS is an excellent source of 

multistate randomness. As a proof of concept, we present a single cell displaying 10 random 

states, which is 5 times more than the typical binary random states. These results reveal a novel 

heterostructure based ReRAM for the potential application as a hardware source for random 

number generation.  

Results and Discussion 

The Growth of MoS2 Layered Structures 

MoS2 layers were prepared on SiO2 substrates using a reactive magnetron sputtering 

process, as illustrated in schematic Fig. S1(a). Growth of good quality, continuous MoS2 layers 
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on various substrates has been demonstrated using this method.[11]  By carefully tuning the 

deposition parameters (details in Methods), we have realized wafer-scale (from 2-inch to 6-inch 

(see Fig. S1(b)) growth of MoS2 layers, with good crystalline quality, controlled number of 

layers, and excellent uniformity and continuity, as evidenced by the characterization results in 

Fig. 1.  

Figure 1(a) is an optical image of 2-inch MoS2 bi-layer on a SiO2 substrate, which clearly 

shows a uniform and continuous film across the whole wafer-scale. The x-ray photoemission 

spectroscopy measurements on the Mo 3d and S 2p core-level peaks (see Fig. 1(b)) suggest that 

the MoS2 film is stoichiometric without observable sub-oxidation state. Through the careful 

control of sputtering power and growth time, we are able to control the thickness of MoS2 film 

from monolayer to multi-layers, as confirmed by the evolution of Raman spectra in Fig. 1(c).  

The difference in frequency between the A1g and the E1
2g peak for the sputter-grown MoS2 

monolayer is about 19.8 cm-1, which increases to 22.1 cm-1 and 24.2 cm-1 for bi-layer (Fig. 1(d)) 

and five layers, respectively, in line with previous reports.[11-12] The uniformity of the MoS2 

layers can be seen from the inserted Raman mapping in Fig. 1(d) and Fig. S2, in which the 

variation of the A1g peak position is not noticeable in the large mapping area. The atomic force 

microscopy (AFM) image in Fig. 1(e) further confirms continuous and smooth MoS2 layers with 

atomically flat surface, where the surface roughness (root-mean-square) is estimated to be ~0.3 

nm, comparable to that of the bare SiO2 substrate. The crystalline quality of this MoS2 layer 

grown by sputtering is assessed using scanning transmission electron microscopy (STEM). As 

Fig. 1(f) shows, the periodic Mo hexagonal lattices can be clearly resolved with a typical 

crystalline size of ~20 nm (see Fig. S3(a)). It is also noted from the TEM cross-section image 

(see Fig. S3(b)) that these MoS2 films are comprised of layered structures. 
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Heterostructure Fabrication. 

The MoS2/polymer heterostructures were realized by modifying the conventional transfer 

process of MoS2. Figure S4 shows the schematic of the typical transfer process of the MoS2 

layers using PMMA as a protective layer and PDMS as a supporting layer to control the position 

during the stamping process.[13] The sputter-grown MoS2 film shows great uniformity and can be 

easily peeled off when immersed in deionized water, facilitating the transfer process. As a proof 

of the transfer feasibility, a 2-inch wafer of PVD-MoS2 was transferred as an entire film on 

polyethylene terephthalate (PET) without visible pinholes (Fig. S4(b)).  

We note that the temperature of the substrate during the transfer plays a crucial role for 

the subsequent polymerization. At temperatures above 170℃, continuous polymer layers were 

formed in between MoS2 layers during the transfer process, while there were no obvious polymer 

residues observed when the transfer was conducted at 150℃ (see Fig. S5)[14] We speculate that 

the PMMA wetting on the sputter-grown MoS2 facilitates the formation of polymer layers. This 

is likely caused by PMMA adsorption at the grain boundaries of the nano-sized crystalline 

domains, similar to previously reported absorption of molecules at the grain boundaries of 

MoS2.[15] A control test (see Fig. S6) was carried out to verify this speculation, which indeed 

shows that the wettability of the sputtered MoS2 (MoS2 with nanometer grain size) is improved 

(45° contact angle) compared to the MoS2 exfoliated from a single crystal bulk (70° contact 

angle). The process can be repeated to form a MoS2/polymer heterostructure as shown in Fig. 

2(c), as well as the electron energy loss spectroscopy (EELS) elemental mapping on S and C (Fig. 

2(d) and (e)).  

In order to understand the electrical properties of the heterostructure , we compare the I-V 

characteristic of the MoS2 films transferred at 120°C (without polymer formation)  with that of 
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the same MoS2 layers transferred at 170°C (with the formation of polymer layers) in Fig. 2(f).  

The measured resistance in the vertical structure increases significantly when the polymer layer 

is intentionally created, in contrast with that of the structure without polymer layer, revealing the 

insulating behavior of the polymer layers. The I-V characteristic of the structure without  

polymer layer can be fitted to a charge transport model dominated by Schottky emission[16] (see 

Fig. 2(g)), which  indicates that the resistance is due to the contact barrier between the electrodes 

and the MoS2. On the other hand, the I-V curve of the  polymer/MoS2 heterostructure fits well to 

a Poole-Frenkel model,[17] as shown in Fig. 2(h), implying that the current is limited by 

MoS2/polymer heterostructure rather than the interface between the MoS2 and the electrodes. By 

taking advantage of this behavior, MoS2/polymer heterostructures might offer a high resistance 

that could potentially bring a high ON/OFF ratio into the memory device. 

 Electrical Characterization 

  Our ReRAM cells were prepared using a heterostructure composed of 2-polymer/3-MoS2 

(MoS2-polymer-MoS2-polymer-MoS2) layers as the active channel (see Fig. 2c), and gold and 

silver as bottom and top electrode, respectively. The schematic of the circuit used for the 

measurement is displayed in Fig. 3a. During the measurement, a series of resistors (2R 

configuration) was used for device stability. 

Figure 3 summarizes the electrical characterization of a typical ReRAM cell with the 5 

layer structure. The voltage ramp with cycle-to-cycle plot (Fig. 3(b)) shows that the cell state is 

off (HRS) at the initial state. After applying a positive ramp voltage up to +1 V, we can see a 

transition to LRS in the voltage range from 0.2 V to 0.8 V. Then with a negative voltage ramp 

(from +1 V to -1 V), the cell remains in LRS. The device transits back to HRS when the applied 

voltage reaches negative values between -0.3 V and -0.8 V. Figure. 3(b) shows an ample 
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separation between the LRS and the HRS within a ±1 V operating voltage, from which a high 

ON/OFF ratio of 104 can be obtained. We want to mention that after some cycles, additional 

resistance states seem to appear in the C2C plot. By further optimizing the structure and 

characterization, this result might lead to the formation of a novel cell with multiple resistance 

states. However, for the specific purpose of determining random states, those intermediate 

resistance states are disregarded. The transition set and reset voltages displayed in Fig. 3(c) are 

estimated to be ~±0.4 V based on the largest dI/dV values measured over the course of 300 

cycles. Pulse cycling tests up to 300 cycles show no major changes in the HRS and LRS under 

cycling (Fig. 3(d)). In order to avoid intermediate resistance states, ±1 V were applied as a 

reference while reading was carried out by pulses of +0.1/0.2 V. Noticeably, the HRS and LRS 

cumulative probability distributions exhibit great stability with a very low variation under two 

different reading voltages and within the 300 cycles applied (see Fig. 3(e)). This is in contrast to 

other ReRAM cells based on chalcogenide materials.[18] In addition, the retention test does not 

show any significant degradation within 103 seconds, as displayed in Fig. 3(f). All these 

electrical measurements confirm that our MoS2/polymer heterostructure based ReRAM device 

has excellent switching performance without obvious degradation after C2C operation.   

In order to understand the role of the polymer layer, we compared the cells of MoS2 

(~5nm)-MoS2 (~5nm) (but without embedded polymer layer) with those including a MoS2-

PMMA-MoS2 structure (the thickness of each MoS2 layer is ~5 nm). The results are summarized 

in Fig. S7. It shows a much higher HRS and larger reading window when the insulating polymer 

layer is included. The cell performance can be further increased when an additional insulating 

polymer layer is introduced to form 2-polymer/3-MoS2 heterostructure layers (see Fig. 2(c)) as 

the active channel. It is obvious that the presence of the embedded insulating polymer layer is 
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essential to realize high resistance of the cells, therefore their high on/off ratio. In addition, it is 

also found that the thickness of the MoS2 layers has an important impact on the device 

performance, in which the devices with MoS2 layers thicker than 5 nm show stable switching 

performance, as discussed in the Supplementary Materials (see Figs. S8-9 and Section 7.2) 

During the measurement, the ReRAM cell was connected in series to a 1KΩ resistor (2R 

configuration) for device stability. We note that this simple 2R configuration provides stable 

LRS and HRS. Figure S10 and Table S1 illustrate the variation within different cells upon 

cycling using a direct measurement and a simple 2R configuration, which clearly show an 

improved device stability using the 2R configuration. 

In order to elucidate the switching mechanism, electrical transport measurements of the 

cell upon cycling, EELS mapping and high resolution cross-sectional STEM images were 

employed, which has been elaborated in full detail in the Supplementary Materials (Section 7.4). 

For the purpose of the current discussion, we would like to note that the electrical measurement 

(Fig. S11(a)) of the cell displays an ionic transport behavior and the EELS mapping and STEM 

images (Figs. S11(b-e)) of the cell after cycling clearly reveal Ag diffusion into the structure. 

These results suggest that the cell switching behavior is dominated by Ag diffusion, which forms 

conductive paths. It has been reported that conventional ReRAM cells show a large variation of 

the HRS and LRS in the cumulative probability distribution under C2C operation.[19] Apart from 

the intrinsic problems of reading window, this large variation within a few cycles is normally 

associated with cell aging effects.[7c] In contrast, our ReRAMs show a much improved stability 

of the HRS and LRS cumulative probability distribution. This can be ascribed to the unique 

MoS2/polymer heterostructure, in which the polymer layers increase the intrinsic resistance while  

the MoS2 layers offer an excellent Ag cation diffusion permeability under applied bias.[20] Here, 
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we want to point out that in addition to the excellent device performance, our ReRAM cell is 

very thin, in the sense that the thickness of the active channel is only about 20 nm. While in other 

reported MoS2 based ReRAM cells, the thickness of the active channels is typically larger than 

40 nm.[21] 

Randomness Test 

ReRAMs have been proposed as a source of randomness for applications such as PUFs 

and TRNGs due to their intrinsic unpredictability associated with the conductive channel 

formation.10 Yet, it is difficult to identify suitable parameters providing a sufficient degree of 

randomness. Nevertheless, our ReRAM cells show a significantly improved stability during C2C 

operation, which is a prerequisite for reliable sources of randomness for TRNG applications as 

pointed out in the introduction. Thus, in this study, we tested the level of randomness of various 

parameters of the ReRAM based on their intrinsic outputs. We used a method based on two 

statistical conditions to estimate the level of randomness of non-binary numbers (see Methods 

for details and Section 8 of Supplementary Materials). First, we checked whether the data 

follows a normal distribution; and second, we made use of chi-square test[22] to estimate the level 

of correlation among the data.   

An important point to highlight is that the ReRAM cell constructed using the 

MoS2/polymer heterostructures shows an outstanding HRS and LRS stability during C2C 

operation with a very small variation of the median (Fig. 3(d)). This is a necessary but not 

sufficient condition for the HRS and LRS to follow a normal distribution. Figure 4(a) shows the 

cumulative probability function of the HRS data, with a linear fitting in the range between 850 

KΩ to 1.2 MΩ, as expected for a normal distribution. For the histogram plot presented in Fig. 

4(b), the values were divided in various states (range of 50 KΩ). It clearly shows a uniform 



11 
 

number of occurrences within the 10 states proposed in the range between 850 kΩ to 1350 KΩ, 

in good agreement with the linear fitting extracted from Fig. 4(a). This further supports the 

normal distribution behavior of the HRS. 

Similarly, four parameters (the set/reset voltage, LRS and HRS) were collected from the 

device and evaluated using the chi-square test in order to determine the correlation between the 

data, as shown in Fig. 4(c). We note that the set/reset voltage data show a very low performance 

in the chi-square test (p-value <= 0.1), meaning that the data possesses a certain level of 

correlation and therefore cannot be considered random. On the other hand, both the LRS and the 

HRS data show a good performance in the chi-square test (p-value > 0.1), rendering those two as 

potential source of randomness. In particular, the HRS data possesses the maximum degree of 

non-correlation (p-value = 1) compared to that of the LRS data (distribution-value = 0.58). Thus, 

it is evidenced that the HRS shows a uniform distribution of multistate (10 states) non-correlated 

data, indicating a high level of randomness. In principle, increasing the number of insulating 

polymer layers could further improve the HRS stability, which might make the cell more suitable 

for the chi-squared test. However, observation of this effect will require substantial optimization 

of device structures, as the relationship is not straightforward. It is also unclear how large an 

improvement in HRS is required to estimate additional random states.  

In conclusion, we demonstrate that by forming a novel MoS2/polymer heterostructure 

through interface engineering processes, we realize thin ReRAM devices with excellent 

switching performance. The sputtering deposition and the low temperature process for the 

heterostructure have the potential to be scaled up for mass production, and can also be applied to 

arbitrary substrates, thus offering a versatile platform for device applications such as flexible 

ReRAM devices or transparent electronics. Due to the outstanding device stability during C2C 



12 
 

operation, we further show that following a non-binary statistical analysis , the HRS is an ideal 

source of non-correlated data that can be distributed into multi-states while preserving a uniform 

distribution. These are major requirements for hardware-based TRNGs. Therefore, our work also 

paves a way to establish state-of-the-art memory cells with high performance for enhanced 

security applications in the era of big data. 

Experimental Section 

Sputtering Growth of MoS2 Films and Characterization. The MoS2 films were deposited in a 

high vacuum sputtering chamber (SYSKEY-Sputtering system; base pressure of 1.0×1.0-7 mbar) 

at high temperature (>700 ℃) using a Mo metal target in a vaporized sulfur ambient 

environment. The sulfur powder in a tube container was heated to generate sulfur vapor using a 

heating tape. Prior to growth, the 2-inch SiO2 substrates were cleaned 3 mins using oxygen 

plasma in an adjacent preparation chamber. During growth, the Ar pressure was fixed to 2.0×1.0-

4 mbar. The thickness of the deposited MoS2 layers was controlled by the sputtering time and the 

DC sputtering power. For monolayer, bi-layer, and tri-layer MoS2, the sputtering power was 

fixed to 12 W, and the sputtering time used was 7, 13 and 18 mins, respectively. For thicker 

MoS2 layers, a longer sputtering time period was set while the sputtering power was increased to 

15 W. After growth, all the samples were annealed at 700 ℃ in the sulfur vapor environment for 

10 mins and cooled down to 350 ℃ before transferring them to the preparation chamber.  

The XPS measurements for the MoS2 samples were conducted using a VG ESCALAB 220i-XL 

system with a monochromatic Al Kα source and a pass energy of 10 eV. The surface 

morphology of the samples was examined by a commercial atomic force microscope (AFM, 

Bruker ICON-PKG). Raman and photoluminescence (PL) data were acquired with laser 

excitation at 532 nm using a WiTEC system. With a 100× objective lens (NA=0.9), 1800 and 
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600 gratings/mm were used for Raman and PL measurement respectively at room temperature.  

The step size of Raman mapping images was set to 0.2 μm with the plot taken over an 8×8 μm2 

area. Note that the Si peak at 520 cm-1 was used for calibration in the experiments.  

The plane-view MoS2 layers were transferred on lacey carbon TEM grids using the conventional 

transfer process. High-resolution STEM-HAADF imaging was performed using the JEOL-

ARM200F microscope equipped with an ASCOR aberration corrector and a cold-field emission 

gun and operated at 80 kV. The cross-section TEM samples were prepared using an FEI Versa 

3D focused ion beam (FIB) machine with 30 kV Ga ions, followed by a 2 kV low voltage 

cleaning step. The HAADF images were acquired with a probe forming angle of 30 mrad and 

collection inner and outer semi-angles of 68 and 280 mrad, respectively. EELS spectra were 

recorded using a Gatan Quantum ER spectrometer with a 0.25 eV/channel energy dispersion.   

Heterostructure Formation. A hydrophobic polymer (polymethyl methacrylate, PMMA 950K in 

anisole, MicroChem Corp.) was initially spin coated on the MoS2/SiO2 sample and dried 

overnight at room temperature. A 2 mm-thick PDMS was stamped on the polymer coated 

MoS2/SiO2 sample and thereafter immersed into the deionized water bath. The SiO2 substrate 

was slowly detached from the MoS2/SiO2 sample once it was immersed into the water bath. The 

PDMS supported polymer/MoS2 heterostructure was then carefully dried with a mild flow rate of 

N2 gas. Subsequently, the target substrate was pre-heated at a temperature of 170 °C for 10 mins  

before placing the polymer/MoS2 heterostructure. Finally, the polymer/MoS2 heterostructure was 

carefully detached from the PDMS support at an annealing temperature of 170 °C, followed by a 

rinsing process in an acetone bath. By following these steps, the MoS2/polymer heterostructure 

with the transfer of 3-layer MoS2 was obtained as shown in Fig. 2c. 
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Device Fabrications and Electrical Measurement. As a bottom electrode, SiO2/Si substrates 

were coated with 10 nm Cr followed by 100 nm Au using the metal evaporation method. After 

that the polymer MoS2 heterostructure was formed as described previously. 100 nm Ag was 

evaporated as top electrode using a stainless steel shadow mask in order to define squares of ~30 

µm lateral size.  

The electrical characterization was performed under high vacuum in a LT NANOPROBE UHV 

system from Omicron. As electrical reference, the Au bottom electrode was grounded while a 

bias was applied to the Ag top electrode as described in Fig. 3a.    

Randomness Test. The probability density function, histogram plot and statistical 

characterization of the normal distribution was performed according to the Exploratory Data 

Analysis (Chapter 1) of the NIST Engineering Statistic handbook. [22] For this purpose the data 

was processed using Excel, while the linear fitting was performed in Originlab. Similarly, 

statistical analysis of the chi-square test was based on the Process and Product Comparison 

(Chapter 7) of the same NIST handbook[22] requiring a p-value > 0.1 as sufficient criterion for 

data having no significant correlations. Prior to the evaluation and as a requirement for the of the 

chi-square test the data was grouped in states as presented in Fig 4c. Similarly, the p-values were 

determined using Excel.  
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Figure 1. Controllable PVD growth of MoS2 layers. (a) Optical image of the MoS2 bi-layer on 

a 2-inch SiO2 wafer. (b) Mo 3d and S 2p XPS spectra for the MoS2 sample. (c) Raman spectra 

for monolayer, three, and five layers of PVD MoS2 films. Raman spectra where the inset is the (d) 

Raman mapping, (e) AFM image and (f) STEM image for the bi-layer MoS2, in which right 

bottom corner shows a small region of monolayer MoS2. 
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Figure 2. Heterostructure fabrication and characterization. Schematic and cross-section 

TEM of the transfer process at (a) 120 °C and (b) 170 °C. False color cross-sectional TEM (c) 

and EELS mapping of sulfur (d) and carbon (e) of the vertical heterostructure indicating the 

multiple MoS2 transfers with polymer separation in between. (f) A comparison of the vertical 

resistance of the stacking layers at 120 °C and 170 °C. (g) and (h) Electrical transport fitting for 

the structures transferred at 120 °C and 170 °C, respectively.     
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Figure 3. Electrical characterization of the MoS2/polymer heterostructure based ReRAM 

device. (a) The schematic of the circuit used in measurement. (b) Ramp cycling test for the 

memory device. (c) Box chart of VTRESET/SET based on a hundred pulse cycles. (d) Pulse cycling 

of the MoS2/polymer based memory cell. The inset indicates the schematic of the measurement. 

(e) The cumulative percentage distribution of HRS and LRS. (f) The retention test measured up 

to 103 sec, in which the insets show the schematic of the measurement.  
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Figure 4. Non-binary test for randomness of the electrical parameters measured on the 

ReRAM cell. (a) The linear fitting of cumulative probability distribution of HSR. (b) The 

histogram showing the number of occurrences of the HRS data grouped in ranges of 50 KΩ. (c) 

The chi-squared test of VTSET/RESET, LRS and HRS. The area between the lines of Min and Max 

denotes the area in which the set of data is considered random (0.1 ≤p-value ≤ 1).   
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