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Abstract

The secrecy capacity region for the K -receiver degraded broadcast channel (BC) is given for confidential messages
sent to the receivers and to be kept secret from an external wiretapper. Superposition coding and Wyner’s random
code partitioning are used to show the achievable rate tuples. Error probability analysis and equivocation calculation
are also provided. In the converse proof, a new definition for the auxiliary random variables is used, which is different
from either the case of the 2-receiver BC without common message or the K-receiver BC with common message,

both with an external wiretapper; or the K-receiver BC without a wiretapper.

I. INTRODUCTION

An important requirement for wireless systems today is the characterization of transmission rates that allow for
both secure and reliable communication for the physical layer. A suitable model for the wireless broadcast and
communications medium is the broadcast channel (BC) with confidential messages [1], which is a generalization
of the wiretap channel by Wyner [2]. The secrecy level is determined by using the equivocation rate, which is the
entropy rate of the confidential message conditioned on the channel output at the wiretapper. The secrecy capacity
region is the set of transmission rates where the legitimate receiver decodes its confidential message while keeping
the message secret from the wiretapper.

In more recent studies on the BC with confidential messages, Liu et al. [3] investigated the scenario where there
are 2 receivers and private messages are sent to each one and kept secret from the unintended receiver; Xu et al.
[4] studied the case in [3] but with a common message to both receivers; Bagherikaram et al. [5] addressed the
scenario where there are 2 receivers and one wiretapper, with confidential messages sent to the receivers. For the
class of degraded BCs [9], Ekrem and Ulukus [7] examined the K -receiver degraded BC and one wiretapper with

confidential messages as well as a common message sent to the receivers.
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In this paper, we provide an alternative proof (to [7]) for the secrecy capacity of the degraded K-receiver BC
with confidential messages sent to each receiver in the presence of a wiretapper. Our results are a generalization
of our work for 3 receivers in [6] and earlier results for 2 receivers in [5]. There are some appreciable differences
between our approach and that in [7]. In particular, equivocation calculation and proof of the converse in [7] are
accomplished from the perspective of the channel sum rate. In contrast, we provide the error probability analysis
and the equivocation calculation with respect to the kth receiver’s achievable rate. In our proof of the converse,
which we have shown for the kth receiver, we note that our choice of auxiliary random variables is different from
that of [5] and [7]. Due to the presence of the wiretapper, it is also different from the choice in Borade et al. [8]
where the capacity region for the degraded K -receiver BC using superposition coding without confidential messages
is studied.

The remainder of this paper is organized as follows. In Section II, we introduce the general K -receiver degraded
BC with confidential messages. In Section III, we state our main result for the secrecy capacity for the degraded
K-receiver BC with wiretapper and show the proof of achievability and equivocation calculation in Sections III-A

and III-B, respectively. In Section IV, we show the converse proof. Lastly we give conclusions in Section V.

II. CHANNEL MODEL

In this paper, we use the uppercase letter to denote a random variable (e.g., X) and the lowercase letter for
its realization (e.g., ). The alphabet set of X is denoted by X so that z € X. We can also have a sequence of
n random variables, denoted by X = (Xy,...,X,,) with its realization x = (z1,...,2,) € A" if z; € X for
i=1,2,...,n. Furthermore, we define the subsequences of X as X' 2 (X1, X»,..., X;) and Xi A (Xiy ooy Xn).

The discrete memoryless K -receiver BC with an external wiretapper consists of a finite input alphabet X" and finite
output alphabets ), ..., Yk, Z and has conditional distribution p(y1, ..., yx, z|z). Thus the discrete memoryless
BC with K receivers and a wiretapper has an input random sequence X, K output random sequences, Yi,..., Y,
at the intended receivers, and an output random sequence at the wiretapper Z. Likewise, we have y; € V', ...,

YK € Vi and z € Z". The conditional distribution for n uses of the channel is

P,y zx) = [ p(is -y, zilas). (D
i=1
The transmitter has to send independent messages (W1, ..., W) to the receivers in perfect secrecy. This is done
using a (2711 ... 27fx n)-code for the BC, which consists of the stochastic encoder
Fo{l2m {1, 2m e o x {1, 2R e A )
and the decoders
ge: Vp = {12 for k=1,2,... K. 3)

The probability of error is defined as the probability that the decoded messages are not equal to the transmitted

messages, i.e.,

K
P éPf{U {91 (Yr) #Wk}} 4)

k=1



Perfect secrecy requires that the mutual information of the transmitted messages and the wiretapper goes to zero.

Let us illustrate this for message W, and receiver 1. The perfect secrecy requirement is

IW;2) =0 = H(W1)=H(WIZ), (5)
where I(-;-) denotes mutual information and H(-) is entropy. Now, let the information rate for the first receiver be
Ry = LH(W;) and the equivocation rate be R.(1) = + H(W;|Z). Then, we need

Ry = Ry —n, for any arbitrary 1 > 0. (6)

Further to this, we define K C {1,..., K} and W(K) £ {W}, : k € K}, and the following equivocation rates for
the K -receiver degraded BC:

1
Regy = — H(Wi|Z), fork=1,..., K,
n
1
Regc) = EH(W(’CHZ), for k € K, 7)

1
K 2 —H(W,...,Wk|Z).
n

III. THE SECRECY CAPACITY REGION

The secret rate tuple (R, Ro, ..., Rk) is achievable if for any arbitrarily small ¢’ > 0, ¢, >0, k=1,... K,

ex >0, k€K, and € > 0, there exist (271 ... 2"Bx n)-codes for which Pe(") < ¢ and
Rey > Ry — ey, fork=1,...,K,
Re(lC) > Z Ry — ex, for k € IC,
kex (8)

K
Re,... k) = Z Ry —e,. k.
=1

(8) gives the security conditions for the K-receiver BC with a wiretapper under perfect secrecy requirements in (6).

Theorem 1: The secrecy capacity region for the K-receiver degraded BC with an external wiretapper is the

closure of all rate tuples (R1,..., Rk) satisfying
Ry < I(X;11|Uz) — I(X; Z|Us), (9a)
Ry < I(Uy; Yi|Ugy1) — I(Ug; Z|Ugy1), fork=2,....K —1, (9b)
Rx < I(Uk;Yk)—I(Uk; 2), (9c)

where {U}, }K_, are auxiliary random variables and will be defined in Section III-A (Random codebook generation).
Proof: The proof of achievability and equivocation calculation are given later in this section. The proof of
converse is given separately in Section IV. [ ]
If we use superposition coding with code partitioning to achieve the rates in Theorem 1, then the secrecy capacity
region may be interpreted as the capacity region for the K-receiver BC using superposition coding without the
wiretapper, with the rates at each receiver each reduced due to the presence of the wiretapper. However, we shall see

that the choice of auxiliary random variables in the proof of converse for the K -receiver BC will be different from
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Fig. 1. Coding for K receiver BC with wiretapper.

that of [8], which is without the secrecy conditions. This is also in contrast to the 2-receiver BC with wiretapper in
[5], where the same definition for the auxiliary random variables in the converse proof can be used for the scenarios

with and without the secrecy conditions.

A. Proof of Achievability

In this paper, we employ superposition coding and Wyner’s random code partitioning to show the achievable rate
tuples (Ri, ..., R ). For brevity, we use py,|x to denote the channel from X to Y, similarly for the channels
from X to outputs Yy, ..., Yk and Z, by py,x;---,Py|x and pzx, respectively.

The coding strategy is depicted in Fig. 1. The message W}, € {1,..., Ly} with Ly £ 278 for k=1,... K, is
sent by a code of length Nj, = L; L. This code is partitioned into L;, subcodes each of size L), with L} £ onRj
for some Rj. Each of the Lj, subcodes is a code for the wiretapper pz|x, While each of the entire codes of size
Ny, is a code simultaneously for both the kth receiver py, |x and the wiretapper pzx. The codes for simultaneous

use for py,|x and pzx have to satisfy the transmission requirements for the BC [9], so that
1
—log Ny < I(X;Y1|U3), (10a)
n
1
—log Ny, < I(Uy; Yi|Ug41), fork=2,..., K —1, (10b)
n

1
710gNK < I(UK;YK). (100)
n
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2)

3)

Random codebook generation:

Suppose that we have the probability density functions (p.d.f.s)

p(uK)7
plug|ugst, .- uk), fork=2,... K —1, (11)
p(xlug, ..., uK).
For a given rate tuple (Ry,..., Rk, R},..., R}), in order to send message W, generate 2n(Ri+Rk) inde-
pendent codewords ug (w},), for wl, € {1,...,2"Ex+Ri)} according to the p.d.f. p(ug) =[]/, p(uxi).

Then, partition u (w/,) into Ly = 2"Fx subcodes, {C\")}1% with [C\%)| = L), = 2nFik Vi,

The message for the kth receiver, for k = 2,3,..., K — 1, is sent by generating on(Ri+Ry) independent
codewords uy,(wy, ..., wi,), for wy € {1,..., 2"+ according to the conditional p.d.f.

p(ugluggt, ..., ug) = HP(Uki|U(k+1)m UK. (12)

i=1

Then, partition uy (wy, ..., w%) into Ly = 2" subcodes, {Ci(k)}iL:"l, with |Ci(k)| = L}, = 2% V. Finally, to
send the message intended for the first receiver, generate 2"(F11+F1) independent codewords x(wf, ..., wh),
for w € {1,...,2"F1+R)} according to the p.d.f. p(x|uy,...,ux) = [[7, p(x|ugi, ..., ux;). Then,
partition x(w/, ..., wl,) into Ly = 2"F1 subcodes, {CV}12,, with |C\V)| = L} = 2nFi i,

Following this code structure, the codeword indices w; may be expressed as wj = (wg,w},), where wy, €
{1,...,2"Bx} is the index of the message transmitted to the kth receiver, and w), € {1, ..., 2"} denotes the
index of the codeword within the subcodes CZ-(k), selected for transmission along with wy, to ensure secrecy.
Encoding:

The encoding is by superposition coding. To send the message wyx = ix, for 1 < ix < Lg, the transmitter

L

chooses one of the ug (w% ) codewords uniformly and randomly from {Cl(f)} 1. Then, to send the message

wg_-1 = ix—1, for 1 < ix_q < Lg_4, the transmitter selects one of the ux_1(w_,,w% ) uniformly

C»(K_l)}LK_l

randomly from {C; =~ "}/ F L,

given ug (w’ ). Sequentially, the transmitter sends the message wy = i,

for1 <ip < Lpand k =2,..., K —2, to the kth receiver by choosing one of the uy(wy,, ..., w} ) uniformly

Ly
=1’

and randomly from {Cl(f)} given uyy1(wy, |, ..., wk). Lastly, to send w; = iy for 1 <4y < Ly, given

L,y
1=1"

ug(wy, ..., wY%), the transmitter chooses one of the x(w/, ..., w} ) uniformly randomly from {Cz(ll)}
Decoding:
We use the notation A”(Py ) to denote the set of jointly typical n-sequences with respect to the p.d.f. p(v).

Also, we use {wy}5 | to denote the estimates for the transmitted messages {wy }_ . Then, we have:

a) At the K'th receiver, given that y i is received, find a wg, such that (ug (Wx, W), yi) € A?(Pugyi)-

b) At the kth receiver, for k = 2,..., K — 1, given that yy, is received, find a (W, ..., Wk ) such that

(UK(UA];C,U)%), ey uk(ﬁ}k,w;, W, w’K),yk) S A?(PUKUK—l“'UkYk)' (13)



4)

c) Lastly, at the first receiver, given that y; is received, find a (01, ...,ws) such that

(U.K(ﬁ]}{, ’LU/K)7 - ,u2('lj]2,w12, . ,QIJK, w}{)7xl(’lf)1, ’Lu/l7 . ,UA}K,w}(),yl) (S A?(PUKUK—I'“UZXYI)'

(14)

For each of the above cases, if there is none or more than one possible decoded message, then an error will
be declared. Note that wj, is unimportant for the decoding of wy, at the kth receiver.

. . ().
Obtaining the sizes of subcodes {C; " }:

Here, we follow the approach of Wyner [2] and show how to obtain log L} in the encoding of Wy, for
k = 2,..,K — 1. Following the same routine, log L} and log L can be obtained easily, and thus these
calculations will be omitted.

To start with, suppose that we have the messages, wy = ik, ..., wWx = tx. We now define

qz(f) 2 Pr{Wk = ik|Wk+1 = ik+17~~wWK = ZK}

(15)
=Pr{Wi = ixluk (i, %), ug1(ixk—1, 0% 1,0k, 0% ) s We(ih, Ty -0 K, i) }
The codeword uy(wy, ..., w%) is a channel code for py,|x and pzx simultaneously and is comprised of
Ly = 2"E* subcodes {Cl(f )}iLk’“: 1- Uy, is an uniformly randomly chosen member of {C’Z(f)} Therefore,
g\
Pr{U; = wp(wy, ..., wi)|uk(ix,i%), - W1 (ipg 15 Ggqs -5 ik, i) | = ;f? . (16)
k
The codeword ug(wy, ..., w) is a channel code for py,|x with prior distribution on codewords given by

(16). Each of Ci(f) is a channel code for the wiretap channel pzx with Lj, codewords and uniform prior
distribution on the codewords. Let )\gf) be the error probability for Ci(f) with an optimal decoder, when i),
is chosen as the index for the codeword from Ci(f). Then A(*) is the average error probability for CZ-(:f) with
an optimal decoder, averaged over the probability that W), = 45 is sent given the previous messages were

Wit1 = tgt1, ... WK = ix. As a result, we have

A = Pr{X # Z\Wi = i, urc (ir, %) s oo Wt (it 1 By s+ 50) )
1B — i MONOE (17)
i ik
in=1
By Fano’s inequality,
H(X|Z, Wi = iy Wi (e, 5 )s s Wt (i1, i1+ a0 i) < 1+ AP Tog L, "

= H(U|Z,Ug,...,Upp1, W = i) < 1+ \P log L.
Since \Cl(f)| = L}, and has probability of error )\Ef), we have
I(Up; Z|Uk,y ..., Upp, Wi, = i) = HUg|Ugk, ..., Upy1, Wy, = i) — H(Ug|Z, Uk, ..., U1, Wi, = ig)
—log L}, — H(UL|Z, Ug, ..., Upsr, Wi = i)

= logLj < I(UZ|Uk, ..., Upsr, Wi = i) + 1+ AP log L.
(19)



Averaging over i, using {qff)} gives
log L}, < I(Up; Z|Uk, ..., Upyp1, Wi) + 14+ A log L},

(a) _
< I(Up;Z[Uk, ..., Uppr) + 1+ AP log L,

o (20)
< nl(Up; Z|Uk, ..., Upy1) + 16 + 14+ A8 log L},

QD LUy Z|Ussr) + 10 + 1+ A0 log L,

where (a) is by Wy — (Ukg, ..., Ugy1) = U — Z, (b) results from the fact that (following Liu ez al. [3])
I(Uk, Z|UK, ey Uk+1) < ’I’LI(Uv]€7 ZlUK, ceey U}C+1) + nd, 20

with § — 0 as n — oo and (c) is by the Markov chain condition Uy — -+ — Ugy1 — Ux — Z for the

degraded BC. Similarly, by substituting X for U; and removing conditioning from (15) for £k = K, we have

log Ly < nI(X; Z|Us) +nd + 1+ AV log L1,

log L < nl(Ug; Z) +n6 + 1+ X\ log L. )
Based on the above, and since R} = %log L', we let

Ry £ I(X; Z|U) — T,

R), 2 I(Uy; Z|Upy1) — 7, fork=2,..., K —1, (23)

where 7 — 0 for sufficiently large n.

5) Probability of error analysis:

We follow the method by Cover and Thomas in [10], and provide the analysis for the kth receiver. Assume
without loss of generality that (W1,...,Wy) = (1,...,1) is sent and w), = 1 is sent for the subcodes Ci(f) Vk.

At the kth receiver, define the following events (and their complements denoted by the superscript c):

EQ), = {(UK(Z'KJk%Yk) € AE")}

iR ,i

E) = {(UK(Z'IQik%UKfl(iK’i}oinui}<71)7Yk) € AE")}

TR K 1,0

(24)

LK Utk ly,

B i, = LUK ), Unlie sy i3), Yi) € A

Then, by the union of events bound, we have

(o} C o}
Py < Pr{ (E0P) }+Pe{ (201)) b+ Pr{ (B0 1)

c c c
Sore{(EX) b X Pe{(EN ) b D (EY L) b @
g i ik 10 il
i #1 ip_1#1 ip7F#1

where there are (K — k + 1) terms in each of the first and second lines of the inequality (25) above; the

last term in the first line of (25) refers to the probability that the complement of the event that the 2k-length



vector of all ones (1,1,...,1,1) occurred; and the last term in the second line of (25) refers to the probability

that the event that the 2k-length vector (1,1, ..., i, ) ) occurred. For the first two terms of (25), we have
Pr {EE:IZ, } < 2—"(I(UK;Y7€)—35)’
- (26)
Pr {E(Yl) } < 2—7L(I(UK,1;Y,€\UK)_4E)
1711iK71,i'K_1 — .

Denoting the event {(Ug,..., Uy, Yy) € Ag")} as EO%), the kth term can be written as
C
Pr{(eP}) . .) b =Pr{(Ux ), Uk a1, 1,10, UL L, g ), Yi) € AP

=Y Pr{(Ux(1,1),Ug_1(1,1,1,1),..., Up(L, 1,... i, d}), Y) }

EYk)

Pr {UK(1’ 1)}PI‘ {UK—l(la 17 17 1)‘UK(13 1)} XKoo X
2(k+1) terms

. —
=Y | Pr{UL(1,1,.. i, i) [ Uk (1,1), Uk 1 (1,1,1,1),..., Upr (T, 1, ..., 1, 1) }

EVE) 2(k+1) terms

———
Pr{Yy|Ux(1,1), Uk _1(1,1,1,1),..., Upys(1,1,...,1,1)}

S Z Q—H(H(UK)—E)Q—TL(H(UK_l‘UK)—E) X oo X Q—H(H(Uk|UK,...7U)€+1)—€)2—TL(H(Y;C|UK,...,Uk+1)—6)
EYk)

SQ"(H(UK ----- Uk+1,Uk,Yi)+€) g—n(H(Uk) =€) g—n(H Uk -1|Uk)—¢)
W oo 9 HUR|Uk - Uk 1) =€) 9=n(H (Yi|Uk -, Up1) =€)
— 9 n(H|Uk s Up 1) = H (Y |Ukc oo Up1,Uk) = (k+2)€) — 9=n(I(YisUr| Uk ,-.Up 1)~ (k+2)€)
As a result,
PM (k) < (K —k+1)e+ Q(Rx+R)9g—n(I(Uk;Yi)=3€) 4 gn(Ri—1+Rj_1)9=—n(I(Uk—1;Yk|Uk)—4e)

4o 2B R (I (Vis U Usc oo Une )= (542)€) < 9(K — | 4 1)e, for n sufficiently large and  (27)

R + Ry < I(Ux:Y3), (28a)
Ry—1+ Ry < I(Uk-1;Y|Uk), (28b)
R}g"‘R;C<I(Uk;Yk|UK,...,Uk+1). (28¢)

Since I(UK; Yk) Z I(UK; Yk+1) Z R Z I(UK, YK) and similarly I(Uk+1;Yk|UK, ey Uk+2) Z ce Z
I(Uk41;Ye+1|Uk, - .., Uk12) by the degraded nature of the channel, from (28a), we get

Ry + Ry < I(Uk;Yk), (29a)

Rg—1+ Ry <I(Uk-1; Yk -1|Uk), (29b)

Ry + Ry, < I(Ug; Yi|Uk, ... Ut1), (29¢)



for the second to the last terms in (27) to be < e. Then, as we have the condition Uy — Ug_1 — -+ —

Uk+1 — Ui, — Y}, we have

Ri + Rl < I(Ux; Yic), (30a)
Rik_1+ Ry <I(Uk_1;Yx-1|Uk), (30b)
Rk"i‘R% S I(Uk;Yk|Uk+1). (300)

Following the same approach, for the first receiver, we can get the above inequalities in (30), as well as
Ry + R} < I(X;11|Ua). (1)

Therefore, for all the receivers, given the previous definitions for R}, ..., R’K in (23), it can be seen that the
probability of error at each receiver satisfies Pe(")(k) <2(K —k+1)efor k=1,...,K and for any rate

tuple (Rq, ..., Rk) satisfying the conditions in Theorem 1.

Thus, the direct part of Theorem 1 is proved.

B. Equivocation Calculation

We show the calculation for the kth receiver Ry for k= 1,..., K, Repx41) for k=1,..., K — 1, and the

sum rates Rqx) and R, r). We shall make use of the relation
H(U,V)=H(U)+ HV|U). (32)
For the kth receiver, k = 2,..., K — 1, we have
nR.uy = H(Wy|Z)
> H(Wy|Z,Ukg,...,Ugyq1)  since conditioning reduces entropy
= HWy,Z|Ukgk,...,Ug1) — H(Z|Ug,...,Ukst1) by (32)
9 H(W,, Uy, Z|Uk, ..., Ups1) — H(UL Wi, Z, Uk, ..., Uprr) — H(Z[Ug, ..., Ups)
Y H(W,., Up[Uk, ..., Upsr) + HZ|Wy, Ug, ..., Upsr, Up) — H(Z[Ug, ..., Ups)
— H(Uy|Wy,Z, Uk, ..., Upi1)
(2) H(Ug|Ukgk,...,Ug1) + H(Z|Ug,...,Up41,Uy) — H(Z|Ukg, ..., Ugt1)
— H(Ug|Wy,Z, Uk, ..., Ugyq)
= H(Ug|Uk,...,Ugy1) — I(Uy; Z|Uk, ..., Upy1) — HUE|Wy,Z, Uk, ..., Ugt1), (33)

where (a) and (b) have the first two terms by (32), and (c) has the first term by (32) and the second term by the

fact that Wy, — (Ukg,...,Ugst1) — Z. We now bound each of the terms in the last line of (33). For the first



term, given that Ux = ug, Ug_1 = ug_1,...,Ugs1 = Ug41, ug has on(Ri+Ry) possible values with equal

probability. As a consequence, we have
H(Ui|Ug,...,Uks1) = n(Ry + R}). (34)
For the second term, it can be shown that
I(Uy; Z|Uk, ..., Uky1) < nl(Ug; Z|Ug11) + 1. (35)
For the last term, we have by Fano’s inequality

1 _
gH(Uk|Wk7Z7UK7"'7UkJ+1) < (1+)‘(k) logL;c> = 6;(},71 (36)

1
n
where €, — 0 for n sufficiently large.

To show that A(*) — 0 for n sufficiently large so that (36) holds, we consider decoding at the wiretapper and
focus on the codebook with rate R), to be decoded at the wiretapper with error probability AF) | Let Wy, = iy, be

fixed. The wiretapper attempts to decode uy given wg, Uk, ..., ui4+1 by finding the estimate for wj,, W}, so that

(uk:(wkn w;€7wk)+11 w;c+1a cee ,’LUK,U)/[(), Z) € AlL(PUkZ\Uk+1...UK)' (37)

where wy, and all wy1, w), 1 WK, w' are known. If there is none or more than one possible codeword, an

error is declared. Defining the event

E,(»f) £ {(Uk(%i;@%z) € Agn)(PUkZ\UkH...UK)}a (38)
and assuming without loss of generality that w), = 1 is sent, we then have

AR < Py { (E§Z>)C} +Y Pr { (E?,Z))} < e 4 27 (UkiZ| Uk, UK) = 2¢) (39)
> i, >~ P
it #£1

where € — 0 for n sufficiently large. Since we have chosen from (23) that R), = I(Uy; Z|Uk41) — 7 which is
= I(Ug; Z|Ugs1, ..., Ug) =T by U — -+ — Upy1 — Up — Z, we have \*) < 2¢, for 7 > 2¢. Thus, A% is
small for n sufficiently large and (36) holds.

Now substituting (34)—(36) into the last line of (33), we have

nRe(k) > nRy + nl(Ug; Z‘Uk+1) —n1 —nl(Ug; Z|U}C+1) —nd — neﬁc’n “0)
= an — NEg

where ¢, =7+ + e%’n. Hence, the security condition in (8) is satisfied for the kth receiver. For the first receiver,
we condition on Ug, ..., U, in the second line of the chain of inequalities above, while for the K'th receiver, we
can omit the second line of the chain of inequalities in (33) above, while subsequently not performing additional
conditioning in (33). The equivocation rates for the first receiver and the K'th receiver will have the same form as
(40) above with £k =1 and k = K.

We next show the equivocation rates for adjacent receivers k,k+ 1 for k= 1,..., K — 1. We also assume that,

for the equivocation rate for any two adjacent receivers k,k+1 for k = 1,..., K — 1 to be achievable, the (k+ 1)th



11

receiver must have knowledge of uy,o,...,ux. Then, we have

nRe(i k1) = HWr, Wiy1|Z)
> HWi, Wi11]Z,Ugya,...,Ugk) since conditioning reduces entropy
— H(Wy, Wis1, Z|Upro, ..., Ug) — H(Z|Ujsa, ..., Ug) by (32)
@ H(Wi, Wis1, U, Upsr, Z[Upsa, ..., Ux) — H(Ug, Ug gy [We, Wi, Uppa, ..., Uk, Z)
— H(Z[Upss, ..., Ug)
© H (Wi, Wisr, Uk, Uggt [Up o, ., Uk) + H(ZWi, Wi, Up, Upyr, U, ., Ug) @1

- H(UkaUk+1|Wk7Wk+laUk+27 e 7UK7Z) - H<Z|Ukt+2a tee 7UK)

©
> H(Uy, Ugy1|Ugqo, ..., Uk) + H(Z|Uy, Ugy1,Upyo, ..., Ug) — H(Z|Ujyo,...,Uk)

— H(Uy, Up1|Wk, Wit1, Uk, ..., Uk, Z)
(d) H
= H(Up41|Uk2, ..., Uk) + H(Ug|Upy1, Ugyo, ..., Uk)
+ [H(Z|Uy, Ups1,Upsa, ..., Ug) = H(Z|Upqo, ..., Uk)] — H(Up, Upp1|Wi, Wig1, Upyo, ..., Uk, Z)
= H(Up41|Uk2, ..., Uk) + H(Ug|Upy1, Upto, ..., Uk) = I(Ug, Up11: Z|Upo, . .., Ug)
— H(Uy, U1 [Wie, Wieg1, Upga, ..., Uk, Z),
where (a), (b) and (d) have the first two terms by (32), and (c) has the first term by (32) and the second term by
(Wi, Wis1) = (UpUp1Upyp - - - Ug) = Z.
We now bound each of the terms in the last line of (41). For the first term, given Uy o = ugyo, ..., Ux = ug,
U1 has on(Ri41+Rjp1) possible values with equal probability. For the second term, given U471 = ug41,...,Uxg =

ug, uy has 2n(BstRL) possible values with equal probability. Therefore, we have

H(Uk+1|Uk+27 RN UK) = n(Rk+1 + R;c+1)v

42
H(Ug|Ugs1,Ugsa, ..., Ug) =n(Ry + R}). “
For the third term, it can be shown that
I(Ug,Ugy1;Z|Upyo, ..., Ug) = I(Ug41; Z|Ug4a, ..., Uk ) + I(Ug; Z|Ugy1, Ugga, ..., Uk), )
< nl(Ugs1; Z|Ukv2) + nl(Uk; Z|Ugs1) + 2n6.
For the last term, we have
H(Up, Up1| Wi, Wit1, Ugta, ..., Uk, Z)
= H(Uk+1|Wikt1, Ukg2, ..., Uk, Z) + H(U|W, Wii1, Ugs1, Ugga, ..., Uk, Z) (44)

< H(Uk+1|W1€+17Uk+27 s aUK,Z) + H(Uk‘WkaUkﬁ‘l’Ukﬁ-Qv o 7UK7Z)5

where the first equality is because of the fact that W), and Uy, ; are independent, and the last line is by conditioning



reducing entropy. From the last line of (44), by Fano’s inequality, we have

1 1 -

—H(Ug41|Wit1, Ugsa, ..., Uk, Z) < — (1 + AF+ D 1og L;c+1) 2 it

n n ’

(45)

1 1 <
~H(UiWi, Upir, Upga, o Ui, Z) < - (1430 10g L) 26,
n n ’
where € ., €, ,, — 0 for n sufficiently large. We need to show that AEF1) s small for n sufficiently large so that
(45) holds, as we already have shown that \(*) is small for n sufficiently large. We consider the situation where
the wiretapper attempts to decode Uy given Wy, by joint typicality. Then, following the same procedure to

calculate \(¥) in (39) above, we have

(kD <e+ 9nRi 19— n(I(Ukt1:2|Us2,-, Uk ) —2€) (46)

Since we have selected R}, | = I(Ugy1; Z|Upt2) =7 = I(Ugs1; Z|Ug2, . . ., Ur) =7, then A\*+D < ¢ for 7 > 2¢
and where € — 0 for n sufficiently large. As a consequence, in (45), both A(*), X(*+1) are small for n sufficiently

large and (45) holds and we have

1
H(Upy1 W1, Upgo, ., Ug, Z) < €4+ €4 47

n
Then, substituting (42), (43) and (47) into the last line of (41), and given R}, 41 and R} in (23), we have

nRe(kkv1) = Nl + nRit1 — €g k1, (48)

where €; k11 = 27 +25+ €, ,, + € ,, and so security condition (8) is shown. We note that to show equivocation
rates for the pair k£ = 1,2, this can be done by following the proof above, but replacing U; by X. The security
condition has been shown for pairs of adjacent receivers. For any subset of receivers, we note that since the Wy,
k € K are independent of each other, we have the relation that H(W(K)|Z) = 3, s H(Wg|Z). Then we can
repeat the proof for each of H(Wy|Z), and by taking the sum, we can see that the sum rate of any subset of the
receivers meets the perfect secrecy requirement (8).

Next, we show the proof for the equivocation sum rate R, .. x). We have

nReq,.. k) = HWh,...,Wk|Z)

Y o Wi, ....Wk.Us,...,Ug,X,Z) — H(Us, ..., U, X|W1,...,Wi,Z) — H(Z)

b
Y W, Wk, Us,..., U, X) + H(Z|W,..., Wi, Us, ..., Ug,X)

7H(U25aUKaX|W1a7WK7Z)7H(Z)

(@)
> H(U277UK7X)+H(Z|U27aUKaX)_H(Z)_H(U2?7UKaX|W1a7WKaZ)

d
D H(Uk) + HUg_1[Ug) + -+ HX|Us, ..., Ug) + [H(Z[Us, ..., Ug,X) — H(Z)]
“H(Us,...,Ux,X|Wi,..., Wi, Z)
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— H(U,,..., Uk, X|W1,..., Wk, Z), (49)

where (a), (b) and (d) have the first two terms by (32), and (c) has the first term by (32) and the second term by
the fact that (W7 ... Wk) = (Ug ... UsX) — Z.

We now bound each of the terms in the last line of (49). For the first term, ug has on(Ri+Ri) possible values
with equal probability. For the second to the (K — 1)th terms, given the preceding codewords ugi1,...,ux, U
has 2n(Rx+Ry) possible values with equal probability. For the K'th term, given all the preceding codewords, x has

on(B1+R1) possible values with equal probability. As such, we have

H(Ug) =n(Rg + RY), (50a)
H(Ug_1|Uk) =n(Rg-1+ Rix_1), (50b)

For the second last term, it can be shown that

I(U,y,..., Uk, X;Z) =I(Ug; Z) + I(Ug_1;Z|Uk) + - -+ + [(X;Z|Uqg,...,Ugk)
619
<nl(Uk; Z) +nl(Uk—1; Z|Uk) + - - + nl(X; Z|Uz) + Knd.

For the last term, we have

H(U27"'7UK7X‘W17"'aWsz) :H(UK|WK7Z)+H(UK—1|WK—17WK3UK5Z)+
Y HX|Wi,...,Wk,Us, ..., Ug,Z)

< H(UK|WK, Z) + H(UK71|WK71,UK7 Z) + H(X|W17U2, ..., Ug, Z)
(52)
where the first equality is because of the fact that successively, we have Uy and W1, ..., Wk _; are independent,

Ugk_1 and Wy,...,Wg_o are independent, and so on, and the last line is by conditioning reducing entropy. Now

by applying Fano’s inequality to each term in the last line of (52), we have

1 _
~H(Uk|Wi,Z) < (1 F A 10g L’K) 2,

SIk3-

1 _
EH(UK—I‘WK—la Ug,Z) < (1 + AE D jog le) £ e 1

(53)

1 1,
“HX|W1,Us,... Uk, Z) < = (1 + AW 1og L’l) 2

where e’lm, . .,e'Km — 0 for n sufficiently large. It can be shown that AX(V) ... X\(5) < 2¢ where ¢ — 0 for
n sufficiently large by considering the wiretapper decoding X, ..., Ug given the respective associated messages
Wi, ..., Wk and the preceding codewords. This is done using the same method of joint typicality and the choice

of rates for R}, k=1,..., K as shown in the above for the equivocation rates for Ry and R, g41)- Thus,

K
1
“H(Us,..., U, X|W1,..., Wk, Z) <Y ¢} . (54)
- :

k=1



Then by substituting (50a)—(50c), (51) and (54) into the last line of (49), we have, given the definitions for the rate

tuple (RY,..., Ry) in (23),
K

nRet,.k) 2n Y Rp—e1, k. (55)
k=1

where €1 g = K7+ K0+ Zszl e;c ,, and the security conditions in (8) are satisfied. As a result, we have shown

that the equivocation rates in (8) are achievable, and hence the secret rate tuple (Rq,..., Rk).

IV. PROOF OF CONVERSE

Here, we show the converse proof to Theorem 1. Consider a (2" ... 2"Fx n) code with error probability
Pe(n) with the code construction so that we have the condition (W --- Wik) - X — Yy .-+ YkZ. Then, the
probability distribution on Wy x --- x Wi x X" x V' x --- x Y x Z™ is given by

n

pwr) - plwr)pxlws, ... wie) [[ (i, - -y, zil ). (56)
=1

In the following, we give the proof for the rate at the kth receiver. We shall also show later that the proof for the
Kth receiver can be easily obtained from this, while the proof for the first receiver requires a few additional steps.
For k=2,..., K — 1, the rate R, satisfies
nRy = HWy) < HW|Z) +ne, by secrecy condition
= HWg|Z,Wii1,. .., Wk) + I(Wy; Wii1, ..., Wk|Z) + neg,
= HWi|Wii1,. s Wk) = IT(Wi; Z\Wri1, ..., Wk) + I(Wi; Wiga, ..., Wk|Z) + neg
=I(Wi; Y| Wity oo . Wk) + HWe| Y, Wia1, ..., Wg) — I(Wg; Z|Wiiq, ..., Wk) 67
+ I(Wi; Wiy, ..., Wk|Z) + neg,
(%) IWe; YeWeg1, ..o, Wk) = I(Wy; Z\Wii1, ..., Wik ) + HWe| Y, Weg1, ..., Wk)
+ HWy1|Z)+ -+ + HWk|Z) + neg,

(b)
S I(Wk;Yk‘Wk+1,...,WK) — I(Wk;Z|Wk+17...,WK) +n( g+6;€+1 ++6}( +6k), (58)

where (a) is by I(Wi; Wiy, ..., Wk|Z) < HWiy1,...,Wk|Z) < HWi41|Z) + - -+ + H(Wk|Z), and (b) is
by Fano’s inequality which gives
H(Wi[Yy, Wig, ..., Wi) < nRiP™ +1 2 ndy,

H(Wi11|Z) < nRpt PMY + 12 06) 4,
(59

H(Wg|Z) < nRgP™ +1 2 nd,

where &), 8} 1, ... , 8 — 0if P = 0.
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Expanding the first two terms of (57) by the chain rule gives

I(Wis YeWiga, oo, W) = T(Wii Vil Wiy, ..., Wk, Y1), (60a)
=1

I(Wi; Z|Wiga, ..., Wik) = ZI(Wk; Zi\Wis, ..., Wi, ZiF1). (60b)
=1

From (60a), by using the identity 1(S1S2;T|V) = I(S1;T|V) 4+ I(S2; T|S1V), we get
I(Wi; Yieil W1, -, W, Y, )

= I(Wi, Z75 Y i Wity Wi, Y 1) — HZT Vi i|[Wie, Wity -, Wi, YT

(61)
= I(Wka Yk,i‘Wk+la ey WK7 Y]7;717 ZlH_l) + I(Zl-‘rl; Yk,i|Wk+1> L) WK7 Yzil)
— I(Z7 Y i W, W, -, Wi, Y.
Substituting this into (60a) we have,
IWi: Y| Wig, ..., Wk) = ZI(Wk§Yk,i|Wk+17 e Wi, YL ZP) 45— S

i=1

Sk =Y HZH Vi Wiga, ., Wi, Y, (62)
i=1
n . )

Sko = HZH Yiil Wi, Wiegn, ..., Wk, Y3 ).
i=1

From (60b), again by using I(S5152;T|V) = I(S1;T|V) + I(S2;T|S1V), and substituting this into (60b), we get
I(Wy; ZIWyeya, ..., WE) = ZI(Wk§ ZiiWiit, .., Wi, Y L2 + 55 — 55
i=1

n
Z,l :ZI(Yz_l;Z”Wk-‘rla"'7Wszi+l)a (63)

=1

ro =Y Y\ Zi\ Wi, Wi, , Wi, Z7).

i=1

It is known by Lemma 7 in [1] that ¥ ; = 22,1 and X o = Z,";)z. Therefore,
nRy <Y {I(Wk;Yk,AWkH, e Wi, YL 2 - T(Wis Zi| Wi, -, W, Y zz+1)]
i=1

+n(0) 4+ 0y + -+ 0k + ). (64)
The terms under the summation are
T(Wi; Yesl Wi, - Wi, YU Z5Y) = I(Wi Zi| Wi, - .. Wi, YL Z0H)
= HWi[Wisr, ... Wi, YU, 20 27 — HWi Wi, ..., Wi, Yl Y, 20
WA Werr, o Wi, Y 20200 — BV Wi, - Wi, Yi Y, Zi, Z4)

= I(Wy; Yiil We, - - 'aWK,Yi_l, Zi, Zz‘+1)



= HY3 il Whi1,-- -, Wi, Y Zi, ZFY) — H(Yi| Wi, Wiir, -, Wi, Y L, 2, 204 ©5)
= H(Yil Wit Wi Y7L Y000 Y 23, 20

=+ I(Yk,L;Y]Lg;lp s 7Y§;1|Wk+17 B WKaY]i;_la Zi7 Zi+1)

— H(Y3ilWi, Wiin, .o, Wi, YU 2, 274

b i1 ~ri— i 7i i 7i
(:)H(Yk,i‘Wk+1a"'7WK7Yk 17Yk+117°"7YK17Ziaz+1)_H(Yk,i|Wk7Wk+17"'7WK7Yk 1,Z,L',Z+l)
(0)

< H(Yk,i|Wk+17 R WKvY]Zg:_llv s 7Y;(_172i72i+1) - H(Yk,Z|Wka Wk-‘rla <. 'aWK7Y;;_17Y;;:_117 cee 7Y?1721a Zi+1)

= I(WkaYzil; Yk,i|Wk+17 RN WK7Y7I]€1117 e aYigla Zi7 Zi+1)7

where (a) and (c) are due to conditioning reducing entropy, and (b) is due to the fact that

IV Yoo Y W, . Wi, Y5, Z, 204 =0, (66)
since Y,@jrll e Y Wiyt - Wi — Y Z, 27 — Y. Now, define the random variables

UK,i 4 WKY?lzi-‘rl,
. (67)
Ui & WY1, fork=2,...,K —1,
and we have the condition

‘We note that our choice of auxiliary random variables is different from Bagherikaram et al., which deals with the 2-
receiver degraded BC with an external wiretapper [5], and from [7], which studies the K -receiver degraded BC with
a common message and an external wiretapper. The choice is also different, due to the presence of the wiretapper,
from that of Borade et al. in [8] which deals with the K -receiver degraded BC without secrecy conditions. Thus,
we have

Wit Wie Yiih o YL 20, 27

I(Wi, Y, Yas Jt1

= I(Uk,s; YeilUws1) 65 - Urcis Zs)
@ I(Ug,i5 Yi,ilUges1y,i0 Zi)
(69)
= I(Uk,i; Yii> ZilUks1),i) — I(Un,i; Zi|U(g41,3)
= I(Uk,i; Yi,i\Uk11),i) + I(Uk,is Zil U1y 65 Yiei) = LUk Zi|\Ur41y,0)
(b)
= I(Uk,i; Yi,ilUt1),i) — I(Uk,is ZilUks1) ),
where (a) is due to the condition (68), and (b) is due to I(Ug,i; Zi|Us1),i> Yr,i) = I(Uk,i; Zi|Yk,i) = 0 since we

have U y1),s — Uk — Yii — Z;. As a result, we have
nRy <> [I(Uk i YiilUpesr)) — I(Unis ZilUeyr)e)] + 007 + Gy + -+ + 0% + €x). (70)
i=1

To show the converse for Ry, we follow the same steps as above, but additionally we use (65) with k£ = 1 to

arrive at the equivalent chain of equalities (69) above for £ = 1. From the last line of (65), substituting for the
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random variables Us ;, ..., Uk ;, we then have

IWL Y5 S Y i Wa, o W, Y5 L Y 2, 20

= IW, Y 5 Y| Usiy o Uk iy Z2)

= I(Wy;Y1ilUsiy - Uiy Zi) + I(YT 5 Y14 |Wh, Usiy oo Ukciy Zi)

:) I(Wl; Y1.¢|U2,i, ceey UK,m Zi)

®) (71)
< I(X;; Y1302, Z;)

= I(Xi; Y14, Zi|Uss) — I( X35 Zi Uz )

= I(Xz'; Y1,z‘\U2,¢) + I(Xz‘§ Zi|U2,i7Y1,i) - I(Xi§ Zi|U2,i)

QD (X3 Yia|Uss) — 1(Xs3 Zi|Us)

where (a) is by the second term I(Yi Yy ;|Wy,Usy, ..., Uk, Z;) = 0 since Yi™' — WiUs; - UgiZ;i —
Y14, (b)isby Y7 ; — X; — W and by the Markov condition (68), and (c) is by the second term I(X;; Z;|Uz ;, Y1) =
I(X;; Z;|Y1,:) = 0 since Uz ; — X; — Y1,; — Z;. Thus, we have

an S Z [I(XZ, Y17i|U27¢) - I(Xl, ZZ|U2,Z)] + n(é'{ + (Sé +---+ 5}( + 61). (72)

The proof for Ry is easily obtained using the above approach, only without conditioning on Wi y1,..., Wk in

the second line of (57). This results in
nRk < Z (Uki; Y.i) = I(Uk i3 Zi)] + n(6% + k). (73)

Now, we introduce the random variable G, which is uniformly distributed among the integers {1,2,...,n} and

is independent of all other random variables. Define the following auxiliary random variables

Uk = (G,Uk,a), (742)
Uk-1=(G,Uk-1,6), (74b)
X = Xa, (T4c)
Y1 =Y, (74d)
Y =Yk q, (74¢)

Z = Zg. (74f)



Then (70), (72), (73) become

Rg < I(Ug;Yr) — I(Uk; Z), (75a)
Ry < I(Uk; Yi|Ugy1) — I(Ug; Z|Ugya), fork=2,..., K —1, (75b)
Ry < I(X;Y1|Us) — I(X; Z|Uy), (75¢)

and the converse to Theorem 1 is proved.

V. CONCLUSION

We have presented an alternative proof for the secrecy capacity region for the degraded K -receiver BC with

private messages in the presence of a wiretapper which generalizes previous work which dealt with 2-receiver BCs.

In the direct proof we have used superposition coding and Wyner’s random code partitioning to show the achievable

rate tuples. We have provided error probability analysis and equivocation calculation for the general kth receiver.

In the converse proof we have used a new definition for the auxiliary random variables which is different from

either the 2-receiver BC with a wiretapper, or the more recently studied K -receiver BC with common message and

wiretapper, or the K-receiver BC without wiretapper cases.
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