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Abstract—The paper critically analyzes three recently
proposed lightweight authentication protocols from three
categories (i.e. CAN, PUF and RFID), and points out a few
delicate issues in the three protocols, particularly: 1) LeiA
lightweight authentication protocol for CAN might be
vulnerable to key-recovery-attacks; 2) The lockdown technique
to prevent machine learning on PUFs for lightweight
authentication cannot prevent from flooding attacks; and 3)
SLAP succinct and lightweight authentication protocol for lowcost RFID system, but lacks scalability and retrieval capability
for mass tags.

system”, which was proposed by H. Lou, et al in 2018 [3] for
Radio Frequency Identification (RFID). The SLAP protocol is
only composed of bitwise operations such as XOR, left
rotation and conversion, which are easy to implement on a
passive tag. Its main challenge is the scalability for mass tags.

Keywords—authentication, lightweight, security, machine
learning, CAN, PUF, RFID.

I.

INTRODUCTION

According to a forecast from Statista, the number of
installed Internet of Things (IoT) devices will be more than 31
billion in 2020, and grow up to 75 billion in 2025 [30]. On the
other hand, Symantec reported that the number of attacks
relevant to IoT devices increased more than 600% in 2017
[31]. Meanwhile, the most IoT devices are low capability
devices or sensors. The situation is also very serious in the
vehicle industry [4], [9], [11]. Hence, the security requirement
is very keen to protect the massive communications among
these low capability devices/sensors and the control centers.
In this paper, we critically analyze three lightweight
authentication protocols that are proposed recently from
different categories, i.e. CAN, PUF and RFID.
In Section 2, we investigate the protocol “LeiA: A
Lightweight Authentication Protocol for CAN”, which was
proposed by Radu et al. in 2016 [1] for Controller Area
Network (CAN), [6], [10]. CAN is a communication standard
for vehicle. LeiA protocol allows ECUs to authenticate with
each other and protects the system from many attacks. We
observe that a single key can be used many times after sending
a series of fake AUTH_FAIL messages, and as a consequence
the protocol is vulnerable to key-recovery-attacks. We also
give some suggestions to improve the protocol.
In Section 3, we investigate the protocol “A Lockdown
Technique to Prevent Machine Learning on PUFs for
Lightweight Authentication”, which was proposed by Yu et al.
in 2016 [2] on Physically Unclonable Functions (PUFs). Yu
et al.’s protocol provides a hardware solution for a server to
authenticate a device through machine learning approaches.
We find that the protocol is not able to prevent from flooding
attacks.
In Section 4, we study the protocol “SLAP: Succinct and
Lightweight Authentication Protocol for low-cost RFID
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Section 5 gives some concluding remarks.
II.

ANALYSIS OF LEIA LIGHTWEIGHT AUTHENTICATION
PROTOCOL FOR CAN

A vehicle could be fully controlled maliciously if a single
component in the vehicle was compromised, for example,
Miller and Valasek hacked the Jeep Cherokee through the
head unit [4], [8].
In 2016, Radu et al. [1] proposed LeiA protocol to protect
the communication in CAN. LeiA is claimed to be the first
AUTOSAR [5] compliant lightweight authentication protocol
for CAN. In the protocol, an Electronic Control Units (ECUs)
can be authenticated by one another, and thus many attacks
can be defended. Radu et al. proved that the protocol can
provide the security under the unforgeability assumption of
the MAC scheme under chosen plaintext /message attacks [7].
The claimed contributions of the protocol include providing
higher security levels (comparing with the protocols proposed
previously) without additional hardware components or
substantial implementation costs.
The protocol is suitable for the scenarios of automotive
application with the constraints of stringent time and low
bandwidth. The implementation can be flexible with the
balance between the security and the overhead of the
bandwidth/computation.
A. Procedure of the LeiA Protocol
In LeiA protocol, the authentication process consists of 4
steps: initialization, session key generation, authenticated
messages translation, and resynchronization.
a)

Initialization:
In the initial step, an initial function – setup(h) was
run at both the prover and the verifier sides, then a
shared secret s and public parameters ns are produced,
where h is called the security parameters and (s, ns) is
called the security tuple.
The secret parameter s = {Kid0,…,Kidn-1} is the set of
long term symmetric keys Kid of n sensors, which are
generated by the key generation algorithm KG(1h) for
each identity idi,. The public parameters ns = {(cid0,
eid0),…,(cidn-1, eidn-1)} are formed from the counter cidi

and the epoch eidi of each identity idi. The initial value
is 0 for both the counter and epoch of each identity idi.
Then the session key Keidi for each identity idi is
generated by a session key generation function.
b) Session key generation:
A keyed hash function is used to compute the session
key on both Sender S and Receiver R as below:
eidi = eidi + 1
Keidi = MAC(Kidi , eidi )
cidi = 0

(1)
(2)
(3)

Fig 2. Message authentication failure and resynchronization
procedure, between sender S and receiver R for message with
identifier idi.
Fig 1. Session key generation between sender S and receiver R for
message with identifier idi.

c)

Sending the Authenticated Messages:
Due to page limitation, we skip the description of the
authentication step, since it does not affect the
following analysis. Anyway, we refer the reader to the
original paper [1] for detail.

d) Resynchronization:
If the authenticated verification is unsuccessful, an
AUTH_FALL signal is sent from Receiver R to Sender
S. After getting the AUTH_FALL message, the Sender
S broadcasts a message, including its current eidi and
cidi with their MACid encoded by its current session key
Keidi :
MACid = MAC(Keidi, cidi, eidi)

(4)

If the received values of eidi and cidi are larger than the
stored ones, Receiver R then updates the eidi and cidi.
Otherwise it means the system is attacked by the
replay attacks.
B. Critical Analysis of the LeiA protocol
The critical issue of the protocol is the synchronization for
the epochs (eidi) and the counters (cidi).
Fig. 2 is snapped from the original paper in order to
descript our analysis easily. Note that there is a typo in Fig.2,
that is, the direction for the first message AUTH_FAIL should
be from Receiver to Sender.
In the protocol, the epochs (eidi) and the counters (cidi) are
defined as:
•

The epoch eidi is 56 bits and incremented at every
vehicle start-up or when the counter cidi overflows
and participates in the generation of the session key;

•

The counter cidi is 16 bits and included in the Data
Frame with the MAC to provide freshness.

The epoch eidi is not able to synchronize due to many
reasons, for example, the vehicle engine often needs more than
one times to be initiated. Then, the eidi at Sender side might be
added by one, but the eidi at Receiver side might not be updated
because it did not receive the message from Sender. The
communication packages among the ECUs can also be easily
lost, as some ECUs are not connected to CAN directly, but
through V850 in vehicles [12]. As a consequence, the session
keys generated on Sender and Receiver would be different.
So an attack can be launched by following steps:
1) Since eidi is often non-synchronised at both sides, the
resynchronised process will be called frequently.
2) Then the generated session key Keidi is also nonsynchronised frequently on the Sender and Receiver.
A failed symmetric key will be needed to retrieve
back the pre-stored key. Even the root key Kidi would
be used in the process of new synchronised
negotiation.
3) The cidi and eidi are sent in plaintext at second
message in Fig. 2. According to the definitions of
epoch eidi and counter cidi, it is easy to produce a
special tuple of cidi and eidi by sending the
AUTH_FAIL message continuously, because both of
them are simply added by one each time and the
count pool is not big enough. Thus, an attacker can
tempt the victim Receiver to send forge AUTH_FAIL
messages to Sender in order to obtain a specific tuple
of cidi and eidi.
4) It means, from algorithm (2), a single key (Keidi)
would be generated and used for a lot of times on a
clear or even a specific tuple of cidi and eidi. Thus, it
is vulnerable to such key-recovery-attacks as
presented by Handschuh et al. [13] and Fouque et al.
[14], i.e.:
• From algorithm (4) that is transferred at the third
message in Fig. 2, the Keidi can be recovered since

this key is used many times and the tuple of cidi
and eidi is known or specified by the attacker.
• With the recovered Keidi and the known eidi, the
device’s root key Kidi could also be recovered
from algorithm (2).
C. Comments and Suggestions
The weakness of the protocol is not able to guarantee the
synchronization between Sender and Receiver. An efficient
synchronization is affected by many factors, such as the traffic
lost, multi-attempts for the engine initiation.
Below are a few possible ways that we concern to improve
the protocol:
•

The first AUTH_FAIL message from Receiver to
Sender may include a time-stamp in order to inform
Sender the current status of the parameters in
Receiver.

•

Use a time-stamp (i.e. sequence number) instead of
sending the epoch eidi directly in the second message
{cidi , eidi}in Fig. 2.

•

The increasing interval of eidi could be variable.

5) Use the threshold-based comparison to avoid the
requirement of no error correction [25].
In 2016, Yu et al. [2] presented a lightweight PUF-based
authentication scheme to secure the communications between
a device with low capabilities and a server with powerful
capabilities. Their solution is based on a server-managed
challenge/response pair (CRP) lockdown protocol.
Compared with the prior approaches that an adversary can
access the “open interface” to obtain new CRPs, Yu et al.’s
lockdown scheme constrains the availability CRP material
against obtained by an adaptive chosen-challenge machinelearning-equipped adversary. Hence an adversary cannot get
new CRPs.
A. Procedure of the Lockdown Protocol
Yu et al.’s lockdown scheme involves two protocols. The
target of the first protocol is to prevent an adversary from
obtaining new CRPs without the server’s permission, and the
second protocol is to prevent using repeated measurements by
mutual authentication. Here we focus on the latter protocol as
it is more complicated and the result can also be adapted to the
first one.
We highlight the major steps of the second protocol below:

III.

ANALYSIS OF A LOCKDOWN TECHNIQUE TO PREVENT
MACHINE LEARNING ON PUFS

Usually, secure communication among low-cost resourceconstrained devices and resource-rich server involves a lot of
issues, such as:
1) The backbone networks are formed by secret keys.
2) The secret keys must be stored securely.
3) Non-volatile memory (NVM) is vulnerable to
physical attacks.
4) Difficult to derive an exponential number of
challenge/response pairs (CRPs) from a linearlysized circuit, without a cryptographic algorithm and
a secret or private key [15].
5) Probably-Approximately-Correct (PAC) theory[16].
And the following methods are adopted to solve these
problems:
1) The PUFs offer physical security by not requiring
static secret keys on the device to solve the issue of
securely storing the keys [17~19].
2) Neither an error-correction code nor a cryptographic
algorithm is employed in the scheme to avoid the
issue of non-volatile memory in the low capability
devices [20~24].
3) A new lockdown protocol that an adaptive chosenchallenge adversary with machine learning
capabilities cannot obtain new CRPs from the traffic
between devices and servers to solve the issue of
deriving an exponential number of CRPs from a
linearly-sized circuit without a cryptographic
algorithm and a secret or private key [20~24].
4) Ensure an adversary not able to derive a PUF model
with a limited amount of machine learning training
data.

1) The server generates an identity (ID) for each device
with the device’s serial number.
2) Using the Strong PUF (SPUF) [26] to setup a pair of
challenge and response. Each device has its own
authentication verification model SPUFi.
3) When the server needs to verify a device, the device
sends to the server its ID and a random number cD,
which can prevent the attack of repeated
measurements using the same challenge.
4) After receiving the cD, the server builds a challenge
c with cD and its new nonce cS.
5) The server use SPUF to generate a response pair r1
and r2. Then the server sends the message of cS || r1
to the device.
6) Based on the cS , the device also generates the r1’ and
r2’ by the SPUF. After comparing the r1’ and r1 by
the function of FHD (Fractional Hamming
Distance), sends the r2’ to sever.
7) Server also compares the r2’ and r2 with the FHD.
8) If all verifications are successful, the authentication
is true, else fail.
B. Critical Analysis of the Lockdown protocol
The advantages of the protocol are as follows:
1) The security of the devices relies upon the strong
physically unclonable functions (SPUFs) instead of
the static secret keys on the device. It avoids the risk
of secret key interception.
2) No cryptographic algorithm is employed on the
devices, (except PRNG and TRNG). It can guarantee
the performance in the devices.
3) The new CRPs cannot be obtained by an adaptive
chosen-challenge adversary with machine learning
capabilities. It prevents the attacks from the machine
learning adversary.

4) The SPUF model is difficult to be derived by an
adversary who had captured a limited amount of
machine learning training data.
5) A threshold-based comparison is deployed in order
to avoid the requirement of no error correction.
The disadvantages of the protocol are also observed:
First, the security of the protocol is fully based on SPUF,
and it is impossible to upgrade adaptively during the lifetime
of the hardware components. The adversary is able to obtain
all cDs from the traffic package id||cD, since the id can be easily
deduced from a few authentications. The cS for the current
authentication can be easily guessed from the cS for the last
authentication, as its value is simply increased with 1 by each
event. Therefore, it is not difficult for an adversary to achieve
the device secrets from the list of sub-challenges <c>. Further,
the r1 and r2 (r2’) can be captured from the last two transferred
messages in Fig 3, respectively. Hence, the SPUF is high risk
to be simulated by the attackers who obtained series of the
input and output pairs of the SPUF. Actually, an attack is more
possible because the authentication checks are based on the
condition that Fractional Hamming Distance does not exceed
an authentication threshold instead of the exact equivalence
of r and r’.
Second, referring to Fig. 3, there is no mechanism in the
device side to check the validity of the input from the server
before executing the expensive computations of PRNG(c) and
SPUF(<c>). Therefore, it can be easily attacked by flooding
(DoS) attacks. Nowadays, flooding attacks are a serious type
of attacks in reality.

Fig 3. The 2nd Lockdown protocol prevents using repeated
measurements with mutual authentication.

IV. ANALYSIS OF SLAP SUCCINCT AND LIGHTWEIGHT
AUTHENTICATION PROTOCOL FOR LOW-COST RFID SYSTEM
For RFID system, the security of data is always struggling
against the low capability and poor performance of the RFID
devices [27~29].
In 2018, Luo et al. [3] proposed an ultra-lightweight
authentication protocol --- SLAP succinct and lightweight
authentication protocol for low-cost RFID system. SLAP
protocol is claimed as ultra-lightweight because it adopts only
three kinds of bitwise operations (namely, XOR, left rotation
and conversion). Luo et al. think that the protocol is more
secure due to its conversion properties: irreversibility,
sensibility, full confusion and low complexity as well as less
computation and short size of communication messages.
Owing to these features, SLAP is more preferable for a lowcost RFID system.
A. Procedure of the SLAP Protocol
In SALP protocol, only there kinds of bitwise operations
(i.e. XOR ⊕, left rotation, and conversion) are adopted which
are easy to implement on a passive tag (e.g. RFID tag).
A novel conversion operation is one of the major
contributions of the protocol. The conversion operation has 3
phases:
a)

Grouping: At the first step, two related strings A and
B were slipped into several small pieces according to
the Hamming weights of their partner, respectively.
b) Rearrange: At the second step, both strings A and B
are re-grouped according to the segmentation patterns
of the partner.
• Regrouping string A into k groups (Ak, k<=n)
depends on the segmentation way with B.
• Regrouping string B into j groups (Bj, j<= n)
depends on the segmentation way with A.
c) Composition: A’ and B’ are the new groups of strings
A and B, respectively. Operate ⊕ on A’ and B’ to get
the conversion final result
Con(A,B) = A’ ⊕ B’.

Fig 4. SLAP protocol

The authentication procedure of SLAP is below:
1) The reader (R) sends an initiate message to the tag
(T).
2) T responds R with its pseudonym IDS.
3) R uses the received IDS as an index to search the
corresponding entry from the database and
computes:
a) A = {Con(K1, K2) ⊕ n} is used to conceal the
random nonce n with a mask.
(1)
b) B = {Con(Rot(K1,n), K1⊕ K2) ⊕ Rot(con(K2,
K2⊕ n), K1)} is the authentication data used to
confirm the legal status of R.
(2)
c) Where: Rot(X, Y) denotes cyclic left rotation of
X according to Y’s Hamming weight. K1 and
K2 are the 2 secret keys shared with the
backend server.
(3)
d) Then R sends the 2 new group A||B to T. (4)
4) After receiving messages from R, T extracts the n
first, then computes the local B’ with local key pair
K1 and K2. If B=B’, continue; else, fail.
5) Update the keys:
a) K1new = Con(K1,n) ⊕ K2;
(5)
b) K2new = Con(K2, B)⊕ K1;
(6)
c) IDSnew = Con(IDS, n⊕ (B’||C’));
(7)
d) C = Con(Con(B, K1new), Con(K1new, K2new⊕ n))
⊕ ID
(8)
e) Then T sends message C to R
(9)
6) Upon receiving C from T, T compute local C’ and
check if C’=C. if yes, the authentication is
successful. Then R updates the K pair (K1 and K2)
and new IDS (IDSnew)
(10)
B. Critical Analysis of SLAP protocol
SLAP is a neat and tiny authentication protocol. Its major
contribution is the conversion operation. In the first phase a),
the partner’s Hamming Weights are used to increase the key’s
confusion; and in the second phase b), the rotating operation
increases the complexity. In order to avoid the message
leaking, the protocol uses a half party of the string B and the
string C for message exchanging and authenticating,
meanwhile the other half are used for computing.
Anyway, there are a few delicate issues that should be
taken into consideration thoroughly.
First, we observe that when one of the two keys A or B
is 0xFFFF the conversion operation is void, although it does
not affect the security as the conversion operation never works
along (always with other parameters).
Second, an acknowledgment is required from Reader to
Tag at the end of the protocol in order to ensure the
synchronization between them, otherwise the updating
procedure may be done in Tag side, but not done on Reader
side.
Third, the protocol lacks scalability. The protocol is based
on the preshared keys. It is always a challenge to distribute
and install the key pairs into a massive amount of tags.
At last, searching and matching the entries based on the
pseudo IDSs in Step 3 is an extreme issue for a low-capability
device, since IDSs are variable each time.

V.

CONCLUSION

In this paper, we critically analyse three newly proposed
lightweight authentication protocols from the three different
categories CAN, PUF and RFID.
1) “LeiA: A Lightweight Authentication Protocol for
CAN” that is suitable for the scenarios of automotive
application with the constraints of stringent time and low
bandwidth. But it could be vulnerable by key-recoveryattacks. We have provided some suggestions to improve the
protocol, accordingly.
2) “A Lockdown Technique to Prevent Machine Learning
on PUFs for Lightweight Authentication”. Its pros don’t need
any pre-shared keys, can prevent machine-learning attacks,
etc. Its cons are not able to prevent from flooding attacks
(DOS) and vulnerable to the attackers who know both input
and output of the SPUF.
3) “SLAP: Succinct and Lightweight Authentication
Protocol for low-cost RFID system” that is neat and tiny
algorithm for authentication. Its challenge is the scalability for
the mass tags and the retrieval of pseudo identities.
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