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Abstract In multimedia security, it is an important task to localize the tam-
pered image regions. In this work, deep learning is used to solve this problem
and the approach can be applied to multi-format images. Concretely, we use
Stack Autoencoder to obtain the tampered image block features so that the
forgery can be identified in a semi-automatic manner. Contextual informa-
tion of image block is further integrated to improve the localization accuracy.
The approach is tested on a benchmark dataset, with a 92.84% localization
accuracy and a 0.9375 Area Under Curve (AUC) score. Compared to the
state-of-the-art solutions for multi-format images, our solution has an over
40% AUC improvement and 5.7 times F1 improvement. The results also out-
perform several approaches which are designed specifically for JPEG images
by 41.12%∼63.08% in AUC and with a 4∼8 times better F1.

1 Introduction

In the increasingly visual society we live in, it is common for information to be
cataloged and delivered by multimedia data such as digital images and videos.
However, the appearance of many image-editing softwares such as Photoshop
enables the inexpert users to edit the multimedia data in a few minutes. In
such a way, the multimedia contents might be altered and sometimes mislead-
ing. Once such multimedia contents are published to the public and attract
attention, they are shared and commented diversely among the social commu-
nities, which may have significant impact on the public’s perception on events.
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Additionally, some maliciously modified (i.e., tampered) contents, if used in
data-sensitive applications such as the journalism and surveillance system,
may bring serious consequences to threaten the security of people and society.
Therefore, it has become highly necessary to assess the authenticity of multi-
media contents [1]. This work authenticates the image contents as images are
one of the most widely shared multimedia data in social storytelling.

Digital signature and watermarking are two popular methods for image
authentication, by either storing contents-dependent information as an extra
file to the image, or hiding certain traces inside the image. Once the image
contents are modified, both of these traces will be influenced and thus can be
used to verify the image integrity. The major drawback of these approaches is
that some digital codes must be computed and inserted to images at the source
side (i.e., in the camera), which would limit them to specially equipped digital
cameras[2]. In contrast, passive approach uses the intrinsic characteristics that
tied to image content itself for detection. These traces usually depend on prior
knowledge such as image formats, camera information or tampering categories.

For example, when a JPEG image is modified and recompressed, it is found
that periodic peaks and valleys artifacts are introduced into the histogram of
Discrete Cosine Transform (DCT) coefficients of the JPEG image [3]. This
is defined as double quantization (DQ) effect. Based on this idea, a plenty
of studies estimate the probability that each image block contributes to the
DQ-effect, and the regions with high-probabilities are determined as being
modified [4–7]. However, these methods can only be applied to JPEG images
but not other formats.

From the camera perspective, each device leaves specific clues in their cap-
tured images. For example, when light reaches the lens to generate an image,
one particular main color is gathered for each pixel. To obtain the missing
values for other color channels, camera model-dependent algorithms will be
applied. This so-called CFA-demosaicing procedure leaves specific correlations
among image pixels, which can be used for tampering detection [8,9]. Sim-
ilarly, the imperfections or noise pattern of each camera lens is unique and
can be used for the verification [10–12]. However, these studies require prior
knowledge of the capture device and their performance is not very robust to
images with heavy compression.

We have also seen a plenty of works which are especially designed for copy-
move forgery, a region is copied to another place within the same image. Many
studies propose various features or models [13–15] to identify the duplicate
regions. Or for image-splicing, the modified region comes from another image
where certain inconsistency should be left such as the motion blur [16] and
light direction [17]. Please refer to the survey [18,1] for more details.

As discussed, the above studies can only be applied to specific image for-
mat, tampering category, or based on certain prior knowledge such as the
camera model. For years, it takes engineers time and efforts to propose all
kinds of features for each scenario. Given images in other formats or without
any prior knowledge, modified region can hardly be determined unless an ex-
haustive check over all possible scenarios. Although several fusion models [19,
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20] integrate these individual detection modules, their core components need
to be updated in an ad-hoc manner whenever new features or algorithms are
proposed. To address the above challenges, in this paper, we propose a novel
data-driven approach to semi-automatically localize the modified regions in
images. Extended from our preliminary work [21], this paper presents a more
complete work by providing the detailed detection algorithm and analyzing the
performance from an extensive set of experiments. Specifically, by converting
an image into the frequency domain, a deep learning model is deployed to find
a proper representation among their frequency coefficients for the tampered re-
gions. The representation is learnt on image blocks so that the predictions over
all image blocks compose a probability map indicating the possible modified
regions. To further enhance the forged region localization results, we addition-
ally integrate the contextual information of each individual image block, from
both spatial and frequency domains. The main contributions of the paper are
summarized as follows:

– A novel data-driven approach is proposed to learn the features for the
tampered regions in a semi-automatic manner. Based on a Deep Learning
model, the feature is further adapted to a more optimal version to represent
the characteristics of the tampered region.

– The proposed approach is able to localize the tampered regions. Working
on image blocks in a slide window based manner and with the assistance
of image segmentation, the approach outputs a probability map indicating
the local tampering probability on pixel-level. Experiments on a benchmark
image dataset with various types of tampering and multi-format images,
show that our method performs over 5 times better than the state-of-the
arts in terms of the F1-measurement and obtains an AUC score with over
40% improvement.

– An image format independent approach. The approach solely requires generic
and common processing of images. We conducted experiments on both
JPEG and TIFF formats and the results are similar. The location accu-
racy is 88.8% on JPEG and 86.05% on TIFF, and F1 is 65.67% on JPEG
and 65.94% on TIFF.

The rest of the paper is organized as follow. Section 2 introduces the self-
feature learning for tampered region using the Stacked Autoencoder. Using
this learnt feature, Section 3 proposes a contexts-based approach to localize the
tampered region. Experiments will be provided in Section 4 with a conclusion
and future work in Section 5.

2 Semi-Feature Learning for Tampered Regions through a Stacked
Autoencoder

In order to localize the tampered region, we firstly learn the inherent charac-
teristics of tampered regions.

Image tampering traces can usually be extracted in either the spatial or
frequency domain, where the latter is found to be very powerful in image
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forensics problems [18]. Thus, this work learns a proper feature of tampered
regions from their Discrete Wavelet Transformation (DWT) representations.
We choose DWT due to two reasons. Firstly, a tampering changes the image
contents without a well-defined pattern. Thus there exists an uncertainty that
traces from which image subbands (or their combinations) are useful for detec-
tion. As DWT is a commonly used transformation which splits the frequency
space of an image into multiple scales, at each of which three different subbands
are generated including the vertical, horizontal and diagonal orientations, so
we believe a feature learning among such a scope will be useful. Secondly,
some recent studies found that, for natural images, there exists certain cor-
relation among the wavelet coefficients [22,23]. So a tampering is prone to
change such patterns and it is reasonable to learn the pattern in this domain.
Fig. 1 shows a conceptual view of DWT decomposition with its subbands in
multiple orientations.

Fig. 1: A three level DWT decomposition. At each level, (from 2nd to 5th col) it con-
tains a low pass filter and three orientations including the vertical, horizontal and diagonal
subbands. The next level decomposes the low pass in a similar way.

Thus, we apply a three level Daubechies-based DWT on 32 by 32 (pix-
els) image blocks in each channel of its YCrCb color space. The multi-level
decomposition enlarges the investigation scope to ensure sufficient coefficient-
correlation among various orientations and across various levels can be pre-
served. The block size is chosen empirically as too small size cannot capture
sufficient information while too big size cannot localize the tampered regions
precisely and we will provide more discussion in experimental section. Instead
of directly using all these wavelet coefficients as the raw learning input which
will bring an unnecessary heavy workload, we use a few values of each wavelet.
With such a preprocessing, the learnt feature will represent the relation among
the basic statistics among different subbands, which is highly useful in multi-
media forensics problems [24]. Specifically, for each DWT subband denoted as
s, we extract three statistics and represent it as below:

s =< µ, σ, ξ > , (1)

where µ measures the average DWT coefficient value, σ quantifies the amount
of variation of the DWT coefficients, and ξ is the coefficient energy which
estimates the amount of information retained in the considered wavelet sub-
band [25,26]. The formulations to extract these statistics are shown from
Eqn. (2) to (4) where xi is one of the N coefficients from this subband.

µ =
1

N

N∑
i=1

xi , (2)
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σ =

√√√√ 1

N − 1

N∑
i=1

|xi − µ| , (3)

ξ =

N∑
i=1

x2i . (4)

In this work, we adopt a family of daubechies wavelets during the block
processing to include multiple vanishing moments as their individual contribu-
tion might be different [27,28]. Therefore, for an image block b which has been
applied k-level DWT from m daubechies wavelets, it will finally be represented
by the following vector:

b =< s(1,1), ..., s(1,m), ..., s(3k+1,1), ..., s(3k+1,m) > , (5)

where s(i,j) denote the statistics of the ith subband using the dbj wavelet. Note
that for a color image block, the above processing will be applied to each of its
YCbCr channels and the overall processing workflow is summarized in Fig. 2.

DWT 
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Fig. 2: The workflow of raw image block statistics extraction. The input comes from color
images. After a few operations, each image block is represented by a 450 dimensional feature
vector, which will be further used for optimal feature learning using Stacked Autoencoder.

The images are firstly converted to the YCbCr color space. Then the 3 level
DWT from db1 to db5 (dbm means the Daubechies wavelet with m vanishing
moments) is applied on each 32×32 image block. The statistics are extracted
from each DWT subband over all three color channels and are concatenated
together to form a 450-dimension vector.

The most related work to ours is the one proposed by Farid et al. [24], which
also investigates the relation among multi-level DWT coefficients. By assuming
that there is a fix linear relation among these coefficients, it proposed a few
features to distinguish the forgery images from the authentic ones. Different
from this work which directly utilizes the ad-hoc features for classification, our
approach applies an additional feature optimization procedure. Such procedure
converts the raw input to a new version to represent the coefficient relation
for both intra- and inter-DWT subbands, which shows to detect the tampered
region more accurately in our experiments.
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Fig. 3: The system architecture of the proposed Stacked Autoencoder with three layers.
Each layer corresponds to a simple Autoencoder parametered by (W, b)i.

Based on the above raw representations of image blocks, we aim to learn
a proper representation for effective tampering prediction. Inspired by the
recent success of deep learning for self feature learning, especially in image
applications [29–31], we deploy this concept to our problem by using a Stacked
Autoencoder model (SAE), which is firstly introduced in the paper [32]. The
following introduces SAE for reader who are unfamiliar with this domain and
the experts may skip this part.

The basic unit of the SAE is the Autoencoder (AE), a three-layer (in-
put,hidden,output) neural network which aims to produce the latent charac-
teristics from its input [33]. The total numbers of nodes contained in the input
and output layers are the same. The first two layers compose of an encoding
module which maps an input data to another space while the hidden layer
together with the output layer forms a decoding module mapping the previ-
ously learnt output back to the original space. The objective of an AE is to
find the optimal parameters to minimize the difference between the input data
x and its reconstructed version x̂. Usually, the dimensionality of the hidden
layer is lower than the input layer, so the intermediate output can be regarded
as a compact but informative representation of the original input, i.e., the
optimal feature along that dimension. This feature is what we are interested
to obtain. Note that the training of an AE does not require the labels of the
data, which is different from the conventional supervised neural network. In
such a way, the learning is towards an inherent representation of the training
data automatically. In our problem, the raw image block representation will
be imported to the input layer.

In order to learn the high-order representation of the raw input, it is com-
mon to stack multiple AEs together as a deep-architecture which is commonly
known as a Stacked Autoencoder. In this work, we build a SAE by stacking
three Autoencoders and the system architecture is illustrated in Fig. 3, with
each block representing a single AE. The SAE is built in a way that the out-
put of the hidden layer of the previous Autoencoder is taken as the input
of the next Autoencoder. So that the output of the hidden layer from each
Autoencoder represents the feature from lower order to higher order.
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A layer-wise training algorithm is used to obtain the optimal parameter
values of SAE in a greedy manner [32]. Specifically, we firstly learn the optimal
parameter values of a previous block (an AE), based on which the output of
its hidden layer is computed and imported as the input for the next block (an
AE). Denote the parameters of SAE’s ith AE as (Wi, bi) and the feature learnt
from this unit as fi. Therefore, in our SAE with 3 AE units, the output of
each its unit is computed as follows:

fi = sigm(Wifi−1 + bi) , (6)

where sigm(x) = 1
1+e−x is an activation function, i = 1, 2, 3 and f0 is the raw

representation of image block, f3 is the high-order feature we learn.
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Fig. 4: The overview of fine-tuning MLP layer by unrolling the SAE with three hidden
layers. It outputs the label an input image block is tampered or not. A network structure
450-500-256-128-2 is used in this paper.

On top of the SAE, we add another fine-tuning processing as a further
optimization by using a multilayer perceptron (MLP). The MLP is built by
unrolling the SAE into a common neural network but with an additional two-
class classification layer on top of it as illustrated in Fig. 4. Specifically, we
construct a MLP which contains multiple hidden layers plus an output classi-
fication layer. The number of the hidden layer equals to the total number of
simple Autoencoder units in the SAE. Additionally, the number of the hidden
nodes in each hidden layer in MLP equals to the hidden nodes in each Au-
toencoder units, and they are constructed in the same order as the individual
Autoencoders are stacked. Such construction is to ensure the parameters of a
pre-trained SAE could be used to initiate the MLP. In our experiments, we
stacked three Autoencoder units, each composing 500, 256 and 128 nodes in
their respective hidden layers. So the first training is on the Autoencoder with
450-500-450 architecture, followed by the Autoencoder with 500-256-500 archi-
tecture, and finally the one with 256-128-256. After the individual Autoencoder
training, the MLP will be a neural network with 500-256-128-2 architecture,
where the first three correspond to the three hidden layers and the last layer
is a binary classification layer.

The fine tuning initializes the system parameters from the pre-trained SAE
but it further integrates the data labels (tampered or not tampered in our case)
to optimize the parameters. If we denote the third hidden layer’s output of
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this MLP as yMLP, then how likely the given image block belongs to each class,
i.e., tampered or authentic, is determined as:

MLP(y) = r(WMLPyMLP + bMLP) . (7)

For r(·), we use the soft-max regression as r(x(i)) = ex
(i)

/
∑

i e
x(i)

. Finally,
the label of the image block is determined as the class of the maximal value
of MLP outputs. As a conventional supervised learning, the objective function
of the fine-tuning is to minimize the classification error between the true label
l and the predicted label l̂ over all n training data. i.e.,

J(W, b) = min−
1

n

n∑
i=1

[lilog(l̂i,(W,b)) + (1 − li)log(1 − l̂i,(W,b))] + ω
J∑

j=1

K∑
k=1

(wk
j )2 . (8)

The gradient-descent algorithm is used to obtain the optimal parameter,
which will be the finalized SAE parameters in Eqn. (6). Note that there are
fundamental difference between SAE and MLP. SAE is a unsupervised learn-
ing aiming to find a new representation of the input data and reconstruct it.
So its objective is to minimize the reconstruction error. But MLP is a super-
vised learning to distinguish multiple classes by predicting a class label. So
its objective is to minimize the label difference. However, it has been shown
that, the performance of MLP will be greatly boosted when SAE is taken as
its pre-training [34].

3 A Context-based Tampered Region Localization

Based on the first stage, a proper representation is successfully learnt by the
SAE. Given an image, intuitively we can conduct a block-wise check by im-
porting this learnt feature to any existing classifier and output a label as a
conventional classification problem. However, such a prediction only leverages
the information from individual image blocks without considering the relation
among neighboring regions. So we further integrate the contextual information
to enhance the localization results.

Based on the idea that nearby regions in images are prone to share similar
patterns, we define a neighborhood region for each individual image block.
Predictions of all image blocks with this region will be used together as the
prediction of the suspicious block. Mathematically, denote a single image block
as b and its occupied region as rb. Then its neighborhood region, denoted by
Nb, is defined as follows:

Nb = {b, b1, b2, ...bk|rbi ∩ rb 6= ∅, i = 1 ∼ k} . (9)

In this Equation, b1 to bk define k blocks, each of which should satisfy the
condition that its respective covered region rb1 to rbk should overlap with the
given block region rb. This spatial overlap requirement is to ensure there is
sufficient relation among the contexts. There are various neighboring regions
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Fig. 5: Neighboring image blocks. The prediction of the red block is determined by these
four blocks together.

of an image block and this work chose k = 3 by including its right, bottom,
and bottom-right three image blocks when available as illustrated in Fig. 5.

Through such processing, the relation among spatially-close patches is pre-
served. The selection of the neighboring region can be changed to other pattern
which is worthy of further research attention. Thereafter, the tampering prob-
ability of b will be determined by all the above blocks as follows:

Prob(b) =
1

|Nb|
∑

b′∈Nb

MLP∗(yb′) , (10)

where yb is the optimal feature of b that has been learnt in stage one and
MLP∗(·) is the tampering probability from MLP by solely using this feature
without any contexts. Function |x| is to count how many elements are in a
given set x and here it means the total number of neighboring blocks for the
given block b. Note that MLP∗(·) is the element corresponding to the tampering
class from the two dimensional vector calculated by Eqn. (7).

Thereafter, given an image, we output a probability map with the same im-
age size of the input by conducting a block wise prediction using Eqn. (10) in a
sliding window manner. However, considering that the tampered region is sel-
dom a square block but could be in arbitrary shape, we apply a segmentation-
based post processing to outline the region contours. Usually, the tampered
region occupies an area with certain semantics such as a face, a car and such
contexts can be referred from the consistency among the nearby pixels in the
spatial domain. Thus, to finalize the pixel-wise forged region localization, we
leverage a segmentation technique [35] to perform such image region division.
For each segment s, it is labeled as tampered when a sufficient number of its
containing pixels p ∈ s are labeled as tampered as in Eqn. 11.

label(s) =

{
1 1

|s|
∑

p∈s Prob(p) ≥ α
0, otherwise

, (11)

where |s| counts the total number of pixels in the given segment s.
Based on above, Fig. 6 shows a prediction example and Alg. 1 summarizes

the whole forgery localization approach. (Step 1) We train a SAE to find
the underlying feature from a set of tampering image blocks in their frequency
domain. (Step 2) For a given image, using this feature, we conduct a block-wise
prediction by leveraging the prediction from all its neighboring blocks. (Step
3) The segmentation results are generated by using the image in its original
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Fig. 6: An example to show how the proposed approach localizes the forgery on pixel-
level. From left: the original image, the initial prediction results using the trained SAE and
MLP (processed in the frequency domain), the segmentation results (processed in the spatial
domain), and the final integration result where the white region indicated the forgery.

spatial domain, and (Step 4) the final prediction label for each segment is
determined by a threshold based check.

Algorithm 1 Tampered region localization.

1: Train a SAE to learn the optimal features for tampered regions.
2: Determine the probability of each image block being tampered with using MLP from

the SAE feature in a slide window manner and the normalized the accumulated values
compose an initial tampering probability map by Eqn. 10.

3: From the original image, obtain its segmentation results, which are a set of segments
that collectively cover the entire image and the pixels in each segment share certain
characteristics.

4: For each segment, determine it the forgery when sufficient pixels are labeled as tampered
using Eqn. 11.

4 Experiments

4.1 Datasets

As it involves huge human efforts to manually label the forged region for
tampered images, we randomly selected a subset of images from CASIA 2 [36]
for evaluation. Specifically, we randomly select 725 authentic and 303 tampered
images. The authentic images are all in JPEG formats and the tampered
images are in either TIFF or JPEG formats. We manually labeled the modified
region for each tampered image. We randomly select around 80% of these
images for training and the rest for test as shown in Tbl. 1.

Table 1: Dataset statistics. Training and test blocks are further extracted from the training
images and the test images, respectively.

Dataset
Authentic Images

in JPEG
Tampered Images
TIFF JPEG

Training images 590 90 118
Test images 135 44 51
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A random selection of 100k 32x32 blocks are used for SAE training, with
tampered/authentic blocks take half each. To distinguish the authentic blocks
and tampered blocks in different format images (TIFF and JPEG in our ex-
periments), we need to have authentic and tampered blocks from both format
images in training. So the authentic blocks come from either authentic images
or the authentic regions of the tampered images. Each image block is labeled
as tampered if at least one of its containing pixel is tampered in the ground
truth mask.

4.2 Experiments setup

All experiments were implemented in MATLAB and were conducted on a
desktop with Intel(R) Core(TM) i7-6700 3.40GHz CPU and 16 GB of RAM
running Microsoft Windows 10. In our training procedure, each epoch divides
the 100,000 training samples to 2,000 batches. Since we used a three layer SAE
with network architecture 500-256-128, we reported the algorithm training
time for each layer in Table 2.

Table 2: Training time (in second, per epoch) of the SAE classifier.

Training time component Training Time
SAE Training Layer 1 (#nodes = 500) 7.41
SAE Training Layer 2 (#nodes = 256) 3.29
SAE Training Layer 3 (#nodes = 128) 1.17

SAE Fine tuning time 6.36

The training on our current dataset takes approximately 1.5 hours for 300
epochs. The concrete time will increase with either a larger dataset, or with
more epochs, or using smaller batch size. The test time depends on the image
resolution and we reported some examples in Table 3. The time efficiency is
not an advantage of our approach as the block-wise prediction takes time and
a comparison will be provided in Section 4.6.

Table 3: Analysis time for different resolution images.

Image Resolution Test time (in second)
256×384 11.70 ± 0.06
640×480 41.24 ± 0.14
338×638 27.54 ± 0.12

The current training parameters and deep learning architecture are not
fully optimized, where we believe the performance might be further improved
if state-of-the-art parameter tuning methods are integrated in future [34].
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4.3 Evaluation Criteria

The proposed approach is applied to the test images, with each producing a
binary map indicating the tampered region. For pixels in the output maps,
based on the manually labeled ground truth, the results can be divided into
four categories: True positives (TP) are the tampered pixels that are pre-
dicted as tampered; False positives (FP) are authentic pixels but predicted
as tampered; True negatives (TN) are authentic pixels predicted as authen-
tic; and False Negatives (FN) are tampered pixels but predicted as authentic.
Algorithm performance is reported in terms of the Fallout, Precision, Recall,
F1-Measure and accuracy.

Fallout =
|FP |

|FP |+ |TN |
, (12)

Precison =
|TP |

|TP |+ |FP |
, (13)

Recall =
|TP |

|TP |+ |FN |
, (14)

F1 =
2|TP |

2|TP |+ |FP |+ |FN |
, (15)

Accuracy =
|TP |+ |TN |

|TP |+ |FP |+ |TN |+ |FN |
. (16)

The lower the Fallout whilst the higher the other criteria, the better the algo-
rithm performs. We adopted multiple criteria as the tampered region takes a
relatively smaller ratio of the whole images, and such imbalance will lead for
example the accuracy not be the best metric. Analysis time is also reported
to evaluate the approach efficiency.

4.4 Comparison I: Image Format-Independent Solutions

4.4.1 Results

We firstly compared the proposed solution with two state-of-the-arts that are
applicable to multi-format images as well. The first approach [8] (denoted as
MF-1) detects forged regions using CFA features based on the assumption that
the image is acquired using a Color Filter Array, and a tampering attempt re-
moves the artifacts due to the demosaicking algorithm. We used the author
provided toolbox to generate the output mask for each test image. The second
approach (denoted as MF-2) [37] proposes a new camera-based technique for
tampering localization. A large number of blocks are extracted off-line and
are characterized through their proposed features based on a dense local de-
scriptor. The model does not require the knowledge of the camera model but
can extract the features based on a sufficient amount of training images. We
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re-implemented this method by strictly following their instructions in the pa-
per. Both baselines generate a probability map with the same size of the input
image valued between 0 and 1 (tampered), and tampered region are defined
as the areas with values over 0.5.

Tbl. 4 shows the comparison results. As the dataset includes both authen-
tic images and tampered images, we collected the results on each subset as
well. Among authentic images, there is no tampered region and thus no true
positives and false negatives, we only calculate fallout and accuracy.

Table 4: Comparison among three image format-independent methods.

(a) Using all test images.

Method Fallout Precision Recall F1 Accuracy
proposed 0.0448 0.5493 0.6231 0.5839 0.9284

MF-1 0.1053 0.0891 0.1024 0.0953 0.8223
MF-2 0.3202 0.066 0.2287 0.1024 0.6392

(b) Using tampered test images.

Method Fallout Precision Recall F1 Accuracy
proposed 0.0636 0.6969 0.6231 0.6579 0.8768

MF-1 0.1629 0.1295 0.1024 0.1144 0.6965
MF-2 0.3133 0.145 0.2287 0.1775 0.6004

(c) Using authentic test images.

Method Fallout Accuracy
proposed 0.0336 0.9664

MF-1 0.0628 0.9372
MF-2 0.3254 0.6746

From the results, we found that the proposed solution robustly performs
the best over all criteria. As a multi-format compatible solutions, evaluations
were also conducted over either JPEG or TIFF as shown in Tbl. 5. Because
all TIFF samples are tampered images, we only use the tampered images for
JPEG as well for fairness.

We observed that 1) for each image format, our method works better than
the other two. On average, our F1-measurement is 5.09 and 2.63 times the
baselines on JPEG and TIFF, respectively. 2) The performance between the
two formats is similar with both F1 around 66% and accuracy over 86%. These
results show the proposed approach work well for different image formats and
we will test other format images in future.

As a further investigation, we plotted the receiver operating characteristic
(ROC) curves using the output probability maps (before the final binarization
step). The plots over different data splits are illustrated in Fig. 7 with the
horizontal axis representing the false positive rate and the vertical is the true
positive rate. Visually, the closer the curve is to the upper left corner, the better
the corresponding method works. In the three curves, we can clearly observe
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Table 5: Comparison among image format independent methods on either
JPEG or TIFF images (only the tampered ones).

(a) Using JPEG tampered images.

Method Fallout Precision Recall F1 Accuracy
proposed 0.079 0.6152 0.7042 0.6567 0.888

MF-1 0.1904 0.0677 0.0851 0.0754 0.7083
MF-2 0.2879 0.1048 0.2115 0.1402 0.6433

(b) Using TIFF tampered images.

Method Fallout Precision Recall F1 Accuracy
proposed 0.0383 0.8237 0.5497 0.6594 0.8605

MF-1 0.1255 0.2341 0.1137 0.1531 0.6826
MF-2 0.3477 0.186 0.2399 0.2095 0.5497
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Fig. 7: ROC curve comparison among three image format independent methods (a) over
all images; (b) over all tampered JPEG images; and (c) over all tampered TIFF images.

the performance difference among the three methods and the solid-lined curve
(proposed approach) is always above the other two with very obvious gaps.

Based on the ROC, AUC score was computed as the area under each ROC
curve and we compared them in the barplot in Fig. 8. The higher the value
is, the better the corresponding method works. In the figure, each bar cluster
corresponds to a comparison on a certain image split. As seen here, the AUC
scores of our method are around as twice as that of other two methods over
different data breakdown.
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TIFF images).
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Fig. 9: Six tampered region localization examples in TIFF images. From top to bottom: 1:
Tampered images, 2: Ground truth, 3: Our results, 4: MF-1 results; and 5: MF-2 results. In
ground truth, the tampered regions are labeled as white. The detection results are labeled
in grayscale as a probability map while the whiter regions are predicted as being tampered
with higher probabilities.

As an intuitive comparison, we illustrated some examples in Fig. 9. All
examples are from TIFF images while the comparison among JPEG images
will be presented in the next section. We converted the probability maps to
grayscale images and the regions which are more likely to be tampered with
are in whiter color. We observed that: 1) Our results match the ground truth
well. MF-1 can actually match well with some objects in the original images.
e.g., in example 1, MF-1 detects the face region; in example 3, it detects the
people on left and in example 4, it detects the central bird. However, it is prone
to include more false positives as we can see many other small white regions.
MF-2 can not match well with the ground truth and it prefers the central
regions in most cases. 2) MF-2 works in a block-wise manner. But our results
and MF-1 can outline the contours of the objects although not very precisely.
We believe the results can be further improved by using other state-of-the-art
segmentation techniques and we will explore this in future.

4.4.2 Discussion

After the above comparison, we discussed here some plausible reasons why the
baseline solutions do not perform well on the testing images. For CFA-based
approaches such as MF-1, an underlying assumption is that the demosaicking
interpolation algorithms between the authentic and the tampered region are
different. However, in practical scenarios, given a suspicious image, whether
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such condition holds or not is hardly known. Additionally, for the approach
MF-1, it has been found that it is less effective in the presence of either almost
flat areas or sharp edges [8]. But such suitability is not easy to be quantita-
tively measured, which may be another reason why it does not perform well
on our dataset. For the approach MF-2, the proposed model requires to be
constructed by a large collection of images coming from the same camera. As
the camera resources of CASIA images are not provided, it may become an
important reason for its poor performance. On the other side, this method
predicts the tampering on a 128x128 block size basis which might be too large
for the CASIA dataset where majority of the images are of size 256*384. And
as a threshold-based solution, its performance might be varied when using
a manually decided and fixed value. Lastly, in CFA and inter pixel relation
based methods, tampering detection accuracy might be affected by strong
post-processing and JPEG compression [38], both of which have been found
on CASIA.

4.5 Comparison II: Image Format-Dependent Algorithms

4.5.1 Results

Next, we evaluated the approach against format-specific methods. Since JPEG
is one of the most common image formats, we chose three baselines that are
designed specifically for JPEG images. The first one uses the DQ effect as
traces for tampering detection based on a statistical test [5] (DQ-1). The sec-
ond baseline [7] (DQ-2) proposes an improved method for accurate DQ effect
detection. This one is chosen as it has been tested on CASIA as well. For double
compressed JPEG images, according to whether the second JPEG compres-
sion adopts a DCT grid aligned with the one used by the first compression
or not, another work [6] further discusses the tampering localization problem
in aligned double JPEG (denoted by A-DJPG) and non-aligned double JPEG
compression (NA-DJPG) scenarios. For CASIA images, we do not know which
scenario they belong to, so outputs for each of them were generated. For all
three baselines, we use the author provided toolbox to ensure their correctness.
All these works generate a probability map indicating the tampering proba-
bility. So we localized the tampered region if the probability (valued from 0
to 1) is over the mid-point 0.5. The JPEG images tested here include both
tampered and authentic examples and the pixel-wise results are summarized
in Tbl. 6.

From the evaluation, we can see that our approach performs the best among
all methods. Note that the accuracy of DQ-1 is 0.12, which equals to 0.88 for
a binary classification. This means that this method will be more powerful
for class differentiation rather than class determination. In other words, it
may detect there are two different regions, but may not localize which region
is the tampered (or authentic) region. We also compared their ROC curves
as in Fig. 10a where the solid-lined curve (our approach) is distinctly above
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Table 6: Tampered region localization results comparison with other four
JPEG-based tampering detection algorithms.

Method Fallout Precision Recall F1 Accuracy
proposed 0.0459 0.4267 0.7042 0.5314 0.9425

DQ-1 0.9113 0.0454 0.9778 0.0868 0.1264
DQ-2 0.0623 0.1028 0.1484 0.1214 0.9015

A-DJPG 0.5846 0.0381 0.5026 0.0709 0.4193
NA-DJPG 0.5891 0.0355 0.4755 0.0661 0.4138

the others. DQ-2 ranks the second which is slightly better than A-DJPG and
NA-DJPG. But these three methods generally perform in a similar way as
the three curves are located very close to one another. DQ-1 works the least
satisfactorily. As some baseline methods are designed to localize the forged
region when knowing forgery must exist, for a more fair comparison, we filtered
out the authentic JPEG images and the ROC using the remained tampered
JPEGs were re-plotted in Fig. 10b. In this scenario, the DQ-1 method ranks
the second, and it works much better than its performance when using all
JPEG images as observed in Fig. 10a. DQ-2 performs similarly to the mixed
JPEG images scenario. The performance of both A-DJPG and NA-DJPG
drops slightly. Our approach remains as the best performing one.
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Fig. 10: ROC curve comparison among JPEG-based methods (a) over all tested JPEG
images; and (b) over tested tampered JPEG images.
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A quantitative comparison of these ROC curves is calculated by their AUC
scores as shown in Fig. 11. The performance of our approach is similar over
both datasets. Specifically, it out-performs by 42.3%,40.6%, 54.9%, 51.4% on
average over DQ-1, DQ-2, A-DJPG, and NA-DJPG, respectively.

Fig. 12: Six tampered region localization examples in JPEG images. From top to bottom:
1: Tampered images, 2: Ground truth, 3: Our results, 4: DQ-1, 5: DQ-2 ; 6: A-DJPG, 7:
NA-DJPG, 8:MF-1, 9:MF-2. In ground truth, the tampered regions are labeled as white.
The detection results are labeled in grayscale as a probability map while the whiter regions
are predicted as being tampered with higher probabilities.

We also illustrated six examples among all baseline methods (including
the two image format independent methods) in Fig. 12. From the results, we
find our approach (row 3) well localizes the forged region. DQ-1, A-DJPG
and NA-DJPG generated very noisy results without any distinct focus. DQ-2
occasionally matches a few pixels with the ground truth and they are mostly
around the center of the tampered objects. MF-1 and MF-2 do not work well
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among these JPEG images. Here, we noticed that both the examples 4 and
6 stem from the same source image but with different tampered regions. Our
methods, can well differentiate these two scenarios and localize the correct
areas. However, all other solutions fail to generate correct results.

4.5.2 Discussion

For the baseline approaches leveraging DQ effect, they require that the test-
ing images are doubly compressed in JPEG. From the dataset description
of CASIA, the JPEG images originally come from Corel database [39]. How-
ever, there is no information regarding the image processing history, especially
about if the JPEG images are directly saved from their raw resources and if
they are saved only once. This might influence the tampering detection re-
sults as the DQ effect will exist as long as the JPEG has been compressed
twice; even no region has been tampered with. Additionally, for these base-
line approaches such as DQ-1, DQ-2, A-DJPG, it has been observed that they
actually obtain reliable results only when the first compression quality factor
is larger than the second one [40]. For NA-DJPG, this method works better
when the second quality factor is larger than the first one and when there is
a sufficient percentage of doubly compressed blocks [18]. However, such in-
formation is unknown for the testing images. Combined with the discussion
in Section 4.4.2, an advantage of the proposed method is that it does not
construct the model/feature to match a specific tampering characteristic, e.g.,
camera traces or image codec properties, but through a semi self-learning. But
it also brings us a new challenge how to prepare a training dataset for a good
learning.

4.6 Comparison III: Time Efficiency

Although our approach shows an overall better performance than the other
baselines, a drawback is its analysis time. We compared the time efficiency
among different approaches in this section. For all the approaches except DQ-
2, they are implemented in MATLAB. Therefore, for fairness, we only run
the comparison among the rest six methods. For each approach, 10 times
experiments were conducted for different resolution images. The running time
is reported in the Tbl. 7.

From the results, the proposed approach has the clear weakness of time
efficiency and such drawback might become more obvious for large resolution
images. This is mainly due to the block-wise prediction in a sliding window
based manner. Therefore, the proposed approach might be more applicable for
applications that do not have strong time-efficiency requirement.
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Table 7: Analysis time comparison among different approaches.

Analysis time (in second)
256x384 640x480 336x638

MF-1 0.0242 ± 0.0019 0.0721 ± 0.0039 0.0509 ± 0.0022
MF-2 1.1476 ± 0.0427 5.6464 ± 0.2159 3.5021 ± 0.1098
DQ-1 0.1858 ± 0.0040 0.2801 ± 0.0056 0.2483 ± 0.0091

A-DJPG 0.1346 ± 0.0033 0.3161 ± 0.0103 0.1972 ± 0.0035
NA-DJPG 0.3278 ± 0.0099 1.7193 ± 0.0150 1.4419 ± 0.0263
proposed 11.70 ± 0.06 41.24 ± 0.14 27.54 ± 0.12

4.7 Algorithm Performance Analysis

After the comparison with the state-of-the-arts, we analyze how various pa-
rameter values affect the results.

4.7.1 Performance vs. Block Size

The block size determines in which scope the feature is investigated from so
it can be used to distinguish the tampered regions. Therefore, the algorithm
performance and ROC using three different blocks sizes are shown in Tbl. 8
and Fig. 13, respectively. To make a fair comparison, the results were reported
without any segmentation post processing because the two steps are indepen-
dent from each other.

Table 8: Pixel-wise tampered region localization results (w/o segmentation)
using different sized image blocks (unit: pixel by pixel).

Size Fallout Precision Recall F1 Accuracy
16×16 0.2604 0.1999 0.6864 0.3096 0.735
32×32 0.0336 0.5365 0.3907 0.4522 0.9143
64×64 0.1803 0.2034 0.4807 0.2859 0.79
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Fig. 13: ROC curve comparison using different block sizes.

We observed an obvious advantage when using 32 by 32 but there exists
no direct linear relation by increasing the block sizes. Smaller blocks lead to
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a relatively higher recall but all the other factors do not perform well. The
above results are reported in the unit of pixel and integrate some contexts
based operations. To ensure the result difference comes solely from the block
sizes, we summarize the performance among the predictions when directly
taking all non overlapping image blocks to the classifier in Table 9.

Table 9: Block-wise tampered region localization results using different sized
image blocks.

Size Fallout Precision Recall F1 Accuracy
16×16 0.1610 0.3297 0.6516 0.4378 0.8187
32×32 0.0307 0.6656 0.4212 0.5160 0.8997
64×64 0.1153 0.4487 0.5429 0.4913 0.8343

The statistics slightly change but the relative relation does not change.
Block 16 still works the best on recall while block 32 works the best on all
other factors. So a question comes that if block 32 will work best in all test
examples. For a localization problem, a successful detection can be reflected
from two sides: 1) when too many authentic blocks are wrongly detected as
tampered, then multiple locations will be predicted. This can be observed
from the prediction score distribution among the authentic regions. 2) If too
many tampered blocks are wrongly detected as authentic, then the true forgery
will be missed. This is related to the prediction score distribution among the
tampered regions. Therefore, an ideal prediction score should be better to be
close to 0 for authentic blocks and 1 for tampered blocks.

Based on the above, we plotted the Cumulative Distribution Function
(CDF) curve of the prediction values as below. Fig. 14a illustrates the predic-
tion among authentic regions where the red curve quickly increases to 100%
when the score is very close to 0 and keeps that value steadily. This indicates
that the block 32 performs well among the authentic blocks than the other
two block sizes in this dataset as its prediction mostly concentrate around 0.
But in reverse, among the tampered region as shown in Fig. 14b, the block 32
works the worst as it detects more blocks as tampered when the score is far
below the mid point 0.5. Instead, block 16 works the best among these three.

Therefore, block size 32 might not well perform when the tampered region
occupies a large area of the whole image, as its performance among the true
forged area is not as good as that in the authentic area. Therefore, we broke
down the evaluation on different tampering rate images with the accuracy
shown in Table 10. The tampering rate is defined as the percentage between the
tampered region and the whole image. Note that mathematically, the average
accuracy among subsets is not necessarily equal to the average of the whole
set.

As expected, block 32 works relatively better when tampering rate is low.
After 30% tampering rate, the block 16 works better. But we do not observe
a linear increment or decrement under a fixed block size when the tampering
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Fig. 14: CDF distribution plot of the prediction scores (0: authentic, 1: tam-
pered) (a) for all authentic blocks; (b) for tampered blocks.

Table 10: Performance among different blocksizes over different tampering
rates.

Tampering rate range 16×16 32×32 64×64
0-10% 0.7508 0.8993 0.7953
10-20% 0.7015 0.7972 0.7385
20-30% 0.8151 0.8472 0.8382
30-40% 0.7366 0.7038 0.6854
40-50% 0.7278 0.6302 0.6875
>50% 0.6000 0.5221 0.5167

rate changes. It is possible that the different image patterns, tampering shape
or other factors might also affect the results.

We will not conclude which block size would always be the best choice,
although some other studies, for example [41], find block size 32 performs the
best in their experiments. It would be an interesting and challenging topic
worthing continued efforts in future.

4.7.2 Performance vs. Prediction Model

The proposed method is composed of two parts with the first stage learns the
DWT coefficients relation for each individual image block through deep learn-
ing and the second stage learns the consistency among neighboring regions.
Next, we show that both stages contribute to the final detection. We com-
pared the proposed architecture with three baselines: Architecture (1) is the
conventional multi-layer neural network (denoted as NN) trained in a super-
vised manner using the image blocks with their ground truth labels; baseline
(2) (denoted as S1) contains only the first stage and use the MLP to directly
output a classification probability. Baseline (3) adopts the proposed approach
but without using the segmentation post-processing. Noted that for both S1
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and NN, they are neural network based machine learning but with different
objective functions; and they do not use any contextual information during
prediction. Tbl. 11 and Fig. 15 reported the results for each algorithm.

Table 11: Tampered region localization results using different prediction mod-
els.

Architecture Fallout Precision Recall F1 Accuracy
NN 0.4965 0.1003 0.5854 0.1713 0.5105
S1 0.0437 0.5237 0.487 0.5047 0.9142

w/o seg 0.0336 0.5365 0.3907 0.4522 0.9143
proposed 0.0448 0.5493 0.6231 0.5839 0.9284
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Fig. 15: ROC curve comparison using different classifier architectures.

From the table, we noticed that NN does not perform well across most
of the evaluation criteria. Thus, the proposed self-feature learning approach
produces a better representation of the latent characteristics of tampered re-
gions. Secondly, by jointly using the features of the neighboring blocks in the
frequency domain, the results are further improved except the recall dropped.
However, this can be overcome by leveraging the context integration from the
spatial domain by reshaping the regions using segmentation, thus increasing
the TP and reducing the FN, down to more precise pixel level.

4.7.3 JPEG vs. TIFF

Lastly, we compared the performance between JPEG and TIFF formats in
Fig. 16 From the plot, we can see the overall trend of the two curves is simi-
lar and the JPEG curve stays slightly above the TIFF. This is an interesting
observation as it is common to assume there is more information contained in
the uncompressed TIFF images than in the compressed JPEG, yet the pro-
posed method works well on both of them without distinct bias. We traced the
origins of these TIFF tampered images and found that they are from previ-
ously compressed JPEG images but without information about their original
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Fig. 16: ROC curve comparison between two different image formats.

compression quality. However, such TIFF images reflect a very practical case
when the raw image format or its processing history is unknown. So our study
provides a result for such scenario.

For the JPEG images, we used the software ImageMagick [42] to retrieve its
JPEG quality factor and found that except one example is of quality factor 99,
all the rest are of quality factor 92. Therefore, to discuss the possible influence
of JPEG quality factor, we conducted another experiment: we compressed the
TIFF image into JPEG formats with four different quality factors and reported
the results in Tbl. 12.

Table 12: Tampered region localization results for JPEG images with different
quality factors.

Fallout Precision Recall F1 Accuracy
Q90 0.0198 0.8668 0.3961 0.5437 0.8365
Q80 0.0054 0.9586 0.3853 0.5497 0.8447
Q70 0.0095 0.9066 0.2832 0.4316 0.8165
Q60 0.0106 0.9167 0.3566 0.5135 0.8338

From the table, we find that: 1) the detection result is mildly better as the
quality factor goes higher but the correlation is not very obvious; 2) compared
to their original TIFF format as reported in Tbl. 5, the performance drops
slightly.

4.7.4 Summary

To summarize the influence of different parameters to the proposed algorithm,
we finally compare their AUC scores in Fig. 17 and determine the best values
for our evaluation dataset.

There might be some other factors which might also affect the performance
but not within the main scope of this work. First is the parameter selection
of the deep learning model. During the training, we have conducted a five-
folder cross-validation test where each folder contains a random split of both
the authentic and the tampered images. The training samples are below 50k
and the SAE uses the default parameters. The results on the forgery images
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Fig. 17: AUC score comparison using different system parameters, architectures and image
formats.

as well as either the JPEG or TIFF partitions are reported in Tbl. 13 and
Fig. 18. From the results, we can observe that the performance is generally
fair across each data partition, but the performance can be further improved if
with a few rounds of manual parameter tuning as the results reported in this
paper. Therefore, an automatic parameter tuning should be carefully studied
in future.

Table 13: Average results of a five-folder cross-validation experiment without
parameter tuning.

Fallout Precision Recall F1 Accuracy
TMP 0.1967 0.4817 0.8001 0.5995 0.8022
JPEG 0.23456 0.47422 0.85888 0.60556 0.78326
TIFF 0.1296 0.5322 0.6789 0.5927 0.8387
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Fig. 18: ROC curve of a five-folder cross-validation experiment without parameter tuning
(a) over all tampered images; (b) over all tampered JPEG images; and (c) over all tampered
TIFF images.

Another factor might be the segmentation approach. In the experiment,
we have tried four different techniques [43–45,35]. The source code of each
technique is provided either in C or MATLAB. For method [43], it gener-
ates very basic superpixel segments. From our observations, these segments
do not well match the object but address more on the locally shared char-
acteristics. Method [44] extends from such small superpixel segments, but it
integrates more texture information on multiple scales so that the results can
well represent the object semantics. However, this method works quite slowly.
For the method [45], it has a good balance between the object semantics and
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the speed, however, a disadvantage is that it requires the user to manually
input how many segments should be divided. Method [35] is a very popular
approach with high citations. By setting the only parameter as the best stated
in their paper, this approach can generate the segmentation results within
a few milliseconds. From their paper, the time complexity is O(n log n) for
an image with n pixels. The average running time over 10 experiments on a
256x384 resolution image for these four segmentation approaches is reported
in Tbl. 14. Note that for the approach [35], we have compiled its source code
to MATLAB version for fairness.

Table 14: Running time (in second) comparison for four segmentation ap-
proaches.

Method [43] Method [44] Method [45] Method [35]
Time 13.3484 ± 0.29 28.4560 ± 1.18 1.3637 ± 0.05 0.0711 ± 0.02

In this paper, we mainly consider the balance among efficiency, semantic
and parameter factors. That is why we select the approach [35]. As segmenta-
tion itself is a quite big research topic, we would like to further investigate if
other state-of-the-arts solutions will be better engaged in our work.

5 Conclusion and Future Work

We propose a passive approach to localize the tampered region across multi
format images. Deep learning is deployed to learn the optimal features for
tampered regions in a semi-automatic manner. The contextual information
is further integrated to enhance the localization accuracy. This data-driven
approach does not require the prior knowledge of the tampering type nor
depend on the image codec information, making it applicable in many practical
scenarios. The experiments were conducted on a benchmark dataset with a
localization accuracy of 92.84%. Compared to the state-of-the-art solutions for
multi-format images, we achieve over 40% improvement in terms of AUC, and
over 5.7 times of their F1-measurements. Furthermore, our solution generates
better AUC scores than several approaches designed specifically for JPEG
images by 41.12% to 63.08% and 4∼8 times better F1 scores.

This work deploys the concept of deep learning into tampered region lo-
calization problem. Although the results are encouraging, there are still a few
open questions worth further exploring in future. First is the block size se-
lection, from our initial work, different block sizes might contribute to the
problem in a different way. So it is worth digging how to determine the opti-
mized block size, or to improve results probably by integration multiple block
sizes together. Secondly, this work shows that under the current stacked Au-
toencoder architecture, taking a few coefficients statistics works better than
using the raw pixel values, which is a semi-feature learning procedure. In fu-
ture, we would like to investigate the feasibility to learn features directly from
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the raw values by the advanced deep learning approaches, so that the whole
process will be fully automatic. Another issue is to research how can the meth-
ods be further used for tampering detection. The current feature learning is
on image block, so if one block is detected falsely as tampered, the authentic
images will be determined as tampered. So how to conduct a full-frame based
labeling will be studied. Lastly, we are also interested to see for a concrete
application which only processes a specific type of tampering or deals with a
fixed image format, whether certain priori knowledge can be further integrated
to fasten the training process for better results.
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