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ABSTRACT

Integral to the success of the semiconductor industry in keeping up with Moore’s law is the
importance of failure analysis. Accurate and fast failure analysis is vital in ensuring yield,
reliability, and rapid production in the semiconductor industry. However, locating defects among
tens of billions of transistors packed in the tiny modern microchip is not a trivial task. Not only
has the process technology to achieve such high integration of devices evolved to become
astoundingly sophisticated, debugging for defects in these chips has also become remarkably
complex. With electrical nanoprobing, we show how artificial intelligence-integrated physical
modeling can be effective in finding difficult proverbial needle-in-a-haystack defects based on the
electrical responses of the devices. Moreover, the information learned on current devices can be
transferred to the latest transistor technologies, enabling machine-learning-based defect sleuths of
the future. Notably, we achieved a defect region classification accuracy of 99.5% on well-studied
fin nanoscale field-effect transistors using a defect dataset based on an experimentally calibrated
TCAD digital twin model and an adaptive boundary refinement technique. With transfer learning,
a defect region classification accuracy of 99.58% is also achieved on the next-generation gate-allaround field-effect transistors, overcoming the lack of crucial datasets and optimized labels to
guide and accelerate the production process of emerging devices. The proposed technique is
expected to be the next level of defect identification, an important stepping stone to accelerate the
production process for advanced technology nodes beyond 3nm.

As we advance beyond 2020, Moore’s law scaling leads us deep into the age of chips with multibillion transistor count1. Currently, 7nm silicon logic technologies have been adopted widely,
while 3nm has just emerged in the most advanced foundries2. Engineering against fundamental
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Fig. 1 Advanced semiconductor technology. (a) Evolution of CMOS transistor from the planar
structure to non-planar structure comprising Fin Field-Effect Transistors (FinFET) and Gate-AllAround Field-Effect Transistors (GAA-FET) (b)(i) Integrated circuits consisting of various
circuits that are made of FinFETs (ii). FinFET is a tri-gate structure as shown by its cross-sectional
view along the width (iii) and the source-channel-drain (iv) direction. STEM image in (v) shows
the existence of a bridge defect connecting the gate contact to the source contact.
material variabilities and defects for more than 5 decades, the semiconductor industry has
perfected design and manufacturing techniques to achieve almost perfect component and circuit
yield to ensure reliable chips to be shipped in billions each year3. This manufacturing perfection
must be sustained despite process-induced disruptions due to underlying innovations at the
material, device, and interconnect levels, necessary to deliver the scaling cost and performance
value proposition. As new heterogeneous integration technologies such as 2.5D interposerchiplet4, monolithic 3D-integrated circuits (ICs)5-15, and high-density logic-memory integration
with non-volatile memory16-21 (example MRAM, PCRAM, and ReRAM, etc.) emerges, the
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process complexity further escalates, increasing the challenges of finding defects and yield
management. Consequently, the effects of defect-limited chip size drove new “stitching”-like
system approaches where multiple smaller easier-to-yield chiplets integrate to make one “super”chips on an interposer substrate22, 23.
Integral to defect detection and yield improvement during chip development is the importance
of chip failure analysis (FA). FA involves the collection and analysis of physical and electrical
data to locate and identify the defects. The process development cycles are typically performed
under tight time pressures of technology release and product time-to-market schedule. Therefore,
solutions to accelerate the learning cycles are vital in the face of increasing process complexity
and the introduction of “super”-chips. However, inverse mapping of the failure signatures at the
system level down to the defective components, and eventually isolating the location and nature
of the defect within the component is not a trivial task24. This requires a deep understanding of the
physical defect mechanisms under the influence of various component structures to shed light on
its observable characteristics at the system level. To overcome this, data-driven approaches such
as image-based neural network25-27, genetic algorithm28, 29, multiobjective optimization30, and
generalized machine learning31 were developed to reduce overlay error, ensure wafer quality,
identify defects, and facilitate process optimization.
The methods of FA have improved over the years, owing to the rapid development of advanced
device analysis tools such as E-beam Absorbed Current (EBAC)32, Scanning Transmission
Electron Microscopy (STEM)33-37, Transmission Electron Microscopy (TEM)38-40, Nanoprobing4143

, Laser Voltage Probing (LVP)44, Photoemission Electron Microscopy (PEEM)45-47 and many

more48, 49. These tools provide critical information to help experts accurately identify the failure
mode and mechanism as shown in Fig. 1b(iv) & 1b(v).

4

To develop a highly accurate and reliable defect location technique, we need to overcome several
key challenges. Firstly, the availability of a crucial well-labeled defect dataset is limited due to the
intrinsic rarity of well-characterized defective chips and the complexity of creating a significant
population of controlled failures by reproducing targeted defects on command. In this regard, a
full three-dimensional (3D) Technology Computer-Aided Design (TCAD) digital twin model can
serve as a forward-predictive model to translate defect response from the component level to the
system level. The model consisting of several physical models is also well calibrated with
experiment data which ensures the consistent generation of defect dataset even with defect
configurations that cannot be caught experimentally.
Secondly, the identification of well-optimized defect regions is challenging. Experts often rely
on device configuration, materials, symmetry, and geometry to determine common defective
regions. This results in imprecise defect zoning due to the increasing complexity in the device
structure, geometry, materials, and transistor physics interactions, as shown by the progression of
field-effect transistors (FET)s in Fig. 1a 50, 51. Hence, we propose a new software-based approach
by combining the well-calibrated 3D TCAD digital twin surrogate model and an unsupervised
adaptive boundary refinement technique to automatically produce a well-labeled, unbiased defect
dataset. This helps to alleviate the lack of a defect dataset, which is indispensable in the training
of a robust defect prediction model.
Finally, the latest technology node is not well understood and suffers from defect rarity which
limits the speed of the production. To overcome this, a supervised transfer learning technique
leveraging on the similarity in the structure, material, and device physics between the well-studied
(FinFET) and the emerging (GAA-FET) transistor devices can be developed to provide an early
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reference for device and process optimization. The same strategy can be extended to future devices,
thus enabling further acceleration in the FA of devices in their infancy.

RESULTS AND DISCUSSION
TCAD “Digital Twin” surrogate model. Over the years, the development of the
Complementary Metal-Oxide-Semiconductor (CMOS) technology nodes caused both the
interconnect and the transistor process complexity to escalate dramatically23, 52. This inevitably
leads to new systematic defects which increase the difficulty in successful failure analysis and
prolonging the device production cycle. In real conditions, it is extremely challenging to collect a
sizable well-labeled defect dataset due to the intrinsic rarity of defect cases and the extensive
STEM and TEM imaging needed to pinpoint and identify such defects. In this work, we overcome
this challenge by creating a digital twin surrogate TCAD model that replicates the dimensions,
materials, structures, underlying physics, and electrical characteristics of the FinFET and GAAFET devices found in the foundry. Beyond ensuring the fundamental correctness of the model, the
actual experimental data obtained through extensive nanoprobing is used to calibrate the TCAD
model. This allows us to automatically generate defects on commands throughout the device.
Structurally, the FinFET transistor is a tri-gate structure where the top and two sidewalls of the
channel are covered by the gate electrode shown in Fig. 2a(i). Compared to the planar transistor,
the FinFET offers better gate control, beneficial to mitigate the Short-Channel Effects (SCEs). In
comparison, GAA-FET, with its entire channel region fully wrapped by the gate electrode, has
superior electrostatic integrity showed in Fig. 2b(i)53, 54. It is the potential device architecture for
the ultimate technology nodes. The common defects found in ICs include open, short, transistor
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Fig. 2 CMOS device structures. (a)(i) Multiple-FinFET device structure. (ii) Single-Fin device
structure. (iii) Cross-sectional view along the width direction showing the tri-gate structure where
the top, front, and back side of the channel region are wrapped by the gate. (b)(i) Multiple-channel
GAA-FET. (ii) 3-Stack GAA-FET. (iii) Cross-sectional view of 3-Stack GAA-FET where all the
entire channel regions are surrounded by the gate electrode, enhancing the integrity of channel
electrostatic to mitigate the short channel effects at reduced gate length. (c)(i) Cross-sectional view
along the source-drain-channel direction for FinFET and GAA-FET. (ii) Band diagram along the
cutline denoted by A and A’ illustrating the working principle of a CMOS transistor. OFF-state:
high potential barrier at the OFF-state prevents the flow of carriers into the channel. ON-state:
increasing positive gate bias reduces the potential height, allowing large number of carriers to
overcome the barrier and contribute to the ON-current.
drive strength, transistor leakage, and port bridge/open, in this work we focus on bridge defects in
FinFET55 and GAA-FET24, 56. We modeled these bridge defects as a Titanium Nitride (TiN)
resistive metal as they are commonly created during the gate patterning and Chemical-Mechanical
Polishing (CMP)57, 58 processes.
The general mechanism of CMOS transistors involves the modulation of the potential barrier
between the source and drain by changing the gate potential59. It controls the injection of carriers
from the source region to the channel region and subsequently swept to the drain region, as shown
in Fig. 2c(ii). At the OFF-state, the source potential barrier height prohibits the carriers from
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flowing into the channel. During ON-state, the barrier height is reduced when an adequately high
gate bias is applied. This leads to an exponential number of carriers surmounting the barrier height
to contribute to the ON-state current. As a result, any disturbance in the connecting region between
the source, the drain, and the channel could be detrimental to the functionality of the ICs. For the
bridge defect modeling calibration, we emphasize bridge defect locations that commonly lead to a
fatal or functional error in the corresponding regions of the Source-to-CHannel (S-CH) and Drainto-CHannel (D-CH).
Actual defects in the physical FinFET devices from the semiconductor industry are used as the
golden reference for our TCAD model calibration. Based on the actual physical characteristic of
the bridge defect captured by the STEM image shown in Fig. 1b(v), a similar 3D single-fin FinFET
structure56 is modeled using the Sentaurus Device structure Editor (SDE)60 shown in Fig. 2a, 2b,
and 2c. The detailed methodology and setup are described in the Methods section. The SDE model
provides us with the flexibility of modeling bridge defects at any desired location, enabling a
complete and comprehensive understanding of such defects. As the industrial standard for the
state-of-the-art 5nm FinFET and 3nm GAA-FET is yet to be established, we estimate the
dimensions of said devices based on the most aggressive scaling of existing devices55, 61-67. The
final simulation is completed on scaled-up FinFET and GAA-FET devices with matching electrical
behaviors as the 5nm FinFET and 3nm GAA-FET devices shown in (Supplementary Fig. S1 and
Fig. S2) in order to achieve better defect distribution throughout the devices. This ensures a good
correspondence between the model and real-world devices, as well as the quality of features
captured by the transfer learning process. The physical parameters of the FinFET device structures
are summarized in Supplementary Table S2. For the GAA-FET device structure, we construct a 3stack GAA-FET, and the parameters used are detailed in Supplementary Table S3.
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Fig. 3 Electrical response of FinFET with bridge defect. (a)(i) Bridge defect between the drain
and channel region within the fin. (ii) Transfer characteristic revealing a drastic increase in the
leakage current which degrades the subthreshold swing of the FinFET. (iii) 2-dimensional (2-D)
and 1-dimensional (1-D) (iv) conduction band diagram of a cutline along the A to A’ direction
showing the reduction in the barrier height that leads to high OFF-state current in the defective
FinFET. (b)(i) Bridge defect between the source and channel region within the fin. (ii) Transfer
characteristic showing an overall drop in the current level for all bias conditions simulated. 2-D
(iii) and 1-D (iv) conduction band diagram showing the increase in the barrier height that results
in the overall low current in defective FinFET. (c)(i) Bridge defect connecting the drain contact
and gate contact and its circuit schematic representation shown in (iv), (ii) ID decreasing linearly
with VGS. (iii) IS retains the characteristics of the control device. (d)(i) Bridge defect connecting
the source contact and gate contact and its circuit schematic representation shown in (iv), (ii) ID
follows the I-V characteristics of the control device. (iii) IS exhibiting a linear dependence on the
gate bias (VGS).
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The device simulation set-up consisting of the drift-diffusion model, the van Dort quantization
model, mobility degradation, Shockley–Read–Hall (SRH) recombination, and direct tunneling is
implemented. By correlating the bridge defect simulation results and actual measurement results,
the surrogate model is validated for bridge defects throughout the device56. The simulated
drain/source current vs gate voltage characteristics (𝐼𝐼𝐷𝐷 /𝐼𝐼𝑠𝑠 -𝑉𝑉𝐺𝐺 ) gives a qualitative resemblance to
the I-V behavior of the actual device. Such TCAD digital twin model can accurately reproduce

many of the non-obvious defects observed in 14-nm FinFET technology product hardware60, and
is an effective surrogate model to generate labeled training datasets for machine learning.
Transistor device characterization. The effects of the bridge defect on the I-V are captured for
4 main configurations in FinFET: within and outside of the silicon fin for both S-CH and D-CH
regions respectively. The first configuration where the bridge defect is located at the D-CH within
the fin shown in Fig. 3a(i), results in a higher leakage current and subthreshold swing degradation
than that of the control device as shown in Fig. 3a(ii). The existence of the bridge defect in the
active region of D-CH alters the band diagram around the channel and drains substantially, as
highlighted by the 2-Dimensional (2D) OFF-state band diagram (𝑉𝑉𝐺𝐺 = 0 V, 𝑉𝑉𝐷𝐷 = 1 V) in Fig.

3a(iii). The band diagram in Fig. 3a(iv) further reveals that the source barrier is significantly
reduced compared to the control device, resulting in high leakage current.
On the contrary, the magnitude of the current level in the defective device is lower than that of
the control device when the defect is in the S-CH region, as demonstrated in Fig. 3b(ii). Based on
the 2D band diagram (𝑉𝑉𝐺𝐺 = 0.5 V and 𝑉𝑉𝐷𝐷 = 1 V) in Fig. 3b(iii, iv), the reduction in the source

barrier height across 𝑉𝑉𝐺𝐺 is smaller for the defective device. Therefore, a smaller number of carriers
can surpass the potential barrier, leading to a lower current level in the defective FinFET.
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In the third configuration, the metallic bridge defect located in the D-CH region outside the
silicon fin forms an electrical connection between the drain and the gate electrode as shown in Fig.
3c(i). This establishes a resistive conducting path between the drain and the gate electrode, as
represented by the circuit schematic in Fig. 3c(iv). According to Kirchhoff’s current law (KCL),
the drain current (𝐼𝐼𝐷𝐷 ) is contributed by the gate current (𝐼𝐼𝐺𝐺 ) and the source current (𝐼𝐼𝑆𝑆 ). Hence, 𝐼𝐼𝐺𝐺

and 𝐼𝐼𝐷𝐷 are linearly dependent on the potential difference between the drain and gate electrode

(𝑉𝑉𝐷𝐷𝐷𝐷 ), as shown in Fig. 3c(ii). Consistent with Ohms’ law, this linear trend in the current is due to
the current flow between the drain to the gate through the metallic bridge defect. Additionally, the

magnitude of 𝐼𝐼𝐷𝐷 and 𝐼𝐼𝐺𝐺 is much larger than the 𝐼𝐼𝑆𝑆 since the metallic bridge defect offers a lower

resistivity. Lastly, as the conducting path between the drain and source is modulated by the gate
potential, the 𝐼𝐼𝑆𝑆 follows the current characteristic of a typical transistor as shown in Fig. 3c(iii).

In the last configuration, the bridge defect electrically connects both the source and the gate

electrode, and the equivalent circuit schematic is presented in Fig. 3d(i, iv). As depicted in Fig.
3d(iii), a linear relationship is observed between the magnitude of 𝐼𝐼𝑆𝑆 and 𝐼𝐼𝐺𝐺 , and the 𝑉𝑉𝐺𝐺 . They
exhibit similar behavior as the previous configuration. However, the characteristic of 𝐼𝐼𝐷𝐷 follows

one of the control devices shown in Fig. 3d(ii) as the impact of the bridge defect on the channel
electrostatic is negligible.
Based on the physical insights of the I-V analysis, the unique electrical characteristics for
different defect-device configurations are identified. All the signatures observed in the I-V are
extracted as features of the dataset: the gate, drain, source, and body currents (𝐼𝐼𝐺𝐺 , 𝐼𝐼𝐷𝐷 , 𝐼𝐼𝑠𝑠 and 𝐼𝐼𝐵𝐵 ) at

various bias conditions, subthreshold swing (𝑆𝑆𝑆𝑆), and threshold voltage (𝑉𝑉𝑇𝑇𝑇𝑇 ). The full list of the
features is summarized in Supplementary Table S1.
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As GAA-FET and FinFET share a similar architecture, except for the channel region, we expect
the impact of the bridge defect to be similar for the common regions (the gate, source, and drain
contact region and the body area) as shown in Supplementary Fig. S2. The distinct electrical
responses are observed when defects are placed at the channel region of the simulated GAA-FET
model, exhibiting different characteristics in two defect-device configurations. The first
configuration occurs at the region between the drain and the gate contact (D-GA) which wraps the
silicon nanowire. The subthreshold current of 𝐼𝐼𝐷𝐷 increases (Supplementary Fig. S2b(ii, iii)) as a

result while the 𝐼𝐼𝑆𝑆 retains the characteristics of the control device (Supplementary Fig. S2b(iv, v)).

The increased subthreshold 𝐼𝐼𝐷𝐷 is caused by the gate leakage current flowing through the bridge

defect from the drain region to the gate. The second configuration occurs at the region between
the source and the gate contact (S-GA) around the channel nanowire, as shown in (Supplementary
Fig S2f(i)). The 𝐼𝐼𝐷𝐷 follows the trend of the control device for 𝑉𝑉𝐺𝐺 lower than 0.5 V and deviates

otherwise (Supplementary Fig. S2f(ii, iii)). The 𝐼𝐼𝑆𝑆 increases linearly with the 𝑉𝑉𝐺𝐺𝐺𝐺 , contributed by

the movement of the carriers from the source region to the gate contact through the bridge defect

as shown in Supplementary Fig. S2f(iv, v). Analysis of other configurations can also be found in
Supplementary Fig. S1 and Fig. S2.
Adaptive defect region optimization. Expert perception and statistical data analysis on the
modeled defect dataset are merged to attain an adaptive optimization of the defect regions.
Traditionally, the defect regions are partitioned by experts in the field, leveraging on factors like
the symmetry in the source and drain structure, the distinction between materials and their doping,
device geometry, and active channel regions. Intuitively, the defect regions are separated as shown
in Fig. 4a & 4b, where FinFET and GAA-FET are zoned into regions of different materials and
the proximity to active regions along with their symmetry.
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Fig. 4 Bridge defect regions. (a)(i) Expert defect regions for FinFET based on expert opinion in
the source to channel and the drain to channel contact region. (ii) Optimal defect regions for
FinFET identified by unsupervised K-means clustering technique. (iii) Adapted defect regions for
FinFET derived by combining (i) and (ii) using device physics. (b)(i) Expert defect regions for
GAA-FET based on expert opinion in the source to channel and the drain to channel contact region.
(ii) Optimal defect regions for GAA-FET identified by unsupervised K-means clustering
technique. (iii) Adapted defect regions for GAA-FET derived by combining (i) and (ii) using
device physics.
The electrical response of a transistor is expected to be different when a defect is introduced in
the channel, gate dielectric, and metallization regions. Hence, the contact, gate oxide, and
semiconductor channel are separated, corresponding to regions 0, 1, and 2 respectively for FinFET
as shown in Fig. 4a(i). As the width is shorter than the height of the fin, the electric field induced
by the bridge defect is stronger on the lateral region leading to more distortion on the channel
electrostatic. The gate contact above the fin is hence classified as region 3. Finally, body region 4
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is classified as a separate region due to doping differences. As D-CH is symmetrical to S-CH and
they are biased differently, the five regions located at S-CH are translated to independent D-CH
defect regions. By employing the same methodology, the GAA-FET has more regions than the
FinFET due to the additional configuration in the channel region where all 4 sides of the nanowire
are wrapped by the gate electrode (D-GA and S-GA regions) as shown in Fig. 4b(i). The existence
of bridge defects in D-GA and S-GA areas alters the electrostatic profiles of the active region,
creating a conducting path between the gate contact to the drain and source active region, which
affects the electrical characteristics of the GAA-FET. As incorrect labels can severely jeopardize
the trained model, we further adopt a two-stage verification process, detailed in the materials and
methods section, to progressively improve the labeling quality.
However, the quality of this partitioning strategy is heavily dependent on the information
collected from device analysis tools and the expert opinions which can be subjective. Furthermore,
the more advanced future technology nodes are still not well understood, and the effects of the
defects are a complex interaction of transistor physics which is still challenging to visualize.
Therefore, a quantitative model as a second opinion is essential beyond the expert opinion. Using
unsupervised machine learning techniques, the derived statistical insight provides a reference to
address potential perception bias and analysis negligence and to identify unanticipated patterns
that are often overlooked. In our approach, a K-means clustering technique is applied iteratively
to the entire device dataset after dimension reduction68. At each iterative step, Principal
Component Analysis (PCA) is used to reduce the feature dimensions from 20 features to 2. This
aims to improve the data representation and reduce noise. We exhaustively vary the number of
targeted clusters from 2 to 24 during the K-means clustering process. The selection of the optimal
number of clusters is guided by the Silhouette and Davies-Bouldin scores which reveal the quality
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of the clustering69, 70 (Supplementary Fig. S5). The optimal numbers of the unsupervised clusters
are 5 and 9 for FinFET and GAA-FET respectively. The highest Silhouette score of 0.981 (0.974)
and the lowest Davies-Bouldin score of 0.0395 (0.0624) are attained for the FinFET (GAA-FET).
Adapted defect regions. As different defect zoning strategies highlight and focus on different
properties of the device, combining the expert and unsupervised statistical opinion based on device
physics help us to derive the adapted defect regions shown in Fig. 4a(iii) & 4b(iii).
To evaluate the insights captured by the unsupervised clustering technique, each cluster is
validated with device physics and experimental electrical responses. Interestingly, the
unsupervised clusters in FinFET and GAA-FET suggest similar defect behavior in the lightly pdoped body regions for both source and drain of the fin [region 4 (4) and region 9 (10) in FinFET
(GAA-FET)]. As the body regions are relatively further away from the depletion region, the impact
on the electrostatic is weaker as observed in Fig. 4. Consistent with device physics, this highlights
the impact of the bridge defect becoming more pronounced in the depletion region, as fewer
carriers are available to screen such effects in the space charge region. Therefore, these two regions
are merged as one. The unsupervised clustering also reveals that both regions 0 (5) and 3 (8) in
FinFET (GAA-FET) are grouped into the same region. These regions share the same device-defect
configuration where the bridge defect electrically shorts the gate to the source or drain.
Additionally, the influence of the bridge defect is negligible in the electrostatic of the active region.
Therefore, it is consistent with device physics that regions 0 (5) and 3 (8) in FinFET (GAA-FET)
are combined into a single region. As such, this approach effectively combines the contextual
understanding of the device production process, device structure, device physics, and insights
captured from data analytics. The verified patterns derived from the expert opinion and
unsupervised clustering technique are adopted to form the adapted defect regions, which improves
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Fig. 5 Machine learning defect region classification accuracy and analysis. (a) Defect region
classification model accuracy and standard deviation comparison between expert defect regions
and adapted defect regions for both FinFET and GAA-FET random forest models. (b) Transfer
learning model accuracy and standard deviation comparison between Baseline (train on FinFET
defect dataset and test on GAA-FET test dataset), Skyline (train on GAA-FET train dataset and
test on GAA-FET test dataset), Structural Expansion and Reduction (SER), Structure Transfer
(STR) (transfer using GAA-FET train dataset from FinFET random forest model and test on GAAFET test dataset) and Ensemble Method (MIX) (majority voting ensemble of SER and STR). (c)
SHAP analysis showing the top 7 features’ contribution to the classification of individual defect
regions for (i) FinFET expert region (ii) FinFET adapted region (iii) GAA-FET expert region (iv)
GAA-FET adapted region. The top contributing features are cross validated with experiment data
and experts to evaluate the relevancy and robustness of the random forest models.
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the accuracy in defect classification as well as form transferable defect regions for newer devices.
Defect region prediction. Using our digital twin model, we generated the defect datasets for
FinFET and GAA-FET devices, consisting of a total of 2,739 and 3,051 defect samples
respectively. As obtaining a large and comprehensive defect dataset is intrinsically difficult even
with a well-calibrated full 3D TCAD digital twin model, heavily data-dependent approaches such
as deep neural network and complex regression may suffer from overfitting. As the effects of
defects follow the interaction of transistor physics, the tree-like network in the random forest is
suitable for capturing these variations by making decisions at each internal node based on the
maximum information gain in class distribution. More importantly, the random forest transfer
learning technique is well defined and appropriate for physics-based datasets. To evaluate the
robustness and appropriateness of our adapted defect regions, we analyze the classification
accuracy and standard deviation over 1,000 independent trials on both the expert and adapted
defect regions. To attain a fair evaluation, a Random Forest (RF) classifier with 50 decision trees
and a decision criterion based on information gain is used throughout all training and testing
iterations. In each trial, the dataset is split into 80% for training and 20% for testing using a
stratified random sampling technique. Due to the non-uniformity in the size of defect regions, we
use the balanced accuracy rate matrix to evaluate the mean classification accuracy of each region:
𝐵𝐵𝐵𝐵𝐵𝐵 =

1

𝑛𝑛

∑𝑛𝑛𝑖𝑖=1

𝑠𝑠𝑖𝑖 −𝑒𝑒𝑖𝑖
𝑠𝑠𝑖𝑖

(1)

, where 𝑛𝑛 is the number of classes, 𝑒𝑒𝑖𝑖 and 𝑠𝑠𝑖𝑖 are the number of errors and the number of samples
in class 𝑛𝑛 respectively.

Our empirical result in Fig. 5a indicates a high average defect region classification accuracy of

99.5% and 99.6% for FinFET and GAA-FET using adapted defect regions. This is a significant
improvement of 9% and 7.7% in the average classification accuracy from the expert-derived defect
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regions for FinFET and GAA-FET respectively. The standard deviation of classification accuracy
represented by the black bars in Fig. 5a is well within 2%, with the highest deviation of 1.68% for
GAA-FET expert regions and the lowest deviation of 0.47% for GAA-FET adapted regions. The
model robustness is further evaluated with a 20% training and 80% testing dataset to emulate more
practical use cases and 10-fold cross-validation is also conducted to systematically rule out the risk
of overtraining (Supplementary Fig. S6). Finally, the 5-fold cross-validation results from
optimized Support Vector Machine (SVM) models also highlight similar improvement when
compared between the two defect zoning strategies (Supplementary Fig. S7).
To evaluate and interpret our model, we adopt the SHapley Additive exPlanations (SHAP)
analysis71 for its superior model explanation capability. SHAP analysis is based on coalitional
game theory and provides an unbiased evaluation of the marginal contributions of each feature in
differing orders. This method enables cross-evaluation between our model and expert knowledge
by fully considering the performance of the trained model with and without the features
extensively in all possible sequences.
The mean SHAP values in Fig. 5c suggest that the most significant features affecting the model
output consist of those related to the current level at the OFF-state (𝐼𝐼𝑂𝑂𝑂𝑂𝑂𝑂 ) and ON-state (𝐼𝐼𝑆𝑆𝑆𝑆𝑆𝑆 ), and

the 𝑆𝑆𝑆𝑆. For FinFET devices, the most impactful features are the ON-state gate current (𝐼𝐼𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 ), the
average slope of gate current (𝐼𝐼𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 ), and the ON-state source current (𝐼𝐼𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 ) as well as its
average slope (𝐼𝐼𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 ) shown in Fig. 5c(i, ii). This is because the relatively larger positive bias at

the drain electrode leads to a wider depletion region at the drain region than the source region. The
impact of the bridge defect in the depletion region of the drain region causes larger 𝐼𝐼𝑂𝑂𝑂𝑂𝑂𝑂 and

degrades the 𝑆𝑆𝑆𝑆. Similarly, the defects connecting the metallic contacts between the source to the

gate and the drain to the gate lead to significant gate current and source current leakage, due to the
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parasitic conducting path formed by the bridge defect indicated in Fig. 3c(iv) & 3d(iv). These
unique electrical signatures are the most significant parameters in accurately identifying the bridge
defect region. As for GAA-FET, the most impactful features are the drain current characteristics
(𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷, 𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 , 𝑆𝑆𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 ) and gate current average slope (𝐼𝐼𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 ) as shown in Fig. 5c(iii, iv).

Supplementary Fig. S2 indicates significant 𝐼𝐼𝐷𝐷 changes caused by large leakage current through

the parasitic conducting paths introduced by the bridge defect, making it a strong differentiating
feature of defect regions. A similar effect is observed on the gate current when the bridge defect is
located between the source and gate. The underlying device physics mentioned above is consistent
and affirmed by the SHAP feature importance analysis, providing valuable insights for process
and design optimization.
Transfer learning onto emerging GAA-FET. Emerging CMOS transistors such as GAA-FET

are deemed as the final evolution step for Moore’s Law, but it suffers from a low success rate due
to their intricate design and insufficient device understanding. In such conditions, extensive TCAD
simulation and brute force classification are subjected to biases and overfitting. Hence, the transfer
learning approach is adopted here to transfer knowledge learned from FinFET to more challenging
GAA-FET with a limited dataset, essentially utilizing the similarity in structures, materials, and
device physics between the two devices to develop a holistic defect prediction model.
During transfer learning, knowledge learned from the source domain is transferred to the target
domain. Hence, the entire well-validated FinFET defect dataset consisting of 2,739 samples is
defined as the source domain dataset, 𝑆𝑆 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 , and all the transfer target GAA-FET dataset is then
defined as the target domain dataset, 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 . The 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 is further split into 10% and 90% as the

𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 training dataset, and 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 testing dataset respectively. The size of 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 is intentionally

limited to only 305 samples to emulate the rarity of defective samples in emerging devices, and
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𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 consists of the remaining 2,746 samples as the unseen testing dataset to evaluate the

robustness of the transfer-learning methods designed for the random forest72 algorithm
(Supplementary Fig. S3). Essentially, we aim to transfer the underlying FET device knowledge
from FinFET random forest model to a more complex GAA-FET transferred model.
Five different models are considered for benchmarking purposes: Baseline, Skyline, Structural
Expansion and Reduction (SER), Structure Transfer (STR), and Ensemble Method (MIX)72

(Supplementary Fig. S3). The Baseline represents a trivial transfer learning method, utilizing only
the 𝑆𝑆 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 dataset for training in an attempt to observe similar device behaviors regardless of the

device differences. Conversely, the Skyline model depicts the best case scenario where a model is
trained directly on the 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 dataset, assuming no transfer of knowledge across devices. The SER

and STR algorithms transform the random forest model trained on 𝑆𝑆 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 into the transferred
model using limited 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 data. The MIX algorithm is the ensemble of SER and STR transferred

models using majority voting criteria. The SER algorithm first performs the expansion
transformation by calculating the leaf nodes 𝑣𝑣 that each sample in 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 reaches. Each leaf node

𝑣𝑣 is then expanded to a full tree using samples from 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 . At the reduction stage, each internal

node 𝑣𝑣 is selected based on the smaller of the calculated empirical error – the subtree whose root

is 𝑣𝑣, and on 𝑣𝑣 if it is pruned into a leaf. The expansion and reduction processes transfer each
decision tree to best fit the target domain based on the 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 dataset (Supplementary Table S5).

Unlike the structural transformation focused SER algorithm, the STR algorithm assumes that the
source and target domain exhibit structural similarity. This is a valid assumption given that FinFET
and GAA-FET share many similar features, device characteristics, and development processes.
Hence, the STR algorithm retains the structure of each decision tree and replaces the threshold
values at each node in a top-down manner (Supplementary Table S6). Finally, the MIX algorithm
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combines the SER and STR models through the majority voting ensemble technique
(Supplementary Table S7). The innate difference between the structurally transferred SER model
and the threshold transferred STR model introduces diversity and low correlation which is
favorable in building an effective ensemble MIX model.
The mean balanced accuracy of each model is calculated as the average of 1,000 training and
testing iterations. In each of the iterations, the 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 and 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 are selected using stratified random
sampling without replacement, and their sample size remains 10% and 90% of the 𝑆𝑆 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇

respectively. The results in Fig. 5b shows that all our random forest transferred models
outperformed the Baseline by more than 30% and performed close to that of Skyline. The SER
(99.75%) and MIX (99.58%) models recorded a > 4% improvement over the Skyline model
(95.29%). The confusion matrix and detailed statistical analysis in supplementary Fig. S8 also
show high precision, recall as well as f1 scores for Skyline, SER and MIX models, highlighting
the robustness of the models. The STR model, on the other hand, suffers at only 86.71% accuracy
and the majority of the misclassifications occur in region 4 where the model tends to classify such
defects as in region 0 (Supplementary Fig. S8). This can be attributed to the significant data
imbalance in the dataset where the training samples from defect regions 3, 4, and 5 are less than
10, and region 3 only has 6 samples (Supplementary Fig. S4) which severely impedes the
performance of the STR model. This imbalance in the dataset can be solved by applying the
Synthetic Minority Over-Sampling TEchnique (SMOTE) to statistically improve the quality of the
defect dataset (Supplementary Fig. S4). As a result, both the accuracy and standard deviation of
the STR model improves, even outperforming Skyline. This is a close emulation of the rare defect
cases of emerging devices in the real world, but as more defect cases will be collected over time,
the transfer models are expected to derive better performances.
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CONCLUSIONS
We have developed a software approach to enhance the failure analysis of advanced technology
nodes. Our results show that simple and efficient classifiers guided by the careful curation of
physical features from well-calibrated TCAD models are sufficient to identify defects. The
combination of the TCAD digital twin surrogate model and the adaptive boundary refinement
technique has successfully overcome the challenge of data scarcity and imprecise defect zoning,
producing a comprehensive dataset essential to the development of an accurate and robust machine
learning model. With transfer learning, our approach can also be applied to emerging technology
devices that are not well understood as a guide to evaluating the FA process, reduce resources and
time required in extensive TEM and STEM FA. As a result, our approach achieved a high
prediction accuracy of 99.5% and 99.6% for FinFET and GAA-FET respectively using adapted
defect regions. Furthermore, the best GAA-FET transfer model achieved an average defect region
classification accuracy of 99.58% when the transfer training dataset is limited to only 10% which
is only 305 defect samples, and testing on the remaining 90% of the dataset.
As the semiconductor industry progresses, devices with improved scale, structure, and design
will emerge along with new types of defects. The variability in device architecture and fabrication
process further increases the difficulty in identifying the type and the location of defects. Here, the
TCAD digital twin model, based on fundamental device physics, is capable of encapsulating the
device architecture as a whole to reduce dependency on the foundry-specific dataset. However,
this approach would require expert knowledge to simplify and prioritize the major effects as the
computational requirement will increase drastically. Thus, a feature agnostic approach will allow
for faster integration and transfer of knowledge to a wider application where the FA of new devices
can be seamlessly done accurately even with a very limited defect dataset and expert knowledge.
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Materials and Methods
TCAD simulation software. In this work, the TCAD software based on Synopsys Sentaurus is
used to establish the defect models in FinFET and GAA-FET. A 3D model is necessary to ensure
the accuracy of the defect modeling because both FinFET and GAA-FET are non-planar device
structures in which the width direction of the device needs to be accounted for accordingly. 3D
FinFET and GAA-FET device structures are created using the Sentaurus Device Structure Editor
(SDE) process emulation instead of process simulation, available as the modules in Synopsys
Sentaurus.
Once the device is built from the SDE, meshing is performed to partition the structure into
rectangular or hexahedral elements to prepare the structure for device simulation. Subsequently,
the device simulation is carried out by using the Sentaurus Device tool which contains advanced
physical models and robust numeric methods to simulate the electrical, mechanical, and thermal
behavior of all types of devices.
The employment of SDE for the device structure construction offers the flexibility of introducing
physical defects at different locations within the device. This introduction of the defect into the
device is achieved by specifying the coordinates of locations where the defect should reside.
Simulated device parameters. The dimensions of simulated FinFET and GAA-FET transistors
are recorded in Supplementary Table S2 and Table S3. The 5nm FinFET, 3nm GAA-FET and their
respective scaled-up models are developed to increase the distribution of defects. Take FinFET
scaled-up device as an example, it consists of a 20nm gate length, 10nm fin width, and 50nm fin
height, approximately close to the dimension of a 10nm FinFET. For gate oxide, a 2nm Hafnium
Oxide (HfO2) was deposited on top of a 1nm Silicon Dioxide (SiO2) as an interfacial oxide layer.
The channel doping is set at 5 × 1017 cm-3. A constant doping profile is defined at the source-drain
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region to mimic the in-situ doped source-drain epitaxy with their doping set at 1 × 1019 cm-3 to
obtain optimal Drain-Induced Barrier Lowering (DIBL) and saturation current. Spacer width is set
as 15nm thick on each side of the gate. The source-drain contacts inclusive of the fin top are
wrapped around the peripheral of the fin.
A bridge defect can cause an electrical short circuit in the device, leading to functional failure.
This defect usually appears as a result of an anomaly in the inter-layer dielectric layer, caused by
CMP micro-scratch or dishing. Hence, the bridge defect is modeled as a resistive metal cuboid
made of TiN based on industrial examples. The width (x), length (y), and height (z) are 1nm, 18nm,
and 2nm, respectively.
Physical models. For the device simulations, the transport characteristic is calculated selfconsistently by the drift-diffusion model coupled with Poisson and carrier continuity equations.
Several physical models are employed and they are kept consistent throughout our simulations.
Firstly. to account for the quantum confinement effect due to the relatively small device dimension,
the van Dort quantization model is activated which adds a potential-like quantity (ᴧn) into the
classical carrier density equation. The addition of ᴧn modifies the carrier distribution within the
channel. Secondly, instead of using a constant mobility model which is not realistic for the highly
scaled devices, various applicable mechanisms of the mobility degradation are considered,
including the doping-dependent mobility model. An interface mobility degradation model is also
used to include the impact of the field perpendicular to semiconductor–insulator interface which
contributes to the scattering caused by surface roughness. Thirdly, to maintain realistic carrier
velocities at the high lateral field within the device, the high-field velocity saturation model is
included. Furthermore, the gate current due to carrier tunneling at the semiconductor-insulator
interface is captured in the simulation model by turning on the direct tunneling model in the
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calculation of the gate current. Besides, the Shockley–Read–Hall (SRH) model is used for
considering the effect of carrier recombination. The Drift-diffusion model is used to study the
Boltzmann statistics. Finally, based on the above-mentioned device structure and simulation
models, the current-voltage characteristic from the simulations are correlated with those from the
measurements56. Our simulated transfer characteristic versus gate bias (ID/IS-VG) is in qualitative
agreement with the ones of the actual device (Supplementary Fig. S1 and Fig. S2), validating our
simulation structures and models.
Two-stage verification process. In the first stage, the experiment data inclusive of the physical
device parameters, defect locations, nanoprobe electrical characteristics are used as the golden
reference to calibrate the TCAD digital twin model. This process ensures that the twin model maps
the physical device appropriately and captures the device's behavior with various defects. In the
second stage, the twin model generated dataset is used to train predictive models to help provide a
fast detection reference to the newly fabricated devices. The electrical characteristics obtained
from both TCAD simulation and nanoprobing measurement are used as the input to the trained
defect predictive model and the predicted defect region is evaluated with simulation ground truth
as well as extensive TEM process on the actual device. This process will iterate continuously with
new defect cases, progressively improving the labeling quality.
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