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Abstract—Accurate wireless interference identification (WII)
is vital for wireless industrial internet of things (IIoT) network
to coexist with other technologies in the crowded 2.4 GHz unlicensed band. Deep learning (DL) based methods have emerged
as a promising candidate for such type of task. However, to
achieve good accuracy, DL methods require large amount of
labeled training data, which comes from tedious annotation
work by domain expert. In contrast, unlabeled data is easier
to obtain. In this paper we present a semi-supervised DL based
WII algorithm which combines temporal ensembling technique
with CNN network to exploit unlabeled data to improve the
performance. The proposed algorithm is able to differentiate
interference from multiple wireless standards accurately with
reduced number of labels, such as IEEE 802.11, IEEE 802.15.4
and IEEE 802.15.1. Specifically, the proposed algorithm achieves
90% accuracy with less than 2% of labeled data with medium
to high signal SNR. Extensive simulation results show that the
proposed algorithm achieves a better classification accuracy than
benchmark algorithms under various SNR conditions and with
different number of labeled data.
Index Terms—Wireless interference identification,
supervised deep learning, temporal ensembling
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I. I NTRODUCTION
Industrial Internet of Things (IIoT) is one key technology
to transform traditional factories to intelligent manufacturing
industry [1]. By integrating IoT devices (eg. sensors, cameras)
into the production line, smart factories aim to leverage
on the timely monitoring and automatic control to reduce
cost and improve productivity. Example applications include
predictive maintenance, data-driven production optimization,
etc. To achieve this, it is crucial to ensure the timely and
reliable communication of information between the production
line and the control and optimization unit.
To support IIoT applications, wireless communications have
to provide low latency as well as high reliability that are
comparable to their wired counterpart. There are several
popular candidate wireless technologies to provide local connectivity for IIoT applications, such as IEEE 802.15.4 (WirelessHART [2], ISA100.11 [3], ZigBee), IEEE 802.11 (WiFi),
and IEEE 802.15.1(Bluetooth), all of which operate in the
crowded unlicensed 2.4G-Hz frequency band. Wireless links
are more vulnerable to environmental changes and could be
affected by surrounding wireless activities. For instance, without awareness of other coexisting wireless technologies, crosstechnology interference can seriously hinders the performance
of wireless links, and can lead to wasted energy and extra
delay.

Automatically detecting and classifying the interference
source is vital for IIoT devices to maintain reliable wireless
communication. For example, instead of naive carrier sense
multiple access/collision avoidance (CSMA/CA), interferencespecific mitigation algorithms can be developed based on the
classification results to ensure un-degraded performance more
efficiently [4], [5].
There are many works on classifying wireless interference,
which can be categorized into heuristic rule-based methods
[6]–[8] and machine learning/deep learning based algorithms
[9]–[11]. Conventional algorithmic interference classification
methods make use of the expert designed rules and features.
Chowdhury et al. [6] proposed an algorithmic framework
to identify WiFi and microwave interference. The algorithm
obtains a reference spectrum shape of the targeted signals
by offline measurement, then matches the observed spectral
pattern during network operation with the stored reference
shape. With the detection results, a sensor node can decide
the optimal transmission channel and scheduling to reduce
packet loss. Zacharias et al. [7] proposed a lightweight interference classification algorithm which can classify WLAN,
Bluetooth, and microwave oven based on RSSI collected by
802.15.4 compliant devices. The disadvantages of algorithmic
classification method is that the algorithms heavily relies
on the carefully designed rules specific to certain types of
technologies. Motivated by the successful deep learning (DL)
applications in other areas, wireless communication community also embrace the new technology to tackle interference
classification problems. For instance, Yi et al. [12] proposed
interference source identification for IEEE 802.15.4 wireless
sensor networks using DL technology. Raw RSSI samples
are used as input the train a two layer deep neural networks
to identify different type of interference: WiFi beacon, WiFi
video, WiFi file transfer and BLE beacon. Schmidt et al. [10]
proposed a wireless interference identification (WII) algorithm
based on deep convolutional neural networks (CNNs). The
proposed algorithm can differentiate 15 classes which represents frequency channels of IEEE 802.11, IEEE 802.15.4,
IEEE 802.15.1. Shea et al. [13] applied deep learning models to radio signals which are synthetically generated and
gone through various simulated wireless channel impairments.
Kulin et al. [14] presented a conceptual framework of endto-end learning for spectrum monitoring and deep learning
based wireless signal classifiers. They also investigated the
influence of wireless signal representation to the accuracy of
the trained DL model. Compared to traditional algorithmic
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Figure 1: Typical CNN network structure.

methods and machine learning based method, deep learning
algorithms require no manual feature extraction. The features
are automatically extracted by the first several layers of the
DL model. However, DL based algorithms requires a large
amount of labeled data to train an accurate model, while
in many practical scenarios, correctly labeled data are not
available or require tedious annotation work from domain
experts. On the other hand, in most occasions, it’s relatively
easier to get unlabeled data. Therefore, researchers start to
investigate semi-supervised learning algorithms which target
at improving the performance by harnessing the large amount
of unlabeled data [15]. Laine et al. [16] proposed ensembling
based method with data augmentation to improve accuracy
on image dataset CIFAR-10. Camelo et al. [17] proposed
a semi-supervised deep autoencoder (DAE) based approach
to recognize 16 wireless technologies generated on DARPA
software defined radio platform. The semi-supervised learning
is achieved by a two-step process: first, an encoder-decoder
model is trained by unsupervised learning, then the trained
encoder is used as a feature extractor for the classifier when
training with reduced labeled data.
This paper presents a temporal ensembling based semisupervised deep learning wireless interference classifier, which
combines temporal ensembling technique [16] with simple
CNN network structure to efficiently achieves significant
performance improvement with a small amount of labeled
data. Adopting the ensembling idea from [16] to wireless
signal classification, we develop a more efficient CNN network
structure to process the IQ data. Our proposed algorithm
differs from [17] in the way of exploiting unlabeled data.
[17] uses the unlabeled data to train a feature extractor
without assigning a label, whereas our temporal ensembling
based method constructs labels for the unlabeled data with a
consensus average over different training epochs. Given raw
IQ data as input, our proposed algorithm automatically learns
the features and accurately classifies between 15 interference
types from different wireless standards with less than 10%
labels that are used by fully supervised learning.
The remainder of this paper is organized as follows. Section

II introduces basics of the convolutional neural networks.
Section III presents the details of the proposed temporal
ensembling based semi-supervised CNN based wireless interference classifier. Section IV evaluates and discusses the
performance of the proposed algorithm. Section V concludes
this paper.
II. C ONVOLUTIONAL N EURAL N ETWORKS (CNN S )
A convolutional neural network (CNN) is a neural network
that has one or more convolutional layers. Due to its effectiveness in automatically extracting features from raw data, CNN
is one of the most popular types of deep learning networks and
is widely used in image processing applications. Fig. 1 shows
the typical structure of a CNN network. The input data are first
passed through several convolutional layers and pooling layers
to automatically extract abstract features, then the features
are flattened and serve as the input to the fully connected
layers, which will perform the classification and produce the
output results. Generally, a loss function J, will be defined as
an optimization target to measure the difference between the
output of the network z and the true labels y. The objective
of the training process is to find an optimal set of parameters
that minimize the loss function, which results in a model that
gives predictions that are as close to the true label as possible.
One of the standard optimization target for the classification
problem is the cross entropy loss, which can be defined as
m

J =−

1 X
yi log zi ,
m i=1

(1)

where m is the total training samples, yi is the true label of
the ith training sample, zi is the predicted labels for the ith
training sample.
III. T EMPORAL E NSEMBLING CNN BASED W IRELESS
I NTERFERENCE C LASSIFIER
The proposed semi-supervised deep learning wireless interference classifier is built by combining temporal ensembling
technique [16] with CNN network. By exploiting temporal
ensembling, our proposed algorithm will be able to leverage
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Figure 2: The training process of the temporal ensembling
based semi-supervised learning.

zL
zU
ẑ
w(t)
nB

Description
the set of training samples with labels
the set of unlabeled training samples
the set of true labels correspond to xL
the CNN network prediction based on the
input xL
the CNN network prediction based on the
input xU
the temporal ensemble reference
MSE weight ramp-up function
number of training samples in one minibatch

the unlabeled data to improve classification performance. For
the training data with unknown labels, temporal ensembling
forms a consensus prediction of the unknown labels using the
outputs of the network-in-training on different epochs. Hence,
the consensus prediction is called ”temporal ensemble”. Then
the unlabeled data with its consensus predictions will then be
used for training. This ensemble prediction can be expected to
be a better predictor for the unknown labels than the output of
the network at the most recent training epoch, thus can be used
as a target for training. By exploiting the ensemble prediction
as the ’label’ for unlabeled data samples, this method can be
used to improve performance when only a small portion of
labeled training data are available.
Fig. 2 shows the model details of the temporal ensembling
based semi-supervised CNN. The notations used in the figure
are summarized in Table I. In actual training, the training
samples are fed into the CNN network in mini-batches. Each
batch consists of both labeled and unlabeled training samples.
As shown in the figure, the training pass of labeled samples
and unlabeled samples are slightly different. When a labeled
training sample xl is fed into the CNN network, the network
will produce a prediction zl , for this prediction, a cross entropy
loss and a mean square error (MSE) loss will be computed.
The computation of cross entropy loss follows formula (1) of
Section II, reflects the difference between the predicted label
and the true label. On the other hand, the MSE loss is to
measure the mean square error between the latest prediction
zi and the ensemble prediction zˆi , which can be derived as
follows.
Firstly, ensemble prediction can be computed by
(t)

Zi

(t−1)

= αZi

(t)

+ (1 − α)zi ,

(3)

where t is the current epoch. After obtaining the latest epoch
prediction and ensemble prediction, the MSE loss can be
computed as follows,
MSE loss = w(t)

C X (t)
kzi − zˆi (t) k2 .
nB

(4)

i∈B

When an unlabeled training sample xU is fed into the
CNN network, the resulting prediction of the CNN network is
denoted as zU . Since unlabeled training samples don’t have a
corresponding label, only MSE loss will be computed. After
training a whole mini-batch, the total loss is computed by
adding the cross entropy loss and a weighted MSE loss. Then
Adam optimizer [18] will be used to update the weights
and eventually find the best model. The algorithm can be
summarized in Algorithm 1.

Table I: Notations
Notations
xL
xU
yL

Zi
,
(1 − αt )

(2)

Algorithm 1: Temporal ensembling based CNN wireless interference classifier.
Input : xL , yL , xU , w(t)
Output: Wireless interference classifier fθ (x)
1 foreach epoch ∈ [1, numEpochs] do
2
for xi in mini-batch B do
3
Evaluated the network outputs zi ;
4
if xi ∈ xL then
5
Compute cross entropy loss as defined in
(1) ;
6
Compute MSE loss as defined in (4) ;
7
else
8
Compute MSE loss as defined in (4) ;
9
end
10
end
P
11
Compute total loss for the mini-batch, L = i∈B
cross entropy loss +MSE loss ;
12
Update θ using Adam optimizer ;
13 end

IV. P ERFORMANCE E VALUATION
The proposed algorithm is evaluated on publicly available
data set and compared with several benchmark algorithms.
A. Dataset Description
Our proposed algorithm is evaluated on the wireless interference dataset [10]. This dataset consists of 225225 IQ
samples from several wireless technologies operating at the 2.4
GHz frequency band, namely, IEEE 802.11b/g, IEEE 802.15.4,
and IEEE 802.15.1 standards. The dataset is collected with a
sampling rate of 10 MHz, each snapshot last for 12.8µs to
produce a 128 × 2 IQ data. The dataset is labeled according to
the allocated frequency channel and the corresponding wireless
technology, resulting in 15 classes. To test semi-supervised
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Layer type

Input size

convolutional
layer

128 × 2

maxpooling

16 × 128 × 2

convolutional
layer

16 × 64 × 1

maxpooling

32 × 64 × 1

Fully connected
layer

1024

Parameters
16 filters, filter size 3,
padding = 1
filter size = 3, stride
= 2, padding = 1
32 filters, filter size 3,
padding = 1
filter size = 3, stride
= 2, padding = 1
15 neurons

Activation
function
ReLU
NA
ReLU
NA
softmax

Avg. classification accuracy

Table II: CNN structure and parameters.
1
0.8
0.6
only labeled
temporal ensembling
self training
157k fully labeled
label spreading

0.4
0.2
0

0

5000

10000

15000

Number of labeled data

method, we randomly selects partial of the labels to train
the classifier. The rest of the training data, the deliberately
unlabeled part is used to create the temporal ensembling
reference to help with the final classification decision.
B. Deep Learning Structure and Hyper-Parameters
The proposed semi-supervised CNN algorithm was built
and run based on Pytorch deep learning framework [19]. The
utilized CNN structure is summarized in Table II.
Our networks were trained using Adam optimizer with a
maximum learning rate of 3 × 10−5 . In all runs, the learning
rate and unsupervised loss weight w were ramped up using
Gaussian ramp up curve exp[−5(1 − t/T )2 ], where t ∈ [0, T ]
is the epochs. The model is trained for 350 epochs with minibatch size 150. The temporal ensembling accumulation delay
constant was set to α = 0.6.
C. Evaluation Results
1) Benchmark Algorithms: The proposed temporal ensembling based semi-supervised wireless interference identification method is compared with several benchmarks. Namely,
the partially supervised baseline, the self-train based, and label
spreading based semi-supervised learning algorithm, and the
fully supervised CNN [10]. Here, the fully supervised results
indicate the upper bound of the obtainable accuracy. All the
results are averaged over 5 simulation runs using different
random seeds. In the following result figures, the following
notations are used.
• “only labeled” denotes the baseline method, with supervised CNN [10] trained on partially labeled data.
• “157k fully supervised” denotes supervised CNN [10]
algorithm trained with all the labeled data, which is also
a performance upper bound for all the semi-supervised
algorithms.
• “self-train” denotes self-train based semi-supervised
method.
• “label spreading” denotes label spreading based semisupervised method
2) Performance Metrics: The performance of the proposed
algorithm is evaluated based on classification accuracy on the
test set. The classification accuracy A can be define as the
following.
A=

1

m
test
X

mtest

i

ycorrect ,

(5)

Figure 3: Overall classification accuracy

in which mtest is the number of testing samples.
We will evaluate the performance of the proposed algorithm
under various SNR conditions and with varying number of
labeled data. Additionally, an example confusion matrix will
give a more detailed view on how the proposed algorithm
performs on different classes.
Fig. 3 shows the overall classification accuracy for our
proposed methods under varying amount of labeled data. The
overall accuracy is an average over all SNR values. The
number of labels range from 2000 (< 2%) to 15000 (< 10%).
First, it shows that the proposed temporal ensembling based
semi-supervised DL WII algorithm outperforms all the benchmark algorithms with different amount of labeled data varying
from 2000 to 15000. More specifically, when there is only
2000 labeled data, the proposed method achieves 74% overall
classification accuracy, which is more than 2 times better than
the baseline and self-train algorithm, 16% better than the label
spreading method, and only 10% less than the fully-supervised
performance bound. In addition, it can be observed that the
performance of all the semi-supervised DL methods tends to
converge as number of labels increases.
Fig. 4 shows the classification accuracy comparison under
various SNR conditions. Labeled training data are fixed at
2000. It can be observed that, with less than 2% of labeled
data, our proposed temporal ensembling based DL algorithm
significantly improves the accuracy compared to baseline and
benchmark algorithms. Specifically, our proposed algorithm
achieves 75% accuracy at low SNR (−8 dB), 91% at medium
SNR (0 dB), and 93% at high SNR (20 dB). The proposed
algorithm outperforms baseline algorithm and self-train based
semi-supervised method by more than 2 times at medium
SNR, and is 25% better than label spreading based semisupervised algorithm. When SNR < −10 dB, the temporal
ensemble produced by the proposed method is less accurate,
which might lead to worse accuracy than the label spreading
method.
Fig. 5 gives the normalized confusion matrix for our
proposed algorithm with 2000 labeled data. It shows the
classification accuracy is not so good for 3 of the IEEE
802.11 channels. The underlying reason is that the training
samples are captured with 10 MHz sensing bandwidth, but the
bandwidth for IEEE 802.11 signal is 20 MHz. It means that the
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pre-process the IQ data before feeding into the network; to
investigate how DL method will perform if the interference
signal is obtained in a time-varying channel.
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Figure 4: Average classification accuracy under various SNR
conditions.

Figure 5: Normalized confusion matrix for proposed algorithm
trained on 2000 labeled data.
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the not so good performance compare to other wireless signals.
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different number of labeled data.
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