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Abstract

Network path validation (or simply, path validation) provides network end-hosts
with the ability to enforce the network paths they want their packets to traverse.
Path validation also enables each on-path node to validate whether a packet
has followed the same path specified by the respective source node. Traditional
networking uses single-path routing. Multi-path routing provides on-path nodes
(including the source node) with the flexibility to choose a path, among a set of
options available to them, in order to forward a packet to the same destination
node. Multi-path validation combines these two notions: a source node, instead
of choosing a single path, can choose a set of paths to send its packets to
a destination node; and each of the other on-path nodes can verify whether a
packet has indeed traversed one of the legitimate paths (the paths designated by
the source) and can further select any of these legitimate paths downstream to
forward packets to the destination node. The source node typically embeds the
set of paths in a packet-header to enable path validation at each on-path node.
However, this results in several privacy issues and makes the underlying network
prone to certain attacks. In this work, we introduce privacy-preserving multi-
path validation with two privacy notions: path privacy and index privacy. We
design VALNET, a network that achieves privacy-preserving multi-path validation.
We analyze the security as well as the performance of VALNET. VALNET finds
numerous use cases (e.g., in secure and private military communications between
base stations and on-field devices such as sensor nodes and drones), where data
communications need to take place over multiple paths (enforced by the end-
hosts) for enhanced reliability, and privacy of any of these paths must not be
compromised even if some of the on-path nodes are compromised. To the best
of our knowledge, VALNET is the first work that addresses privacy concerns in
the context of multi-path validation.

Keywords: Multi-path validation, multi-path routing, path privacy, index
privacy, chameleon hash functions.

IThis is the accepted version of the article published in Computer Networks
(Elsevier) (the final published version of the article is available at ScienceDirect:
https://doi.org/10.1016/j.comnet.2021.108695).

Email address: binandas@i2r.a-star.edu.sg (Binanda Sengupta)

1

https://doi.org/10.1016/j.comnet.2021.108695


1. Introduction

The current Internet architecture provides best-effort services to end-hosts
(where the end-hosts can only hope that their packets will be correctly directed
towards the intended destinations) and is prone to several attacks and security
breaches [1, 2]. Over the past few years, a large volume of research work on
future Internet architectures [3, 4, 5, 6, 7, 8] have come up in order to enhance its
security and reliability. Selecting appropriate network paths1 for communication
carries utmost importance. However, the intermediate nodes on a network path
in the current Internet is invisible to the end-hosts and solely determined by
the Internet control plane. Thus, the end-hosts have no information about the
actual path their packets are following, and they have no control over the packets
once they leave the source node.

Path-aware networking [9, 3] exposes various properties of available paths to
end-hosts and lets them select (and enforce) paths, based on these properties,
in order to route their traffic. For example, an end-host may want its packets
to go through a service function chain [10] (a chain of network services such
as firewall, intrusion detection, and so on), or it may opt for a premium high-
speed path for its packets. Future Internet architectures such as SCION [3],
which are based on path-aware networking, have drawn significant attention
from academia as well as industries. For example, in the past few years, SCION
has developed several testbeds, implemented SCION routers, collaborated with
leading Internet service providers (ISPs) such as Swisscom [11], and worked
with renowned institutions such as the Swiss National Bank [12]. The Internet
Research Task Force (IRTF) and Internet Engineering Task Force (IETF) have
also formed a separate research group [13, 14] to advance research in this par-
ticular domain. Path-aware networking addresses certain security aspects such
as source/packet authentication (in order to prevent denial-of-service attacks,
malicious packet-injection attacks) [15], network path authorization (where net-
work operators enforce their own policies to rule out certain paths which are
not compliant) [16, 17], network path validation (where the end-hosts specify a
path for packet transmission and every on-path node can check whether that
path has been followed so far) [15, 18, 19].

A network path validation (or path validation) protocol [20] enables a source
node to enforce a network path in order to send packets to a destination node
(path enforcement), such that each on-path node can verify if the packets have
indeed traversed, so far, the same path designated by the source node (path
verification). Several path validation schemes [21, 15, 22, 23, 24, 16, 25] have
been proposed which employ authenticated proofs to enable path verification
(where every on-path node produces proofs that each of its downstream nodes,
if any, can verify later).

1A network path from a source node to a destination node consists of the following on-
path nodes: two end-hosts (i.e., the source and destination nodes) and an ordered collection
of intermediate nodes between them.
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Figure 1: In multi-path routing, a source node S and a destination node D share a multi-path
between them. Given a choice, the nodes on the multi-path can forward packets towards D
through any of these paths. For example, the node N2 has the flexibility to forward a packet,
sent by S, through any one of the nodes N3 and N5.

Path validation schemes typically reveal the whole network path, enforced
by the source node, to the (possibly untrusted) intermediate nodes. A recent
work [26] introduces two notions of privacy applicable to path validation – path
privacy (an intermediate node cannot know the path except its neighbors) and
index privacy (an intermediate node cannot know its position or node-index on
the path). It also discusses several practical scenarios where both these privacy
notions are critical. For example, path validation without path privacy can
disclose the identity of the end-hosts (e.g., smartphones, military base stations,
sensor nodes, drones) to the intermediate nodes which can relate the end-hosts
with certain sensitive information (e.g., medical data, physical location). In
another attack scenario, a malicious intermediate node may be present on two
different paths destined to two competing service providers (e.g., two shopping
websites). In case the malicious node can identify the destination nodes from
the respective network paths and it shares a strong business relation with one
of them, it can favor its preferred service provider by selectively dropping the
packets destined to the other. Identifying critical nodes2 can also be advanta-
geous for an attacker to maximize the disruption it can cause with a limited
amount of resources. Moreover, identifying the node-index of a compromised
node may also help an attacker mount some of the aforementioned attacks. For
example, if a node knows that its own position, along a path with n (say) nodes,
is 2 or (n − 1), then it can easily identify the source node or the destination
node, respectively. Hence, it is imperative to address privacy issues in network
path validation.

2A critical node [27] in a network has many neighbors in the network and is thus possibly
present on many network paths.
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Multi-path routing [28] enables a pair of source/destination nodes to share
multiple paths between them; and it also allows other intermediate nodes to
forward packets to the destination node through any of these paths (as shown in
Figure 1), possibly based on various factors such as availability, communication
cost, and so on. In a recent work, Ma et al. [19] combine the notions of path
validation and multi-path routing to introduce multi-path validation and provide
their construction, called Atlas, where a source can select multiple paths for
communicating with a destination and each on-path node can verify if one of
these paths has been followed by a packet.

In this work, we focus on privacy-preserving multi-path validation which sat-
isfies both the notions of path privacy as well as index privacy (in the context
of multi-path validation). To achieve multi-path validation (without privacy),
Atlas [19] employs a chain of authentication fields where each such field corre-
sponding to an on-path node depends on that of its predecessor node (i.e., the
node it receives a packet from). However, a node having multiple predecessors
(we call such a node a converging node; see Section 2.1) may have to keep track
of many such fields with different values (e.g., the authentication fields computed
and forwarded by the nodes N6 and N7 in Figure 1 may differ, and the node N8

has to keep track of them). Consequently, all subsequent nodes (e.g., N9, N10

and N11) need to keep track of multiple authentication fields. Atlas addresses
this issue using a novel technique called hierarchical validation, where paths are
split into single-segments and multi-segments, and these multi-segments are fur-
ther split into single-segments and multi-segments recursively. In a higher level
of the hierarchy, two nodes still remain neighbors, whereas all the segments in
between them are moved to the next lower level of the hierarchy. This enables
the latter of those two nodes to have a single authentication field irrespective of
different intermediate segments present in the lower level. The source node in
Atlas initially sends a list of tagged paths to all on-path nodes. During packet
transmission, other on-path nodes can compare the tags carried in packets with
the local tags to identify the path they need to verify. In order to achieve this,
hierarchical validation requires each packet-header to contain the hierarchy in-
formation along with the tags for path-segments. Therefore, it is challenging
to design a privacy-preserving multi-path validation protocol using hierarchical
validation, while maintaining a single authentication field for each converging
node. In this work, instead of using hierarchical validation, we exploit, for the
first time to the best of our knowledge, chameleon hash functions [29] in multi-
path validation. Chameleon hash functions are cryptographic primitives that
allow an entity, having a trapdoor (i.e., a secret key), to find arbitrary collisions
for a given hash value (i.e., to modify a message arbitrarily without changing
its hash value). In our construction, we use such a chameleon hash function [29]
in a novel way so that a single authentication field is sufficient for a converging
node, irrespective of the predecessor node it receives a packet from. This also
resolves the issue of each subsequent on-path node keeping track of multiple
authentication fields.

Our contribution: We summarize our contributions in this work as follows.
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• We introduce the notion of privacy-preserving multi-path validation which
supports network path validation, in the presence of multi-paths between
end-hosts, while maintaining both path privacy and index privacy.

• We construct VALNET, a network that achieves privacy-preserving multi-
path validation. The destination node in a VALNET session can also validate
the authenticity of the designated source node. VALNET involves a novel use
of chameleon hash functions along with other cryptographic techniques.

• We analyze the security of VALNET in light of several possible attacks
relevant to privacy-preserving multi-path validation.

• We analyze the performance of VALNET based on the computational and
storage overhead incurred at each on-path node. We also discuss per-
packet communication overhead required in VALNET.

Organization of the paper: We organize the rest of the paper as follows.
Section 2 discusses the preliminaries and background that include the relevant
definitions and the related work. In Section 3, we describe the construction of
VALNET, a network with privacy-preserving multi-path validation. Section 4 ana-
lyzes the security of VALNET. We discuss the performance of VALNET in Section 5
and conclude the paper in Section 6.

2. Preliminaries and Background

In this section, we describe certain notions related to multi-path validation
and its privacy. We also discuss the cryptographic primitives that we use later in
this work. We then report the related work that exist in the literature and give
a brief overview how the current Internet needs to be changed to incorporate
multi-path validation.

2.1. Multi-Path Validation and Privacy Properties

Multi-path validation extends the notion of single-path validation3 where a
source node can decide multiple possible paths for its packets to traverse towards
a destination node. Given a source node S and a destination node D, a multi-
path from S to D is a collection of multiple (say, n, including S and D) nodes,
where there are one or more paths from S to D, and each of these paths consists
of S and D and also some of the other (n − 2) intermediate nodes. Thus, the
source node can send a packet to the destination node along any of these paths
(as opposed to a single path where each packet traverses through a single chain
of nodes starting from S and ending at D). We denote such a multi-path from

S to D having n nodes by S
n∼ D. A multi-path can also be visualized as a

directed acyclic graph G with a single source S and a single sink D.

3In order to distinguish from multi-path validation, we use the term single-path validation
for the path validation schemes designed for a single path between a source and a destination.
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The nodes present on a multi-path (i.e., the on-path nodes) are ordered in
the sense that the source node can choose any arbitrary ordering and assign each
of the nodes a unique number i ∈ [1, n] accordingly.4 It also labels the identity
of the i-th node with a node-identifier Ni. The only restriction on the ordering
chosen by the source node is that the relation 1 ≤ j < i ≤ n must hold whenever
(Nj , Ni) is an edge in G (which implies that N1 = S and Nn = D). For example,
the ordering shown in Figure 1 is a valid one. Similarly, if we interchange the
node-identifiers N4 and N5 (or, N6 and N7) in Figure 1, then also the respective
orderings are valid. Throughout the rest of the paper, we consider a multi-path
S

n∼ D with total n nodes, and we refer to the ordering initially chosen (and
fixed) by S when we mention the order or indices of on-path nodes. For any edge
(Nj , Ni) in G, we say that the node Nj is a predecessor node of Ni and Ni is a
successor node of Nj . Thus, the source (or destination) node has no predecessor
(or successor) nodes in G. We say thatNj is a diverging node if G has two or more
edges of the form (Nj , N), and we call these edges (i.e., the outgoing edges for a
diverging node) diverging edges (e.g., the nodeN2 in Figure 1 is a diverging node,
and (N2, N3) and (N2, N5) are the corresponding diverging edges). Similarly,
Nj is a converging node if G has two or more edges of the form (N,Nj), and we
call these edges (i.e., the incoming edges for a converging node) converging edges
(e.g., the node N9 in Figure 1 is a converging node, and (N4, N9) and (N8, N9)
are the corresponding converging edges). Thus, a converging node may receive
a packet from any of its predecessors (via a converging edge), and a diverging
node may forward a packet to any of its successors (via a diverging edge).

A single-path validation protocol [20, 21, 15] satisfies both path enforcement
(where the source node S decides a single path to the destination node D and
directs the on-path nodes to follow that path for sending packets to D) and path
verification (where each on-path node receives authenticated proofs, embedded
in packets, from its upstream nodes, and it can verify these proofs in order to
check if these packets have followed, so far, the same path enforced by S). A
multi-path validation protocol [19] is similar to a single-path validation protocol,
except that the source node S enforces a multi-path for sending its packets to D
and each on-path node can verify whether the packets have so far traveled along
one of the paths present in that multi-path. We note that, as a multi-path may
consist of only a single path from S to D, the notion of multi-path validation
generalizes the notion of single-path validation.

We define three properties – source authentication [15, 26], path privacy [26]
and index privacy [26] – in the context of multi-path validation. We note that
they are similar to those defined for a single-path validation, except that we
consider multi-paths in this work. We say that a multi-path validation protocol
satisfies source authentication, if S authenticates each packet it sends to D,
so that every on-path node traversed by the packet can verify whether the
packet has originated from S. We say that a multi-path validation protocol
satisfies path privacy, if an intermediate node present on the multi-path S

n∼ D

4We denote the set {a, a+1, . . . , b} also by [a, b], where a and b are two integers with a ≤ b.
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cannot identify the other nodes present on S
n∼ D (except its predecessor and

successor nodes since this information is required for packet forwarding). To
be more generic, for multi-path validation with path privacy, a set of colluding
intermediate nodes cannot identify any honest nodes on S

n∼ D unless they are
predecessors or successors to at least one of the colluding nodes. We say that
a multi-path validation protocol satisfies index privacy, if an intermediate node
present on the multi-path S

n∼ D cannot learn its own node-index i ∈ [2, n− 1]
(assigned according to the ordering initially chosen by S). Finally, we say that a
privacy-preserving multi-path validation protocol is the one which satisfies both
the notions of path privacy and index privacy.

2.2. Overview of Cryptographic Primitives Used

In this work, we use several cryptographic primitives as follows. In order to
achieve message privacy, we use a secure symmetric-key encryption scheme [30,
31] E = (KeyGene,Enc,Dec), where the algorithm KeyGene generates a symmet-
ric secret key sk, the algorithm Enc encrypts a message (plaintext) using sk
to form a ciphertext, and the algorithm Dec decrypts a ciphertext using sk to
obtain a message. In order to achieve message authenticity, we use a secure mes-
sage authentication code (MAC) scheme [32] MAC = (KeyGenm,MACS,MACV),
where the algorithm KeyGenm generates a symmetric secret key sk, the algo-
rithm MACS takes a message and sk and outputs a message authentication code
MAC (usually a short digest), and the algorithm MACV uses sk to check if a
given MAC is valid for a given message.5 In order to shuffle a set of n ele-
ments with each element assigned to a unique number in [1, n], we use a secure
pseudorandom permutation (PRP) scheme [33]. The scheme takes as input a
symmetric secret key sk and the domain [1, n], and it outputs a permutation
(or shuffling) of [1, n].

From the security point of view, without knowing the corresponding secret
keys, it is hard to produce a valid ciphertext c for a plaintext m (or to produce a
valid plaintext m from a ciphertext c) and to generate a MAC for a message m,
unless they are available already; and it is also hard to distinguish a PRP from a
random permutation (which is a permutation chosen uniformly at random from
the family of all permutations over the same domain [1, n]).

We use two collision-resistant hash functions H1 and H2. For each of these
hash functions, it is hard to find two inputs whose hash values are equal. We also
use a secure chameleon hash function [29] CH = (KeyGenc,Eval,FindColl), where
the algorithm KeyGenc generates a secret key-public key pair, the algorithm
Eval uses the public key to generate a hash value corresponding to a message,
and the algorithm FindColl uses the secret key to find a collision for a given
hash value. We note that, without the knowledge of the secret key, CH acts as
a conventional collision-resistant hash function. We describe a chameleon hash

5Given a message, a MAC and a secret key, the algorithm MACV runs MACS on the message
to generate another MAC, and it outputs 1 or 0 depending on whether the MAC generated
is equal to the given MAC or not.
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function, that we use in our protocol, in Section 3.3. We also use a certificateless
one-way anonymous key-agreement protocol [34], such that the source node can
authenticate itself to another on-path node without revealing its own identity
(the description is given in Section 3.2).

2.3. Related Work

In this section, we discuss some existing single- and multi-path validation
schemes. We note that there are several schemes that address either path en-
forcement [35, 36, 37, 38, 39] or path verification [40, 41, 42] separately. On
the contrary, path validation schemes achieve both simultaneously. In order to
achieve path enforcement, many schemes embed the path in the packet-header,
so that each on-path node can identify the successor node(s) it has to forward
the packet to. For path verification, these schemes also embed a verification
field, for each of the on-path nodes, in the packet-header. Moreover, most of
the path validation schemes also allow source authentication, where an on-path
node or the destination node can validate the source. For a detailed descrip-
tion of these schemes and many other related schemes, we refer to a recent and
comprehensive survey by Bu et al. [20].

Postmodern forwarding and routing infrastructure (PFRI) [43] includes four
additional fields in packet headers – motivation, knobs, accountability and dials
– in order to validate the path. While the first two fields are required to enforce
the path, the other two fields help to verify the path. ICING [21] achieves
path verification by assigning a verification field to each on-path node N . The
source node initially computes an authenticator for each N and embeds it in
the corresponding verification field. Later on, each of the upstream nodes of
N adds a proof to that field. Upon receiving the packet, the node N checks
if all the proofs present in its verification field are correct. Then, N computes
and adds its proof to the verification field for each of its downstream nodes.
The origin and path trace (OPT) protocol [15, 18] employs chained MACs for
on-path nodes, and the corresponding verification fields (which are also MACs)
are computed using these MACs, such that any incorrect value in that chain
makes the verification fields for all subsequent nodes invalid. While ICING
imposes O(n) proof generation/verification on each on-path node, OPT reduces
this number to O(1). On the other hand, for each on-path node in OPT, the
computation of the corresponding proof (stored in the respective verification
field) is delegated to the source node. The orthogonal sequence verification
protocol (OSV) [22, 44, 45] shares a design similar to that of OPT, except that
the verification fields in OSV are computed using orthogonal sequences (instead
of MACs as in OPT). OPT is more generalized in that it enforces per-packet
validation. Wu et al. [46] propose an efficient path validation mechanism which
verifies packets probabilistically.

In avoidance routing such as alibi routing [23], packets are required to avoid
specific nodes in a network. To achieve such a guarantee, path validation is
enabled, and the packets need to traverse through certain (legitimate) nodes
that are located far from the forbidden nodes. If the packets do not follow the
legitimate path, path validation fails. On the other hand, if they travel through
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both sets of nodes, then the destination node can easily detect this misbehavior
by observing the higher latency.

Due to the recent surge in research on path-aware networking [14, 13, 9],
several path validation schemes have been proposed in the past few years.
He et al. [24] provide the construction of a non-commutative homomorphic
asymmetric-key encryption scheme that offers constant-size proofs. They ex-
ploit this encryption scheme to design a path validation scheme, called Atomos,
that achieves constant-size path validation proofs. Legner et al. [16] propose
EPIC, a family of data-plane protocols with several security properties such as
path validation and path authorization [17]. Unlike path validation that pro-
vides the end-hosts more control over the paths, path authorization enables
autonomous systems (ASes) to authorize paths (e.g., in case they want to rule
out certain uneconomical paths) such that the end-hosts must choose one of
these authorized paths only to communicate their packets. EPIC also reduces
the per-packet communication overhead by using short authentication fields for
intermediate nodes with a longer authentication field for the destination node.
Yang et al. [25] propose a protocol for source and path validation that enforces
the intended path policies. They employ a new authentication structure that
reduces the packet-processing latency significantly and optimizes the communi-
cation cost as well. In another work, Sengupta et al. [26] introduce two privacy
notions – path privacy and index privacy – in the context of single-path vali-
dation and show that these properties are required to prevent certain attacks.
They also construct a privacy-preserving single-path validation protocol, called
PrivNPV, which satisfies these privacy notions.

All of the aforementioned schemes consider single-path validation. How-
ever, in case of multi-path routing [28], single-path validation schemes are not
sufficient. Ma et al. [19] recently introduce a multi-path validation protocol,
called Atlas, where the end-hosts can select multiple paths to communicate
with each other. Atlas uses several techniques such as OPT-like chained MACs,
hierarchical validation (where paths are split into single-segments and multi-
segments, and these multi-segments are further split into single-segments and
multi-segments recursively) and tagged pruning (where the segments present in
paths are tagged for identification during verification and redundant path cre-
dentials are later removed in order to save the bandwidth required downstream).
For multi-path routing, it may happen that a particular on-path node N is a
converging node. As N is present on different paths from S to D, its verifica-
tion fields corresponding to these paths vary as well (since the chained MAC
for N corresponding to one of these path differs from that of others as their
upstream nodes differ). So, each packet has to contain multiple verification
fields for N corresponding to different paths. Similarly, multiple verification
fields for each of the subsequent nodes also need to be stored in each packet.
Atlas [19] addresses this problem using hierarchical validation, where multiple
path-segments between two nodes Ni and Nj are moved to a lower level in the
hierarchy. This makes Ni and Nj neighbors in the higher level of the hierarchy
(despite having different path-segments in between). So, the verification field
of Nj now depends only on the MAC provided by Ni, irrespective of the inter-
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mediate path-segment followed by a packet. We note that, in this work, we use
a different and novel technique in order to get rid of multiple verification fields
for a converging on-path node (and its subsequent nodes). We employ a trap-
door hash function, called chameleon hash (as discussed in Section 2.2), which
allows a converging node with a secret key to find an arbitrary collision (i.e., the
same value for its verification field) for different MAC values computed by its
predecessors. In addition, we use several other techniques to construct the first
privacy-preserving multi-path validation protocol as described in Section 3.

The current Internet requires changes to accommodate path valida-
tion. Path validation is designed for the future Internet and requires appropri-
ate changes in the current Internet architecture as well as the processing and
routing logics for packets. We refer to [24, 20] for a detailed discussion on the
same and briefly mention some of the points as follows.

The end-hosts in path validation need to select paths for packet transmission,
compute keys shared with other on-path nodes, and embed authenticated proofs
in packets required for path verification. ISPs can provide the possible options
of permitted paths to the end-hosts (possibly from the set of paths authorized by
the respective ISPs [16]), and the end-hosts can choose one or more paths among
them for communication. Different ISPs can collaborate to get path information
by sharing their internal topology with others. They can provide the end-hosts
with path validation as a service. Shared key generation can be done following
a key-exchange protocol or using an on-the-fly key derivation from the packets
themselves [15]. Lastly, the end-hosts should be able to compute cryptographic
primitives required for path verification. Moreover, the routers should be able
to compute and verify authenticated proofs embedded in packets. This requires
the routers to set up shared keys. Existing routing logic should also be updated
in each of the routers — which requires updates to router software [15].

3. VALNET: A Network with Privacy-Preserving Multi-Path Validation

We construct VALNET, a network that enables privacy-preserving multi-path
validation. In this section, we first provide a brief overview of the VALNET

construction followed by the description of certain cryptographic protocols and
primitives that we use in VALNET. Finally, we describe in details how packets
are communicated between end-hosts in a VALNET session.

3.1. Overview of VALNET

In order to enable path verification by each node present on a multi-path
from a source node S to a destination node D in VALNET, S includes in each
packet a verification field. When a packet reaches a particular on-path node, the
node is able to validate the path using the verification field (which is specific
to that node and computed by the source node) and an authentication field
(which is initially computed by the source node and thereafter updated by each
upstream node) embedded in the packet. S computes the verification fields using
the session keys it shares with the corresponding on-path nodes. We provide an
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overview of the techniques we use in VALNET as follows. We note that some of
these techniques are used in [26] but in the context of single-path validation.

We assume that each node in a network has an identity, and a key generation
center (KGC) helps each node to derive a pair of (long-term) secret key-public
key. We also assume that there is a public list [34] that maintains these identities
and public keys of all network nodes. The secret key-public key pairs are later
used for computing the session keys for a particular VALNET session. We exploit
a one-way anonymous key-agreement protocol [34] in order to enable the source
node S and other on-path nodes to establish corresponding shared session keys
while maintaining the anonymity of S (see Section 3.2). These session keys are
computed in the setup phase of a VALNET session (see Section 3.4). Specifically,
for each session, S picks a random secret w (and its corresponding pseudonym
P), and computes the session keys using w and the corresponding public keys
of the on-path nodes. An on-path node later derives the same session key from
P and its own secret key. We note that the destination node must be able to
identify and authenticate the source node. Therefore, they agree upon another
(non-anonymous) session key for this purpose (see Section 3.2). During the
setup phase as well as payload-forwarding phase, the destination node validates
a verification field computed using this key — which implicitly enables it to
perform source authentication. If a malicious node in the network, without the
knowledge of this key, tries to impersonate the source node, this authentication
fails at the destination node.

A multi-path from S to D can be seen as a collection of single paths, where
some of these paths possibly share path-segments among them. In order to
achieve path verification for an individual path, the source node computes a
chain of message authentication codes (MACs) [15, 19], where each MAC in
the chain corresponds to an on-path node. Based on this MAC value (that we
call the chained authentication field), an on-path node computes another MAC
value using its own session key and checks if the latter MAC value matches
with its corresponding verification field. We note that a single incorrect chained
authentication field value causes all subsequent verification fields to be invalid
— which makes path verification fail at the next honest on-path node. Instead
of storing a chained authentication field for each on-path node, a packet stores
a single such field, and each node updates this value in the packet and sends
the updated packet to its successor node(s) if the packet passes path verifica-
tion. For multi-path validation, we will have multiple such chains of MACs. For
a converging node N , the respective chained authentication fields sent by its
predecessors may vary for different paths due to the difference in its upstream
nodes. This requires storing multiple verification fields for a single converging
node N (based on different chained authentication fields it receives) and, con-
sequently, multiple verification fields for all successors of N as well (based on
different chained authentication fields they receive from N) in a packet — which
incurs a considerable overhead in terms of packet size. In order to address this
issue, we employ a chameleon hash function [29], such that different chained
authentication fields received by such a converging node N are mapped to the
same value (say, temp). Therefore, both the verification field of N and the
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chained authentication field updated by N are computed from temp; thus their
values do not vary depending on which of the predecessor nodes N receives a
packet from. We note that the chameleon hash function uses randomness values
for a converging node. The source node S encrypts these randomness values for
all converging nodes using their respective session keys, such that a converging
node can decrypt its corresponding randomness values only. S then embeds all
of these ciphertexts in the packet after shuffling them using a pseudorandom
permutation.

In order to achieve path enforcement with path privacy, the source node en-
crypts the successor-node information for each of the intermediate nodes (this
encryption is different from the encryption used for the randomness values cor-
responding to the converging nodes), such that only that node can decrypt its
corresponding ciphertext using its session key in order to identify its successor
node(s) the packet needs to be forwarded to. For a converging on-path node, the
corresponding ciphertext also encrypts the permuted indices of the randomness
values for the chameleon hash function as discussed above. We note that no
intermediate node can decrypt the ciphertexts meant for other on-path nodes
— which preserves path privacy.

In order to achieve index privacy, neither the sequence of verification fields
nor the sequence of ciphertexts embedded in a packet should leak the index
of an intermediate node. In order to hide the respective indices of on-path
nodes, we employ another pseudorandom permutation to shuffle the verification
fields as well as the ciphertexts. The source node S uses its own secret key for
this shuffling. Therefore, an intermediate node cannot learn its own node-index
on the multi-path, even though it can successfully decrypt its ciphertext and
identify its verification field.

3.2. Key Agreement in VALNET

In VALNET, we use a certificateless one-way anonymous key-agreement proto-
col [34], which enables the source node S to authenticate itself to an intermediate
node N without revealing its own identity. However, S knows the identity of
the node N . On the other hand, we also use non-anonymous key agreement
to let the destination node D identify the source node S and authenticate it.
VALNET assumes the existence of a key generation center (KGC). We describe
the key agreement in VALNET as follows.

VALNET uses a multiplicative group G = 〈g〉 of order q, where q is a prime
and g is a generator of G. It also uses two hash functions H : {0, 1}∗ → Zq and
H ′ : {0, 1}∗ → {0, 1}128. Initially, the KGC chooses a random element x ∈ Zq
as the master secret key MSK, and it sets the tuple (q,G, g,H,H ′, y = gx) as
the public parameter MPK.

For the node associated with an identity ID, the KGC first validates the
respective identity. For one-way anonymous key agreement, the KGC chooses
a random element aID ∈ Zq and sets bID = gaID . The KGC computes dID =
H(ID||bID)x + aID using the master secret key MSK = x and sends the pair
(dID, bID) to the node. The node then chooses a random element xID ∈ Zq and
sets yID = gxID . On the other hand, for non-anonymous key agreement [47],
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the KGC issues a secret key uID ∈ Zq to the node, and the node computes
the corresponding public key vID = guID . Finally, the node outputs its secret
key SKID = (dID, xID, uID) and its public key PKID = (bID, yID, vID). We
note that, among these long-term keys, the anonymous key agreement uses the
secret key-public key pair ((dID, xID), (bID, yID)), and the non-anonymous key
agreement uses the secret key-public key pair (uID, vID).

We assume that there is a public list that contains the identities and corre-
sponding public keys of all nodes [34]. The source node searches this list for the
credentials of other on-path nodes in order to establish corresponding shared
keys. As shown in Eqn. 1,Eqn. 3,Eqn. 4,Eqn. 5 (Section 3.4), the keys estab-
lished between the respective pairs of nodes during the setup phase of a VALNET

session are derived from the long-term keys mentioned above.

3.3. Cryptographic Primitives Used in VALNET

VALNET uses the following cryptographic primitives: a secure (symmetric-
key) encryption scheme E = (KeyGene,Enc,Dec), a secure message authentica-
tion code (MAC) scheme MAC = (KeyGenm,MACS,MACV), two secure pseudo-
random functions (PRPs) Π and Π′, and a secure discrete-log-based chameleon
hash function CH = (KeyGenc,Eval,FindColl) [29, 48]. It also uses two collision-
resistant hash functions H1 : {0, 1}∗ → S and H2 : {0, 1}∗ → M, where S is
the space of all session-identifiers and M is the output space of H2.

We assume that the chameleon hash function CH is defined on the same group
G = 〈g〉 used during key agreement (see Section 3.2), where g is a generator of G
and G has a prime order q. The algorithm CH.KeyGenc generates a secret key-
public key pair (skCH , pkCH) such that skCH is chosen from Zq uniformly at ran-
dom, pkCH = (q, g, hCH) and hCH = gskCH . The algorithm CH.Eval takes the
public key pkCH , a message mCH ∈ Zq and a randomness value rCH ∈ Zq as in-
put and outputs CH.Eval(pkCH ,mCH , rCH) = gmCHhrCHCH ∈ G. So, anyone with
a message-randomness value pair (mCH , rCH) can evaluate the hash with the
help of the public information g and hCH using two exponentiations. We note
that the knowledge of the secret key skCH helps evaluating the hash function us-
ing only one exponentiation: gmCHhrCHCH = gmCH (gskCH )rCH = gmCH+skCHrCH .
To simplify, we use CH.Eval(mCH , rCH) in order to denote the hash evalu-
ation (a node evaluates it using the secret key or public key depending on
whether it knows the corresponding secret key or not). On the other hand,
given the secret key skCH , the public key pkCH , a message-randomness value
pair (mCH , rCH) and an arbitrary message m′CH 6= mCH , the collision-finding
algorithm CH.FindColl finds another randomness value r′CH = sk−1

CH(mCH −
m′CH) + rCH (mod q), such that CH.Eval(mCH , rCH) = CH.Eval(m′CH , r

′
CH).

However, without the knowledge of skCH , the secure chameleon hash function
CH acts as a conventional collision-resistant hash function.

3.4. Setup Phase in a VALNET Session

As discussed in Section 2.1, in multi-path routing, a source node S may
select a multi-path with n (say) nodes to communicate with a destination node
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D. Such a multi-path S
n∼ D can be visualized as a directed acyclic graph G with

total n nodes, where S is the single source and D is the single sink. We denote all
nodes present on the multi-path (i.e., all nodes in G) by N1, N2, · · · , Nn, where
Ni is the node-identifier containing the identity of the i-th on-path node, N1 =
S, Nn = D, and N2, N3, . . . , Nn−1 are the intermediate nodes (the ordering of
these nodes is chosen by the source node as stated in Section 2.1). We assume
that there is a public list that contains the identities as well as the public keys
of all nodes in the network (see Section 3.2). In the setup phase of a VALNET

session, the long-term secret key-public key pairs of the on-path nodes are used
to derive respective session keys. The nodes in VALNET are assumed to be loosely
time synchronized [49].

Let nc be the number of converging nodes in G. For the i-th node, let N+
i

denote the set of those nodes N such that (Ni, N) is an edge in G. Similarly,
N−i denotes the set of those nodes N such that (N,Ni) is an edge in G. We
denote the sizes of these sets (i.e., |N+

i | and |N−i |) by δ+
i and δ−i , respectively.

Therefore, we have δ+
i > 1 only for a diverging node Ni and δ−i > 1 only for

a converging node Ni. For the source node N1 = S, we have δ−1 = 0; and for
the destination node Nn = D, we have δ+

n = 0. Let ∆ be the total number of
converging edges in G (i.e., δ− values for all nc converging nodes sum up to the
value ∆). Let [N+

i ] and [N−i ] denote the ordered collection of nodes present
in N+

i and N−i , respectively (e.g., sorted according to the increasing indices
of the respective nodes). Each of these collections is sorted according to the
respective index-ordering done earlier by the source, where the first element is
one with the lowest index. For each converging node Ni, let [R−i ] denote the
ordered collection of randomness values that correspond to the nodes of [N−i ]
(for all other nodes in G, this collection is null). Each of these randomness
values is chosen from Zq. Let [N+

i ]j (or [N−i ]j) denote the j-th node present
in [N+

i ] (or [N−i ]), where j ∈ δ+
i (or j ∈ δ−i ). For example, if the set N−12 for a

node N12 is {N9, N5, N7}, then [N−12] is the ordered collection {N5, N7, N9} and
[N−12]2 = N7. We note that each of the collections N−1 , [N−1 ], N+

n and [N+
n ] is

null.

3.4.1. Setup-Packet Processing at Source Node

The source node S chooses a random element w from the set Zq and sets
a pseudonym P = gw. S then selects another random element rD ∈ {0, 1}128

corresponding to D and generates a session-identifier ids = H1(P||T ||rD), where
T is the current timestamp and rD serves as a randomness value to derive a
unique session-identifier for the destination node in the current session. The
processing of the setup packet for a VALNET session is done at S as follows.

• For each i ∈ [2, n], the source node S computes a session key that is to
be shared with the i-th intermediate node Ni. S searches for the node-
identifier Ni in the public list of identities and retrieves the corresponding
public key PKi = (bi, yi, vi). S computes the individual session keys as

ski ← H ′(li,1||li,2||ids) for each i ∈ [2, n],

sk1 ← skn, sk ← H ′(vu1
n ||ids),

(1)
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where li,1 = (biy
H(Ni||bi))w and li,2 = ywi for each i ∈ [2, n]. S shares the

session key ski with the node Ni for the current session (as we will see
in Section 3.4.2 and Section 3.4.3, Ni later produces the same session key
using the pseudonym P). We note that the end-hosts S and D share two
session keys sk and skn derived from the non-anonymous and anonymous
key agreements, respectively.

• The source node S encrypts its own identity and the total number of on-
path nodes as infoE ← Encsk1(N1||n). S forms σ1 = P||ids||T ||rD||infoE
and generates a short digest σ2 = H2(σ1) on σ1. S then applies the
PRP Π (using sk) over the set [1, n] in order to get the permuted indices
Πsk(1),Πsk(2), . . . ,Πsk(n). As we will see shortly, these permuted indices
are later used to shuffle the encrypted successor information and also the
verification fields corresponding to the on-path nodes.

• The source node S computes chained authentication fields (CAFs), an
array V containing n verification fields, and an array R containing ∆
randomness values as follows. S computes the initial CAF value for the
node N1 = S as CAF1 = MACSsk1(σ2). Then, it sets CAF = CAF1 and
V [Πsk(1)] = MACSsk1(σ2||CAF1).

S uses R to store ∆ (encrypted) randomness values corresponding to the
converging nodes in a permuted way. Initially, R is empty, and it gets
populated once S processes the converging nodes in order. For each index
i ∈ [2, n − 1], the source node S computes the successive CAF values,
verification fields and randomness values as follows.

– If Ni is a converging node, S derives its CAF value from the δ−i CAF
values corresponding to the nodes in [N−i ]. Let Nji,1 , Nji,2 , . . . , Nji,δ−

i

be the ordered nodes (in the increasing order of the node-indices) in
[N−i ] and CAFji,1 , CAFji,2 , . . . , CAFji,δ−

i

be the corresponding CAF

values, where ji,1, ji,2, . . . , ji,δ−i
∈ [1, n]. Then, the corresponding

randomness values rji,1 , rji,2 , . . . , rji,δ−
i

in [R−i ] are derived as fol-

lows. S chooses the first value rji,1 from the set Zq uniformly at ran-
dom. S uses the session key ski and the collision-finding algorithm
CH.FindColl of the chameleon hash function CH (see Section 3.3) to
obtain other randomness values rji,2 , rji,3 , . . . , rji,δ−

i

, such that

CH.Eval(H(CAFji,1), rji,1) = CH.Eval(H(CAFji,2), rji,2) = · · · =
CH.Eval(H(CAFj

i,δ
−
i

), rj
i,δ

−
i

) =

tempi (say).

For CH.FindColl, we consider the integer representation of ski ∈
{0, 1}128 as an element of Zq. S encrypts the randomness values
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Figure 2: The initial content of the setup-packet Ps transmitted by the source node.

as Encski(rji,1),Encski(rji,2), . . . ,Encski(rji,δ−
i

) and appends these en-

crypted values respectively to the array R. S computes CAFi =
MACSski(tempi) and sets V [Πsk(i)] = MACSski(σ2||tempi).

– If Ni is not a converging node (i.e., Ni has a single predecessor node,
say Nj , in G), S sets tempi = CAFj . It then computes CAFi =
MACSski(tempi) and sets V [Πsk(i)] = MACSski(σ2||tempi).

Finally, for the destination node Ni = D (where i = n), the source node S
proceeds similarly and derives the corresponding tempn value as described
above (depending on whether D is a converging node or not). It then sets
V [Πsk(n)] = MACSsk(σ2||tempn). We note that, unlike other intermediate
nodes, the MAC value in the verification field for D is computed using the
secret key sk which is derived from the non-anonymous agreement between
S and D, such that D can authenticate the real identity of the source node
(instead of its pseudonym).

• After processing every node, the array R stores all ∆ (encrypted) random-
ness values corresponding to the converging nodes. S applies the PRP Π′

(using sk) to shuffles the values in R. Let j̄i,1, j̄i,2, . . . , j̄i,δ−i
∈ [1,∆] be the

permuted indices of R that store the respective (encrypted) randomness
values {rji,1 , rji,2 , . . . , rji,δ−

i

} corresponding to the converging node Ni.

• For each node Ni (for i ∈ [1, n]), S encrypts the predecessor and successor
information as well as the permuted indices of its verification field and
randomness values as

ci ← Encski(σ2||[N−i ]||Πsk(i)||j̄i,1||j̄i,2|| · · · ||j̄i,δ−i ||[N
+
i ]), (2)

where the string j̄i,1||j̄i,2|| · · · ||j̄i,δ−i is null if Ni is not a converging node.
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• S applies the PRP Π (using sk) to shuffle the sequence of ciphertexts
C1 = {c1, c2, . . . , cn} and forms another sequence C2 = {c′1, c′2, . . . , c′n},
such that c′Πsk(i) = ci is the ciphertext intended for Ni for each i ∈ [1, n].

• S constructs the setup-packet Ps as follows. It includes in the packet the
bit-string σ1, a chained authentication field CAF (initialized to CAF =
CAF1), the sequence of shuffled ciphertexts C2, the array V containing
shuffled verification fields, and the array R containing shuffled randomness
values (see Figure 2). For any index i ∈ [2, n], CAFi is computed using
the algorithm MACS which takes CAFj (for some predecessor node Nj)
and ski as input. The successive CAF values form a chain of MACs
which guarantees that injecting one invalid CAF in this chain makes all
the CAF values computed thereafter (and the corresponding verification
fields as well) invalid.

• The source node S forwards the setup-packet Ps to each of its successor
nodes in [N+

1 ].

3.4.2. Setup-Packet Processing at Intermediate Node

For each i ∈ [2, n− 1], the intermediate node Ni processes the setup-packet
Ps received from its predecessor node. We note that, if Ni is a converging node,
it may receive multiple setup-packets from its predecessor nodes that may differ
in the CAF values. In that case, the node Ni chooses any one of these packets
and proceeds as follows.

• Ni parses σ1 embedded in the setup-packet as P||ids||T ||rD||infoE and

verifies if ids
?
= H1(P||T ||rD). If the previous equality holds, it computes

σ2 = H2(σ1).

• Ni uses the pseudonym P and its own secret key SKi = (di, xi, ui) to
compute the session key

ski ← H ′(li,1||li,2||ids), (3)

where li,1 = Pdi and li,2 = Pxi . This session key ski is same as that
computed using Eqn. 1, since both of them are derived from the same
values of li,1 = gwdi and li,2 = gwxi .

• Ni decrypts the elements of the sequence of (shuffled) ciphertexts C2 =
{c′1, c′2, . . . , c′n} one by one using ski and checks if the resulting plaintext
begins with σ2 = H2(σ1). Only one of these ciphertexts (say, c′j for some
j ∈ [1, n]) can be decrypted correctly using ski. As S initially encrypted
all other ciphertexts in C2 using keys that are different from ski, the de-
cryption of these ciphertexts using ski results in random plaintexts which
do not begin with σ2.

• Ni obtains the values Πsk(i), [N−i ], [N+
i ], j̄i,1, j̄i,2, . . . , j̄i,δ−i

by decrypting

c′j and checks whether j
?
= Πsk(i). We note that the shuffled ciphertext

c′Πsk(i) ∈ C2 is same as ci ∈ C1.
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• Suppose Ni has received the setup-packet Ps with CAF = CAFj from the
node Nj for some j ∈ [1, n]. Ni first checks whether Nj is present in [N−i ]
and processes the packet as follows, in case Nj ∈ [N−i ].

– If Ni is a converging node, then |[N−i ]| > 1. Suppose Nj is the k-th
element of [N−i ] for some k ∈ [1, δ−i ]. Ni decrypts R[j̄i,k] using ski
and computes tempi = CH.Eval(H(CAFj),Decski(R[j̄i,k])).

– If Ni is not a converging node, Ni sets tempi = CAFj .

Then, Ni computes MACSski(σ2||tempi) and checks whether it is equal to
V [Πsk(i)]. If they are equal, then Ni is convinced that each of the previous
CAF values in the chain has been computed correctly by the respective
node. In that case, Ni updates the CAF value in Ps as CAF = CAFi =
MACSski(tempi).

• If any of the aforementioned verifications fails, Ni drops Ps (if Ni is a
converging node and has some other setup-packets, received from its other
predecessors, to explore, it then processes one of them in a similar way). If
at least one such setup-packet Ps passes all verification, Ni stores the tuple
(ids, ski,Πsk(i), [N−i ], [N+

i ], j̄i,1, j̄i,2, . . . , j̄i,δ−i
) and sends the updated Ps

to each of its successor nodes in [N+
i ].

3.4.3. Setup-Packet Processing at Destination Node

The destination node D processes the setup-packet Ps received from one of
its predecessors as follows.

• D parses σ1 embedded in the setup-packet as P||ids||T ||rD||infoE and

verifies if ids
?
= H1(P||T ||rD). If the previous equality holds, it computes

σ2 = H2(σ1).

• D uses the pseudonym P and its own secret key SKn = (dn, xn, un) to
compute the session key

skn ← H ′(ln,1||ln,2||ids), (4)

where ln,1 = Pdn and ln,2 = Pxn . This session key skn is same as that
computed using Eqn. 1, since both of them are derived from the same
values of ln,1 = gwdn and ln,2 = gwxn .

• D decrypts infoE using the session key sk1 = skn and obtains the total
number of nodes n and the identity of the source node N1 = S. D uses
the public key PK1 = (b1, y1, v1) of S and its own secret key SKn =
(dn, xn, un) to compute the session key

sk ← H ′(vun1 ||ids). (5)

Since vu1
n = vun1 = gu1un , this session key sk is same as that computed in

Eqn. 1.
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• D = Nn uses sk to compute j = Πsk(n). By decrypting c′j , D obtains
the values Πsk(n), [N−n ], [N+

n ], j̄n,1, j̄n,2, . . . , j̄n,δ−n and checks if j is equal

to the value Πsk(n) embedded in c′j .

• Suppose D has received the setup-packet Ps with CAF = CAFj from the
node Nj for some j ∈ [1, n − 1]. D first checks whether Nj is present in
[N−n ] and processes the packet as follows, in case Nj ∈ [N−n ].

– If D is a converging node, then |[N−n ]| > 1. Suppose Nj is the k-th
element of [N−n ] for some k ∈ [1, δ−n ]. D decrypts R[j̄n,k] using skn
and computes tempn = CH.Eval(H(CAFj),Decskn(R[j̄n,k])).

– If D is not a converging node, D sets tempn = CAFj .

Then, D computes MACSsk(σ2||tempn) and checks whether it is equal to
V [Πsk(n)]. If they are equal, then D is convinced that each of the previous
CAF values in the chain has been computed correctly by the respective
on-path node.

• If any of the aforementioned verifications fails, D drops Ps (if D is a
converging node and has some other setup-packets, received from its other
predecessors, to explore, it then processes one of them in a similar way).
If at least one such setup-packet Ps passes all verification, D stores at
its end the tuple (ids, sk, skn,Πsk(n), [N−n ], j̄n,1, j̄n,2, . . . , j̄n,δ−n ), encrypts
the string P||ids||T ||rD using the session key sk and sends this encrypted
string to S as a confirmation for a successful setup phase.

3.5. Payload-Forwarding Phase in a VALNET Session

The source node S sends payload-packets along some paths present in the
multi-path set up in the initial setup phase. Let payload denote the payload
(actual data) embedded in such a packet that S wants to send to D. We
note that, unlike the setup-phase where a diverging node Ni needs to send the
processed setup-packet Ps to each of its successor nodes in [N+

i ] (so that the
nodes on each path specified by S can configure the shared session keys and
obtain other relevant information from Ps), Ni may send a payload-packet to
any node in [N+

i ] of its choice (often based on several factors like availability,
latency and so on) during a packet-forwarding phase.

3.5.1. Payload-Packet Processing at Source Node

In the payload-forwarding phase, the source node S, given ids, T , rD and
payload, processes a payload-packet Pp as follows.

• S forms a bit-string σ′1 = P||ids||T ||rD and generates a short digest σ′2 =
H2(payload||σ′1).

• Similar to the setup phase, S computes chained authentication fields (i.e.,
CAF values), an array V containing n verification fields and an array
R containing ∆ randomness values as follows. S computes the initial
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Figure 3: The initial content of a payload-packet Pp transmitted by the source node.

CAF value for the node S = N1 as CAF1 = MACSsk1(σ′2). Then, it sets
CAF = CAF1 and V [Πsk(1)] = MACSsk1(σ′2||CAF1).

Initially, the arrayR is empty. S populatesR as it processes the converging
nodes in order. For each i ∈ [2, n − 1], the source node S computes the
corresponding CAF value, verification field and randomness values (if any)
as follows.

– If Ni is a converging node, S derives its CAF value from the δ−i CAF
values corresponding to the nodes in [N−i ]. Let Nji,1 , Nji,2 , . . . , Nji,δ−

i

be the ordered nodes (in the increasing order of the node-indices) in
[N−i ] and CAFji,1 , CAFji,2 , . . . , CAFji,δ−

i

be the corresponding CAF

values, where ji,1, ji,2, . . . , ji,δ−i
∈ [1, n]. Then, the corresponding

randomness values rji,1 , rji,2 , . . . , rji,δ−
i

in [R−i ] are derived as fol-

lows. S chooses the first value rji,1 from the set Zq uniformly at ran-
dom. S uses the session key ski and the collision-finding algorithm
CH.FindColl of the chameleon hash function CH (see Section 3.3) to
obtain other randomness values rji,2 , rji,3 , . . . , rji,δ−

i

, such that

CH.Eval(H(CAFji,1), rji,1) = CH.Eval(H(CAFji,2), rji,2) = · · · =
CH.Eval(H(CAFj

i,δ
−
i

), rj
i,δ

−
i

) =

tempi (say).

S encrypts the randomness values as Encski(rji,1),Encski(rji,2), . . . ,Encski(rji,δ−
i

)

and appends these encrypted values respectively to the array R. S
computes CAFi = MACSski(tempi) and sets V [Πsk(i)] = MACSski(σ

′
2||tempi).

20



– If Ni is not a converging node (i.e., Ni has a single predecessor node,
say Nj , in G), S sets tempi = CAFj . It then computes CAFi =
MACSski(tempi) and sets V [Πsk(i)] = MACSski(σ

′
2||tempi).

Finally, for the destination node Ni = D (where i = n), the source node S
proceeds similarly and derives the corresponding tempn value as described
above (depending on whether D is a converging node or not). It then sets
V [Πsk(n)] = MACSsk(σ′2||tempn).

• After processing every node, the array R stores all ∆ (encrypted) ran-
domness values corresponding to the converging nodes. The source node
S shuffles the values in R according to the same permuted indices com-
puted in the setup phase.

• S constructs the payload-packet Pp as follows. It includes in the packet the
bit-string σ′1, a chained authentication field CAF (initialized to CAF =
CAF1), the array V containing shuffled verification fields, and the array
R containing shuffled randomness values (see Figure 3). For any index i ∈
[2, n], the value CAFi is computed using the algorithm MACS which takes
CAFj (for some predecessor node Nj) and ski as input. The successive
CAF values form a chain of MACs which guarantees that injecting one
invalid CAF in this chain makes all the CAF values computed thereafter
(and the corresponding verification fields as well) invalid.

• The source node S forwards the payload-packet Pp to any of its successor
nodes present in [N+

1 ].

3.5.2. Payload-Packet Processing at Intermediate Node

For each i ∈ [2, n−1], the intermediate node Ni processes the payload-packet
Pp, received from its predecessor node, as follows.

• Ni parses σ′1 embedded in the payload-packet as P||ids||T ||rD and com-
putes σ′2 = H2(payload||σ′1).

• Suppose Ni has received the payload-packet Pp with CAF = CAFj from
the node Nj for some j ∈ [1, n]. Ni first checks whether Nj is present in
[N−i ] and processes the packet as follows, in case Nj ∈ [N−i ].

– If Ni is a converging node, then |[N−i ]| > 1. Suppose Nj is the k-th
element of [N−i ] for some k ∈ [1, δ−i ]. Ni decrypts R[j̄i,k] using ski
and computes tempi = CH.Eval(H(CAFj),Decski(R[j̄i,k])).

– If Ni is not a converging node, Ni sets tempi = CAFj .

Then, Ni computes MACSski(σ
′
2||tempi) and checks whether it is equal to

V [Πsk(i)]. If they are equal, then Ni is convinced that each of the previous
CAF values in the chain has been computed correctly by the respective
node. In that case, Ni updates the CAF value in the payload-packet Pp
as CAF = CAFi = MACSski(tempi).
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• If any of the aforementioned verifications fails, Ni drops the payload-
packet Pp. Otherwise, Ni sends the updated packet to any of its successor
nodes in [N+

i ].

3.5.3. Payload-Packet Processing at Destination Node

The destination node D processes the payload-packet Pp received from its
predecessor node as follows.

• D parses σ′1 embedded in the payload-packet as P||ids||T ||rD and com-

putes σ′2
?
= H2(payload||σ′1).

• Suppose D has received the payload-packet Pp with CAF = CAFj from
the node Nj for some j ∈ [1, n− 1]. D first checks whether Nj is present
in [N−n ] and processes the packet as follows, in case Nj ∈ [N−n ].

– If D is a converging node, then |[N−n ]| > 1. Suppose Nj is the k-th
element of [N−n ] for some k ∈ [1, δ−n ]. D decrypts R[j̄n,k] using skn
and computes tempn = CH.Eval(H(CAFj),Decskn(R[j̄n,k])).

– If D is not a converging node, D sets tempn = CAFj .

Then, D computes MACSsk(σ′2||tempn) and checks whether it is equal to
V [Πsk(n)]. If they are equal, then D is convinced that each of the previous
CAF values in the chain has been computed correctly by the respective
on-path node.

• If any of the aforementioned verifications fails, D drops Pp.

4. Security Analysis

In this section, we analyze the security of VALNET in light of certain attacks
possible in path validation. We stress that both the source node S and the
destination node D are assumed to be honest (all the paths, that both S and
D know, can be leaked otherwise). The intermediate nodes are the only nodes
that may be compromised and may try to learn some of the paths (beyond
the knowledge of their predecessor/successor nodes), their respective indices on
some of the paths, or the identities of the end-hosts. Moreover, the compromised
intermediate nodes may collude with each other [50] to mount some of these
attacks. We note that multi-path validation is generic and includes the case
of single-path validation as well. Therefore, all the attack vectors pertaining
to single-path validation [21, 15, 26] are also relevant for multi-path validation.
We also note that path validation does not ensure that a packet is delivered
to the destination node (an honest node can drop an invalid packet to avoid
wasting downstream resources, whereas a malicious node can drop a packet
intentionally). Moreover, the destination node in a path validation protocol is
unable to identify the exact on-path node which has dropped or corrupted a
packet. In the rest of this section, we discuss how VALNET addresses certain
attacks related to path validation.
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• In a path-deviation attack, a malicious node can send a packet through a
path not specified (in G) by the source node. However, the packet is later
sent to one of its successors in G, and the packet then traverses the rest of
the downstream nodes correctly (path detour). On the other hand, two
or more malicious nodes can collude with each other to send the packet
through some of the specified nodes on a certain path in G but not in the
order specified in G (out-of-order traversal). Out-of-order traversals also
include the case where the malicious intermediate nodes skip an honest
on-path node.

– As discussed above, in a path-detour attack, a malicious intermediate
node (say, Nj) can send a packet through a path Nj − N ′1 − N ′2 −
· · · −N ′k −Ni not specified in G, where Ni is one of the successors of
Nj in G and N ′1, N

′
2, . . . , N

′
k are the detour nodes. If Nj and Ni are

compromised by an attacker, they can always collude and produce
correct CAF values. Apart from forwarding the packet along the
legitimate path (to the specified destination D), a malicious interme-
diate node can also route the packet through arbitrary nodes which
may execute arbitrary commands on the packet. These attacks are
hard to detect/defend — which is true for the existing path valida-
tion schemes [21, 15, 26] also. On the other hand, if an honest node
N is bypassed in an out-of-order traversal, then the colluding nodes
cannot compute the CAF value corresponding to N without knowing
its session key. This makes all subsequent CAF values in the chain
incorrect, which is detected by the next honest node on that path
while validating its verification field. We note that an out-of-order
traversal, involving only some of the colluding malicious nodes, can-
not be detected (e.g., if the nodes on a path Ni1 −Ni2 −Ni3 −Ni4
specified in G collude with each other, they can always make a packet
traverse through Ni1−Ni3−Ni2−Ni4 or Ni1−Ni4 in an out-of-order
fashion, while generating the correct CAF values with the help of the
appropriate session keys).

• In a denial-of-service (DoS) attack, the on-path nodes need to perform
work that is intensive in terms of storage and/or computation — which
makes some of these nodes overloaded (and possibly unavailable) and thus
decreases the performance of the network significantly.

– As described later in Section 5, most of the intermediate nodes in
a VALNET session need to maintain only a small amount of storage
at its end and perform (efficient) symmetric-key operations during
the payload-forwarding phase. This reduces the possibility of DoS
attacks in VALNET. Moreover, as VALNET provides a solution for multi-
path validation, an honest intermediate node has the flexibility to
choose a different path in G if some of its successor nodes are known
to be compromised or unavailable.
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We note that payload-packets can be forwarded along all successors
of a (possibly malicious) diverging node when forwarding along any
one of them is sufficient. As all of these packets are indeed valid
packets, each of the subsequent on-path nodes validates and forwards
these packets downstream, until the redundant packets reach some
converging on-path nodes and are discarded thereafter. In case there
are consecutive (and malicious) diverging nodes, this type of attack
may saturate the network path itself. The positions of the diverging
and converging nodes on the multi-path play a crucial role to prevent
such attacks.

• A malicious intermediate node in VALNET may attempt to mount a coun-
terfeit attack by altering a valid packet in a malicious way or by injecting
malicious packets of its choice along the path. The packets injected by
the node can be either new (packets created by the malicious node itself)
or older (valid but older packets – replay attacks).

– In VALNET, packet alteration is prevented using two short digests
σ2 and σ′2. Each of these digests is computed using the collision-
resistant hash function H2 which guarantees that tampering with its
input produces a completely different digest. Since these digests are
in turn used to compute the verification fields (MACs) correspond-
ing to the on-path nodes in the setup and payload-forwarding phases
of a VALNET session, an incorrect digest would produce a different
MAC value that would not match with the verification field stored
in the packet — which enables an honest node to easily detect this
anomaly and drop the packet. Similarly, tampering with the CAF
value in a packet makes all the subsequent verification fields invalid,
as these fields are computed using MACs which take both the di-
gest and the (respective) previous CAF values as input. We note
that, if a predecessor node of a converging node Ni computes an
incorrect CAF value and passes it to Ni, then tempi will also be in-
correct (as the chameleon hash function, when later applied on the
corresponding randomness value stored in R and the incorrect CAF
value, will produce another value other than tempi). So, the value
MACSski(σ

′
2||tempi) will not match the value V [Πsk(i)]. On the other

hand, if the converging node Ni computes an incorrect CAF value,
then also the packet verification at the next honest node will fail as
discussed above.

While injecting a new packet in VALNET, the only possibility for a
malicious intermediate node to successfully impersonate the source
S is to guess/compute all session keys or the secret key of S — either
of which is hard to accomplish. Moreover, every packet includes a
unique session-identifier and the current timestamp which are used to
compute the digest σ2 or σ′2 (these digests are in turn used to compute
the verification fields). As this information can be validated by each
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node on the multi-path, VALNET prevents replay attacks as well.

• An intermediate node can attempt to perform a coward attack (e.g., any
of the attacks mentioned above) when the chances of detection of its ma-
licious activities are known to be low. Path validation involves certain
computational overhead for the on-path nodes. So, path validation may
be enabled the source node under certain circumstances only (e.g., in case
there is a packet loss, or malicious activities by certain nodes are de-
tected, or the source node wants to validate the setup packet in a VALNET

session) [20]. If a malicious node knows that path validation is disabled for
the current packet, it may mount some (or all) of the attacks mentioned
above without having the corruption detected.

– One obvious solution is to enforce path validation for every packet,
such that a malicious node cannot mount such coward attacks. If
this strict guarantee is not needed for every packet, the source node
can enable probabilistic path validation (i.e., random packets trans-
mitted by the source node S are validated) [15, 20]. For example,
the on-path nodes only update the CAF value in a packet (without
checking their corresponding verification fields), and the destination
node probabilistically verifies its verification field to validate the path
followed. As it makes a malicious intermediate node unable to pre-
dict which packets would be checked by the destination node for path
validation, the intermediate node would always execute the protocol
correctly in order to avoid possible detection.

• In a path-revealing attack, a malicious intermediate node present in G
attempts to learn information about the multi-path S

n∼ D. Each on-path
node has certain partial information (e.g., the identities of its neighbors)
about the some of the paths from S to D. So, in a path-revealing attack,
an intermediate node may try to gain knowledge of these (full or partial)
paths beyond the information which it requires for packet forwarding.

– As the path information in a VALNET session is encrypted using the
corresponding secret session keys of the on-path nodes, each inter-
mediate node can decrypt only one ciphertext meant for it, and it
can know the identities of its neighbors only. On the other hand,
as the encryption scheme E used in VALNET is assumed to be secure
and a malicious intermediate node does not have the session keys
of the other honest nodes, it cannot decrypt any of the ciphertexts
corresponding to these honest nodes.

• In an index-revealing attack, a malicious intermediate node tries to learn
its own node-index on the multi-path S

n∼ D (according to the ordering
of nodes initially assigned by the source node, as discussed in Section 2.1
and Section 3.4). It can further exploit this information to identify other
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on-path nodes (e.g., a node with index 2 or n − 1 can easily identify the
source node or the destination node, respectively).

– An intermediate node in a VALNET session does not know the session
key sk that is shared by S and D and used to compute the PRP
Π. The PRP shuffles both the verification fields and the ciphertexts
(containing successor information) for all the on-path nodes. Assum-
ing that Π is a secure PRP, a malicious intermediate node cannot
exploit these shuffled fields to learn its own node-index on S

n∼ D.

• A set of malicious intermediate nodes may collude with each other to
mount a key-extraction attack, where they try to extract the session key
of an honest node. The chameleon hash function CH has the following
property: given two message-randomness value pairs (mCH , rCH) and
(m′CH , r

′
CH) such that CH.Eval(mCH , rCH) = CH.Eval(m′CH , r

′
CH), it is

easy to extract the session key skCH = (mCH−m′CH)(r′CH−rCH)−1 (mod q).
Suppose the node Ni (for some i ∈ [2, n]) is a converging node with two
predecessors (say, Nji,1 and Nji,2) in G, where ji,1, ji,2 ∈ [1, n − 1]. Let
CAFji,1 and CAFji,2 be two CAF values received from the nodes Nji,1
and Nji,2 , and rji,1 and rji,2 be the corresponding randomness values such
that CH.Eval(H(CAFji,1), rji,1) = CH.Eval(H(CAFji,2), rji,2). As Nji,1
and Nji,2 know the values CAFji,1 and CAFji,2 values, they may collude
with each other and attempt to extract the session key ski of the node Ni.

– In VALNET, shared session keys are established using secure (anony-
mous and non-anonymous) key-agreement protocols discussed in Sec-
tion 3.2. So, these keys can be computed only by the individual
nodes involved in the respective key agreement. On the other hand,
in order to extract the session key of a converging node Ni, its pre-
decessors Nji,1 and Nji,2 must know the corresponding randomness
values rji,1 and rji,2 . However, these randomness values in VALNET

are also encrypted using ski, such that only the node Ni can identify
and decrypt them. In other words, in order to extract the session
key ski, the nodes Nji,1 and Nji,2 would need the key itself.

5. Performance Analysis of VALNET

In order to analyze the performance of VALNET, we rely on the following
assumptions and instantiations of the cryptographic primitives.

• The symmetric-key encryption scheme E , the message authentication code
(MAC) scheme MAC and the pseudorandom permutations (PRPs) Π and
Π′ can be instantiated with the help of AES-128 block cipher [31]: AES-
CBC, CMAC-AES and FastPRP [33], respectively (each of them uses
AES-128 as the underlying block cipher).
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• We use a group G of order q for the one-way anonymous key-agreement
protocol as well as the chameleon hash function CH. We take q to be a
160-bit large prime and G to be an elliptic curve group over the finite field
Fq. We note that, in the description of VALNET, we used multiplicative
notion for the representation of the group G (operations allowed over the
group elements are multiplications and exponentiations). For an efficient
instantiation, G is taken to be an (additive) elliptic curve group defined
over Fq, where the corresponding operations over the group elements are
additions and scalar multiplications.

• For the hash function H, we take its output space to be {0, 1}160. For
each of the other hash functions H ′, H1 and H2, we take the output space
to be {0, 1}128. We compute hashes using SHA-256 and then truncate the
outputs up to the required number of bits.

• We represent a destination-specific random element rD, a timestamp and
the identity of a node (e.g., Ni) using a 128-bit string, a 32-bit string and
a 128-bit string, respectively.

Based on these instantiations, we make the following observations.

• For an on-path node Ni, all the individual components of the long-term
public key PKi = (bi, yi, vi) and that of the long-term secret key SKi =
(di, xi, ui) are 20-byte long. The pseudonym P for a VALNET session is also
20-byte long.

• Each of the following elements is 16-byte long: the session-identifier ids,
the random element rD, the session keys sk, sk2, sk3, . . . , skn−1 and skn,
the short digests σ2 and σ′2, the CAF value CAF , the verification fields
V [1], V [2], . . . , V [n], and the node-identifiers N1, N2, . . . , Nn.

• Each of the randomness values R[1], R[2], . . . , R[∆] requires 32 bytes of
storage (where each randomness value is actually 20-byte long, and it is
then padded and encrypted using 128-bit AES-CBC).

• The timestamp T included in a packet typically takes 4 bytes.

• As the PRPs Π and Π′ operate over the domains [1, n] and [1,∆] respec-
tively, we have the following: Πsk(1),Πsk(2), . . . ,Πsk(n) ∈ {0, 1}dlog2 ne

and Π′sk(1),Π′sk(2), . . . ,Π′sk(∆) ∈ {0, 1}dlog2 ∆e.

5.1. Computational Cost

The computational costs incurred at different nodes in VALNET are different.
Table 1 shows different cryptographic operations that VALNET nodes (i.e., the
source node S, the destination node D and an intermediate node Ni for i ∈
[2, n−1]) need to perform during the setup and payload-forwarding phases. We
estimate the time required by these nodes for processing a packet as follows.

For an elliptic-curve group G of order q (for a 160-bit prime q), each scalar
multiplication in G takes around 0.75 milliseconds when measured on a 1.83 GHz
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Table 1: Number of cryptographic operations performed by different VALNET nodes

Cryptographic Operations
Setup phase Payload-forwarding phase

S D Ni S D Ni

Scalar multiplication for key-setup 3n− 1 3 2 0 0 0

Scalar multiplication for CH nc 1† 1† nc 1† 1†

Hash evaluation (excluding CH) 2n + 1 4 3 1 1 1

Hash evaluation for CH ∆ 1† 1† ∆ 1† 1†

PRP (Π or Π′) 2 1 0 0 0 0

Encryption/decryption (excluding R) n + 1 2 n‡ 0 0 0

Encryption/decryption for R ∆ 1† 1† ∆ 1† 1†

MAC evaluation 2n− 1 1 2 2n− 1 1 2

Parameters of the graph G: n is the total number of nodes; nc is the total number of
converging nodes; ∆ is the total number of converging edges.
† These operations are required if and only if the corresponding node is a converging node.
‡ On an average, an intermediate node in VALNET attempts to decrypt n

2
ciphertexts before

it successfully decrypts its corresponding ciphertext.

Intel Core 2 Duo processor [51]. The instantiations of the PRPs Π and Π′ (for C2

and R) using FastPRP [33] need around ndlog2 ne and ∆dlog2 ∆e pseudorandom
bits, respectively. These bits are generated by encrypting non-negative integers
using the session key sk and AES-128. For example, given n = 16 and ∆ = 8, Π
and Π′ require around 64 bits and 24 bits, respectively, and a single invocation of
AES-128 would suffice to generate these bits for each of them (e.g., AES-128sk(0)
for Π and AES-128sk(1) for Π′). We use a cryptographic benchmark [52] in order
to estimate the time required by different cryptographic primitives involved in
VALNET, where the results are reported for a 1.83 GHz Intel Core 2 Duo proces-
sor. According to this benchmark, each hash evaluation using SHA-256 takes
0.48 microseconds (assuming at most 56-byte inputs of the form li,1||li,2||ids
while computing session keys) and each MAC evaluation using CMAC-AES
takes 0.32 microseconds (assuming at most 36-byte inputs of the form σ2||tempi
or σ′2||tempi while computing verification fields). On the other hand, the run-
ning time of an encryption/decryption using 128-bit AES-CBC depends on the
size of its input of the form σ2||[N−i ]||Πsk(i)||j̄i,1||j̄i,2|| · · · ||j̄i,δ−i ||[N

+
i ] (for C2)

or r ∈ Zq (for R). For each randomness value stored in R, the input size is fixed
(i.e., 20 bytes); thus, each encryption/decryption using 128-bit AES-CBC takes
0.17 microseconds. For the values stored in C2, we assume that the interme-
diate node Ni has both the maximum in-degree and the maximum out-degree
among the nodes in G (in order to estimate the maximum size of a plaintext
input fed to an encryption). The time required for the encryption/decryption
of a value stored in C2 depends on various parameters, such as n, ∆, |N−i | and
|N+

i |. For example, such an encryption/decryption takes: 0.71 microseconds
(for n = 8, ∆ = 2, |N−i | = |N+

i | = 2), 1.28 microseconds (for n = 16, ∆ = 4,
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Table 2: Time (in milliseconds) required by different VALNET nodes for performing the cryp-
tographic operations stated in Table 1 (estimated for different combinations of parameters)

Combinations of Parameters
Setup phase Payload-forwarding phase

S D Ni S D Ni

n = 8, ∆ = 4, nc = 2, |N−i | = |N
+
i | = 2 18.78 3.00 2.26 1.51 0.75 0.75

n = 16, ∆ = 8, nc = 3, |N−i | = |N
+
i | = 4 37.55 3.00 2.26 2.27 0.75 0.75

n = 25, ∆ = 8, nc = 2, |N−i | = |N
+
i | = 5 57.09 3.00 2.27 1.52 0.75 0.75

n = 32, ∆ = 12, nc = 5, |N−i | = |N
+
i | = 3 75.09 3.00 2.27 3.78 0.75 0.75

n = 40, ∆ = 16, nc = 8, |N−i | = |N
+
i | = 2 95.35 3.00 2.27 6.04 0.75 0.75

– We assume that Ni (for some i ∈ [2, n − 1]) is a converging node, and it has both the
maximum in-degree and the maximum out-degree among all the nodes present in G, so
that time required by Ni gives an estimate on the (maximum) time that would be required
by any intermediate node in G. For the same reason, we assume that D is converging node
and it has the maximum in-degree among all nodes.
– We note that scalar multiplications are the most expensive operations in VALNET. Without
these operations, each of the figures in the table would have been a few microseconds only.
– In the payload-forwarding phase, the source node S performs one scalar multiplication
for each converging node. Thus, the time required by S in this phase varies mostly with the
number nc of converging nodes present in G. On the other hand, a converging (intermediate
or destination) node needs to perform one scalar multiplication in this phase.
– The running time of a non-converging intermediate (or destination) node is a few mi-
croseconds, as it does not involve any scalar multiplications.

|N−i | = |N+
i | = 4), 1.57 microseconds (for n = 25, ∆ = 8, |N−i | = |N+

i | = 5),
1.01 microseconds (for n = 32, ∆ = 12, |N−i | = |N+

i | = 3), 0.72 microseconds
(for n = 40, ∆ = 16, |N−i | = |N

+
i | = 2). We note that, for the same encryption

scheme (e.g., 128-bit AES-CBC), the size of a plaintext/ciphertext (and, thus,
also the time required) for an encryption/decryption mainly depends on the
maximum in-degree and maximum out-degree of a node, as the other inputs
of an encryption contribute much less (compared to the node-identifiers of the
predecessor and successor nodes) to the size of the plaintext.

Based on these estimates on the running time of the cryptographic primitives
used in VALNET, we estimate the time required by each on-path node according to
the figures shown in Table 1. Table 2 shows the total time required by different
VALNET nodes (i.e., source node S, destination node D and intermediate node
Ni) based on different combinations of the parameters n, ∆, nc, |N−i |, |N

+
i |.

5.2. Communication Overhead per Packet

The size of each of the ciphertexts c1, c2, . . . , cn depends on the total number
n of nodes in G, the total number (∆) of converging edges in G and also the max-
imum in-degree of any on-path node Ni (for some i ∈ [1, n]) and the maximum
out-degree of any on-path node Nj (for some j ∈ [1, n]). For example, given
n = 16, ∆ = 8, |N−i | = 4 (where Ni has the maximum in-degree among the
nodes in G) and |N+

j | = 4 (where Nj has the maximum out-degree among the
nodes in G), the size of a ciphertext is around 146 bytes. The communication
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overhead per on-path node for the setup-packet Ps is due to a verification field
and a ciphertext (which is around 162 bytes) and that for a payload-packet Pp
is due to a verification field (which is around 16 bytes). Apart from this, each
packet contains a short digest σ2 (or σ′2), a CAF value CAF and an array R
containing randomness values — which incurs around 192 bytes communication
overhead in total.

5.3. Storage per Node

In the setup phase of a VALNET session, each on-path node computes/obtains
and stores certain elements that help them process payload-packets later. The
source node S stores a pseudonym P, a session-identifier ids, a random el-
ement rD, n session keys (i.e., sk, sk2, sk3, . . . , skn), n permuted indices for
verification fields (i.e., Πsk(1),Πsk(2), . . . ,Πsk(n)) and ∆ permuted indices for
randomness values in R (i.e., Π′sk(1), Π′sk(2), . . . ,Π′sk(∆), where δ−i permuted
indices are assigned to each converging node Ni). So, S stores total 416 +
n(128 + dlog2 ne) + ∆dlog2 ∆e bits. Given n = 16 and ∆ = 8, this storage
accounts for around 319 bytes. On the other hand, the destination node D
stores the elements ids, sk, skn,Πsk(n), [N−n ], [N+

n ], j̄n,1, j̄n,2, . . . , j̄n,δ−n . Given

n = 16, ∆ = 8 and |N−n | = 4, this storage is around 114 bytes. The stor-
age required at each intermediate node Ni (for some i ∈ [2, n − 1]) is due to
ids, ski,Πsk(i), [N−i ], [N+

i ], j̄i,1, j̄i,2, . . . , j̄i,δ−i
. Given n = 16, ∆ = 8, |N−i | = 4

and |N+
i | = 4, the node Ni stores around 162 bytes. We note that the storage

overhead is much less for an intermediate node (or the destination node) in case
it is neither a converging nor a diverging node.

6. Conclusion

Path-aware networking has recently attracted attention from various re-
search communities. It exposes to the end-hosts various properties of available
network paths, and it also lets them select certain paths to route their packets
through the network. Path validation enables the end-hosts to enforce a path,
thus selected, as well as allows on-path nodes to validate that path. Multi-
path routing enhances reliability of a network by enabling packet-forwarding
through alternative paths in case certain paths become unavailable or compro-
mised. Multi-path validation combines these two notions and offers guarantees
of path validation while enabling the end-hosts to specify a multi-path instead
of a single path for packet transmission.

In this work, we have introduced the notion of privacy-preserving multi-path
validation that satisfies the following properties: 1) a source node can choose one
or more paths (i.e., a multi-path) to send its packets to a destination node; 2)
an intermediate node present on the multi-path can select any of these specified
paths in order to forward packets to the destination node; 3) any on-path node
can validate whether the packets have traversed one of the paths included in
the designated multi-path; 4) no intermediate node can learn the multi-path
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(except the part consisting of its immediate predecessor and successor nodes)
or learn its own node-index along the multi-path.

Following the aforementioned properties, we have designed VALNET, a net-
work with privacy-preserving multi-path validation. Apart from using several
cryptographic techniques to attain path validation and privacy guarantees, we
have applied chameleon hash functions, in a novel way, in the context of multi-
path validation to eliminate the need for multiple verification fields for each con-
verging node (and each of its subsequent nodes). To the best of our knowledge,
ours is the first work that addresses privacy-preserving multi-path validation.
We have also discussed the security of VALNET by considering various attacks
that malicious intermediate nodes can attempt to mount, either individually or
by colluding with each other, on VALNET. Finally, we have analyzed the per-
formance of VALNET based on the computational, storage and communication
overheads involved.

VALNET satisfies two seemingly contradictory notions of path privacy and
multi-path validation — which enables it to enjoy the benefits of the latter one
while still protecting the privacy of the network nodes present on a multi-path.
We note that VALNET has a trade-off between privacy and efficiency. On the one
hand, the use of cryptographic primitives are required to achieve path/index
privacy guarantees in VALNET; these primitives, on the other hand, induce an
additional computational cost for processing packets at different on-path nodes
— which does not appear to meet the line rate of the current Internet. Further
research in privacy-preserving multi-path validation is required to close this gap.
Some of the research directions in this regard may be to come up with different
(and more efficient) instantiations of the same cryptographic primitives used in
this work, or to exploit another set of primitives that leads to a more efficient
construction.
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