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Abstract—Maulti-party computation (MPC) allows parties to
interact with cloud-based data and services while maintaining
privacy and confidentiality of their private data. As a special
case of MPC, private set intersection (PSI) protocols focus on
securely computing the intersection between a server and a
client of their private set. Our research extends the threshold
functionality for PSI within the realm of cloud computing, where
the server possesses a larger set than the client. This paper fills
this gap by proposing new private intersection cardinality (PSI-
CA) protocol, and more broadly, threshold private set intersection
(tPSI) protocol using fully homomorphic encryption (FHE). In
tPSI protocol, two parties holding two private sets collaboratively
compute the intersection and reveal the result if and only if the
size of the intersection exceeds some predefined threshold. In this
process, no other information, in particular, elements not in the
intersection remain hidden. The problem of PSI-CA and tPSI
has many applications in online collaboration, e.g., fingerprint
matching, online dating, and ride sharing.

At a high level, we use FHE to encrypt a Bloom filter
(BF) that encodes the small set and homomorphically check
whether the elements in the larger set belongs to the small
set, e¢.g., homomorphic membership test. Counting the number
of positive membership directly already yields a PSI-CA protocol
with optimal asymptotic communication complexity Q(n) =
Q(min(N,n)), where N (resp. n) is the size of the large (resp.
small) set. To construct a tPSI protocol, we develop a novel secret
token generation protocol: a shared secret token is generated if
and only if the intersection size satisfies the threshold condition,
by exploiting the programmable bootstrapping technique in FHE.
This new secret token generation protocol, when composed with
any standard PSI protocol, yields a tPSI with the same asymptotic
communication complexity as the chosen plain PSL.

Along the way, we develop specific FHE optimizations that
might be of independent interest. These optimizations overcome
the weakness of low precision in programmable bootstrapping.
As a result, tPSI over relatively large sets can be supported.

Index Terms—Private Set Intersection, Threshold PSI, Fully
Homomorphic Encryption, TFHE

I. INTRODUCTION

Private set intersection (PSI) [1]-[4] allows two parties, each
holding a private set of data, to compute the intersection of
their sets without revealing elements not in the intersection.
PSI has a wide range of applications, including:

1) Healthcare: Different hospitals or clinics can compare
patient data without revealing any sensitive information
about the non-intersecting patients. It can also be used to
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identify patients who have participated in multiple stud-
ies while protecting the privacy of irrelevant patients.

2) E-commerce: Online marketplaces can use PSI to iden-
tify common products between buyers and sellers while
keeping the rest of their inventories private. This can fa-
cilitate transactions without revealing sensitive business
information.

3) Finance: Two banks can detect fraud and money laun-
dering by using PSI to identify common customers who
have accounts with both institutions without revealing
any other customer data.

4) Social media: PSI can be used to identify common
interests between users of social media platforms while
preserving their privacy. This can help personalize rec-
ommendations and improve user engagement.

5) Cybersecurity: PSI can be used to detect data breaches
and identify stolen information. For example, an organi-
zation can use PSI to compare its internal database with
a list of leaked credentials without revealing the contents
of either dataset.

While PSI has wide applications, in many scenarios, the
focus is not solely on computing the intersection, but further
computing specific functions over the intersection. Consid-
ering the fingerprint matching application, where one party,
the client, possesses a small set of fingerprint features, while
the other party, the server, maintains a large set of fingerprint
features for multiple users. In this case, the matching algorithm
returns positive if the number of matched features exceeds a
predetermined threshold (to account for false positive); oth-
erwise, it returns negative. Another example is matchmaking
on a dating website, in which users have a set of preferences.
The matching protocol should return the shared preferences if
the number of common preferences of two users is sufficiently
large, allowing the two users to gain more insight of each other.
If the number of shared preferences falls below the threshold,
the protocol should return an empty set (or nothing) to prevent
the disclosure of personal privacy. These types of applications
are commonly known as threshold PSI [5]-[7], where each
party holds a set of size n, and the computation of the
set intersection occurs only when the number of overlapping
elements exceeds a specified threshold value ¢.

Our primary focus in this work is to explore the feasibility
of employing third-generation FHE programmable bootstrap-
ping [8], [9] to construct a PSI-with-computations protocol.
It’s crucial to note that alternative methods [10]-[17], such as
those relying on garbled circuits, GMW protocol, or a combi-
nation of FHE and generic-MPC, exist for achieving PSI-with-
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computations. In comparison, our approach achieves optimal
round complexity, and our protocols maintain conceptual sim-
plicity and modularity. This simplicity streamlines both secu-
rity analysis and implementations. While we acknowledge that
the concrete computational and communication complexity of
our solution may not be entirely satisfactory for relatively large
set sizes, we consider this work as an initial step towards
a practical FHE-based PSI-with-computations protocol. We
believe that ongoing advancements in FHE technologies will
contribute to overcoming existing limitations and ultimately
enhance the feasibility of our proposed approach.

A. Our Contributions

In this study, we explore the potential of utilizing state-of-
the-art fully homomorphic encryption schemes to address the
threshold PSI problem. Our contributions are as follows:

1) We propose a private set intersection cardinality proto-
col designed for two parties in the presence of semi-
honest adversaries. The communication complexity of
our proposed method achieves the lower bound of
Q(min(N,n)), where N and n are the sizes of the two
private sets respectively.

2) We develop a novel secret token generation protocol
building upon our private set intersection cardinality pro-
tocol. By composing this new protocol with a standard
PSI protocol, we obtain a threshold PSI protocol for two
parties in the semi-honest model. This protocol exhibits
a communication complexity that scales sublinearly with
the size of the larger set, making it well-suited for
efficient cloud computing applications.

3) We introduce a range of FHE-related optimizations to
reduce the computational and communication overhead
and achieve efficient operations on large sets.

4) Our protocols are designed to be conceptually simple
and modular to facilitate easy security analysis and fast
implementation.

These contributions collectively advance the field of thresh-
old PSI by providing efficient and secure protocols.

II. RELATED WORK

PSI has been extensively studied in the literature and
remains an active research area. Apart from standard PSI,
the research community has also investigated PSI variants,
such as private intersection cardinality, threshold private set
intersection and circuit private set intersection.

Private Intersection Cardinality: The private intersection
cardinality problem [18]-[22] focuses on the computation of
the cardinality of the intersected set, rather than the intersec-
tion itself. Freedman et al. [1] establishes a lower bound on the
communication complexity of private set intersection, which
naturally applies to the private intersection cardinality problem
as well. The lower bound states that the communication
complexity is at least Q(n), where n is the size of the set
held by each party.

Threshold Private Set Intersection: The threshold PSI
problem has been investigated in several studies [1], [5]-
[71, [23]. Hallgren et al. [6] combines the phasing technique
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with the threshold key encapsulation mechanism to construct
a threshold PSI protocol. Ghosh and Nilges [23] proposes a
malicious-secure threshold PSI based on oblivious linear func-
tion evaluation and robust secret sharing. Zhao and Chow [5]
construct semi-honest secure (over and below) threshold PSI
protocols using oblivious polynomial evaluation. Ghosh and
Simkin [24] reveals that when the intersection size is large
(i.e., the size of the intersection is at least n — 2t = n), a
threshold PSI protocol must have a communication complexity
of Q(t). Bay et al. [25] study a new variant of threshold multi-
party PSI which outputs items of the server that appear in at
least k(k < N) other private sets. Wang et al. [26] introduce
an enhanced notion of outsourced PSI, called authorized PSI
(APSI), which supports flexible authorization and cross-type
authorized comparison of datasets.

Circuit Private Set Intersection: Differing from the stan-
dard Private Set Intersection (PSI), Circuit Private Set Inter-
section (Circuit-PSI) provides each party with a vector form of
shares (secret shares). These shares can collectively reconstruct
a complete 0/1 vector, where ’1’ signifies an element in
the intersection, and 0’ indicates an element outside the
intersection. In the initial work on Circuit-PSI [10], a generic
garbled circuit was considered for constructing PSI, with
computational and communication complexity of Q(N log N).
[11] employed Cuckoo-Hashing and Simple-Hashing for bin-
wise comparison, slightly reducing the computational and
communication complexity to (N log N/loglog N). [12]
introduced the concept of Oblivious Batched Programmable
PRF (Batched-OPPRF) and, based on this, first constructed
Circuit-PSI with linear communication complexity of Q(N).
[13] further improves on [12] to construct a circuit-PSI with
both linear communication and computation complexity. [14],
besides introducing VOLE for constructing OPRF and ulti-
mately standard PSI, explored the transformation of VOLE-
based OPRF into Batched-OPPRF to construct Circuit-PSI.
[15] discussed the Circuit-PSI problem for asymmetric set
sizes for the first time, introducing PIR techniques for res-
olution. [16] similarly explored Circuit-PSI with asymmetric
set sizes, leveraging Fully Homomorphic Encryption (FHE)
and MPC techniques to construct a more efficient Circuit-PSI.

III. PRELIMINARY

A. TFHE/FHEW

TFHE [8] and FHEW [9] are examples of the third gen-
eration of fully homomorphic encryption (FHE) schemes.
They offer advantages in terms of bootstrapping performance,
which is a crucial operation in FHE schemes. The state-of-the-
art advancements in TFHE/FHEW indicate that any discrete
function f over a small domain Z; can be bootstrapped.
This unique capability is often referred to as functional or
programmable bootstrapping. It allows for performing com-
putations on encrypted data without decrypting it.

1) LWE and RLWE: TFHE ciphertext is essentially an LWE
ciphertext. The LWE ciphertext is defined as follows:

(a,b):(a,(a,s)—&—%m—f—e) € Ly x L
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, where s is a secret key, m € Z, is the message, e is an error
term extracted from a discrete Gaussian distribution with small
variance ¢ ~ N(0,02). The parameters n,q,s characterize
an LWE ciphertext. We use the notation LW E™?(m) (or
LW Es(m), LW E(m) when the context is clear) to represent
an LWE encryption of the message m.

In the TFHE bootstrapping algorithm, another format of
ciphertext, called RLWE ciphertext, is used. An RLWE ci-
phertext can be viewed as an LWE ciphertext defined over
polynomial ring Rg = Zg[X]/(XN +1):

(a(X),b(X)) =(a(X), a(X) - 2(X)+
%m(X) +e(X)) e Rg x Rq,
where z is the secret key, m is the message, e = ZZ e; X?
is the error polynomial where each coefficient is extracted
from a discrete Gaussian distribution with small variance
e; ~ N(0,02). Likewise, we use RLW EN-9(m) to denote
an RLWE encryption of the message m(X).

2) Key Switch and Mod Switch: Key switching and mod-
ulus switching are two important homomorphic operations in
TFHE. We skip the algorithmic detail for these two primitives
but outline the functionality abstractly. KeySwitch takes as
input an LWE encryption of message m under secret key z and
outputs another LWE ciphertext encrypting the same message
m but under a different secret key s:

KeySwitch
_—

LWEN-Q(m) LW E™9(m)
KeySwitch utilizes another publicly known key called
key switching key KSK to perform this operation and
KeySwitch introduces extra noise to the input LWE cipher-
text. In practice, we may use another form of key switch-
ing, called LWE-to-RLWE keyswitch which homomorphically
converts an LWE encryption to an RLWE encryption without
changing the encrypted message:

LWE-to-RLWE KeySwitch

LWEN-Q(m) RLW E™€(m)

ModSwitch takes input as an LWE encryption of message
m defined over Zg x Zq and outputs another LWE encryption
of the same message defined over Zév X Zgq with @ > ¢:

ModSwitch
e

LWEN-9(m) LW EN4(m)

A unique feature of ModSwitch is that it reduces the noise
within the LWE ciphertext. TFHE bootstrapping utilizes this
feature to homomorphically evaluate a discrete function f
while reducing the noise in the ciphertext.

3) Sample Extraction: Sample extraction is another clas-
sical technique that homomorphically extracts a term in an
encrypted polynomial. More precisely, the input for sample
extraction is an RLWE ciphertext RLW E(m(X)) which
encrypts a polynomial m(X) = ZZN:? m; X" and sample ex-
traction extracts the i-th term of m(X) as an LWE encryption
LW E(m;) denoted as:

LWEYN-Q(m;) < sampleExt(RLWEN9(m(X),q)
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4) External Product: In TFHE/FHEW schemes, a new
encryption scheme called RGSW [27] is used as the ba-
sis for homomorphic multiplication. We use the notation
RGSWN-Q(m(X)) to denote an RGSW encryption of a
polynomial m(X) € Rg = Zg[X]/(X" + 1) under the
secret key z. A specific form of homomorphic multiplication
is widely used in TFHE-style fully homomorphic encryptions
as follows:

RLWEN%(my(X)m1 (X)) «RLWEN-Q(my(X))®
RGSWN-Q(m, (X))

5) Half domain bootstrapping from FHEW/TFHE-like
FHEs: Half-domain bootstrapping (HDB) is invented in the
classic FHEW/TFHE schemes. It is called ‘half-domain’ as
the function f : Z; — Z. it evaluates only covers half of the
function domain, i.e., [0, , % —1].

To construct HDB, the key point is to prepare a rotation
polynomial rotP(X) for the given function f such that
Const(rotP-Xi™+¢) = f(m) where Const(P(X)) denotes
extracting the constant term of the polynomial P(X).

A full description of HDB is outlined in Alg. 1. In Step
1, the rotation polynomial rotP(X) is configured based on
the bootstrap function f. In Step 2, the ciphertext modulus
is downscaled from ¢ to 2N while preserving the encrypted
message m. Steps 3-4 orchestrate the key operation blind
rotation, yielding accpr ; = RLWEN-9(rotP - X™) where
m = by — (aN,s) = %m + e. Step 5 homomorphi-
cally extracts the constant term of rotP - X™, resulting in
ctg = LWEz™?(f(m)). Finally, Steps 6-7 produce the
output ¢ty = LW ED(f(m)). HDB is relatively fast since it
performs the most time-consuming operation BlindRotate,
whose computational complexity is O(d,N?log N), only
once. Here, dg is a small constant used in the TFHE system
parameter description. For 80-bit security, one HDB function
evaluation takes less than 1 second by a typical software
implementation on a desktop PC.

Input: bootstrapping key brK, LWE ciphertext
ct=LWE?%(m) = (a,b), LWE-to-LWE
key-switching key ksK.

Output: an LWE encryption of f(m), i.e., either

ctg = LWED(f(m)) or
ctg = LWEAéVQ(f(m))
1 Set rotP = f£(0) ( XN e Xj) .
L1 ,,. N+ _2Ni :
i=1 f(l) (ijN—g—@-&-l Xj)

Set ¢ty + ModSwitch(ct,q,2N) = (ay,by)

Compute accy < rotP - XV

Run accpr,f < BlindRotate(brK, accy,cty)

Run ctg < SampleExt(accpr,f,0)

Run ctg ksx < KeySwitch(ctg, ksK)

Run ct,; < ModSwitch(ctg, @, q)

return ct,

Algorithm I:  Half domain
Bootstrap(brK, ct, f(-), ksK)

NN R WN

bootstrapping
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6) Full domain bootstrapping from FHEW/TFHE-like
FHEs: Another bootstrapping type that improves the domain
of the evaluation function f is called full-domain bootstrap-
ping (FDB). FDB essentially provides a way to evaluate a
discrete function over the entire domain 7Z; instead of the
half domain Z; /. In other words, FDB improves HDB on
the precision of the function it can homomorphically evaluate
by 1 bit. There exist several different methods for realizing
FDB which include SelecMSB [28]-[30], HalfRange [31]
and SPlit [32]. In our PSI implementation, we choose the
well-documented and open-sourced codes released by [29]
for realizing FDB. FDB is slower than HDB because it
performs the most time-consuming task BlindRotate for
lyoot + 1 = 9 times. The computational complexity of full-
domain bootstrapping is O(lpootdg N 2log N)) where £3,0¢ and
dg are small constants used in the TFHE system parameter
description. For 80-bit security, one FDB function evaluation
takes about 12 seconds a typical desktop PC reported by [29].

B. Bloom Filter

Bloom filter [33] is a data structure designed to efficiently
determine if an element belongs to a set, but they do not pro-
vide a way to retrieve the actual object. It stores membership
information in a compact manner.

A Bloom filter is represented as a bit array, denoted
as BF[-].Bloom filter supports two elementary operations:
AppendObject which adds the target object to the Bloom
filter array and TestMembership which checks whether a
target object has been logged in the Bloom filter.

The false positive rate (pgpr) is the most important perfor-
mance measure for Bloom filters. It represents the probability
that the membership test operation incorrectly asserts that the
target object is in the Bloom filter.

In our C++ implementation of the Bloom filter, we use the
MDS5 hash function. To fulfill the requirement of having a
number of |Hash| distinct hash functions, we pre-generate
|Hash| random numbers and use them to seed a single in-
stance of the MDS5 hash algorithm with different randomness.
In our implementation, we set the false positive rate to 2720
and the number of hash functions to 20, resulting in a Bloom
filter size of |BF| ~ 28.9 x |S].

IV. THE FRAMEWORK FOR THRESHOLD PSI viA FHE

In this section, we describe our threshold PSI at an abstract
level, which mostly resembles the design blueprint in [5].
The threshold can be one of the three types: Below-threshold
(which returns the set intersection only if the intersection
cardinality is below some value), Above-threshold (which
returns the set intersection only if the intersection cardinality is
above some value), and In-between-threshold (which returns
the set intersection only if the intersection cardinality falls
within some interval). As shown in Fig. 1, the client holds a set
C = {ci}ie)c)) and the server holds a set S' = {s;};¢qg)). Our
threshold PSI is divided into two subprotocols: the threshold
token generation protocol, and the standard PSI protocol. In
the threshold token generation protocol, an encryption of a
secret token K’ and another secret token K are generated
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from the server side based on the encrypted intersection
cardinality, i.e., Enc(|C'NS|). The client receives and decrypts
the encryption of K’ and appends K’ to every item in his set
C such that C' is updated to C" = {¢;||K'};. Meanwhile, the
server also updates his set from S to S” = {s;||K };. The client
inputs his new set C’ and the server inputs his new set S’ in
the standard PSI protocol, e.g., Diffie-Hellman-based PSI is
used in Fig 1. At the end, the client learns nothing more than
C' N S if the threshold criterion is met. Otherwise, the client
receives (with an overwhelming probability) an empty set.

More specifically, in the threshold token generation pro-
tocol, the client first encodes his set C into a Bloom filter
BF. and then uses an FHE scheme to encrypt BF. as
Enc(BF.). When the server receives Enc(BF.) sent from
the client, he first performs a new primitive called ePSI-CA
to homomorphically obtain an encryption of the intersection
cardinality |C'N S| as Enc(|C'NS]). The server then performs
another primitive called Secret TokenGen to homomorphi-
cally generate an encryption of token K’ based on a public
known threshold criterion, an encryption of |C' N S| and a
self-generated secret token K. The relation between K and
K’ is that K’ = K if the intersection cardinality satisfies the
threshold criterion; otherwise, K’ is completely random. The
server uses K to update his set to S’ = {s;||K};, and also
sends Enc(K') back to the client. Finally, the client decrypts
Enc(K') for updating his set to C' = {¢;||K};. The details
of ePSI-CA and SecretTokenGen will be discussed later.

Security analysis We present the following theorem assert-
ing our new threshold PSI protocol is secure against semi-
honest adversaries:

Theorem IV.1. Assuming the existence of a CPA-secure fully
homomorphic encryption scheme with circuit privacy and
semi-honest secure standard PSI protocol; then the protocol
in Fig.1 is secure in the presence of semi-honest adversaries.

V. CHALLENGES IN THE FHE-BASED THRESHOLD PSI

The FHE scheme used in this work is TFHE, which is
known for its fast bootstrapping capability. TFHE’s boot-
strapping extends beyond the evaluation of just the identity
function and can be applied to any discrete function, making
it programmable. However, TFHE has certain drawbacks in
terms of computational efficiency, which can be attributed to
two main factors.

First, TFHE encrypts messages in LWE ciphertext with
a small modulus ¢ denoted as LW E™I(-). The use of a
small modulus limits the capacity for noise growth during
homomorphic computations. Even for simple operations like
addition, bootstrapping is required after each addition, signif-
icantly increasing the computation time per operation.

Second, the precision of programmable bootstrapping in
TFHE is limited. TFHE supports the evaluation of discrete
functions f(t) : Z; < Z; with small ¢ values ranging from
26 to 28. This means that the precision of the bootstrapped
function is only in the range of 6 to 8 bits. However, in the
threshold PSI protocol, we often need to perform bootstrapping
on intersection cardinalities |C'N.S| that can be relatively large
and go beyond the precision supported by TFHE.
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Fig. 1: Design blueprint of our threshold PSI protocol

TABLE I: Notation symbols used in this paper

Notations Definition
C client set
ceC an element in the client set
S server set
seS an element in the server set
|S| the cardinality of the set S

index < compute_indices(s) compute the Bloom filter indices
(returned as an array) related to a
set element s

Bloom filter array for the set C'
where BF¢[idz] with idx €
compute_indices(c) for all ¢ € C'is
set to 1, otherwise 0.

) threshold pulse function, i.e.,
returns 1 if the input value is
above(below) a threshold, otherwise
returns 0

vector z and the ¢-th element of the
vector z

an LWE encryption of the message
m € Zq w.rt. secret key s and
lattice dimension n

BFc[]

z,7;

LWE(m) € Z? x Zq

LWE;V’Q(m) € Zg X Zq an LWE encryption of the message
m € Zg w.rt. secret key z and
lattice dimension NV

the noise component in the LWE
ciphertext LW Eg"?(m)

a d-bit integer x with the i-th bit
represented as x;

Err(LWEZ?(m))

x=l|zg_1- @i z0l2
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In this paper, a new approach is proposed to address the
limitations of TFHE regarding computational efficiency and
precision. The proposed approach involves using bootstrapping
in the “BeforeKeySwitch” mode, which enables TFHE to
operate directly on LWE ciphertext with a larger modulus
denoted as LW EN-Q(.). This new LWE ciphertext format
allows for simple homomorphic additions without the need
for bootstrapping, resulting in significant improvements in
computation efficiency, particularly in the threshold token
generation subprotocol.

To handle cases where the intersection set exceeds the
precision of TFHE’s bootstrapping function, the paper in-
troduces high-precision homomorphic integer addition and
comparison operations. These operations enable the protocol
to handle larger intersection sets without sacrificing accuracy
or incurring excessive computational overhead.

Furthermore, the paper proposes revisions to the thresh-
old PSI protocol and utilizes advanced TFHE homomorphic
operations to improve the communication complexity. These
modifications aim to optimize the protocol and reduce the
amount of communication required between the client and
server, leading to more efficient execution.

A. Let TFHE work at leveled-FHE mode

The first crucial task in the proposed PSI protocol is to
implement the primitive ePSI—CA. This primitive allows the
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server to determine the cardinality of the intersection C' N S
using the encryption of the client’s Bloom filter. For simplicity,
let’s assume that the client’s Bloom filter array BF.[-] is
encrypted bit by bit as LW EZ»7(BF.[i]) for all i. To compute
the intersection cardinality, the server needs to check whether
each element s; in its set S belongs to BF.[]. This check
is commonly known as the membership test. Formally, the
membership test can be described by the following function:

§= f(z BF.[index;]) =

J

0  Otherwise

Here, |Hash| represents the number of hash functions used
in the Bloom filter.

Note that the membership test needs to be performed
homomorphically. The challenging part is the homomorphic
additions of LW E?9(BF[index,]) for all index;. The pa-
rameter ¢ is relatively small (= 2'!), which allows only 2-3
times homomorphic additions before decryption failure occurs.
This limitation in ¢ significantly affects the performance of
> ; LWEZY(BF[index;]). After a few homomorphic addi-
tions, bootstrapping (homomorphic evaluation of the identity
function) is required to refresh the ciphertext and reduce
the noise component. Specifically, Q(|Hash|) bootstrappings
are needed to obtain LW EZ(3_; BF [index;]). The naive
approach for this is described in Alg. 2.

We present a new method of homomorphic accumulation
without refreshing/bootstrapping. The key idea is to lever-
age two fully homomorphic encryptions (FHEs), one with a
smaller modulus ¢ and the other with a larger modulus @
(typically around 2%3), both encrypting the same message m.
By encrypting the client’s bloom filter as LW EYN-¢(BF,[-]),
it becomes possible to tolerate a significantly higher level
of noise during homomorphic additions without the need for
bootstrapping.

Once the homomorphic accumulation is completed, a key-
switching operation and a modulus-switching operation are
performed to obtain LW EZ1(3 ", BF [index;]), which is in
the format required for the subsequent bootstrapping step. This
new method is outlined in Alg. 3.

Input: Encrypted Bloom filter bit-table
{LWE9(BF1i])}; and targeted indices
{index;};

Output: LW EZ1(}; BF[index;])

1 tmp <+ 0

2 for every index € {index;}; do

3 tmp+ = LW E9(BF[index])

4 L tmp < Bootstrap(tmp, f = identity)

5 return tmp

Algorithm 2: Straightforward strategy for homomorphic
accumulation

B. Let TFHE bootstrapping work in BeforeKeySwitch
mode

Switching from a small modulus ¢ to a larger modulus
@ enables homomorphic accumulations without the need for
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{1 if 37, BF¢[index;] > [Hashy Perform tmp < ModSwitch(tmp)

Input: Encrypted Bloom filter bit-table
{LWEXN-Q(BFTi])}; and targeted indices
{index;};

Output: LW EZ(} ", BF[index;])

1 tmp <0
2 for every index € {index;}; do
3 | tmp+ = LWEN-Q(BFlindex))

4 Perform tmp < KeySwitch(tmp)

6 return tmp

Algorithm 3: Our proposed fast strategy for homomor-
phic accumulation which improves Alg. 2

bootstrapping. However, it introduces a new challenge. After
the server performs the homomorphic membership test and
bootstrapping for the function f(-), it obtains |S| LW E}-?
ciphertexts, each representing either a 1 (indicating the item
is in set .S) or a O (indicating the item is not in set .S). The
goal is to accumulate these ciphertexts to obtain the LWE
encryption of |[C'NS|.

As discussed earlier, TFHE bootstrapping accepts
LWEX%(m) as input and outputs LWEM?(f(m)), but
direct addition of LW EZ4(f(m)) is not feasible due to noise
capacity restrictions.

This problem can be resolved by terminating the bootstrap-
ping algorithm earlier. By doing so, the bootstrapping accepts
LW EZ»%(m) ciphertexts over a small modulus ¢ as input and
outputs LW EN-?(f(m)) over a larger modulus Q. In the core
of the bootstrapping algorithm, the B1indRotate operation
manipulates the input in RLWE ciphertexts over R x g and
subsequently uses KeySwitch and ModSwitch to trans-
form it back to an LWE ciphertext over Zj X Z. By skipping
the KeySwitch and ModSwitch steps, the functionality of
computing f(m) is preserved, but the result is represented
in another LWE ciphertext with a larger modulus ) and a
different secret key z.

This modification allows for the accumulation of ciphertexts
without the need for bootstrapping, enabling the computation
of |[C'N S| in the desired LWE ciphertext format.

Alg. 4 describes the half-domain bootstrapping algorithm
in BeforeKeySwitch mode. If we do not set mode, then
this algorithm is exactly the standard TFHE bootstrapping.
However, if we set mode = BeforeKeySwitch, then
this algorithm outputs f(m) encapsulated in an LW EN-@
ciphertext, i.e., ctq.

Corollary V.0.1. Alg. 4in BeforeKeySwitch mode returns
LWEY@(f(m)).

With the new proposal of the BeforeKeySwitch-mode
bootstrapping, we are ready to construct ePSI-CA formally,
as shown in Alg. 5.

Corollary V.0.2. Alg. 5 returns an encryption of intersection
cardinality, i.e., LWEN-Q(|C'N S)).
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Input: bootstrapping key brK, LWE ciphertext
ct=LWEX%(m) = (a,b), LWE-to-LWE
key-switching key ksK.

Output: an LWE encryption of f(m), i.e., either

cty = LWED(f(m)) or
ctg = LWENéV’Q(f(m)).
1 SetrotP = £(0) (.00 X9+ LNy xy, X7) -

2Ni

t N .
S0 (S s e, YY)
2 Set ¢ty « ModSwitch(ct,q,2N) = (an,bn)
3 Compute accy < rotP - XbN
4 Run accpr,; ¢+ BlindRotate(brK, accy,cty)
5 Run ctg < SampleExt(accpg,y,0)
6 if mode == BeforeKeySwitch then
7 return ctg
8 else
9 Run ctg ksk < KeySwitch(ctg, ksK)
0 Run ct, < ModSwitch(ctg, @, q)
1 return ct,

Algorithm 4:  Half domain
Bootstrap(brK, ct, f(-), ksK)

bootstrapping

Input: On the client side: A set C, the threshold
value t; On the server side: A set S, encrypted
client BF array LW EN'Q(BF,[i]) for all i
Output: The client side receives an LWE encryption
of |CNS|
1 The server performs the following loop to obtain
LWENQ(CNS)|)
2 for every s; € S do

3 {index;}; < compute_indices(s;)

4 Perform homomorphic additions to obtain
LWE;V’Q(ZJ- BF .[index;])

5 Perform Key-switching to obtain

LWEZ(3_,; BF [index;])
6 Perform bootstrapping (before-key-switch mode) to
| obtain LIWEN-9(6;)
7 Perform homomorphic additions to obtain
LWE}?(3,6:)
8 return LW EY-Q(3".4;) to the client
Algorithm 5: Core primitive ePSI-CA via FHE

C. Putting all pieces together
We formally describe the TFHE-based threshold PSI proto-

col in Alg. 6, and the correctness of the algorithm is stated in
the following corollary.

Corollary V.0.3. Alg. 6 allows the client and the server to
compute the set intersection if the intersection cardinality
satisfies the prescribed threshold.

VI. CASE STUDY

In this section, two practical setups for the threshold PSI
protocol are discussed: the small-client-small-server case and
the small-client-large-server setup.
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Input: On the client side: A set C, the threshold
value ¢; On the server side: A set S
Output: The client side receives C NS if |C' N S|

satisfies the threshold requirement

1 Initialise the FHE with two LWE encryptions, i.e.
LWEMq(:) and LWEN-Q(.)

2 The client creates the Bloom filter of his own set as a
bit table BF[¢] for i = 0,--- ,|BF.| — 1 and then
encrypt BF[i] bit by bit as LW EY-Q(BF.[i]), and
finally sends { LW EN-9(BF.[i])}; to the server.

3 The server runs the ePSI-CA primitive (Alg. 5) to
obtain LW EN-Q(|C N S|)

4 The server prepares a session key K and a random
number R, and performs a functional bootstrapping
for LWEN-Q(|C N S|) to obtain LW EN-Q(K"); The
server appends K to every element in his set as
ST = {si| K}

5 The client receives and then decrypts LW EN-Q(K")
to obtain K. The client appends K’ to every element
in his set C' as CX' = {¢;| K’}

Finally, the client and server engages in a normal PSI
protocol with set S and set CX’

7 return CX N SK

Algorithm 6: Framework for threshold PST via FHE

=)

In the small-client-small-server case, both the size of the
client’s set and the size of the server’s set are small. This
scenario represents a small-scale deployment of the threshold
PSI protocol. It could be applicable in scenarios where both
the client and the server have limited computational resources
or when the sets involved are naturally small in size. In such
cases, the protocol can be executed efficiently without impos-
ing significant computational or communication overhead.

On the other hand, the small-client-large-server setup caters
to scenarios where the client’s set is small, but the server’s set
is large. This configuration is more suitable for cloud com-
puting deployments, where the server possesses substantial
computational capabilities and resources, while the client is
resource-limited. In this case, the powerful server can handle
the heavy computational tasks involved in the protocol, while
the client can offload most of the computation to the server,
leveraging its computational resources. This setup allows for
efficient execution of the threshold PSI protocol, taking advan-
tage of the server’s capabilities to process large sets efficiently.

A. When both client’s set and server’s set are small

1) Basic idea: In this scenario, the proposed framework
described in Alg. 6 is directly applied. The client sends
the encrypted Bloom filter array of their set, denoted as
LWEN-Q(BFcli]) for all i, to the server. The server then
performs the ePSI-CA primitive to obtain the encrypted
intersection cardinality LW EN-Q(|C' N S)).

Next, the server performs a functional/programmable boot-
strapping to obtain LW EYN-Q(K') and sends it back to the
client. Additionally, the server updates their set S to S(%) =
{si|| K };. Upon receiving the encrypted value LW EN-Q(K"),
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the client decrypts it to obtain K’. The client then uses K’ to
update their set C' to CK) = {¢||K"};.

Finally, the standard PSI protocol, such as the ECDH-based
protocol, is performed between the client’s new set C' (% ") and
the server’s updated set S(*). This protocol allows the client to
retrieve the intersection C'N.S or determine that the intersection
is an empty set, depending on the value of |C' N S|.

Optimizing the communication overhead Note that in
the basic framework shown in Alg. 6, the client encrypts
his BF array bit by bit as multiple LWE ciphertexts at the
beginning of secret token generation subprotocol. We can
leverage RLWE packing techniuge to batch N LWE cipherexts
into a single RLWE ciphertexts by encoding BF.[-] as
BF.(X) =", BF_[i]X". After the server receives this single
RLWE ciphertext RLW E(BF (X)), he performs, for every
i € [N], RLWE(BF.(X))- X% and then homomorphically
extracts the constant term which returns LW E(BF..[i]).

Computational Complexity The threshold PSI protocol
here is bottlenecked by the performance of ePSI-CA primi-
tive in the threshold token generation subprotocol, the compu-
tational complexity of which is dominated by the number of
bootstraps used. Either half-domain bootstrap or full-domain
bootstrap is used depending on the set size. Half-domain
bootstrap and Full-domain bootstrap costs O(d, - N2 - log N)
and O(lpoot - dg - N 2 . log N) mod-QQ multiplications, re-
spectively. {00 and d, are small constants used in the
TFHE system parameter description. On the other hand, the
computational complexity of the ECDH-based standard PSI is
O((|C] + |S|) log? p). To conclude, the entire threshold PSI
protocol costs O(|S| - Looot - dg - N?log N).

Communication Complexity The client sends the en-
crypted Bloom filter in the compressed RLWE ciphertexts i.e.,
RLW EYN-Q(BF.(X)) and therefore, the size of the encrypted
Bloom filter array is BFel 9N . log @ bits. The server
later sends back an LWE encryption of the token K’, i.e.,
LW E™%(K') whose size is (n+1) log g bits. To conclude, the
total communication complexity is O(|C|log Q + (|C| +19]) -
logp+ nlogq) where ePSI-CA takes O(|C|log @ + nlogq)
and standard-PST takes O((|C| + |S]) log p) where 32 <
log@Q <64, 12 <logq <14, 12 < n < 14, and logp = 256.

B. When the client’s set is small but the server’s set is large

Overcoming the technical difficulties related to high preci-
sion in TFHE for scenarios where the client’s set is small but
the server’s set is large is indeed crucial. In such cases, the
set size can exceed the limitations of TFHE’s bootstrapping,
which can only support 6-8 bits of precision and a maximum
set size of 256.

To address this challenge, we need to tackle two key issues:

o Homomorphic accumulation with higher precision. One
approach is to perform homomorphic accumulation on
LWE encryptions with higher precision, such as a series
of LWE encryptions of a 20-bit integer. This requires
careful design and parameter selection to ensure that the
homomorphic operations are efficient and accurate.

o Programmable bootstrapping with higher precision. The
final step of the protocol, which involves homomorphic
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secret token generation (Step 8 in Alg. 6), needs to be
performed with higher precision, such as 20 bits. This
requires optimizing the bootstrapping process to handle
larger bit sizes and ensuring the accuracy of the resulting
ciphertexts.

Both technical challenges require careful consideration of
the TFHE parameters, efficient implementation, and potential
optimizations to achieve the desired precision and perfor-
mance.

1) Homomorphic accumulation with higher precision:
In our discussion, we assume that half-domain bootstrap-
ping is used since half-domain bootstrapping is orders of
magnitude faster than full-domain bootstrapping. Using half-
domain bootstrapping also means that it supports up to
B = log,t — 1 bit-long plaintext. This plaintext is further
partitioned into two parts: 1-bit carry and (B — 1)-bit mes-
sage. In general, we use ¢ = [2-] LWE ciphertexts for
representing an encrypted B-bit integer x = |xg_1 - Zgl2
as LWENQ(|zp.s1p_1 - Tp.i|2) where the most significant
bit x ;4 p—1 is set as carry and the other bits xp;yp_92---xp;
are set as message for i =0,--- , £ — 1.

Two specific programmable bootstraps(PBSs) are used in
the proposed high-precision (homomorphic) accumulation al-
gorithm. The carry-bit extract function, denoted as fearry,
allows the extraction of the carry-bit from the original LWE
ciphertext LW E(bit||message). This function specifically re-
trieves the carry bit and produces a new LWE ciphertext
containing only the carry bit. The message-bit extract function,
denoted as fressage, €nables the extraction of the message bits
from the original LWE ciphertext LW E'(bit||message). This
function retrieves the message bits and produces a new LWE
ciphertext containing only the message bits.

Now we can formally describe the homomorphic addition
for two B-bit integers in Alg 7. It actually works as a
homomorphic version of a carry-propagation adder. ¢y is set
to be a trivial LWE encryption of zero as (0,0) in line 2. The
for-loop in line 3-7 pairwisely addss the LSB LWE-ciphertexts
which encrypts z;, y;, ¢; for all 4 from 0 up to £ — 1, and then
uses message-bit extract and carry-bit extract which returns
a new LWE ciphertext LW E/(z;) encrypting the message bit
and a new LWE ciphertext LW E(c;+1) encrypting the carry
bit. Finally, the addition results are captured in the new LWE
ciphertexts LW E(z;) for all ¢ € [{] where each plaintext z;
represents B — 1 bits of the addition result.

Optimization I: MISD-style Bootstrap An optimization
for homomorphic addition involves utilizing the Multiple-
Instruction-Single-Data (MISD) approach [34]. This technique
allows us to implement both carry-bit extract and message-bit
extract using just one half-domain bootstrap operation.

Optimization II, lazy addition In our previous discussion,
we observed that a bootstrap operation is required every time
two encrypted integers are added. Specifically, for adding an
B-bit integer, it is clear that £ = [52-] multi-value half-
domain bootstraps are needed when the carry length is set
to 1 bit. To reduce the number of bootstraps, it is natural to
extend the carry length, denoted as B., to multiple bits, such
that B > B, > 1. By doing so, it becomes possible to perform
2B¢ — 1 homomorphic additions without requiring a bootstrap
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Input: Encrypted B-bit Integer X = Zf;é x; 2B
and Y = Y071 y,2B-Di with £ = [ 521
Output: Encrypted addition result
1 Integer X,Y is encrypted as LW EN-%(x;) and
LWENR(y,) for i € [(]
2 LWENQ(cy) « (0,0)
3fori<0to¢—1do
4 tmp <
LWENQ(z;) + LWEN-Q(y;) + LWEN-%(c;)
5 tmp < KeySwitch(tmp, ksK)
6 tmp < ModSwitch(tmp, Q,q)
7 | {ALWE®(2), LWEY @ (cis1)}
Bootstrap(tmp, {msgExt,carryExt}
,BeforeKeySwitch)

8 return {LWE(z;)};
Algorithm 7: Homomorphic large-integer addition

operation, as the calculation overflow can be tolerated in the
carry. This approach, referred to as “lazy addition,” allows for
a reduction in the number of bootstraps.

Computational Complexity First discuss the complexity
of the homomorphic addition. Assume the input integer has
¢ digits and each digit is B bits long. Alg. 7 consumes
!¢ KeySwitchs and ¢ ModSwitchs, and ¢ multi-value
Bootstraps. KeySwitch costs O(Ndys) Fo multiplica-
tions, ModSwitch costs O(N) 64-bit floating point multipli-
cations, and multi-value Bootstrap costs O(dyN?log N)
Fo multiplications. Therefore, the complexity of homomor-
phic addition is O(¢/N?log N). Based on this result, it is
easily seen that the homomorphic accumulation costs O(|S] -
¢-N?logN).

2) Final PBS (homomorphic secret token generation) with
higher precision: Recall that the purpose of the final Pro-
grammable Bootstrap (PBS) is to convert the LWE encryption
of |C'N S| into either an LWE encryption of K or an LWE
encryption of K’, depending on the value of |C'N.S|. In order
to address the challenge of the final Programmable Bootstrap
(PBS) when dealing with large integers, where the input |CN.S|
may be large, we propose a two-step approach. The first step
involves using a homomorphic comparison primitive to obtain
an encryption of the comparison indicator. In the second step,
this encrypted indicator is then converted to an encrypted K
or K’ using the half-domain bootstrap directly.

The proposed homomorphic large-integer comparison is
described in a recursive manner in Algorithm 8. We utilize the
homomorphic sign function (denoted as signp(x)) introduced
in [35] as a fundamental building blockb to compare two
relatively large integers, i.e., compare 5. (X,Y") for comparing
two integers in the range [—(B* — 1), B® — 1]

1 if X>Y
compare g (X,Y) =470 if X =Y
-1 if X<Y

In order to convert the encrypted sign function re-
sult, LWEN-Q(sign(X — Y)), to either LWEN-%(K) or
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Input: Encrypted Integer X = >, x; B* (smaller than
BYandY =3, y; B
Output: Encrypted comparison result, i.e.,
LW EN-Q(compare g (X,Y))
1 Integer X,Y is encrypted as LW EN%(x;) and
LWENQ(y,)
2 if /==1 then
3 | return LWEN-C(signp(X —Y))
4 else
5 Collect the first half of the encrypted X and Y as
ctx, < {LWEN*Q(xi)}iZO’“, L1 and

cty, {LWENvQ(yi)}iz()’,,, L1 where ctx,
and cty, equivalently represents LW E™V:Q(X,)
and LW EN-Q(Yy), respectively
6 Collect the second half of the encrypted X and Y
as ctx, {LWEN’Q(mH%)}Z-:O_’___ygfl and
cty, {LWENvQ(yi+%)}i:O7,,, L1 where
ctx, and cty, equivalently represents
LWEN-Q(X,) and LW EN-Q(Y}), respectively
7 Compute
co LWENvQ(compareB% (ctx,,cty,))
8 Compute
cp LWEN’Q(compareB% (ctx,,cty,))
9 | return LWEN-Q(signg(co+2-c1))

Algorithm 8: Homomorphic Iarge-integer comparison

LW EN-Q(K") depending on the sign of X —Y, we compute
homomorphically a lookup table (LUT) within the half-domain
bootstrap. The LUT allows us to map the encrypted sign
function result to the desired encrypted value.

Computational Complexity Discuss the complexity of the
final PBS. Assume the input integer has ¢ digits and each digit
is log, B bits long. First, consider the homomorphic com-
parison primitive. Alg. 8 performs the half domain bootstrap
{+ % +---4+1=2¢—1 times and thus the complexity of the
homomorphic comparison is O(¢/N?log N). Second, consider
the bootstrapping for the function LUT[-] which is performed
after the homomorphic comparison. As we have discussed, this
homomorphic evaluation of LUT[-] is a normal half-domain
bootstrapping and therefore the complexity is O(N?1log N).
To conclude, the complexity of the final PBS is O(¢/N?log N).

3) Threshold PSI for small-client-large-server case, a
communication-optimal solution: In this subsection, we pro-
vide a comprehensive description of our threshold PSI protocol
tailored for scenarios where the client’s set is small and
the server’s set is large, optimizing for optimal asymptotic
communication complexity (|C|). In this method, the client
computes its own Bloom Filter array BF, encrypts it, and
sends it to the server. To reduce the communication complex-
ity, an improvement is made by encrypting N bits of BF, in
one RLWE ciphertext. As a result, the entire BF'. is enclosed
in % RLWE ciphertexts.

Upon receiving these RLWE ciphertexts, the server per-
forms homomorphic sample extraction to expand the %
RLWE ciphertexts into |BF.| LWE ciphertexts. Each LWE
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ciphertext encrypts a single bit of BF .. This conversion allows
the server to manipulate the encrypted Bloom Filter in a
homomorphic manner.

By adopting this approach, the server can perform various
operations on the encrypted Bloom Filter, such as homomor-
phic intersection, cardinality calculation, or any other desired
computation related to the PSI protocol. The server can then
send the resulting ciphertexts back to the client for decryption
and retrieval of the desired PSI results. We revises the original
threshold PSI protocol (Alg. 6) by incorporating the high-
precision ePSI—CA and final PBS to overcome the limitations
of low-precision posed by TFHE. Compared with the original
threshold PSI, ePSI~-CA and final PBS are enhanced by their
multi-precision versions, respectively.

Complexity of the communication-optimal solution The
complexity of the proposed solution is dominated by the multi-
precision version of ePSI-CA, and thus the total complexity
is O(|S|-¢-N?log N). Note that we assume | S| is significantly
larger than |C], and thus this method is bottlenecked by this
huge computational complexity and thus is impractical in gen-
eral. It is desirable to find better strategy with computational
complexity related to the small |C| rather than the large |S]|.

4) Threshold PSI for small-client-large-server case, a
performance-balanced solution: We propose the second ap-
proach for the threshold PSI protocol in the small-client-large-
server scenario, prioritizing concrete computational efficiency
over optimal asymptotic communication complexity, resulting
in a sub-optimal communication complexity of Q(|C|+/]S]).
In this approach, the client sends the encrypted Bloom Filter
array indices of its own set, denoted as {LW E,(index;)};,
to the server. The server then homomorphically computes
LWE, (3, BFs[index;]), followed by LW E,(3_,d;), and
finally the encrypted token LW E,(K).

The challenge here is to compute LW E, (3 _; BF[index;])
from {LW E,(index;)};, as there are no direct homomorphic
operations to support this computation. However, we can
overcome this challenge by encoding the indices for every
item ¢ in the client’s set C' as binary vectors. Specifically,
each index is represented as a binary vector indexp;y,, where
indexpin[i] = 1 if ¢ is in the set of indices computed
for item ¢, denoted as index < compute_indices(c), and
indexpin[i] = 0 otherwise.

Using this binary vector encoding, the server can
perform operations on the encrypted Bloom Filter ar-
ray indices in a homomorphic manner. The computation
LW E,(3_; BFs[index;]) can be achieved by homomorphi-
cally summing the encrypted Bloom Filter array elements
corresponding to the non-zero entries in the binary vectors.
This allows the server to effectively compute the intersection
of the sets and obtain the encrypted token LW E,(K’).

ePSI-CA primitive is modified accordingly as shown in
Alg. 9. The membership test in the ePSI-CA primitive can
be simply performed by an inner product between indexp;y
and BFg, and then check whether this inner product equals
the number of hash function:

False

membership(c € S) = { Otherwise
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10

Input: On the client side: A set C, the threshold value
t; On the server side: A set S and
LW EY-@(indexpin|i]) for all i
Output: The client side receives an LWE encryption
of [CNS|
1 Initialise the FHE with two LWE encryptions, i.e.
LWEMq(:) and LWEN-Q(.)
2 The server creates the Bloom filter of his own set as a
bit table BF[i] fori =0, -+ ,|BFg| — 1
3 The server performs the following loop to obtain
LWENQ(CNS)|)
4 for every indexyin c; received from the client set
c; € C do
5 Perform homomorphic inner product
(LW E}-?(indexpin ), BFs) to obtain
LWE;V’Q(ﬁndexbin, BFS>)
6 Perform Key-switching to obtain
LW E?»?((indeXpin, BFs))
7 Perform bootstrapping (before-key-switch mode) to
obtain LW EN-9(5;)
8 Perform homomorphic additions to obtain
LWENQ(Y, 5,)
9 return LW EN-Q (3", 6;) to the client

Algorithm 9: core primitive ePSI-CA used in the
proposed performance-balanced solution

Communication complexity reduction optimizations The
last unsolved problem is about the communication complexity
blow-up in indexp;i, sent bit by bit from the client to the
server. A natural idea for reducing communication complexity
is to pack N bits of indexp;y, into one RLWE ciphertext, and
therefore, the total communication overhead for transmitting
the encryption of indexy,;y, is as large as |C|-|Hash|- [%] .
2N -log, @ ~ 2|C| - [Hash| - |BFg| - log @ bits. In our actual
experiment, such communication overhead is still large and
generally dominates the overall threshold PSI subprotocol.

Inspired by Private Information Retrieval (PIR), folding can
be applied to further optimize the ePSI-CA primitive in
Alg. 9. By transforming the server’s Bloom Filter array BFg
into a d-dimensional array and using folding, we can reduce
the size of the encrypted indexy;, and improve efficiency.

In this approach, the server’s Bloom Filter array BF is re-
shaped into a matrix form BFP°Y with each entry represented
as a polynomial. The polynomial BFP°Y[i_ ] encodes N bits
from BFg[i, N] to BF[i, N + N — 1] as the coefficients of
the polynomial, where i, is the index of the matrix entry.

To extract a specific bit from BFg without privacy preser-
vation, we extract the corresponding coordinates (i,i,) in
BF§°ly. Here, 4, is represented as a binary vector ix pin Of
size O(\/W) where ix binliz] = 1 and O elsewhere, and i,
is represented as a monomial X ~‘v.

The extraction procedure involves an inner product between
ixbin and BFPOY (o obtain the i,-th entry of BFPOW,
which is essentially a polynomial denoted as BFP°Y[;,].
Next, we perform a “left-rotation” by multiplying X ~% with

True if (indexp,, BF) = |Hash|BF§°ly [i]. Finally, we extract the constant term from this

rotated polynomial to obtain the desired bit BF[i].
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By applying folding and leveraging the structure of the
Bloom Filter array, we can reduce the size of the encrypted
indexp;, and optimize the extraction process, leading to
improved efficiency in the threshold PSI protocol for the small-
client-large-server case.

The RLWE encryption RLW EN-Q(.) has N coefficient
slots and therefore we can exploit these slots to reduce request
size. If the system parameters are properly set, one RLWE
ciphertext suffices to enclose the entire vector ix pin|-] if we
set iz pin(X) = > g ix7bin[k]Xk. After the server receives
RLW EN-Q (i, 4in (X)), he computes LW EN-Q (i pin[k]) +
sampleExt(RLWEN @ (i, 4, (X)), k) for k € [N]. Fi-
nally, the server uses the LWE-To-RLWE homomorphic key-
switching to obtain RLW EY:?(ix pin[k]). To conclude, a
more communication-efficient index expansion procedure goes
as follows:

RLWEémQ(im,bin(X)) RLW&LWE {LWEéVQ(ix,bin[k])}iE[N]

HEESRMEL RLW BN (i bin [K]) Fie )

Communication Complexity Regarding the communica-
tion complexity of the threshold PSI for the small-client-
large-server case after the two-dimensional folding trick is
applied, Let |BFs| (< N?) denote the bit size of the BF
array, |Hash| denote the number of hash functions used in
the BF filter, |C| and |S| denote the cardinality of the client
set and the server set, respectively. The client needs to encrypt
|C| - |Hash| RLWE ciphertexts and |C| - |[Hash| RGSW
ciphertexts which encapsulate the entire set C. One RLWE
ciphertext is 2V log, @) bit long and one RGSW ciphertext is
4d4N log, () bit long. The total bit size of the encrypted set
Cis |C|-|Hash|- N -log, Q- (2 4 4d,) which is related to
the client set C' but independent of the server set S. Since we
assume here the client has a small set C and generally the com-
munication overhead for the secret TokenGen subprotocol
and more broadly, the threshold PST is also small.

Computational Complexity While the communication
complexity is significantly reduced, the computational com-
plexity of threshold PSI is heavy where the homomorphic
Bloom filter bit extraction procedure introduced in this subsec-
tion is the performance bottleneck. Consider the computations
for each index ¢, it includes constant-term extraction, LWE-
To-RLWE keyswitch, homomorphic inner product and RGSW
external product. Among these operations, the LWE-to-RLWE
keyswitch bottlenecks the entire Bloom filter bit extraction
procedure: each key-switch costs 2N?dys F multiplications
and % key-switch operations are required meaning that
the entire key-switch costs O(|BFs|Ndys) Fo multiplica-
tions. To summarize, the entire threshold PSI repeats the
Bloom filter bit extraction |C| - |[Hash| times and thus costs
O(S] - C] - N - dy - [Hash]).

VII. EXPERIMENTAL RESULTS

A. Threshold PSI Implementations for the Small-Client-Small-
Server Case

The proposed methods described in Alg. 6 for the small-
client-small-server case were implemented in C++ using the
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Palisade library. The implementation was done on a system
with the following specifications: gcc-9.4.0, Ubuntu 20.04,
Intel Xeon Silver 4214R CPU@2.40GHz, and 64GB memory.

The performance of the TFHE-based threshold PSI protocol
at an 80-bit security level was evaluated and the results are
presented in Table II, which provides information on both
communication overhead and computation overhead.

Data (de-)serialization is implemented using the Boost C++
library. This allowed the conversion of ciphertexts, secret keys,
bootstrapping keys, and key-switching keys into byte arrays for
local storage and transfer over socket packets. The size of the
client’s set was set to be equal to the size of the server’s set,
ranging from 10 to 200 elements.

The choice of TFHE parameters is crucial for optimizing
the performance of the protocol. In this case, we selected
the parameters HDB:80:7, HDB:80:7, FDB:80:7, and
FDB:80:8 for set sizes 10, 50, 100, and 200, respectively.
For set sizes 10 and 50, HDB: 80 : 7 is sufficient because the
size of the sets is smaller than 271, However, for set sizes 100
and 200, we switched to FDB:80:7 and FDB: 80 : 8 because
the sizes exceed the threshold of 27 and 28 respectively.

It is notable that there is limited existing work on construct-
ing threshold PSI protocols. We are aware of the work by Zhao
et al. [5], which focuses on the Secret TokenGen subproto-
col for |C| = | S| = 100. In their work, they propose the use of
additive homomorphic encryption scheme Paillier and obliv-
ious polynomial evaluation for constructing ePSI-CA and
SecretTokenGen. In terms of computational overhead, our
results are comparable to [5]. We may make improvements by
reducing the performance bottleneck through multi-threading
acceleration for ePSI-CA. Each thread performs an instance
of ePSI-CA for a subset of S, and the resulting ciphertexts
are homomorphically summed to obtain the encryption of the
intersection cardinality. This approach allows for parallel exe-
cution and improves the overall performance of the protocol.

B. Threshold PSI Implementations for the Small-Client-Large-
Server Case

We implemented the performance-balanced solution with all
communication overhead reduction techniques enabled. The
experimental results shown in Table III are consistent with
the analysis of communication and computational complexity.

In terms of communication complexity, the proposed com-
munication overhead reduction techniques, including two-
dimensional folding and RLWE packing for homomorphic
Bloom Filter bit extraction, effectively reduce the communi-
cation overhead. For client set sizes |C| = 10,100, 500, the
communication overhead grows linearly as 78.7 MB, 787.1
MB, and 3935.5 MB, respectively. This indicates a reasonable
and manageable communication cost even for larger client sets.

However, the computational complexity is heavily bottle-
necked by the LWE-to-RLWE key switches in the homomor-
phic Bloom Filter bit extraction, leading to long execution
times for the SecretTokenGen subprotocol. In the exper-
iments, the execution time for SecretTokenGen is 241.1
seconds, 2619.7 seconds, and 13012.2 seconds for client set
sizes |C| = 10,100, 500, respectively.
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TABLE II: Timing Performance of the FHE-based Threshold PSI for small sets, 80-bit security level and single-thread.

Set Size Communication Overhead (KB) Computation Overhead (seconds)
Total SecretTokenGen Standard PSI Total SecretTokenGen Standard PSI
10 28.1 253 2.8 10.217 10.169 0.048
50 52.9 38.8 14.1 59.681 59.590 0.091
100 106.9 78.8 28.1 231.227 231.107 0.120
100 [5] n.a. n.a. n.a. n.a. 225.033 n.a.
200 179.5 123.3 56.2 819.854 819.638 0.216

TABLE III: Timing Performance of the FHE-based Threshold PSI for small sets. The implementation uses high-precision
TFHE at 80-bit security level running in multiple threads (maximum 10 threads used).

Method IC| = |S] Communication Overhead (MB) Computation Overhead (seconds)
Total SecretTokenGen Standard PSI Total SecretTokenGen Standard PSI

10:1000 78.8 78.7 0.1 241.8 241.1 0.7
ours. threshold PSI 100:1000 787.2 787.1 0.1 2620.4 2619.7 0.7
? 500:1000 3935.7 3935.5 0.2 13013.0 13012.2 0.8
100:10000 788.0 787.1 0.9 23119.5 23112.3 7.2
[14],circuit-PSI 220 : 220 277 — — 103 — —
[15],circuit-PSI 28 : 220 29 — — 3026 — —
[16],circuit-PSI 28 : 220 4.8 — — 12.6 — —

It is worth noting that if the huge communication overhead
can be tolerated, a direct implementation of the performance-
balanced solution without the homomorphic Bloom Filter
bit extraction can significantly reduce the execution time
for the SecretTokenGen subprotocol. In this case, the
execution time is reduced to 16.2 seconds, 105.3 seconds,
345 seconds, and 143.3 seconds for client set sizes |C| =
10, 50, 100, 200, respectively. The computational complexity
of the SecretTokenGen subprotocol is dominated by the
ePSI-CA primitive, which uses |C| half-domain bootstraps
and incurs a complexity of O(|C|d,N?log N).

These experimental results highlight the trade-off between
communication overhead and computational complexity in the
threshold PSI protocol for the small-client-large-server case.
Depending on the specific requirements and constraints of
the application, the appropriate approach can be chosen to
optimize either the communication or computational aspects.

As the first work contemplating the use of Fully Ho-
momorphic Encryption (FHE) to construct threshold Private
Set Intersection (PSI), no other available implementations or
results have been identified in the open literature. Instead, we
conduct a comparative analysis of our threshold PSI protocol
with circuit-PSI protocols, as circuit-PSI can be adapted to
construct SecretTokenGen and subsequently to construct
threshold PSI by enhancing generic Multiparty Secure Com-
putation (MPC) protocols. The work by [14] leverages the
VOLE primitive and exhibits optimal performance for large
and symmetric set sizes. In [15], FHE is employed to enhance
communication overhead in asymmetric set scenarios where
the client set is small but the server set is large. [16] further
optimizes the performance of [15]. Generally, the performance
of these state-of-the-art circuit PSI protocols surpasses that of
our work. However, it is essential to highlight that the func-
tionality of our threshold PSI protocols is quite different from
the circuit protocol. The FHE techniques used in [15], [16]
cannot be applied to construct threshold PSI since these works
use leveled FHE and are thus restricted by the multiplicative
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depth they can evaluate. Our primary focus in this study
is to explore the feasibility of employing third-generation
FHE programmable bootstrapping for constructing a PSI-with-
computations protocol. In comparison, our approach achieves
optimal round complexity, and our protocols maintain con-
ceptual simplicity and modularity. This simplicity streamlines
both security analysis and implementations.

VIII. CONCLUSION

In this work, we have embarked on the exploration of
constructing private set intersection variants, such as private
intersection cardinality and threshold private set intersection,
using fully homomorphic encryptions. Specifically, we have
utilized TFHE/FHEW-style fully homomorphic encryptions
that leverage programmable bootstrapping to incorporate the
threshold functionality into the PSI protocol. As a result, we
have achieved a linear communication complexity proportional
to the size of the sets involved. Our work represents an initial
step towards investigating the potential of employing fully
homomorphic encryptions for the development of practical
threshold PSI protocols.
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