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Device Feature Extraction Based on Parallel Neural
Network Training for Replay Spoofing Detection
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Abstract—A device feature, which contains information from
both the recording channel and playback channel, is of
paramount importance in replay spoofing detection. Presently, no
technical reports, pertaining to the usage of device information
for spoofing detection to achieve speaker verification, have been
published. In this paper, we propose to build a replay device
feature (RDF) extractor on the basis of the genuine-replay-pair
parallel neural network training database. The target of the
neural network for such an RDF extractor is constrained in a
spectrum domain such as discrete Fourier transform or constant-
Q transform. Different types of neural networks are investigated
for the parallel training framework. Finally the RDF extractor is
formed by applying discrete cosine transform to the output vector
of neural network. The bidirectional long short term memory
gives the best performance among the investigated types of neural
networks. The experimental results on ASVspoof 2017 corpus
version 2.0 indicate that the equal error rate (EER) of a replay
detection system with the proposed RDF has a value of 15.08%.
Furthermore, by combining the RDF with constant-Q cepstral
coefficients plus the log energy in score level, the EER of the
detection system can be further reduced to 8.99%. In addition,
the experimental results also reveal that the RDF exhibits great
complementarity with many handcrafted features.

Index Terms: replay speech detection, recording device, play-
back device, speaker verification

I. INTRODUCTION

A series of techniques starting from Gaussian mixture
model (GMM)-universal background model (UBM) [1], hid-
den Markov Model (HMM)-UBM [2], support vector machine
(SVM) [3] [4], joint factor analysis (JFA) [5] [6] [7], i-vector
[8] [9] [10] [11] to the deep neural network based x-vector [12]
[13] have been evidencing the progress of speaker recognition.
As a result speaker verification technology has been widely
applied in multitudinous commercial applications such as
credit card, telephone banking, e-commerce, secure building
access and suspect identification. However, these techniques
become vulnerable while facing intentional attacks. False ac-
ceptance rates of state-of-the-art automatic speaker verification
(ASV) systems significantly increased with the spoofing at-
tacks using voice conversion technology [14] [15] [16], speech
synthesis [17] technology, replay tool [18] [19] [20] [21] and
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impersonation skill [22]. Being provoked by the severity of
these fraudulent attacks, the Automatic Speaker Verification
Spoofing and Countermeasures Challenge (ASVspoof) was
launched in 2015 with the objective of enhancing the security
of ASV systems against spoofing attacks. Among the above-
mentioned attacks, replay spoofing poses a significant threat
to the reliability of speaker verification system because replay
spoofing is the most difficult to be detected among the four
kinds of attacks and it can be easily applied with very
low technical cost [23] [25]. Following the ASVspoof 2015
challenge [26] which is mainly focusing on speech synthesis
and voice conversion attacks, the ASVspoof 2017 challenge
targets replay attack.

Replay attack happens easily as they do not need any
profound technology or specialized tools. A serious instance
is to use high-quality mobile-phone to arouse the replay attack
to the speaker verification system. Detecting replay attack
using acoustic signal processing is considered hard, due to
the unpredictable variation in the quality of a replay attack.
The naturally occurring factors such as reverberation may be
confusable in some cases with the artifacts introduced by
replay. Researchers also used machine learning for detecting
replay attacks, and found it to perform poorly, mainly due
to the overfitting caused by the variability of speech signals
[27]. Such models do not generalize well to unseen acoustic
environments that may be encountered in practice. Audio
recordings using high-quality microphones in ideal acoustic
environments can be indistinguishable from genuine speech
signals.

In the case of replay attack, prerecorded utterance of the
target speaker is played to a speaker verification system to gain
unauthorized access. Obviously the replayed speech signal
itself contains the characteristics of the intermediate replay
devices, including the recording device and playback device.
The earliest research pertaining to the vulnerabilities of a
speaker verification system to replay attacks was performed
in [28]. In this research, replay attacks were simulated by
concatenating isolated digits from the recordings of a genuine
user and played back to the speaker verification system. An
aberrant increase in both equal error rate (EER) and false
acceptance rate (FAR) was observed in the presence of the
replay attacks. Similar trends reported in [29] indicate that the
EER of a joint factor analysis (JFA) based speaker verification
system was 0.71% when only non-spoofing impostor trials
were tested but when this EER operating point was selected
as the decision threshold, 68% of the replayed trials were
wrongly accepted by the system.

A replay speech detector usually consists of a front-
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end feature extraction and back-end classification. Regarding
the front-end feature extraction, many features for replay
speech detection have been studied since the ASVspoof
2017 challenge [18] [19]. These features are categorized into
two groups: handcrafted features and deep features. Typical
handcrafted features used for spoofing detection include the
constant-Q cepstral coefficient (CQCC) [30], Mel-frequency
cepstral coefficient (MFCC) [30], linear frequency cepstral
coefficient (LFCC) [31], rectangular filter cepstral coefficient
(RFCC) [32] and constant-Q statistics-plus-principle informa-
tion coefficient (CQSPIC) [33]. While the handcrafted features
are obtained via certain transformations which convert signals
from the time domain into variants of the transform domain,
the deep features are usually obtained through deep learning
of various neural networks, which include the deep neural
network (DNN) [23], recurrent neural network (RNN) [23]
and convolutional neural network (CNN) [34].

The deep feature is generally extracted from a hidden layer
of deep model. There have been several works extracting deep
feature for replay spoofing detection. In [35], both DNN-based
frame-level and RNN-based sequence-level are developed to
extract their respective deep features. For DNN-based deep
feature, an utterance-level identity representation is obtained
by averaging the deep features across the entire utterance,
while for RNN-based deep feature the output of hidden layer
at the last time step is used to generate the final identity
representation for the entire utterance. Moreover, both DNN-
based and RNN-based spoofing identity representation can be
combined to achieve better performance of spoofing detection.
In [34], log power magnitude from CQT and fast Fourier
transform (FFT) are used as the input of a light CNN, then
the deep feature is generated from the CNN. In [36], the
deep feature is generated via a CNN-DNN neural network
architecture. The neural network is trained with the input from
tandem feature of high-frequency cepstral coefficient (HFCC)
and CQCC, the target setting for neural network training is
built to classify the genuine speech and replay speech, or
different channel conditions. After the model is trained, the
last fully connected layer is used to generate the deep feature.
In [37], CNN plus RNN are trained for deep feature extraction,
where the RNN is fed with the output of the CNN to learn
long-term dependencies, so that all deep feature vectors from
CNN are processed by the RNN to obtain the spoofing identity
representation for the entire utterance.

Different from the above-mentioned deep features which
are based on non-parallel training ways, in this paper, we will
propose a parallel training method to extract feature which
is targeted to device information extraction. Although device
information is important for replay spoofing detection, there
have never been any reports on how to extract device infor-
mation in the speech signal processing field. In this paper, we
focus on device information study and propose a deep feature
extraction method to depict the trait of replay device [38]. We
found that the replay device feature (RDF) is highly effective
on determining the device-involved (replay) speech and non-
device-involved (genuine) speech. We adopt a neural network
[39] to model the replay device, and the neural network is
parallel trained by using the genuine-replay-pair database.

We investigated different neural network architectures in this
study such as DNN, long short term memory (LSTM) and
bidirectional LSTM (BLSTM). We found the BLSTM exhibits
very good performance for the device feature representation.
Finally the device feature is generated via discrete cosine
transform (DCT) which is applied to the output layer of the
trained neural network.

Regardless of the feature adopted, it is always followed by
the final spoofing detection through the back-end classifier.
In back-end classification part, most models for the spoofing
detection are based on GMM [40] [41] [42], linear discrimina-
tive analysis (LDA) [35], support vector machine (SVM) [34]
[43] [44], residual network (ResNet) [27], DNN [23] [24] and
BLSTM [45] [46]. Neural network classifiers are reported to
give better performance than GMM [47].

The remainder of the paper is organized as follows. Section
II briefs the related methods through which we study the
device feature. In Section III, we introduce the channel system
of replay device and propose a device feature extraction
framework. In Section IV, the experimental results and cor-
responding analysis on ASVspoof 2017 corpus version 2.0
are described. In Section V, the conclusions of the work are
presented.

II. RELATED METHODS

A. Constant-Q Transform versus Fourier Transform

Discrete Fourier transform (DFT) is the traditional approach
widely used for the analysis of speech signals. However, it is
not necessarily ideal for spoofing detection because it imposes
the regular spaced frequency bins which leads to unbalance
distribution of the frequency bin (bank) resolution.

Constant Q transform (CQT) is closely pertinent to the
complex Morlet wavelet transform [48] [49]. Like DFT, CQT
transforms the time-domain signal into the spectral domain.
In DFT, frequency bin is distributed uniformly along with the
frequency axis, so that every bin has the same bandwidth;
it implies that the ratio of center frequency to bandwidth
is increased while the frequency bin increases. In contrast
to DFT, CQT is of constant ratio of center frequency to
bandwidth. In particular, CQT has geometrically spaced center
frequencies fk = 2

k−1
B f1, where k = 1, 2, ...,K denotes

the frequency bin, f1 is the centre frequency of the lowest-
frequency bin, and B is the number of bins per octave-
band. It is the geometrically spaced distribution of the center
frequencies that ensures a constant Q factor across the entire
spectrum. The ratio of center frequency to bandwidth, Q, is
formulated as follows:

Q =
fk

∆fk
=

fk
fk+1 − fk

(1)

Thus we have Q value of CQT 1

Q =
f12

k−1
B

f12
k−1
B (2

1
B − 1)

=
1

2
1
B−1

(2)

1The Q value of DFT for the k-th frequency bin is k.
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(2) indicates that Q is a constant independent of frequency bin
k. Obviously, the window length for the kth frequency bin is
Nk = fs

∆fk
where fs is the sampling frequency.

A standard DFT uses a constant bin size throughout all
frequencies. This typically leads to a reasonably consistent,
fully continuous transform. However, the constant bin size
for all frequencies leads to some problems when frequency
is mapped on a logarithmic scale. Specifically, the peaks of
speech signal on the low frequency region are incredibly wide
and DFT may result in lack of detail in the lower end. This
is an issue in emulating human perception because humans
perceive frequency on a logarithmic scale. In contrast to DFT,
CQT seeks to solve this problem above by increasing the
resolution for lower frequencies and alleviating some of the
computational strains by reducing the bin size used for high
frequencies. It allows CQT to yield better results where low
frequencies and logarithmic frequency mapping are concerned,
but it is slightly less detailed in the far upper frequencies.

B. Neural Network for Deep Feature

Neural network is net W hooking together many simple
neurons so that the output of a neuron can be an input
factor to another, where W denotes the whole set of trainable
parameters of the neural network.

1) DNN: Generally, a neural network is formed by neurons
which are distributed on every layer; the value of a neuron is
given by applying an activation function to the input from
the neurons of its preceding layer. Suppose we have a set of
training samples (x(1),y(1)), ..., (x(r),y(r)), ..., (x(m),y(m))
where (x(r),y(r)) forms a pair with the r-th input vector
and its corresponding labelled target. We can train the neural
network using batch gradient descent. Having the loss function
with respect to that single sample J(W,x(r),y(r)), the batch
cost function may be J(W ) = 1

m

∑
[J(W,x(r),y(r))] +

Φ(W ), here Φ(W ) indicates the weight decay term. Training
the neural network may be just to repeatedly take gradient
descent by using partial derivatives of the cost function with
respect to the W through the back propagation way, so that the
W

(l)
jk in l-th layer can be updated by W (l)

jk = W
(l)
jk −α

∂J(W )

∂W
(l)
jk

for a particular weight connecting node j of current layer to
node k of the next layer. Deep neural network is the forward
neural network with more than two hidden layers. Given a
trained W , output of DNN is produced from an input that
goes through a number of layers.

2) LSTM: In general neural network, two successive inputs
are assumed to be independent of each other. This assumption,
however, is not true in real-life scenarios. RNN can use their
internal state (memory) to memorize the sequence information
of successive inputs. LSTM [50] is a variant architecture of
RNN and it has shown to be successful in many speech
processing applications.

The standard LSTM cell architecture contains one self-
connected cell and three controlling gates. The equations of

an LSTM cell are given as follows

it = σ(Wijxt + bii +Whih(t−1) + bhi)

ft = σ(Wifxt + bif +Whfh(t−1) + bhf )

gt = tanh(Wigxt + bgf +Whgh(t−1) + bhg)

ct = ft ∗ c(t− 1) + it ∗ gt
ot = σ(Wioxt + bio +Whoh(t−1) + bho)

ht = ot ∗ tanh(ct)

(3)

where ht is the hidden state at time t, ct is the cell state
at time t; xt is the input at time t, h(t − 1) is the hidden
state of the layer at time t − 1 (or the initial hidden state at
time t); and it, ft, gt, ot are the input , forget, cell and output
gates respectively; and σ is the sigmoid function, ∗ denotes
Hadamard product.

In multilayer LSTM, the input x(l)
t of the l-th layer (l >= 2)

is the hidden state h(l−1)
t of the previous layer by drop out

σ
(l−1)
t where each σ(l−1)

t is a Bernoulli random variable which
is 0 with probability dropout.

An LSTM neural network is trained on a set of training
sequences using the gradient descent method, it adopts back-
propagation through time (BPTT) to compute the gradients
needed during the optimization process, in order to change
each weight of the LSTM network in proportion to the
derivative of the error (at the output layer of the LSTM
network) with respect to corresponding weight. When error
values are back-propagated from the output layer, the error
remains in the LSTM cell. This error carousel continuously
feeds error back to each of the LSTM unit’s gates, until they
learn to cut off the value.

3) BLSTM: BLSTM is a typical example of bidirectional
recurrent neural networks that connect two hidden layers of
opposite directions to the same output. Unidirectional LSTM
only makes use of past context. In contrast, BLSTM utilizes
both the past and future context by processing the input in
both forward and backward directions with two separated
hidden layers, which are then concatenated as the final output.
In BLSTM, the two directional neurons do not have any
interactions. The process of the BLSTM layer can be depicted
in Fig. 1.

BLSTM acoustic models often achieve better performance
in speech recognition than LSTM. It comes with a cost where
a significant latency needs to be introduced since decoding
needs to wait until a whole sequence is completed.

III. PROPOSED REPLAY DEVICE FEATURE EXTRACTOR

In the traditional training of deep feature, the generative
neural network for deep feature of spoofing detection is non-
parallel trained, the non-parallel training can be used for
unsupervised training or semi-supervised training. For the
unsupervised training, the target is the input feature itself; the
cost function may be related to the squared error between
the reconstructed feature (vector of output layer of the neural
network) and the original input feature (e.g. CQCC, MFCC,
LPCC etc). For semi-supervised training, the target can be
spoofing identity (ID) or the joint trait with the speaker ID
and spoofing ID; for this situation, the cost function can be
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LSTM cell

σ σ σ

Forward

Backward
LSTM cell LSTM cellLSTM cell

LSTM cell LSTM cell

Fig. 1. A BLSTM cell process where ~Ht and H̄t denote the LSTM cell
parameters at time t instance for forward and backward layers respectively.
Both forward and backward networks connect to a common activation layer
to produce outputs.

the squared error between the target and the vector of output
layer of the deep feature neural network. After training the
neural network, the final deep feature can be extracted from
a certain hidden layer of the neural network by inputting the
original feature.

Different from the traditional deep feature training method
which is targeted to the type of attack, in this paper, we aim to
develop a parallel training of neural network to represent the
characteristics of replay device. In this deep feature training,
the output of neural network is targeted to be the log-
spectral-magnitude difference between the input speech and
its corresponding genuine speech. We start our proposed RDF
extraction from the analysis of the device system, then we
introduce the training of the neural network, finally the RDF
extractor is developed.

A. Analysis of Replay Device System

This section introduces replay speech generation process
and the relationship between genuine speech and replay
speech.

The replay device is composed of a recording device and
playback device. The recording device is used to record
genuine speech and the playback device is to play the
recorded speech. The recording device contains three modules:
preamplifier, analog-to-digital converter (A/D), and recording
channel. On the other side, the playback device contains an-
other three modules: digital-to-analog converter (D/A), power
amplifier and loudspeaker. Fig.2 shows the process of replay
speech generation.

It may be reasonable to assume A/D converter in recording
device and D/A converter in playback device are ideal, since
the quantization error can be negligible. The preamplifier in
recording device and amplifier in playback device are used to
amplify signal linearly.

Let sg(t) be a genuine speech, kr the recording preampli-
fier coefficient, and hf (t) the impulse response of recording
channel, the recording output sr(t) is given by:

sr(t) = k1(sg(t) + n(t)) ∗ hf (t) (4)

mic Preamplifier
Recording
Channel

Noise

Genuine 
speech A/D

D/APlayback
Channel

Power 
Amplifier

Loud 
Speaker

Replay
speech

Recording Device

Playback Device

Fig. 2. Diagram of the replay speech generation process.

where n(t) denotes the environmental noise in the recording
environment.

Let k2 denote the power amplification gain in playback
device, hp(t) the impulse response of playback channel, and
hl(t) the impulse response of loudspeaker. Given input sr(t),
we have the output of the playback speech sρ(t) as follows

sρ(t) = [k2sr(t) ∗ hp(t)] ∗ hl(t) (5)

Consequently, we have the replay speech as follows

sρ(t) = k2[k1(sg(t) + n(t)) ∗ hf (t)] ∗ hp(t) ∗ hl(t)
= k1k2sg(t) ∗ hf (t) ∗ hp(t) ∗ hl(t)

+ k1k2n(t) ∗ hf (t) ∗ hp(t) ∗ hl(t)
(6)

Applying a spectral domain transform such as DFT or CQT
to Eq.(6), we have

Sρ(jw) = k1k2Sg(jw)Hf (jw)Hp(jw)Hl(jw)

+ k1k2N(jw)Hf (jw)Hp(jw)Hl(jw)
(7)

where Sρ(jw), Sg(jw), Hf (jw), Hp(jw), Hl(jw), and
N(jw) are the spectral transforms of sρ(t), sg(t), hf (t), hp(t),
hl(t), and n(t) respectively.

Ignoring the input noise to the microphone, which is the
environmental interference, we consider only the replay device
affecting to the replay speech. The replay speech can be
simplified as below

S̃ρ(jw) = Sg(jw)H$(jw) (8)

where H$(jw) = k1k2Hf (jw)Hp(jw)Hl(jw). It is clear that
H$(jw) represents the generic replay device system function
in any variant of spectrum domain, e.g. DFT, CQT or wavelet
transform domain.

From Eq. (8), the log-spectral-magnitude of H$(jw) can
be obtained by:

log|H$(jw)| = log|S̃ρ(jw)| − log|Sg(jw)| (9)

Eq. (9) describes the relationship among the input genuine
speech, replay device system and the replay spoofing speech.

Usually device information hidden behind the utterance is
relatively weak as compared to those non-device signals such
as the content of speech, information of speaker, and even the
noise that contaminated it. In some sense, the replay device
information is actually submerged under these non-device
signals. Without device information hidden inside a speech
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utterance, there is nothing used to detect the replay spoofing.
This equation provides a way to reveal the device information
from the spectral aspect; it brings the motivation of the device
feature extraction – as long as we have a parallel training
speech dataset, we can adopt neural network architecture to
extract the device information.

B. Neural Network for Deep Feature Generation

Actually it can be assumed that there is a virtual replay
device system H̆ . For the case of replay speech, the virtual
device system is the real device defined by Eq. (9); for the
case of genuine speech, it is a full-pass filter system with its
gain to be 1, i.e. H̆$(jw) = 1.

Now let’s define the virtual device system for any types of
speech signal (either replay or genuine speech) as follows:

log|H̆$(jw)| =
{

log|S̃ρ(jw)| − log|Sg(jw)|, if replay
0, if genuine

(10)

Obviously, the higher is the quality of replay device, the
closer to zero is log|H̆$(jw)| and the flatter is it with respect
to w. Inspired from Eq. (10), a neural network architecture,
which can extract device information, is proposed by using
the virtual device function log|H̆$(jw)|: Regardless what type
of input speech (replay or genuine), there is a corresponding
virtual device function log|H̆$(jw)|. Therefore we propose to
design the neural network architecture as follows. The neural
network parameters are trained using the genuine-replay-
pair training database, so that a parallel training structure
is applied by setting up the pair of input speech and its
corresponding virtual device. (a) If the input is the feature
of replay speech, the corresponding virtual device is actually
the real device system, which can be computed using the
difference between log-spectral-magnitudes of replay speech
and its corresponding genuine speech. Thus the neural network
output is targeted to the real device system that is equivalent
to log|Sρ(jw)|− log|Sg(jw)|. (b) If the input is the feature of
genuine speech, the corresponding virtual device is a full-pass
filter system with its gain set as 1, the output of the neural
network is targeted to zero to indicate no real device applied.
As a result, the neural network system becomes a virtual replay
device function generator.

Obviously it is a regression problem of the neural network.
The loss function, ψ, is the square error between the output
y of the neural network and the virtual device function
log|H̆$(jw)| corresponding to the input speech.

ψ =
∣∣∣∣∣∣y − H̆log

∣∣∣∣∣∣2
y = [y0, y1, ..., yb−1]

H̆log = [log|H̆$(jw0)|, log|H̆$(jw1)|, ..., log|H̆$(jwb−1)|]
(11)

where b denotes the number of frequency bins. As per Eq.
(10), the output of neural network are constrained in the log
magnitude spectrum domain such as DFT, CQT and wavelet
transform.

Fig. 3 shows how to train the neural network. The input
layer is the feature of speech utterance, the feature can be

Loss Function

target:

First hidden layer

Splicing Features Centered Around Current Feature

Static Feature of Speech Utterance

BP
or 
BPTT

Input layer

Last hidden layer

Output layer

Fig. 3. Schematic diagram of neural network training for device feature
extraction. BP: Backpropagation for DNN; BPTT: Backpropagation through
Time for LSTM or BLSTM.

either MFCC or log-spectral-magnitude or its extension; and
the output layer is constrained to target to the corresponding
virtual device according to Eq. (10). The hidden layers define
the type of neural network architecture. The mean-square-
error (MSE) cost function given by 1

n

∑N
n=1 ψn is used as

objective function for the neural network weight parameter
update, where N denotes the number of frames. In this paper,
we investigate different neural networks for the device feature
extraction. They are DNN, LSTM, and BLSTM.

C. RDF Extraction

Given a speech utterance, depending on the configuration
of the trained neural network, the relevant handcrafted feature
such as CQCC, log-spectral-magnitude of CQT, MFCC or
LPCC is extracted. The feature is used as input vector to neural
network and go through the hidden layers of neural network to
obtain the output vector. Finally DCT is applied on the output
vector of the neural network to generate the RDF.

In this study, three neural networks (DNN, LSTM and
BLSTM) were investigated. Two hidden layers are used for
both DNN and LSTM respectively. The number of nodes in
the hidden layers are the same for both DNN and LSTM
for a fair comparison. They are 3072 and 1536 for the first
hidden layer and second hidden layer respectively. And the
BLSTM uses two LSTMs with same parametric structures,
one for forward while another for backward. In order to
minimize the computational complexity for feature extraction,
the feature to the input layer of neural network is chosen
to be the log-spectral-magnitude, which is consistent with
the output layer of the neural network. Here CQT is mainly
studied and adopted for the output target of the neural network.
Considering CQT, the number of neurons in the input layer
is 9493 (which is composed of eleven spliced frames), and
the one in output layer is 863. In our experiments, BLSTM
performs better than both DNN and LSTM.

D. An Example of Spoofing Detection System with RDF Fea-
ture Extraction

For the detection of spoofing attacks, GMM is commonly
used for the classification while DNN is effective for high
dimension input features [23].
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RDF Feature Extraction

CQT

Log-Magnitude
BLSTM DNN

ClassifierSpeech DCT

Score 
Level 

FusionCQCCE Feature Extraction

CQCC + Log Energy DNN
Classifier

Fig. 4. An example of replay spoofing detection system with RDF feature
extraction.

In this paper, we show an example of the RDF application
by developing a hybrid spoofing detection system. In the
hybrid system, RDF detection system is combined with CQCC
plus the log energy (CQCCE) detection system to give a
significant improvement on replay detection. In the RDF
detection system, CQT is applied first to convert the signal
from the time domain into CQT spectral domain, it is followed
by magnitude and logarithm computation. The two systems go
through fusion at the score level. Fig. 4 gives a brief flow chat
to describe the example of the spoofing detection system with
RDF feature extraction.

In this system, BLSTM is trained for RDF deep feature ex-
traction, and DNN is trained as a classifier to detect the replay
spoofing speech. The input layer of the DNN is connected to a
big dimension from eleven adjacent frames of the RDF feature,
there are two hidden layers with 512 neurons per layer. The
output layer is composed of two neurons to indicate spoofing
or genuine speech.

We apply the similar DNN network configuration to the
CQCCE feature to implement another spoofing detection sys-
tem, and finally the two systems are merged together at the
score level to give the final score of the proposed hybrid
spoofing detection system.

IV. PERFORMANCE EVALUATION

We conducted the evaluation on the ASVspoof 2017 Chal-
lenge platform that focuses on replay attacks [51]. The
ASVspoof organizers used RedDots corpus to serve as genuine
speech, and the speech from the subset of the RedDots corpus
was replayed through a variety of replay configurations involv-
ing different recording devices, playback devices and different
environments. In this paper, we adopt the improved version,
i.e. ASVspoof 2017 corpus version 2.0 (ASVspoof2017-V2)
[51].

TABLE I
SOME DETAILS OF ASVSPOOF2017-V2.

Subset Num
#Speakers #Utterances #Genuine #Spoofed

Training 10 3,014 1,507 1,507
Development 8 1,710 760 950

Evaluation 24 13,306 1,298 12,008

ASVspoof2017-V2 is constituted by three subsets: training
data, development and evaluation data, Table I gives some
details of ASVspoof2017-V2. The sampling rate of the speech
signal is 16 kHz. The training database provides parallel
training condition to train the replay device feature extractor.
In particular, for the case of spoofing speech used as input
to the neural network, there are 1507 genuine-replay pairs of
the speech utterances from the training dataset to train neural
network parameters; for the case of genuine speech used as
input to the neural network, there are another 1507 genuine-
genuine pairs of speech utterances from the training dataset to
train the neural network parameters.

To examine the performance of our proposed device feature,
we used a series of four-layer DNNs for classification. The
performance of the entire system is measured in terms of EER.
The input layer of the DNNs are constituted by splicing eleven
frames centralized at the current frame. The DNNs have two
hidden layers with 512 nodes in each layer and its output layer
has two nodes.

A. Deployment of RDF Spoofing Detection on Development
Dataset of ASVspoof2017-V2

Considering the factor of computational complexity, we
keep the transform (either DFT or CQT) consistent for input
and output of the neural network. In this paper, the log-
spectral-magnitude of DFT or CQT is selected to be the
input feature to the neural network for RDF feature extraction.
Upon the investigation of DFT and CQT in the experiments,
it was observed that CQT is much more advanced than
DFT. In this section, we shall focus on CQT only. In our
experiment, the static dimension of the device feature for
CQT is set to 863 to give the best performance in terms of
EER for 16 kHz sampling rate. The deployment of RDF-
based spoofing detection is composed of two parts: neural
network configuration for RDF feature extraction and dynamic
feature input to detection classifier. The number of neurons
in each layer of the neural network is the critical factor for
the performance of the RDF extraction. In the other side,
dynamic feature selection is an important factor for spoofing
detection. Our previous works [33] [42] [52] have shown static
feature for CQT degrades the performance in replay speech
detection, therefore only dynamic features including delta (D),
acceleration (A) and delta-acceleration concatenation (DA) are
selected for investigation in this paper. The CQT parameters
are configured as follows: number of frequency bins in each
octave is set to 96, number of octaves is set to 9, sampling
period is 16, and gamma is chosen as 3.3026. This settings
are consistent with those in [53].

We used the same 3,014 genuin/replay utterances from
the training set for the DNN model on the development set
for the classification in replay spoofing detection. We show
the experimental results of CQT:RDF on ASVspoof2017-
V2 development dataset in Table II. In the table, different
BLSTM neural network architectures for the device feature
extractor are used as the front end of the detection system,
and different dynamic features (i.e. D, A, and DA) as input to
DNN classification are used as back-end of spoofing detection,
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where ILN, HL1N, HL2N and OLN denote the numbers of
neurons in input layer, first hidden layer, second hidden layer
and output layer respectively.

With respect to RDF neural network configuration, the
CQT:RDF-A with network structure 9493:3072:1536:863 per-
forms best on ASVspoof2017-V2 development set among the
four network structures in terms of EER 2. Subsequently we
used the CQT:RDF-A and CQT:RDF-DA with network struc-
ture 9493:3072:1536:863 to evaluate the RDF performance on
ASVspoof2017-V2 evaluation set. In the respect of dynamic
feature comparison for detection, no matter which network
structure of BLSTM is, CQT:RDF-A gives the best perfor-
mance on ASVspoof2017-V2 development set. CQT:RDF-
D gives the second best performance for the first network
structure, while the CQT:RDF-DA gives the second best
performance for the last three network structures.

B. Experimental Analysis

ASVspoof 2017 focused on the development of replay
attack countermeasures, its evaluation entailed highly hetero-
geneous acoustic recording and playback conditions which
increased the EER of a baseline ASV system extremely [19].

To evaluate the device feature on the evaluation set, the
RDF neural networks were kept unchanged 3, 4,724 utterances
from training and development sets were used to re-train
only the DNN models for the classification in spoofing de-
tection. Our experiment on ASVspoof2017-V2 evaluation set
shows that the EERs using the CQT:RDF-A and CQT:RDF-
DA are 17.00% and 15.08% respectively. It indicates the
CQT:RDF-DA performs better than the CQT:RDF-A. In con-
trast to the EER result in Table II, we found an interest-
ing phenomenon, the CQT:RDF-A performs better than the
CQT:RDF-DA on the ASVspoof2017-V2 development set
while the CQT:RDF-DA performs better than the CQT:RDF-
A on the ASVspoof2017-V2 evaluation set. The reason may
be certain differences between the ASVspoof2017-V2 devel-
opment set and the ASVspoof2017-V2 evaluation set, for
example, some types of replay speech in evaluation set do not
appear in development set. Consequently, in the remainder of
the paper, we only use DA dynamic feature for all features on
the evaluation set.

In handcrafted features (e.g. MFCC and CQCC), DCT [54]
has three functions: de-correlation of the feature dimen-

2The dimension of 9493 in the neural network input layer is the outcome
of splice of eleven frames with feature dimension 863 for CQT situation.

3i.e. the neural network models are the same as those used in the above
development section.

TABLE II
EXPERIMENTAL RESULTS (EER (%)) ON ASVSPOOF2017-V2

DEVELOPMENT SET USING DIFFERENT BLSTM CONFIGURATIONS AND
DIFFERENT DYNAMIC FEATURES.

BLSTM Configuration Dynamic Feature
ILN : HL1N: HL2N: OLN D A DA

9493 : 863 : 1536 : 863 40.21 37.38 41.92
9493 : 2048 : 1536 : 863 41.95 39.97 41.21
9493 : 3072 : 1536 : 863 40.95 37.19 40.44
9493 : 4096 : 1536 : 863 40.31 38.00 39.82

sions [55], energy concentration and dimension reduction. In
this paper, we investigate whether DCT has the same functions
in RDF extraction as in handcrafted feature extraction. We
also investigate the effects of DCT in the RDF feature using
different types of neural networks including DNN, LSTM and
BLSTM as RDF extractors. From Table III, it can be seen that
the performance of the RDF with DCT is much better than the
RDF without DCT for both DFT and CQT, which means that
DCT plays a significant role in the RDF.

TABLE III
EXPERIMENTAL RESULTS IN TERMS OF EER (%) ON ASVSPOOF2017-V2

EVALUATION SET COMPARISON BETWEEN RDF-WITH-DCT AND
RDF-WITHOUT-DCT.

Feature — Neural Network DNN LSTM BLSTM
DFT: RDF-with-DCT 30.21 30.72 30.18

DFT: RDF-without-DCT 31.69 32.84 32.04
CQT: RDF-with-DCT 20.73 15.68 15.08

CQT: RDF-without-DCT 23.22 18.61 18.41

In our experiments, the output layer of CQT:RDF neu-
ral networks was always of 863 neurons for DNN, LSTM
and BLSTM; while the output layer of DFT:RDF neural
networks was always of 257 neurons for DNN, LSTM and
BLSTM. From the above experiments, we can observe that
CQT:BLSTM is the best among the three types of neural
networks.

In traditional empirical knowledge, DCT can be used to
reduce the dimensions, like MFCC. The dimension of static
feature is usually selected to be low such as 13, 20 or 30
because the low dimension is able to concentrate most of
energy and thus reduce the sensitivity to some interference.
Consequently, in conventional classification, the low dimen-
sion selection gives the best performance since the robustness
is strengthened. For RDF neural network training, it is nec-
essary to investigate the dimension selection after applying
DCT.

In order to investigate the size of the CQT:RDF-with-DCT
dimension, not only the low dimensions but also high dimen-
sions were surveyed. From Table IV, it can be seen that low
static dimension such as 13, 20 and 30 gives poor performance.
For this point, it is very different from handcrafted feature.
When static dimension equals 863, the RDF performance
reaches the best. The reason may be that the discriminative
information of the RDF is hidden not only in low dimensions
but also in high dimensions after DCT. In other words, DCT
is helpful for de-correlation, but cannot be used for dimension
reduction for the device feature.

TABLE IV
EXPERIMENTS FOR DCT DIMENSION SELECTION BASED ON

PERFORMANCE IN TERMS OF EER (%) CONDUCTED ON
ASVSPOOF2017-V2 EVALUATION SET.

DCT dimension 13 20 30 256 512 863
CQT: DNN:DCT 33.69 29.18 26.42 19.78 19.34 20.73

CQT: LSTM:DCT 25.17 21.67 19.83 15.72 15.76 15.68
CQT:BLSTM:DCT 36.25 35.59 37.06 33.80 29.41 15.08
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C. Performance Measurement

In this performance evaluation, we adopt CQT:BLSTM-
with-DCT as the RDF feature extractor to compare with other
features.

TABLE V
COMPARISON WITH SOME COMMONLY USED ACOUSTIC FEATURES ON

ASVSPOOF2017-V2 EVALUATION SET IN TERMS OF EER (%).

Features EER Features EER
IFCC 34.61 RDF+IFCC 14.83
MFCC 23.79 RDF+MFCC 12.50
CQLM 16.61 RDF+CQLM 10.78
LFCC 16.60 RDF+LFCC 10.12
CQCC 15.46 RDF+CQCC 10.62
RDF 15.08
CQCCE 10.61 RDF+CQCCE 8.99

CQCCE+CQCC 10.61 RDF+CQCCE+CQCC 8.99
CQCCE+CQLM 10.61 RDF+CQCCE+CQLM 8.99
CQCCE+LFCC 10.56 RDF+CQCCE+LFCC 8.98
CQCCE+IFCC 10.25 RDF+CQCCE+IFCC 8.81
CQCCE+MFCC 9.58 RDF+CQCCE+MFCC 8.67
CQCCE+LFCC+CQLM 10.56
CQCCE+LFCC+IFCC 10.25
CQCCE+IFCC+CQLM 10.24
CQCCE+MFCC+CQLM 9.59
CQCCE+MFCC+LFCC 9.58
CQCCE+MFCC+IFCC 9.02

1) Comparison with acoustic features: Recently, CQCC
was reported to be sensitive to the general forms of spoofing
attacks so that it becomes an effective spoofing countermea-
sure [56]. There are five modules in CQCC extraction: CQT,
Power Spectrum, Log, Uniform Resampling and DCT. The
role of each module is briefed as follows: CQT is used to
convert speech from the time domain to the CQT spectral
domain; it is followed by Power Spectrum which is used to
calculate the octave power spectrum; afterwards Log is applied
to obtain octave power spectrum in logarithm scale; then
Uniform Resampling is adopted to convert the logarithm octave
power spectrum into the linear logarithm power spectrum;
and finally DCT is used to extract principal information
by attempting to decorrelate the intermediate coefficients to
deduce the dimensions. Since the log energy has been found
to improve the performance of CQCC [51], CQCCE is selected
for comparison.

In this paper, we shall show the following five conventional
features for comparison. They are CQCC, MFCC, instanta-
neous frequency cosine coefficient (IFCC) [57], LFCC [31]
[58], and CQT log-spectral-magnitude (CQLM). The different
DNN classifiers are trained for the spoofing detection with
different features using the same training database as that with
RDF. The static dimensions of 13, 20, 20, 30, 31 and 863 are
properly selected for MFCC, IFCC, LFCC, CQCC, CQCCE
and CQLM respectively.

Table V gives the performance comparison between the
proposed feature and typical conventional features on the
ASVspoof2017-V2 evaluation set. It can be seen that the
performance of CQLM, CQCC, CQCCE and RDF are better
than MFCC. The reason may be that CQT is a long-term
transform and it can provide more frequency details than the
discrete Fourier transform that is a short-term transformation.
It also can be seen that though RDF only consists of devices

information, its performance is better than those of CQLM and
CQCC which have multi-aspect information. The performance
of CQCCE is much better than the RDF, which means that log
energy is very helpful and is of much complementary space
with CQCC for replay speech detection.

In Table V, ’α + β’ denotes the two systems ’α’ and
’β’ to be fused at the score level. It can be seen that: (1)
By score fusion, the EER of RDF + MFCC drops down to
12.50% from its original EER values of 15.08% (RDF) and
23.79% (MFCC). It means that RDF has much complementary
space with MFCC. (2) Though RDF is built up from CQLM,
the score level fusion of RDF + CQLM improves much
from its original respective systems. The reason may be that
most of the information in RDF is device and environment
information while CQLM has multi-aspect information, and
the information in RDF and in CQLM is complementary with
each other. (3) RDF also has much complementary information
with CQCC and CQCCE, it is found that the EER of RDF
+ CQCCE reaches 8.99%. (4) The fusion of three systems
(RDF+CQCCE+MFCC) gives the best performance with an
EER of 8.67%.

TABLE VI
COMPARISON WITH DIFFERENT DEEP FEATURE BASED REPLAY

DETECTION SYSTEM ON ASVSPOOF 2017 EVALUATION SET IN TERMS OF
EER (%).

Deep Feature Tr. target Detect. Fusion EER
FFT-CNN [34] discrim. RNN - 10.69
MFCC-DNN [23] discrim. RNN - 12.87
MFCC-LSTM [23] discrim. RNN - 14.42
DFT-DNN discrim. DNN - 15.96
DFT-DNN discrim. DNN CQCCE 10.34
DFT-BLSTM discrim. DNN - 38.23
DFT-BLSTM discrim. DNN CQCCE 10.57
MFCC-DNN discrim. DNN - 17.05
MFCC-DNN discrim. DNN CQCCE 9.68
MFCC-BLSTM discrim. DNN - 38.75
MFCC-BLSTM discrim. DNN CQCCE 10.61
CQT-BLSTM discrim. DNN - 27.65
CQT-BLSTM discrim. DNN CQCCE 10.05
RDF:CQT-BLSTM regression DNN - 15.08
RDF:CQT-BLSTM regression DNN CQCCE 8.99

2) Comparison with deep features: In this session, we
investigate the performances among different deep features
for the spoofing detection in terms of EER through ultimate
detection systems. So far, almost all the neural networks for the
deep feature extraction are trained under supervised learning
style where the targets of neural networks are set to discrimi-
native labels with spoofing classes. And the deep features are
extracted from the last hidden layer of the neural networks. In
this paper, we state the training target for these deep features as
discriminative modeling. Under the discriminative modeling,
the training databases are not required to contain parallel
speech signals to mapping with the input speech signals; the
only requirement is the categories of the speech signals. As
long as we have a label of a speech utterance, the nonparallel
training data can be adopted. All the above mentioned deep
features are based on discriminative output of neural networks
which target to the clustering labels. The neural networks
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aim to bring the solution of the classification problem using
nonparallel training databases.

Table VI demonstrates the performance of different deep
features in terms of EER via certain detection systems con-
ducted on the ASVspoof2017-V2 evaluation set. It consists
of the above-mentioned nonparallel trained deep features
including FFT-CNN, MFCC-DNN, MFCC-LSTM, DFT-
DNN, DFT-BLSTM, MFCC-BLSTM and CQT-BLSTM.

In the table 4, FFT-CNN represents log power magnitude
of FFT as the input acoustic feature for CNN to learn deep
feature; MFCC-DNN and MFCC-LSTM represent MFCC as
the acoustic feature input to DNN and LSTM respectively
to learn respective deep features; The experiments reported
from [23] and [34] used the deep features as input to train
respective RNNs for spoofing classification in the replay
detection systems; while in our experiments, we used the
deep features as input to DNNs for the purpose of spoofing
classification.

DFT-DNN denotes the log-spectral-magnitude of DFT as
acoustic feature input to DNN to learn the deep feature gener-
ator; and DFT-BLSTM represents the log-spectral-magnitude
of DFT as acoustic feature input to BLSTM network to learn
the deep feature generator. The dimension of the DFT acoustic
feature is 257 and the output layer contains two neurons
to represent spoofing or genuine, the number of neurons in
the last hidden layers of DNN and BLSTM are set to 257
respectively. MFCC-BLSTM is the deep feature extracted
from the last hidden layer of BLSTM whose input layer is from
the 13 dimension MFCC feature and the output is targeted
to two classes indicating spoofing and genuine probabilities.
CQT-DNN denotes log-spectral-magnitude of CQT as input
to DNN to generate deep feature; and CQT-BLSTM denotes
log-spectral-magnitude of CQT as input to BLSTM neural
network to generate deep feature. The dimension of the CQT
acoustic feature is 863 and the output layer contains two
neurons, the number of neurons in the last hidden layers of
DNN and BLSTM are set to 863 respectively. Except the
spoofing detection systems reported from [23] and [34], the
classification parts of the other detection systems listed in the
table are built using DNN with two hidden layers. From the
table, it can be seen that the detection systems with DNN-
based discriminative deep features outperforms those with
BLSTM-based discriminative deep features; and the CQT with
BLSTM discriminative modeling demonstrates better deep
feature performance than the DFT and MFCC features with
BLSTM do.

In contrast to the traditional discriminative deep feature
extractors that are trained using nonparallel training data, our
proposed RDF deep feature extractor is generative modeling
and trained using parallel training data. Different from the
discriminative deep features which are extracted from the last
hidden layers of neural networks, the RDF feature is extracted
from the output layer of the neural network which is set
for the solution of regression problem targeting to depict the
characteristics of virtual device feature. The key point of the

4“Tr. target” and “discrim.” mean the training target is set to discriminative
modelling while “regression” means the neural network is targeted to regress
to the characteristics of virtual device property.

idea is to prove that the device feature can be depicted by using
the information from the input speech and its corresponding
genuine speech in log-spectral-magnitude domain. For the neu-
ral network structure, the output layer should be constrained to
the spectral domain as indicated by Eq. (10) in session III-B.
However, the input speech feature is not limited to certain
transformation, i.e. handcrafted features such as CQCC and
MFCC can also be used as input feature to the neural network
for RDF generator. RDF:CQT-BLSTM in Table VI denotes
our proposed RDF feature. In RDF:CQT-BLSTM, the log-
spectral-magnitude in CQT domain is selected as input feature
to the input layer of BLSTM neural network to generate the
RDF deep feature.

The single RDF detection system performs not so good as
compared to some nonparallel trained models reported in [23]
and [34]. It may be due to the limited amount of parallel
pairs used for training and the different detection-purpose
neural network architectures where RNNs were used in the
three precedent systems, i.e. FFT-CNN [34], MFCC-DNN
[23], and MFCC-LSTM [23]. It is also observed that, with
the similar DNN used for detection-purpose classification, the
proposed RDF:CQT-BLSTM performs the best among the
deep features with BLSTM feature generators. From the table,
it can be seen that the single RDF:CQT-BLSTM based detec-
tion system reaches EER of 15.08% while the discriminative
modeling based detection system CQT-BLSTM gives EER of
27.65%.

In the experiments, we investigate the feature comple-
mentarity by using the score fusion with CQCCE detection
system. The CQCCE detection system was briefly described in
sessions III-D and IV-C1. The resulting EERs after the score
level fusion indicate that the improvement from the fusion
with CQCCE detection system is more or less for all of the
investigated deep feature systems by notice of 10.61% EER
from single CQCCE system. From this CQCCE perspectives,
the improvement of discriminative deep feature CQT-BLSTM
is about 5.27% (EER only drops to 10.05% from 10.61%).
It can be seen that the proposed RDF:CQT-BLSTM shows
strong complementarity with CQCCE at score level comparing
with others in terms of EER. And the RDF:CQT-BLSTM
fused with CQCCE performs the best among all the fused
systems. The EER improvement of CQCCE system after
fusion with RDF:CQT-BLSTM is about 15.27% (EER drops
from 10.61% to 8.99%).

Usually, it is a fact that the parallel data is relatively hard
for collection as compared to the nonparallel data. Fortunately,
ASVspoof2017-V2 provides quite amount of replay pair data,
on which we give the evidence for the RDF effectiveness.
However, ASVspoof2017-V2 data is still not big enough to
convince the consistency of the proposed replay counter-
measure. In order to give further inference, we conducted
another testing beyond the experiments reported in this pa-
per; by adding more genuine pair (genuine-to-genuine) from
ASVspoof2017-V2 development dataset, we observe that the
RDF performance is improved apparently. In our future study,
the RDF method will be further assessed with larger database
covering more devices, speakers and environments.
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V. CONCLUSION

In this paper, we have proposed a parallel neural net-
work training architecture for replay device feature extraction
which aims to detect the replay spoofing attack for automatic
speaker verification. Device feature provides a way to depict
the characteristics of the replay spoofing device. In contrast
with existing methods for replay speech detection, this paper
addresses the problem in extracting device information for
replay spoofing detection. In this parallel training framework,
different neural networks have been investigated for the RDF
extraction. A method to extract RDF based on CQT, BLSTM
and DCT shows the effectiveness of the RDF deep feature
architecture. In addition, DCT only plays the role of de-
correlation of the feature coefficients but cannot be used to
reduce the dimensionality for the RDF. The experimental
results show that the hybrid RDF related spoofing detection
system yields satisfactory results. It has been observed that
the proposed RDF has much complementary capability with
typical conventional features at score level.
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